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HIEMORAHDUM

T0: My, Frenk M. Vozencraft
Agsistant Attorney CGeneral
0ffice of Legal Counsel
Department of Justice

PROM: Leonard C. Moekex
The Legal Adviser
Department of State

SyBJECT: The Freedom of Informatiom Bill, ", 1160, to
covond Section 3 of the Administrative Procedure
Act,”

"I refer to your memorandum of April 27, 1966, which. re-

quested a brief sumsary of specific examples or situations
jn which the Departwment of State would encounter serlous
problems by reason of particuler provisions of S. 1160.
In the relatively few hours since the arrival of your
memorzndum, there has been insufficlent time to conduct

_a thorough and exhaustilve survey within the Department.

There are, however, some problems that come quickly to
mind, and the comments that follow will deal with these by
way of illustration. :

The concern of the Department relates Iinitfally to the

scope of the exemption at Section 3{e) (1) of 8. 1160, nemely
"specifically required by Executive Order to be kept secretl
fn the interest of the national defense or forelgn policy".
Yt ig assumed that this lenguage 1is degigned teo encompass

at least the coverage of the present Executive Order 10501,
as amenided, rather than to restrict further such coverage.
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As presently imterpreted by the Attorney Generel In his
lettar of April 17, 1954, that Executive Order in its pro-
tection of the "interests of rnational defense" {ncludes the
safeguarding of Information and materisl developed in the
course of conduct of forelgn relations of the United

States vhenaver Lt appeared that the effect of the unsuthoxized

dlsclosure of such information or waterial upon fnternstionsl
relations or upon policies being pursued through diplematie
chennels could result in serious damage to the nation. Howe-
ever, even this prasent interpretation of Executive Order
10501, ss amended, 18 not adequate to protect many of the
sctivities of the Depariment of ftate in dealing on a day to
day basis with foreign govermments, It 1s only the present
Seciion 3 of the Administrative Procedures Act, providing
"[e]rcept to the extent there is involved (1) any function
of the United States requiring seerecy in the public
interest * ¥ ' vhich protects from disclosure these desl-
ings not properly eclassified under Executive Order 10501,

1t is conceivable, however, that under Section 3, as amended
by &. 1160, a registered foreign agent of one country could
gain access to all unclassified records relating to State
Department dealings with enother country., These records
could include diplomatic notes and memorsnds of conversa-
tion, a8 well &2 messages to and from our diplomatic
migsions abroad. If this bill becomes law it might well
vesult in a serlous impediment to free expression of views
and exchange of intelligence information between the United
States and forelgn governments, who would be seriously
concerned that cormunications wade to the Depsrtment of
State could subsequently be subject to public inspection, even
if this were not actuslly the case, Accordingly, the Deperte
ment would be seriously affected in malntaining its fraok,
open, &nd heretofore privileged negotistions with foreign
govermments if 1t were unable to respect the confidences
antrusted to it. It would be essentizl that Executive

Order 10501 be further amended to protect these and related
unclassified setivities of the Depsrtment of State upoa the
basls in Seetion 3(e)(l) that thay may “he kept secret in
the interect * ® ® of foreigm policy.”

Reference 1s made also to the Directive of President Truman,
dated March 13, 1948, which requires that all reports,
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" had been under a requirement to reveal the informztiom on
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limited to "investigatory files compiled for law enforcement
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recorder aad files relative to the loyalty of employees or
prospective awployees be maintained in confidence. This
Directive ls important for 1f the investigation of employees
vnder Fxecutive Order 10450, ag amended, is to be fully
effective, the working papers, the tentstive conclusions and
final evaluations of the iavestigative process wust be
protected from disclosure, It is not known wvhether sub-
parvagraph (6) of Section 3(a) of §. 1160 would afferd the
necesseary protection to these records, but subpavapraph (7)
would not sppear to protect them, its coverage being '

purposes,”

The Depariment of State secepts and processes nmimmercus passe
port applications yesrly. Informetion given by applicants
on the forms utilized for this putrpose should, in the Depart-
went's view, recelve the protection of Section 3(e){6) which
Includes in its coverages " ¥ # * and simllar files the
disclosure of which would constitute 2 clearly unwsrranted
invazion of personal privacy"; we balieve the aveilability
of paseport files should be restricted to the applicants and
their representatives,

Actions ara teken by the Department's Qffice of Munitions
Control in rapgulating the export and import of arme. =
Determinations as to the exportabllity of srms vary dally
with the changing international situation and lnternal
politicel conditioas in a given country. Many of these
situations are very sensitive and invariably the disclosure
of information, including wmelassified information, on
which judgments might be bssed would be prejudicial to the
naticnal interest., This was clearly demonstrated in the
recent India-Pakistan confrontation vhere on orders from the
¥hite Houze the Department suspended forthwith a2ll pending
and existing licenses for both countries, If the Departuent

which this action was based, it would have been cleerly
detrimental to the naticnal interest. Similarly, the mere
disclosure of faectusl informatlon eoncerning intermationsl
arms traffie may im certaia circumstances be contracy to
our foreign policy interestay for example, it could be
prejudicial to the United States to be forced to disclose
the deteils of arms transactions with a country such =s
Israel, thereby making the information available to other
middie eastern countries, .
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The Daepertment, {inally, has sowme concern over its abilicy
to {ul{ill the requirements of Section 3(b) =nd (¢) which
require that racords be nade available, under certain
eonditions, to “any person.” If this requirement is to
apply to the operations of the Department's 290 or more
Forelgn fervice posts abroad, and to - every Americean citizen,
or even to aliens who there make appropriste requests for
records, then 2 significent disruption of the Department's
LHimetions could occur. It is hoped this problem could
adequately be met by issuance of a published rule undey
Section 3(¢) which would establish that records would only
be mede aveilable in Weshington, D. C.
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