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Present cryptanalytic efforts against the

; iéh ~grade
systems constitute for the most part an investment, 'tha.t must be; & Jushfzed
by the expectation of a future yield of mtelhaence.

s
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The pnmary concem
pf this report.:.s with the prospects for success in; thls effort.

. :

The report
E
and its annex conta.m mforma.tl.on on the current and pro;ected costs of

these cry'ptanalyhc programs 'but is necessanly 1nconc1u51ve about the

scope of the inquiry was 11m1ted to the

value of the 1nte111gence that may in due tzme be! produced. Although the

‘n.gh grade c1phere, s‘:.?)me '
attentmn is given to the alloca.tmn of resources as between these and o‘ther
cryptologic activities.

2.

The NSA's experience durmd the seven years since the Baker i

-

Report was written does not invalidate the proposition therein stated tha.t

technology is tendmg in the long run to shift the balance of advantage from
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i high- grade
y

t

able to these

i seniox groupiaboutl’

czphe s as a.ga.mst

i

top-level cryptanalysts (excludmg those
1 not currenﬂy‘ worlung in cryptanalyms) a.bou‘t
{

H

e,

are assigned to thil

%

i

5
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fargets.

pre wo:rlung on the

o a.ll othezr™ :ta.rgets.

Of a slightly less

<Jhigh~grade systems. In

erms of persannel of all grades, the cryptanalytic effort as 2 whole is
[ — "

in the current fiscal year of whichi

of_ which

4.

here under consideration.

- >

high-grade systems (or sets of systems)

-2 -
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re assign-

In doilar terms, the cost of the whole efiort

.

is estimated to be allocable to .the effo:ét

The principal conclusions ‘of the report _a.re judgments concerning

the status and 11ke11hood of success of the attacks on each of the, major

These judgments, which

attempt to embody the opinions expressed by a vange of well~informed

b
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individuals within and outside the cryptanalytic community as synthesized

"by the reporter, may be summiarized as follows: .

e

) 5. Even taking as giv.‘ép.' the above estimate of the probabilities of

5 * .

success against the high-gradé" systems, it is impossible to

., . :
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~another.

evaluate the 1nte1hgence that may be obtained and thereby to Judge whethezr

the scafl___e of the effort is a.ppropriate. In part this is because the placing

-ofa dolla‘."i'..“value on a specified flow of intelligence is essentially arbitrary

(just as is tii"g éssignment of a dollar value to "national security'). It

should be pos si’t_zle to make cost effectiveness comparisons between diffevent

hY

intelligence a.ctivi’t;}es but this would require at least that the "effective.ness"
{utility) of one flow ci intelligence be quantitativély coir_xpa.ra‘blé with that of

Such cardinaﬂ'l-,_. comparative evaluation has seldom been performed

™,

in the.intelligence commuhity, because relative values may change frequently, ’

because different users of iri‘t__elligence would make differing evaluation, and

because the c'omp.a.risoﬁ.s migh%‘-(_be regarded as invidious. What should be

kY

feasible with respect to the efforts here under consideration is a simple
qué.l.ita.ti{re evaluation which would pgly_ particular attention to the fragmen-

tary charactéer of the intelligence that ;hiay be derived from exploitation of

high-grade systems, and to the.t"':i.‘me lags that are to he expecied

"'.

between the transmission of. tra.ffm and its deczpherment. Such an evalu~-

x

ation could not be undextaken as a pa.rt of this 1nqu1r)r, however. and would

\

have to involve a number of agencies in the mtellrg_ence community.

5.

" 6. ~ For both practical and intellectual reasox{'g, the judgment about

the a.ppropnateness of the effort against the }ngh-grade{ systems

requires conszderatlon not only of dollar costs and potentza.l benefl.a.s
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(s';"qmehb)y'“‘-eyalua.ted) but also of alternative possible uses of the cryptologic
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re so“u..rces agamst other targets. It is clear that sorﬁg part of both the

. funds a-.hd the s;hio;?'professional persor;nel'employed i3 would

contr1bute grea’cly to other cryptolog:.c activities. Reéources could be..

shifted to less d1ff1cu1t cryptanalyhc pro'blems already known and identified

as such (such as systems) or to develop-

mental activities, essentially exﬁ]:orato;.‘y_ 'J'.n.ve étigations of newly encountered
systems and the state of cryptographm pra.ctme in various c:ountnes.

Theoretlcally, it should be possible by acceptmg a somewha.t more

pe ssn'm stm outlook of the explmtatmn of the Ingh grade systems

: '_" to buy e1the:r a“larger, more trmely, or moxe predmtable flow of. COMINT

| of all sou;ces taken _toget}v.er (\mth a small portion bemg or

more flexible and exttensive deveioi)mental investigations. The choices

among these options may require the weighing of a smaller, more uncertain
flow of more vital intelligence against a larger, more predictable flow of
less vital intelligence, or the weighing of capital formation in the form of .

advances in the sta.te of the art of cryptology against larger near-term output.

Although this report.can embody no judgment as to how the chozces should

N .

be made {since the inve stlgatlon was limited to one set of programs) it is
suggested (a) that the allocation of resources should not.be dominated by

a sin'gle priority established some eight years ago, and (b} that the procedure
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within the community for making these decisions might be susceptible of

*" , jmprovement (sée paragraph 7.b. below).

7. ‘The report concludes with three recommendations. The first

«J . - of these {and in lessex degr:ee the other two) extend in scope be}ronc-l the
‘“te:yms .of reference of "(j.he inguiry and the area actua.ltly studied;_ to this
extent, they are -not supportable 'by the evidencé that wa.s ga:thered.
E-i... 'I‘-;mre should be no reéuch.on in the overﬁall crypt.:oloclc
'_effort of the United States. Even 1f, as pred1cted in the Ba.ker
Report, the yield of decrypted traffic from high~grade systems
must be expected to show a slow decline trend.over the long-run,
this can be a very slow process and there isa fa.u:- hkel:hood that

m the next few years the yield (in. terms of both quanhty and, qua.hty)

will increase sioniﬁcantly At the same time., there is in progress

a steady mcrease in the total volume of encrypted. traffic in the
L . new na.t1on5, much of wh1ch should be subject to explo:.ta.tmn. If
any of the as;ets (people, contmmty of coverage, te.chnoloay)
éurr_ently erflployed in cryp_tology were dissipated, their re-
assembly ox reconstitution would reéuire.véryklox-:g lead tim;:s

jndeed. The recruitment and training of additional top-level

analysts ghould be pushed vigozrously.
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b. The é"é"sirability of some reallocation of cryptologic resources

as between the atta.ck oit high-grade systems and other

cryptanalyhc pro'blems should receive consideration. A procedure

-s

™, = »
', .
v "

by the "‘c__ryﬁ‘tglogi_c community of several different options, the

'estima.tic;ig_ of :‘:.cl_’xa.t it would be reasonable to expect from each

in the form -;':f a :Efow of future intelligence, and the presenta.tion

of. such est:.rna.tcs from time to time to appropnate members of the’

intelhgence commumty ’I‘hc purpose would be to mform the
CONSUMmMers about capa,bzht:.es and techmcal opportum.t1es in a form’

of preference for one optmn as agamst another. Such recons:.deratmn

T of the allocahon ‘of resources should 'be 1nfrequent because it is

. \ -
N,

wasteful to shiﬂ: re squrces a.r"qu.nd in .r‘e.‘_.sponse to short-term changes
in requirementa and to try to prbduce resﬁlts ina hﬁrry.
s, -,
c. Cons:dera.tmn might well 'be gwen to a. systema.‘h.c evaluation

on behalf of the-intelligence commumty of the mtell:.gence currently

being produced through the explcitaﬁon_oi . a.nd of that wha.ch

n:right be produced through the successful exploitation 0-4

Even though such evaluation would have to be purcly qualitative, it

would give a firmer basis for judgments concerning both the scale

]
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of the whole c:ryptoloé;ic effort and the é.lloca.i':ion of cryptanalytic
resources than now exist.
d. It must be made explicit that neither of the two p'receding
- recommendations is intended to imply that there should be chaﬁges
in organization, espé&':‘ially in the fo:rm. of any a.«.id-i'tional committee
. nagément .shoi:ld:

structure, ox that the aﬁthority of the NSA top ma

be diluted.
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* A cipher machine mal:;es wse of an enci-oherin.g box svh:.ch.
converts nlaw_n-texl: letters to enci;ph'-‘red. let‘bers. The ci;fiher box .
may be operated by a bypewriter Pey‘noard and pvint out {;he cipher |
text, or it may be op"ra‘hecl by a telety_pevrlter tape and produee
electric signals which are trrmsmit‘bea. directly. The pla:m. text is
converted to cipher text by - compl:.catea. naze of elecurical circulbs
which ere :re..rranged in some fa:rly regular nanner after, each texb '
- 1e’ster has bean enciphererl. A similer equimen’b dnc*n‘zers by :r:unnin.,.,
‘the encipherea. +texk through “the ciphering box 'backwarnis. Ciphex machines 3

' s:n_nce they o_pera'be =f bypewriter s_peeds or faster, can a.ccomoae:be much

le.rger volumes of 'trai’f:tc than U e

Enci;gharmg or deciphering 2 message requires fnrs‘t 'l:he

- edipher mechine :.'t:se:lf ’cogether with any auxiliary peris to ‘be used .
.w:!:bh it, and second the key to be used with the inaividual-meSSage.

’ 'l‘hn.s key usually consists of the select.::.on of certain auxﬂlary

.
o

components , the plugging ‘of cerbtein wires on a ylugboard, the se‘bi:ing
cof cerba.in dials, etc. In practice, certain par'ts of the key, usual_.y'
those requiring the grea‘t;est pn:fsical ef:ﬁ'ort %o chaunge, are the, sane
17 por ell uessages on a parbicular day on a particular circuit, and

only relebively minor chan,_,es axre m..de in the key :E‘rom message to

message.

a ’

While +the number of cowonents in the key is reladively mll, '
rarely over & dozen, the ‘tobal nupber of different keys :|.s Found by

mul’tigl;,_r}ng uhe nusber of pOSs:r.hil:.ties for each componerrb and the resul‘l:ing

pubers moy be of a size much too vas-h to be a.ismissed as merely estronomliccl.

E:merlence with Earlﬁer h!a.chines

' The cmtam.lysis of a machine system i‘alls naburally into
tvo stoges. First, there is the recovery of the mach:me itself; thab

LTea 0-'74'1 H';?‘M M,{.

s
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is, the determination of exactly how the mach%.ne

Jm b) (1)
{b) (3}-50 USC 103,
{b) {3}~18 uUsC 798

b} (3)-2.L. 86-36

i
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H
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i1

wer’fs end the wiring

\r

» of all cn-cui‘bs in the machine ._nd sny of i‘ts aux:.lza.ry cOmponenus.

Second, there is the debermination of the :ma.:.vi

pessage. Because of the pra actice men'bn.oneél abov

treaks into two ports, determination of 'b__he dail;

the message keyzs. Understending of the 'E;asic Pr

ob’ce.inea. :E‘.:'om the :Eo_lmwmg sketch of tme attac;:
was “the principal middle-—level cipher machine us

militery services during the recent wa‘r Sucees

.

system was almost “total and mey well have hed a

the Ver against the U-boats ana. the a:Lr war over

=

. The machine itself was a ;nudii’cation o}

Throuvgh covert*‘!action on the

I

available machine.

a

«_.....

1ual ikey for each

b
HE Y
i3

ey 'this usually

\
acess :I.s perhaps best

on the Enigna which

56. by é.ll +the Germ.a.n

s :m rea&ing +this
i g-

H
z ]

Br::!:a:.n :

1 '.

£ a. comérc;lally
3 \

i
paxt of ‘{!.'.na,i Poles

y

i .
: just before the war aegan, "hhe 'ba.s:Lc design of the machine" and the

wheel wirings wvere knmm.

H
-1

'I‘he key was mede up of four parhs lg the |

stecker Vhich consis bed of a num‘ber of wires %o ’be plugged,a‘ thg

wheel order, the ring setiing, and. ‘the wmdow sei

L .Ilg.

-wixes could be pluggecl in sang

i i
The | st ecleer

H

dif:t‘eren’c% wai{s..

The 1-rheel crders offered

iposs:.’oih ies, the ring sebtiing]

1

'.L‘he total num'ber&i of '

and the window setting, ahout

possible keys is the produch of all these number

8, that is a‘noub ‘

-

This num~er is more or less typical of the situation presented by

any cipher machine. The principal thing it teaches is thet lerge

muwbers, in themselves, offer no gua:'anoee of security.

German commmications procedure chonged the fivst 'hhrea

parts of the key &nilJ, only the 1-inc1c|w setting vnr:.ed. from mesgagas

to megsage on the same dzy on the same eircult.

Th:\..; waant ‘hha:h

* N P “- .,
ooRdetblede,

i key e.nﬂ. subsequantly .

ieclsive ::.nfluance on ’

TIPS

“
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l CO'L‘I

ue h.ﬂd to .:olve the-really diifz.cult problem of f:lnainu a nhole key
m]_y om:e per day per circuit; a.fter one messags waa out the rest

id ‘ne ‘reaa. mach more eas:.ly.

On° techniqu.. for 'b;1e latter task

'wﬁa sirply 'Em decipher the message usinrr every possible window settmw

anc‘l Select -bhe one which mac'le sense. Since 'bhere we'r'; only a‘bouﬁ

- ;:. he.l... -miilion possa.'bill‘ties this proved to te rela'!:iw.rely easy with

R hznaa-sneed. electromé mechan:.cal equ:x.pmen‘b.
R

A simi..a.r try»all—»he-possi’bilities attack on -the da.i:lqr

lce;y' is completely :anws:.ble, since even =t the highes‘.:’ elec“bronlc

L

speeds m;-_ can rat:.ona"ly imr_glne it wox.‘l.d. take centur:_es of machlne
't:.mﬂ‘ o meke the trials,

apsaripre

"‘he dail'y break-in was accom]ished by an inaeﬂious combina‘hion
of eﬂcﬁaustne trials and guess:. g,
' "'exb unéer:l,mg e short si:-retch of clpher‘

F:.rst, ona had to guess the plain

If the ring set’t:in wvas
:t‘avora.‘ble ab ﬁhis point in the cipher then 1’1‘: had no ei'fec'i: on the

recovery of the other three elements, the stecaer s Wheel order, ana.

'E

mndow set'r,ing An electrlcal circui® was dev:.sed vhich co;ula. test

* then about

in one s’cen all ncssible s*bec}.ers for each comhinﬂ'tian of vinc‘tow
sebtting and wheel order. The required number of these 'b:rie.ls was

i

wheel order) or some

(for the window setting) tn.es

E {for the
(called Bombes) were built vhich could make these trizls in ajfew

A lorge number of special machines

milliseconds each and an exhsustive rua could then be pade using
ahout 100 hours of machine tﬁe.

i
About -ras. )
expended on these machines vhich represented a mejor diversion of
owr electronic skills during the wor.

Once the routine breeking of the treffic starbed g nwber o
of Tovorable facts were observed. The dally key lists were apperently
y T -

brd, oo F

S /G. ey
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'! ;
of the fact thau ‘the Germans :i,n troduced & mm‘ber of aadi‘.i‘» ¢
f.‘__" ca:hions into th‘.ir usage as the war progressed. . iy -
These poss:.‘oil:.ties a5 discussed primarily for ‘,
; - Ewigna had been 'brilll.,n’cly wads use of in other ecases, a%
’ ) masters of the cryp'ba.na.lyt"c art, such as William Frlem,.n, i -
onlar on the amom;. of key used, bu-b on both the N
} W
of the enciphering machine and also upon the :mtell}gen .
and care with which it is used. -
i .
i
Pre- ,{ T
: i
umably, elther the messages enciphered are too brief to allow descipher~
rmen’t, or separate keys are used for porticons of longer messefes. “ )
P
_..._....q e s e ee— —_— - - i.: —
-~ - .
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" In fact, wh:r.le a deeper uniﬂr.:tanding of cry'ptol
crypianalysis tells us that machlne-enciphered messages are} :ln. sone

sense theore tically r=nde.‘b1e, its chilef "oracta.cal resul s

to provide machines which are now *ar-ac"icallv unreadable a::ui also to

show that the ouuput of such machines cannot be deciphered by

s‘br._.ightformrd ef?ort of any physically poss:L"olea ,mamiuude.
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ha*q-q; been
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Indeed, in the case o:E’ “bhe mosh complex mo&ern machines

i 'm°s==a

hes ‘bwen enclphere&. when the macnine was m:.svsed or meladjusted.
enci hered J

i
-bne only anal_gba.c sources of lmowleage of -hhe corehruc‘bion Of a maci

35 called

qvine) erly, or while the; mach ine

and the word '

is maltumehi on:mg,

1s used genera:l.’l.y in ref
%o the misuse or malfunction of’ a cipher nihchjne or, moxre genere.ll;y,
a system. . ‘

The Central position of

hrough'b oub later in the report, and also in Apvendix I.

Retwning 'I:o the Enigma exneriences » 1t 1s certaml;y' true
that the Germans could have modified 'bh"‘l]’.' commmicatlons rules in

such 2 way as to have ruined owr exploitation technigues.
remains, however, that they did not.,

S
The Tact
It is riot easy to meke a
change in o mzjor compmmicztion network even in pesce time, and 1% is
o u

¢eerly much harder in war time. The chahges they did make seemed %o
be largely directed toward the prevention of

and while they slowed us down we weren't stopped.
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N ‘ REVIEW OF SELECTED NSA CRYPTANALYTIC EFFORTS
.-:-;- -é"_ - -'-.\'-_ k % , L u‘..."v_\n"‘--.
1. & SCOfi‘% .
: PIE«Sent cI‘YPta.nalYtlc efforts agamst ;igh-grade c:::yptour:!:a.phy
: % N,
1 ‘sexve twa Purpos es whmh need to be distinguished in any commentary on
\ ore valua.tl on of th:. ] actxvxty They produce a ﬂow of m*elhgence from the
L N -
o .y fragmentary i-eadmg of one ofl whlch constltuf:es
’? E; a current return :E*om the a.ct:.v:.tY- To the extent, however, of p robahly
5 of the re sour&es expenaed, they constitute an investment that must
L

“be Just1f1er1 by the expecta.flon o£ benefits it will y:.eld in the future. Thexefore,

a judgment a.bout the proper scala of the actwr.ty 1og1.cally- reqmres an estimate

';

of the ma.gmtude and tz.m;mg of the beneﬁts it w:.l}. ulhmately yleld, and some

‘;

means of placmg a dollar va’ue on bot‘z curreno and ant1c1pated future beneﬁts

fox comparison with the cosi:g that are présently being 1ncurred.

Our ability to explmt oné |t6‘da.y in fra.gmenta.ry fashion is

of course the result of eiforts mads- over.a cons1dera.ble pe*wd of years.

=

Accordmcly, most of the costs o£ the flow of mtelhgenc:e currently produced

have long since been pa.1d, they are sunk cosis; the outla.ys tha.t must now be

mazde month-by-month to maintain this production are modest, There is little

doubt, therefore, that if this paxt of the total effort againsi

high-grade

. §C-01287-65
'—"‘"j""" "“T"""\"“"-'"""m'- Cy 15~ of 1v” Cys
. . WL ...J.Lm J!.ul] - . - ———
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:‘x.\.systems were separated out for consideration, no one would question the
wisdom of continuing it. Most of the difficult decisions that have to be made

. aboyt the use of resdurces in this area concern the scale on which it is

i1
%

.appropriate to make. risky long-term investments and the choice of invest-

ments E"q be made. _Hence the focus of this report is "on those analytic areas

. . ‘.-l"‘.l . K -
. wliere the.effort in terms of intercept, analysis, and experiditure is extensive

l“

" and the c::yi'a_ganaiytic success not immediately apparent or possessed of high |

probability of"ﬁé‘éhievement. "o . .

-7‘ +  FPor the r&gst paxt, this rep;:r!: will be concerned with the pz:im.a.ry '

%

. judgment that mué}-if be made about any risky investment, that is with the .

_ required estimate os'i'.the, timing 2nd magnitude of the benefits it is J:eala:.stically

L)

" likely to yield. What is tf:evproﬁa.bility that some degree of success will i:ze' .

L]

_obfained in the atta.cli on high-grade systems; wha.:t degree of success;

when? Since "success' in this endeavor is measured in texms of a Hlow of

intelligence, the logical second step in the evaluation should be to place a
. \ .

dollar value on the predicted ouvtput. - Unfortunately, however, no one has ever

found a way to quantify the value of a prospectivs flow of.infelligence in money
terms, for reasons &iscus§ed below. Thus a tidy result.in the form of a

comparison between what the effort is worth in dollars and what it costs in
dollars is precluded. The best that can be hoped fox is a qualitative evaluation
of the possible future output but-even this could ot be attempted within the

limits of time and scope that circumsceribe this report.

s
-
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-
.




1

it s phr i w “ealan - b et

..a:ssignments, would find by fa.r their most valuable employment in other cryp—
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To conf-ine attention to the costs and benefiis of the investments actually
bemg made would, however, yield a coencln :sion £00 'na.'rrow to be of great
value,. even if a:comparison could be carried through As a pra.ct:.cal matter,
, o one would seriously considex complete y terminating the a.ch.v*hes here
.under cc;n51derat1on. The question really a.t issue is whether t.hey should ‘t.>e
moderatzly reduced or expanded. Many of the resources 1nvolvec1, mcludmcr
people a.nd their skills, eqmpment and othexr fac11¥t;es, and 1ns1:1tut1ona.1 .

rra.ngements, are highly spemahzed and, if freed in part :t':r:om thez.r current

_tologic activities of the U. 5. Government. Thus, a diversion of resources

from ‘the ma.sswe current mvesf.men.. in the attack on thg high:grade ‘

- ,-

ciphers could be used to expand these activities ra.thar ‘than to reduce the total

cryp!:olo gic effoz:t and budget. Accozrdingly, some’ a."te.nt:.on is. gzven in th1s

'

*eport to the a.l*err.a.hve uses foi these specxahzed resources w:.thm ‘the. NSA,
even though the othex c::yptana.lytic- achwt}es fall formally- outside the t_az:mb of

reference of this inquiry. ( ;)) "

. () {3)-50 USC 403
' : (b) {(3)-18 USC 798
(b) {3)-P.L. 86-36

™
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2. Limitations of the Evaluation

The difficulties encountered in attermpting to assess the value of as
yet unsuccessful cryptanalytm activities are reasonably obvious but it is
-worth commenting on them if only to suggest the fu.nchon and the Yimits of

useiu.ne ssof a report such a5 this one. 'I‘he centra.l judgment that must

. ; underlie such an evaluation concerns the degree of optw.mlsm that is appro-

- .

priate v{rith respect to the ultimate success of the cryptanalysts in any group
of ta.sks. “What | 1s the hkehhood tha.t they will complete their d1aun051s of

2 macliine ox an electrom.c system? Assummg they will be succéssful in |
th1s pnmary operatmn, what are the chances that they will be able to recover
. the machme or the logic of the cryptographm system? And assuming Success
in this second phase. of the attack, how much of the traffic transmztted m

the system in que stmn will be explo1table? Noxr can these questions be asked

vnthout reference to the 1:1me dimension; w:.th respect to ea.ch of the three
pha.ses 11: is necessary to inquire not only what is 11ke1y to be accomphshed

but how S00n.

Itis repeatedly empha.s1zed that cryptanalysm of h1gh~crade systems

is essentia.lly the art of exploiting the mistakes of the other side, mistakes in

" the design of ‘machines {and othex systems), in cryptographic practices, and

in dai:ly o‘;;era.tion. Obviously, therefore, any estimate of cryptanalytic
accomplishments is inherently highly uncertain. There is a.bsolui:ely no way

mathematically to calculate, for instance, the pr'obability" that diagnosis of

ey A R e A Ao

i
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the will be completed and the machine recovered

-

within, s‘}-l-.x, two years. The cryptanalysts working on this problem by now

know some of"‘t,he characteristics of the machine, they have had experience

r

.

‘of the frequency of and they have lived through the-history of attacks

on other cryptogré.phic systems. They can develop a feeling of moderate

-optimism or pessimism but they cannot quote an objectively determined’

probability of success and their gualitative judgments are inevitably in part

subjective.’ ’
- -Palrado:iically, these circumstances may help to explain thea limited
. role of an outsider in the evaluation of cryptanalytic activities with which he

has no organizational connection and in which he has no professional competencs.
L - - R ; " K B

{1t should be said at this point that to define a role does not create any pre-

sumption that it should be.a continuing one or one frequently played, ox that

it cannot be well played b§ existinf:g .instru.rnentalities.} Perhaps the outsider’s
role is to take responsibility for the guesses that the crypté.nalysts should _1;.01'.:
be corr;p'elled to n'-xalke. It t};os'e who have bean working for years :and ;vho_-fa.ce
more years of work ;n a massive attack on a cryp.tographic system are pinnad
down to estimating the chances of a speci.fied deéree of écéomplish_ment in

a specified tix;ne, they are bound to 1>e. torn between t;aroltempt.a.tions'. One is

to express the optimism that will justify continuation and even expansion of

the attack and the other is to avoid the risk of having promised too much by




"successful crg}ptanalytic effort. Viewed as an’investment, this activity is

".expected to yield two future benefit streams: one of these is the flow of intelli-

. . a . L . . : .
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expressing a relatively pessimistic view. There are obvious reasons for
relieving the professional cryptanalysts themselves from the necessity of

committing themselves to such an estimate in any formal fashion. The

‘out'sider, howeyer, can listen to them, set down as faithful a reflection as

he can of their composite judgment, a.nd assume the responsibility for it

- It must be emphasized, howevex, that the only a.dva.ntage he poss\esses is

a detachment from the activity whmh ma.y' make it.easier for him to be

disinteres'ted and to accept a risk. The composite_ judgment that he records

"“%an be nothing but a kind of average of those that have bee.n expréssed fo

“him or which he had inferred to be in the minds of the professionals. It ]

remains a discouragingly shaky basis for decisions involving the massive
commitment of resources. ' .

There is another difficulty encountered in evaluating an as vet un-

gence that will be forthcoming if it is successful; the other is a growing

‘competence in cryptology, that is, a series of improvements in the state of

»

the art of crypta.nalysis (some of which ma.y also be of value in cryptography).

.

Enjoyment of the latter type of benefit is b} no means necessarily dependent

" on the kind of success Which ultimately yields a flow of intelligence. A

nuraber of new chaj':ters in eryptology have emerged {rom cryptanalytic attacks

. .
-6 - ] . ~
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that a.re stﬁhu_psuccessful.’_ Thus the investment represented by the efforts

against the :u.gh grade ciphers has a.lrea.dy improved the capab1hty’

of the United Sta.tes to solve other cryptanalytlc problems, and it can conf1-

dently be exper:.ted that th:s wﬂl contmue to be true. Not only are the

kY .
3 ..

% - 1mprovements in the state of the art that- are generated in thls fa.shmn

) a.pphca.ble to other targets, notebly lower- grade fraffic and. the

traﬁ:.c of other gcavernments, but they will improve ouxr cha.nces of success

with'new" |5ystems in the future. A most important

3 -special case is the contributioxi this experience will make to our ability

to read enemy traffic in the contingency of war, when it is'realistic to

- expect that many mistakes will be made in the handling of cryptogiaphic
systems undex etress and \}vhen,. therefo:re, the prospects for current

explmta.tmn of encrypted tra.ffic would presuma.‘bly be much greater than in

peacetlme. These 1mprovements m. the crypta.nalytlc: state of the art also .

- provide significant assistance to the design and protection of our own cryp-

" tographic systems.

’

An evalua:tion must, therefore, endeavor somehow to weigh not only

the prospects for a future ﬂow of mtell:.gence but also the benefits to cryp=

tology. The reason this is czted as a further dlfflculty' is, of course, that
the latter simply defy quantifieation. It is possible to acquire some "feel”

for the progress of cryptology in recent years and to recogniz':e that a majox

-7 - L .
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part of this has been achieved in the course of the attack on the more

' difficul sysgez;as.. This is not to say that a good deal of the -
x‘ progress could ;rm‘i’c‘i have been athieved if the same resources c:f-brain
. 'Iz;;awer had been at Ei":_vc:u:‘l‘c on other cryptanalytir; problems, but it is the view
‘~ both of the cryptana;lysts in NSA and of informed outsiders tha.t the most ‘
ﬁ"“ "~ sophi stma.ted adva.nces in the state of the axrt are apt to be those generated

© 1n The very fa.cﬁ that {with the possible exception of the

——

confront vs with the most a.dv_ga.—'ﬁced and best

operated secure cryptographic systems suggests that the attack on these
is the best preparation for handling the problems wé will increasingly

? - Voo :

éncounter in other parts cfif tH'.e world. This COI‘Slde"‘at‘ on must the*-e*‘ore

A

. 'be treated as an 1mportant one but it can be ta.ken into account only
i g . -

]
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3. The Background of the Problem - (b) (3)-P.L. 86-36

E \
3 Y
Proceedmg from these mtroductor" remarks on the scope of this .

£ i %
e w 5 -

report, the'_ nature of the judgments requ_j.-i‘ed fox the e.val‘p.a.trgn of crypt-

%
Y

analyti:c efforts, and the difficulties in"f}rnakina these judgfhenté, it is useful

-" .
‘ \

to :refer to certain features of the background against whmh any' current

e.valuav_.tion must be made. The ebvxous place to begin is w:.th t.he so-—called

s H \
)’ t ,‘

Bakex Report of 1957. This ,.Wa.s the rezult of an, 1nvest1ga.t1¢;n_-1n-d’gpth on

{ \_

3

the whole commumcatmns mtelhgence program of the Umted States by- a

: . ,:
1.

group ‘of sczent'xsts of outstandmg technical competence. 'I‘hezr :ceport must

puman

be regarded, therefcire, as ‘by all odds the most auﬂmnta.twe mde_pendeizt

\-- -;

‘,.

- commentary on’ the commmnca.tmns intelligence program that ha.s been pre-

Y

pared since

H

That report covers many matters beyond the scope ofithis paper ’

g

{including notably certain a.speci':s of internal NSA :orgéniza.ﬁon,. ﬂ‘:;e whole

3

. . N H
collection effort, data processing, and research and development)i_\ In its

treatment of cryptanalysis, and more especially efforts against f:he:| ‘

high-grade systems, the raajor general conclusion of the report is that the

enormous tech.nical advances of the last 15 years in cryptology favor a more
rapid a.dvance for cryptography than for cryptanalysw. “'I‘echnologv is ir-

resistably making the situation worse rather than better. " (It is to be noted,

.

however, that despite this conclusion, ‘the Report advocated increased rather

- 9 ' S
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analyhc c0mmun1’cy dnd the experience of the seven years smce the Baker

" Report was w:rztten gwes cons1derable support to the arguments that are

advanced in oppusu.tmn to such generahzed pessuznsm. The rebuttal is apt

v
—

to start with the suageshon that it is easy’ for an 1nformed U. S. observer to

.
-

crecht the opposa.tmn mth an ability both to dev:se unbrea.kable crypto graphic

systems and to a.vmd mista.kes in then: use except under special c1rcumstances.

*,
13

To make this a.ssuznptwn abou performance is to Plt the A:mencan

- - '\

cryptanalyst, 0pera.tmg w-lthm a.cknowledged const:ra:.nts, wz.th analytic skills

l -
2wh1ch, though of a high o:r:der are less than perfect, who must conx.end w1th

'bad ‘tuck as well as good luck on occas:.on, against an almo st pexfect eryp- .
!

toara.phm effort. 'J.‘h:.s wa.y of lookmg at the future, itis argued, 1nev1ta.bly-

’clps the sca.les a gamst U S cryptana.lysis and this is the intellectual trap mto

! -

w‘}nch it is alleged the Baker Panel fell ‘ .

In support of this rebuttal, certain enctaura.gmg ohservations cau be

de that reflect the expenence of recent years. First, itis btﬂl true that '

the typicaliy make numerous and seriou" " Wwhen a new system

3

H

H . .
i

a.

is intxroduced, By b'eing alert to the a.ppéa.rance of new systems, therefore,
and by ensuring adequate intercept of early operational traffic, there is good

e

e .. =10 -
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_ an at‘;"f'a_:.ck on thefjjr}-gw system. SeCOné';""it..,ggntinues to be true also. that a
significa?h_t number of bre made, month i in and month out, in the operation

of even well and long establ:.shed cryptographlc systems, 11ke

.

One
need not, thereiore, be wholly pesmmmhc a.bout the prospects ;Eor acquiring

- r

and a.ccu.mula.tmg &, s1gmf1cant volume of mputs for the cryptanaly'txc attack,

- .

or for at least fraamenta.ry opportumt:.es for the explozta.tlon of a machme if

.‘

it can be recovergd.

A thn:d observa.tmn is that the w_hen they intro«- ",

duce new machines do not in""’agll. cases proceed at once to the optimum design

.

(from-the standpoint of their co}ng;iunications security) that is presumably

within their technical competence.

It is obvious too, that the

kontinue to bé constrained in altogether understandable ways by such

considerations as théir large investment of both resources and experience in

established systems, which argue against the too rapid intpoduction of new

ones, by the rapid growth in the total volume of comrunications.which compells

-

continued rhajor reliance on radio links, and by the shortage of really skilled

and disciplined operators, which presumably plagues all communications

systems everywhere.

- .
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cryptcgraphz.' pract:.ces, and the most sk111£u1 and disciplined operanona.l

\

E handlmg of W‘hlch the are theoretmally cepa.ble. It is, ra.thea:, a set

“of- systems ‘bullt by human hemgs who are subject to fa.mlh.ar kinds of con-~

~.

stra,mts, ..who do not always push theu- technology to the 11m1ts of the state of
. “\ .\ .
the art, who sqmehmes make 'bad techmcal cho1ces in the design of systems,

.
kY

and who can be depended on to operate ca.::elessly some fra.ct:.on of the ts.me.

-
o . ‘._ r._ 3
K K ". .

More’ 1mp3:es sivé, even than these observatwns as evidence wh:.ch

s. -\ -‘

'challencres the peSSImlsm of the Baker Pa.nel are the very substant:.al xesultg,

Ay 3, 's
% 5,

that ha.ve been ach1eved smce it completed 1ts study-. The notable accomphsh-

-

"\

ment, of course, has ‘been completmn of the d1agnes1s of the

the development of techmques for ;recovery' of the ma.chme in each cry'_pto

‘-.

period, and oi techniques :Eor entexmg a small but still s1gn1f1ca.nt frach.on af

". ‘«.,

- the trafﬂc by tak:.nc adva.nta.ge o New spec1a1 purpose eqmpment whmn.

l‘\.
Y .

will soon be operat1onal will enable a s:.zeable increase in the sizé- of this

- Ay

Y

fraction. Itis conhd.ently a.ntxmpa.ted that NSA will read a.pprommately

messages transmitted through th1s t1s year and it expects to
. exploit a sufficient volume of traffic to yield a}abu% message

a year thereafter. Witha si)}nilarl}' high confidence factor, the Agency expects

to be current about half the time, that is, to have recovered the machine as use

-12 -
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n:!.ac]nne on wh,lch they are transmitted,  the t1me: la.g between intercept and

"\"' \.

Alth ugh an a.vera.ge dela.y ha.s little meanmg, it would in fact be of the order

X“‘x‘,
: Y

of ’31‘}.‘ rnornths. - ’ ; ’

1 %
;‘\_\.\ - . \_

. - ER |

-S‘

A _yone who has been exposed to the h1sto:ry of the c:rypta.nal}rtm a.ch1eve—

nig :“‘ei)resented by this explo:.tatzon ca.pa.b111ty' is 'bound to be 1mpre ssed. by

its ma.amtude. Yet it 1llustra.tes the hmﬁatlons on what we can hope to

[ Y x
.i

a.ccoznphsh a.ga:.nst high- grade systems. Despite the impressive absolute

T - K .,
(A BN

1 Y

: %

3y

volume!of] } \ traffic tha.t NSA expec:ts soon to be explcutmg, we will be
l -
readin g !lonly" \

:‘ i

oﬁ the traffxc tha.t is intercepted. The time

lag between mtexc:e ptwn of the message and its rece.l.pt by the 1n1:e111nence

".

- “ v,‘..‘
analysts w111 halﬁ of the time be as little the time

%,

and be essentially unpredictable. A:bgve all it must be

-\n

emphasized that the sample of interé“q__pted traffic which

,

will run tcr

*,

turns out to be 'decipherable is determined by the incidence of

L) . (24
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(b)) (3)-50 0sC 403

. 7{(b) {3}-18 USC 798 - . . _
 A(b) (3)-P.L. 86-36

-
.,

Carele,ssness and of machme malfunciions so that the selection is one over
whmh We have no ccnt-rol.

"r

} c:f our selectmn xather than those on \Vhl(ﬂ.‘

.

tra:t‘ﬁc ”on cxpher," _that sy, for decrypting traffic on da.ys and links

becur, this would proba.bly

.
.

e

;l

fume {even aﬂ:er the ca.pa.b:hty- had been, develaped) that it could be used for
only' a very. small percentage of the total traiﬁc mtercepted
= .

It is doubtful
whether la.:rge :resources should be m.vested in the a.ttempi: tu davelop this

kY

\

capa,'bllz.ty'. espec:ally since the trafr.ic éntz:usr.ed to Lhe

Although it 1s concezva.ble that techniques might be devised for entering

b.e 50 costly a mode of e.xplmta.tmn m te;r:ms of crypta.nalytlc titne and inachine

.. is
not a's 3.-1ch in mtelhae:_}ce as that ‘which is andled by other systems."|
{1 Only pf the megsages are t all, the.-
§ bulk are
= :
7

a.bo

Presumably, how"é,ver, more will be known

ut both the prospects of success in such an unde-r-ta.kmg and its cost:;, before
a final decision will ha.ve to be made,

‘.
. . .
.

1 - L]
H . '«.,
3 , e
1.
H
H
.l

it 15 relevant to the Baker Panel's pessimism that the achzevement of

H

the results characterized a.bove, limitud as they are, took somé

altex

came inlo reasonably extensive operational use.

To be sure,

. imz lfi;m-..

t sz L irp b a '
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1" What is ane to conclude from the experience of thé and

e particularfiz f:rom 'Ehé"-»success againg’t and the progress a.gainst

". L' Y

n
P

e

a.\number of otlier hxgh-grade " kystems? - Does the rebuttal success-.

.1-

£ully destroy the prnpcsztmn adva.nced by the Ba.ker Panel that technolo r:ry is

L tendmg to shiit the ba_lance of a.dva.ntaa'e from cryptana.lyszs to cryptography-?

H
.,
a

Alﬂmugh th:.s may not be a useful questmn to explore because the:r broad

! i %
i Y %

generahza.tmn has little nnmechate relevance to policy, the opinion w:.ll be

hazarded heve that the answer should be negahve, that in long perspecmre theixr
\ i
Voo R :

.o pe.s s:.rm_.sm =-g.s Jusf.iiied. .

ko

The a.ppa.rent purpose of the Pa.nel. in adva.ncmcr 'I:he generahzatmn was

;_ ~.

to draw al sha.rp contra.st between the 'bnllzant and massive crypta.na.ly*lc wax-

i . -

e

time succqsses against ¢he Japanese and G‘ﬁ;rma.ns, and signifiqant success
. i . ' 5, ~ ™

i b

[ . :
later against the which characterized ouxr experience up

=,

" and the very:"'a:_much bleaker prospects we faced in for the actual exploitation

of high- gradé Itraffic, eveun on the most optil:n'isﬁc assumptions.
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Perhaps the wartime accafnplishments were exaggerated in retrospect.
nothing has happened since that report was written which calls into question
the view of its anthors that much more modest results were the most that

could be hoped :Eor in the future and that attitudes and hopes should ke adjusted

. S 7 U
Tar B AL S [ P RV

E?! p-r""\-\ e -.---.\,......_1

BT

Yet

accordingly. Wha.t can be said, however, is that we are proba.bly- doing better

‘ today against the Ingh— urade

systems than the Panel expected we

'could, that ws;.ble progress is being made and prom1smg approa.ches ‘are being

explmted and that the new kinds Of

L D

z

explora.tmn to be mvvlne::able to attack,

_1

, out of the quests.on, the prospects for more modest results are better than

i

-

£

they agp eare ;1

(b} (1)

(b} (3)-50 USC 403
{b) (3)~-18 USC 798
(b} (3)-P.L. 86-36
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y‘stems which the cryptanal‘ysts

have so fax encountered do not appea.r to them at the present sta.ge of their

If the acquisition of hmely' 1nte111- '

. - gence {rom hlgh— grade systems on the Woxld Waxr II scale would appeax-to be
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~{b) (3)-50 USC 403 i - oud . -
(b) (3)-18 USC 798 '
(b) (3)-P.L. 86-36
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\ © 4, The Prospects for Success in the Next Few Years

..

Against thé-background of the foregoing discussion of the Baker Panel'

3
L

arguable general connlusmns concerning the progress of the attack on the.

3.
EY

high-grade- systems. -the time has now come to blte the bullet by
cons:.denng the prospects of the vanous systems against whmh no success

has been a.clueved compa.rable to that w1th

and from which, therefore,
no contmumg flow of finished product in the form of intelligence is yet being

I

derived,

It must be repeated in starting this section of the paper that the

timing and degree of success that may be achieved is inherently most un-

predictable, except perhaps with respect to those systems that have é.lready
_ been worked on_for many years, and, therefore, that the judgments hexein
sét forth are &nreliable as lba.se's for policy. .

The rea.de:r must aJ.so be reminded
that these can on}y a.nd do rep:resent the synthesis by the reporter of views

|

expressed by a numbe:r of more deeply informed a.nd more highly qualified

Y

analy'sta. st role 15 Iimited to that of synthesizing, reporting, and thereby

\

hopefully reducxng the, pressure on the analysts themselves to ma.ke cormnmit-

kY

ments they would prefe‘:: to and probably should eschew.

will be organized around

These commants

together with
are listed below. )

It is useful as background for the discussion to give at this peoint some

.

measure of the effort that is being expended on each of these. Probably the

o -17- -
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maost s_igniﬁcantlxﬁeasure'is given by the assignment of the top-level ;:r}rpt-i
analysts in the Agency. To do 50 requires the identification of the category
of people regarded as falling in this group, To avoid extraordinary arbitrari-

ness, NSA was asked to identify first a very limited group, whi&:h turned out

. to ‘be in number, who obviously constitute the elite of the profession, and,

second, a Ia..'f'g-gg: éa','tegory (additional to the first) of less senior but still

highly comﬁetent a;;'ia!.}fsts ¢ which came td The first column in the

fouoxﬁng ta."ble shows the:m'é:ﬁ_?i-gnment of tfxe dirst category and the second '

., -

column that o;‘,‘ the larger.

Across the Board "~

(b} (1)

(b) (3)-50 USC 403
(b) (3)-18 USC 798
(b) (3)-P.L. 86-36

-t . "More Than One Area ..
Not in Cryptanalysis

Total

Turning to the other measure of effort, dollar costs, an analysis has

been made by NSA for the purpose of segrggaizzing the costs of the cryptanalytic

| B
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- effort as g whole within the

Isystems w1thm the over-

Mt et 8 e R meen S e L, LS

-

a.nd of the current attack on the high-grade ’

analysis 1s“'-a.ppen<1ed asa sepa.rate-iannex.

all cryptanalyti¢ effort., The Agen’cy's

‘ w

The grand totals which stand out

H
b

mdma.te that the whole cryptana.lyh.c:. effort is costing in the current fiscal

year

ﬁgures for the effort agamst the

and for

and is employmg some

The comparable -

high-grade systems a:r:e.

A b:eakdovm by fﬁnctmna.l hea.dm.gs of the a.pproxx.ma.tel‘y

i . -

total is gwen m the follovnng fa.ble for the current f:.s::.al yeaxr

pll the way through

i !
\ ‘, i
the estimatéd cost of machme p ing é.rf;d, in of crypt—
Vi
ana.lysis itse}.f. vl
< (b) (1)
Collection oo {b) (3)-50 USC 403
Proces sing " . (b) (3} ~18 UsC 798 —
Cryptanalysis (b} (3)-P.TL. 86-30 Ry
Subtotal e,

Research & Developnient

Machine Processing
Procurement

Operation anq,-'ffiaintenance

"Potal”’

.Axic;ther b_:"é'.akdcm is given in the following table which shows, for

the

-ﬁ;cog,rams, the first three categories of costs {collection,

-4




-

- LY - P Fe "
. " e Pt B daf s cotes dmbplame g o ot
. '

. Vi

R n
z

.

- D
e -l
o P LR N
.
at

FR R A
- A — -
kﬁ . "‘ e
N

PRI AN SR
LYW

PR T Py
N I . ; )
e

»

processing, and cryptanalysis), allocated by target system. The totals for
R&D, i '

&D, machine processing and procurement cannot be directly allecated

a3 in this fashion, but ove:l )
e . -

of these are incurred in the efforts against the

oy

A7 (p) (3)-50 USC 403
"/ (b)(3)-18 USC 798§
(b) {3)-P.L. 86-36

IR
%g.gnment of seniox crypt~
# S A Y
analysts show a heavy concentration of effort
- largest on

G‘n: with the second
The 'budgeta.ry i1gures also!

‘p’ indicate the high co st.of both
R&:D and rmachine processmg-

H
i1
& i

It should bea sa:.d however, tha.t the size of

: s

the former of these is pr1ma.:r11y a measure of the degree to wh:.ch the worL
in progress in

i
s the Agency s pioneering effo:r;t
the high- grade

It is m the a.ttack on

i %

:ystems that new technolqu is having to be develaped
some of wh:.ch is a.lrea.dy apphcable g

‘.

which s”ome‘day will be.

argets and much of
!

" With these rough mdma.tmns of the magn1tude=of the several efforts,
tH;

L
i

1dent1f1ed in the above list [omitting
cugsed in turn.

(b) (3)=P.L.

will be dis-

86-36
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.Despite these efforts, only about half oi the ma.chme ha.s been

recovered, and this as a result of work done more ;haﬂ J In

the Ia-st few years little further progreés has bem:x. made. CuxrenﬂyD w
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(b) (1) &

(b} (3)-50 USC 403
(b) (3)-18 USC 798

: (b) (3) -P.L. 86-36 . )

Thereafter it

2 period determined

by tha ca.pa.mty oi the maclnnes - fully to explozt the potentialities of these .

; \

attacLs " I.n the. meanwhﬂe, addxtlonal traffic is be.mg converited for machine

\

proce ss:.ng a.t &, rathe!;r moderate rate.

—_v, ", -

- The status of thls cryptanaly-tm effort may, therefore, be

qumma.nzed a,s :Eollows. The a.fta.ck has not yet come up acamst a stone

i

: w"a.ll' there are‘-at 1ea.st further specxf:.c approaches to be explored. .

% ‘.

i Wiq le these exploratwns are in progress, ra’chex

“1‘ w111 be tied up but very Izttle top -grade cryptanalyh.c brain

1

povfter w111 be used. .A.n outsider's est:.ma.te of the prospects of success is-

tha.t the.y are very remote. With the 1nvestment al::ea&y made, the cost of

\

carrYing out the oPeratmns pla.nned for the nex} is small and

\

there iwould a.ppear to be httle reason to questwn the msdom of so doing.

1

The NSA position is, howevex. con51dered sound; that there be no further

$ ‘ - *

inve str"}mnt, whethexr of money and equipment or of the time and. energy of

\

h'l.ghly qua11f1ed cryptanalysts on heyond the! )

1

attacks gnentl.oned above, .unless significant new da.ta. becomes available from
i

H
H
i

b1 other sources that justify it.

-24 - .
g EA PRI [RTATTRIRNITI T A




L -
¥ b} N . . -t . - ..
T PR L] PR R 4 AT ﬂ we T RINICIE TRTIN. | SO "-"J-..:E-a-i'.:l.‘;'.l:- R " N
. . i!'"‘"—'_”‘ T T LTy
25
(b) (1)
(b) (3)-50 USC 403 ...___
(b) (3)~18 USC 798 IS
(b} (3)-P.L. 86-36 e
Not enough work has be.e-"'n‘ ci:‘o;}'xe on this problem to give ény indi- : -
cation of the number of system-s inclucféuwd 3,;: of their degree of invulnerability,
At least 2 modest exploratéry effort woui"c_} therefore seem to be indicated.
NSA has reactivated the cryptanalytic a.ttacig on hwhich
has already achieved signif.i;ca.nt progress. A has recex{tly been identified

which ranks as one of the major finds of recent years. Nevertheless, an out-

sider's estimate must be that the possibility of success up to the point of

.. even limited exploitation is low.
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.',,:‘ With respect to this system as to the others it is possible fos; an
. outs%der to re corfl only an impre ssion. One weil-inforin;:d analyst’s estimates
: of the prospects for success thét has been quoted is 5 llikelihood_ of re-

- :::overing the machine within A second, éonsiderably- more

_ pe-ssimisti..c, is al likelihoad of recovery in such. a period, and a third ‘

_?stima:te, although exp;f‘-.{_e.ssed .\'vith less numerical ;é:recisio'n', wag inferre.d to
hy ) :t'ali about :Pre-suma- bly a.ll a.né.’lysts would agree that the
* . probability rises with theiie:.:.gt%l of tir.;a,e- allowed for the effort, though those
2 ‘ a.t_the pe sslmlstw.c end of tl;e spéctrt:;m would all?w it to rise only slowly. In
' short, it would app ear reas;:na.ble to estimate 3 chance of re-.
E . ! \ .
. e cover}r within) :isinﬁ‘, to *-._cons-zcterablyjifi:etter tha.zln. an even chance in

proi:a.bility that

a.nd a.lso to asé1gn al better
Tecovery, if accomphshed, would perrmt the; xplo:.ta.tmn of a larger pro-
. , \ 'x‘ . " y .

portion of the traffic 1ntarcepf¢,d th the ,haractensttc of

B
i
1

LA
i

LIf this “a.ve:ca.ge" 0p1mon is acc p ted, the prospec‘ts fox success
‘-._. i

\

LZua

3

'in attack on ‘a.re bn ght 2! and

,_“(!{

‘s L

more valuable than fo"'f""-‘a;_z_y of-._Ehe‘-.\gth r

(b) (1) "o

{b) {3)-50 USC 403 T —
(b) (3)-18 USC 798

(b) (3)~P.L. 86-~36
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{b) (3)-18 USC 798
(b) (3)~P.L. 86-36
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J Th% }ystems are new enough, j__??dfl;:"in their
1 ' concept and in their usage, that cryptanalysts cannot easi-ll_)r«-};:tempted into
giving qua._nftgitatiwie estimates of tiw 1ike.1ihoc;d of sucéﬁé;;‘xa.ga.inst ?h.e_m.

3 ,G;rtainly, jhowever', they d'o not feel that they ar-éj;p -a.ga,inst a 'st;:me wall;
the;:e a.re !approaches to the problem whlch are bemg explored. It is a safe
3 predlctwn that the sta.te of the art of cry-ptanalyms will be advanced in this
‘ . effort. iUntzl a good deal more, Work has been done on these ma.chmes, -

: perha.ps fc‘n: se.vera.l yearS, 1; is suggested t};at the assumptmn of about the
) ;samegfidagllge of OP'IE};Iil';m as' is applied tg._j;he is appropriate
' for ;ilanning p_pf‘ﬁoséé. . P T

" (b) (1) - .

(b) (3}~ 50 USC 403 e,



. T I (R JVO PR N T T ST Ao W Y el

’!; an i“'—r-,-r—-! e

(0) (1) _
{b) {3}-50 USC 403
(b) {3}~18 USC 798
(b} (3)-P.L. 86-36




ea hpmmb et ! BT e ittt P
P

_ (b)Y (1) e

b L

() (3)-P

-

.L. 86-36

(b} (3)~50 USC 403 "
(b) (3)~18 USC 798

-

The

\

and their pro sp%'a

3
H

3

Q1) ﬁrtually no hope

1

as yet aboud

ects for success. T

]

£or the Ihigh- grade systems.
(2) Vé;y little hope for

.
,
*,

.the various

high-grade systems

Hey can be summarized as follows:

too little. known

for an exploratory eifort.

to siipport an estimate but 2 case

AR R Cpedmnie, win waesy
- 32 - FrUUieanal g oy g;.,ygg:’é’iz‘.‘ﬂij

foregoing Pg%_ragfé,_phs conta.i."ia_.lan outsider's synthetic appraisals
of the status of the attacks against
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: ; ‘ (5) Moderate opt:.mzsm wﬂ:h respect to this de?ined ‘
J ) e bf reco*}-e._a_}-y within" multfpliad by‘ . .
? a bet.{"er. tha.n _‘ bf exg;loit'i';;"g
. .‘ . _. consld;:ra.bly ;rnore o£ 1nte:;cepted traffic if recovered. . ‘ ) -
3 ¥ . % 5,
o 2‘ 6) W1th respect £ there is enough known
] y .
‘ to convxnca the crypta.nalysts {a.} that whatever the :Euture may’ holds
i 3
t‘ they have not as yet se:en anything in these systems tha.t is especzally .
i ) g terrifying or tha.t suggesf_s they will prove to be invulnerable; {b) that
i . \

‘ %
Y

‘

! there is prorm.smg work to be done in 1ea:rn.1ng more about them; in no
i sense ha.ve the mvastlgatmns rea.ched dead ends.
{ (7} With respect to the '

R

kY
hd
‘.

considerable success already achieved; insufficient
. '\‘ ."-.__
work as yet on the comparatively new

L
.
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lsystem to justify an '
estimate but moderate 51_Jtimism seems justified on the basis of progress

-

el o gin
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on the older systems with
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The Value of the Raw Intelligence Obtained and Its Cost

This is believed to be as close as anyone can come {and probably

closer than a wise man should) to an es'tixjnate of the stream of benefits in

the form of raw intelli gence that is to be hopefully anticipated from the ma.sswe
mve stment currenﬂy being made.

Logically the next questmn to wh1ch some
sort of answer should be attemnpted concerns the va.lue of f:he Iund of f:ra.cr—

mentary 1ntelhgence that is all that can be hoped for even in the event of what

i has here been descn’bed as cryptanalyhc success a‘.ga.znst any of the Ingh-grade
Fyétems. Unfo:rtunately, th:.s question is unanswerable in quantifative

terms and a qualitative answer would require an inguiry on a scale and of 2
~ duration well beyond the scope of this report

There are both ph1losoph1c and pra.ctma.}. reasons why this is so. As,

a startmu pcn.nt, 11: may be said that no one has ever found an altogether ra.honal

way of evaluating a particular flow of intelligence in dollar terms. Prag-

matically, the only way the value to the nation of "intelligence' as a whole

(lz.ke HUpational Secunty") is established in money terms is through the normal

budgetary process. The government is the only buyer of these commodities.
What it pays for ther is the only price they carxy.

The only figure that can
be quoted as a measure of what the whole flow of intelligence turned out by

the intelligence community is wozth in dollaxrs is whatever amount has been

appropriated each yeaxr. Obviously, this number which is the cost of an
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activity and which reflects pé.st evaluative judgments about it, gives no
_ indication of whetizer _tl:;ese past judgments were correcf, that is whethér
the "value'({in som-e undefined sense ) o'f- the izixtelligem;e-produc-ed has turned
c.mt to be at least a..s. é"reat as i’cs‘ cost'.‘ |
The questmn ”whaf: is mtellwence worth, ' can elicit Onlyl' an arb:.trary
.answer but. it should be poss1‘ble to:arrive at a meanmgful compara.t:.ve
evaluation of 'pa._.:;tmular flows or bodies :_Jf 1nte111gence. One should be able

L) : ' ) s ¢
to ask the users ' whether one series of reports is worth more or less than

-

. - )

another. .Lf the judgment could be expressed cardinally (tha.t is if the users .

would indicate by' what :fa.ctar the value of Series .A. exceeds tha.t of Series B),

) M .
i + -~and if the cost of each series could be ascertained, it would then be possible

.at least to determine which of two collection activities or sources had the’

T .

-

more favorable cost effectiveness ratio..

There are many reasons, however, why this procedure does not seem

to be employed frequently or systematically. One is that the relative value

-

of two flows of intelligence may change frequently through time as require-

ments for information on different countries and different subjects change.

» ’

LY

- ‘Another is that each intelligence collector, like NSA, ‘ha.s many Consumers
who have Iegiﬁimately competitive requirements and, therefore, legitimately

differing views concerning the usefulness of a given body of intelligence.

Since it is scarcely feasible for the users to bid against one another in a {ree

.
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}naf‘rket, a collective compa.ra.tive evaluation would have to be arxived at by

kY
I 13

arm's length negotiation. ’I‘h1s procedure is not conducive to either clear-
ut or %ﬁ_ubﬂg evaluation.

Still another reason is the relucta.nce of both the
collectors, of raw intelligence and the analysts who use it to make comparisons

which are bound to be invidious and could cause one or another collection
n a.ctw:.ty to be curta.11ed.

The whole community is in the habit of pressing for

moxre mtelhgence from a.ll sources, it is not well orda.mzed to make compari-

sons, espec:.ally as between the outputs of maJor ¢ollection systems. For all

these reasons, evalua.tmns are generally speaking purely qualitative and non-~

IR

comparative. The body of mtelhgence under coumderatmn is chara.cterzzed

=,
"~.

by such terms as ”v:.ta.l, " "useful, " or 1f the evaluator read.y thmks it is un-

jimportant “corroboratwe of other sources. n

e
Ry L

Despite these d1ff1cu1t1es, there is little doubt that a useful quahta.twe

. '-
i

evalua.hOn of the 1ntell1gance to be expected from, sa.y, the exploa.ta.tlon of

could be arrived at

-

Proba.bly the s1mp1est wa.y of s0 dmnc would
be to take a sizeable sample of raw mtelhgence derived from
t

C o
fmd out who in the mtelhgence community has {i-sed this material for the pro-

ductmn of finished 1nte111ge:nce, how useful they ha.ve found it to be, to what

extent its va.lue has been lumted by its fragmentary a‘nd accude.ntally selected

cha.ra.cter and, for much of it, its lack of timeliness. Such an appraisal

would then need to be arbitrarily corrected to allow for thealmost certainly

",
",

interesting and informative character of the traffic carried on

TNy
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The judgment of a few intelligence analysts arrived at in this way would

probably constitute as useful an evaluation as it is feasible to nndertake

. but, to repeat, it would not be an estimate of what an assumed success would

-»
';

‘be wozrth eithexr quantita.f“{'i}euly in dollars ox compara.tively by refererce to
some other 1den1‘:1£1ab1e body of 1ntelhgence.

]
11

)
Y

Unforttmately, this sort of inveé shgahon has not in fact been carried

ou%. Its results would presumably have 111:t1e sta.ndmg unless 11'. were under—'
. 1

‘x

ta.ken on beha.lf of the whole community and. w—;th the pa.rtm:.pa.tmn of ‘more than

“one mtelhgence agency. Moreover. such an evaluat:.on would reqmre major

suppoi‘t by NSA, 1f only be cause a s1gmf1ca.nt fraction of the

fraffic
~that is 'g;l'ecrypted is not identifie&

ot ravintanic

when it leaves NSA so no one-

fox evaluégt'io}l. One of the suggestioﬁ‘s at the end of this »epoxt is that such
a:zi: evaluatfpn be undertaken.

i

%

outside of that Agency can assemble a representative sé.:fnple of the traffic

H . -
La.c‘mng quanhﬁcation in dollar texrms of the future benefits that it

x

is legu:lmate to expect {or as su.me) for planning purposes from the a.ttack on
the l‘ugh gra.dc

systems, there is obvmusly no rational way of

st e TR T TT

. r )

demonstrating that they are either greater or less than their. dollar costs

lMoret.wer, the tools available forx hudgeté.ry analysis

of cost and effectiveness in cryptology are and will remain extremely crude.

It will never be possible to estimate the effect of changes in the mﬁut of

-

“s

.
e
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reSOurces en the future uutput of mtelhgence except with'large margms

of uncertamty The placing of a:dollar value on an assumed future flow

of intelligence w111 alwa.ys mvolve an essent1a.11y- a.rb:.tra.ry- act of judgment.

'..“

e

(such, for mstance, as crypta.nalysm,

-, -
e,

rec onna1s sance, and

. P

since this analysis w0u1d require not only Quanutatwe estimation

1

of the output that would be produced by an incremient of resources in each
co]lection activity but also the sort of cardinal comparative evaluation of
{ a.lternn.tzve ﬂows ‘of mtelhgence which the intelligence community finds it
%
l

fﬁcult to make for reasons alluded fo a.bove. In, th:.s‘ s:.tuat;.on, decisions

i

a.bout the scale of ma._]or a_nd sha.:rply d1fferent1ated sectors of intelligence
a.ctun.ty have to be based on. rough broad appralsals, not on refined cost

1
i

i

H

benefit comparisons. Wise judgments ra.ther than detailed quantitative
i ] .

celculations must be the basis of a determination that more or fewer dollars

resources in general).should be devoted to cryptolo or to reconnaissance
g gY
oz

r

On the-other hand, it is both intellectually and administratively feasible

to apply a rather more refined calculation to-decisions concerning the allo-

cation of resources within one major sector of activity. Intellectually, this

1s 2 more manageable process because both the resources émployed and the

—ran
,l-p ey
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o products produced by different programs within one sector are more homoge-

Y -, .
R

& ) noﬁg. Cryptologi sts can be shifted from one target to another {as can the

s % "

engineers who develop reconnzissance systems and the staff members who

conduc% COMINT {from one source is more readily

-8 ] . .

‘_ comiparable with COMNT f:t:om a.nother source than either is with, S2Ys
photography. Admml.stra.twely, the compa.naons involved are ea51er to

make beca.use there are managers Who ha.ve 'to make them in the process of
determining what is the best allocation of resources. (It is for just these | .
reasons, especially the ‘greater' Eomogénei{:y of "'product" or mission, that

cost effectiveness comparisons can be more accurately made between, say,

two missile systems than between a missile system.and a manmned aircraft

syStem and are virtually meaningless as between a strategic missile system

on the one hand and an infantry unit on the other, ) .

The purpose of these remarks is to explain, by way of a remindex,

why it is that-decisions can be made in one way, that is with one éegree of
‘refinement, about the allocation of resources to major séctors of govern-

- mental activity and in a rather different 'wg.{r, relying more on meaningful

cost-eifectiveness comparisons, about the allocation of resources within

each sector. ' - ‘ Lo

The distinction has irplications for the subject mattexr of this report.

When one looks at a particular part of the cryptologic effort thexe are two
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'different_tests one can try tp'apply in decid;ng whether the current allo-
cation of reéoarces is just a.'s it_.should be. One is to ask whether more o
‘less money should be budgeted for these particular programs, but this
gquestion invite;s only the same’ soﬁ: of broad judgme;nt a.nc;. esséntially
arbitra.ry' answer that can be made a:bout the sector as ét whole. The othexr
relevant question is ‘whether a larger or smaller pornon of the whole pool

2 of cryptologic resources should be allocated to these programs., This

.question should be susceptible of a less alrbit:‘:-ary 'ans:;wez-, .ane to which .

- i} -

|
- ‘l coét-benéfit calculations could contribute far more. It is, therefore,

convenient to arrive at a conclusion about the magnitude of the effoxt aAgainst

' i ' Tthe high-grad%_ systems in two stages: first with respect to the scale

al of the whole c:cyptologm capability. and second with respect to the alloca.tmn

of cryptologm resources to the parhcular programs here under d:r.scuss:r.on.

.-

Opmlpns on both are discussed in the concluding section of th:.s report,

where some of the judgments on which they rest are’ enumerated.

(b} (1) i .
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6. The AIloE“é.‘tipn of Cryptologic Resources

L % In a sense, the J:Ettg‘:.r of these fopics is beyond the scope of the present

h,

-

repof‘t‘.which is confined to the systems.  Yet, as a

%

practicaflb_matter the kind of review that has been attempted here probably

o

has more %q_aring on and relevance to allocation than to budgetary decisions.

The actual cdh"_sequence in 1956 of the decision to give top priority attention

to the high-gr_a-dz ciphers was a shift of people {and other -resources)

away from other cryptologic tasks. Even if there had been a v;{illingne ss to

e L)

fund this additional effort eni;irely as an increment to the ;iolla.:.r budget, its
shc;rt-.-;:u.n impa:.t':t wéu.ld have be.en on the allocation of manr;ower, machine
_time, and the other scarce. resources the pooi of W!‘l.ich can ,ne;'.thf;r be aug-
. mmented nor greatly reduced oven‘zight.'
'Something mt;é-.t, th_erefore; i::e said about the ;possible other 'u‘ses of
cr}'p-tologic resources. Or:;e must -try to learn hcn;v badly si_:zn.ior cry—pt;nalysts

are needed in other NSA programs » what contributions they could make there, .

ang t3 what extent it_would be feasible to reallocate them in this fashion, if

+

it should prove desirable, given their long specialization on certain problems:

their particular linguisti_.c skills, ap.d t.he :ather c;nstraints .on freedom of
movement. Without pretending to have had the benefig of more than a few
scattered conversati;ans on this.matter, the resulting i;npressio;ls will be
mentioned here, if only because they inevitably influence tl;e conclusions of the
report.

. ‘ - 41 - -
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need is greatest, ..

(b) (3)-P.L. 86-36
To begin with, there is no question that o"ft,_lb_ler programs of the Agency

would benefit from the availability of some additi'&':%-zal high caliber crypt-

analysts with appropriate other respurces. Not oni‘g would these individuals

kY

contribute directly thga.re sul.ts of their own analytical—"\_york but it was

emphasized that in a number of areas of Prod outside o}i the able’ crypt-

analysts are spread so thin that the capabilities of other elements of the staff

ca:mot be uﬁlized as effectively as they might. In other words, addzﬁona.l

senior crypta.n-a.lysts iu these areas would render the ef:forts of the rest of

ol
-

the staff more product1_ve.

No firm opinion will be offered here as to the si:ecific areas where the

©) (L) o B

(b} (3)~50 USC 403 e
) (318 DeC 198 e
(0) (3)-P. L. 86-36 e

.....

With respe ot £ Ithe limiting factox-

would appear to be collect:on and topﬂlght traffic-analitic pe“sonnel rather

than crypta.nalyh__c effort at this time. Another set of tavrgets which should be

kY

mentioned are the It has also

been suggested that a few additional first-Tate cryptanalysts could contribute

sipnificantly to traffic analysis.

¢ . -;;3:&#-—-*42 it L e, st o wan e
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Beyond these general and qualitative comments on the need for cxyp-

to]-:‘b,_._gicarl resourceés in other proérams, it would be improper to go'.. Clearly,
tl_x'eyka_w:t:e not sufficient.to support a judgment that the resources éoncerned
would é"gnt:r:ibgte more or less if there were a modest chan.ge in their e.r.llo--w !
cation. The management of NSA hndoubted.ly tries to allocate resources in

- kS
%

a Wa.y that {%'ill maximize their contribution, given the priorities on different

intelligence sources that are esta'bhshed by' the mtelllgence communlty.

-

Th:.s k1nc1 o:E calcula.tmn camnot, however, be an easy one. For instance,

it would be haxrd tb pin down the .xESponsﬂsle supervisors in 'NSA. to any

\

eshmaue of the degree to which prbgress on the h1gh-—1evel cryptana.lysts

‘

included in the elite of together

with ap}:)ropriate supportir;g resources, to other targets. ]Et wc.m-ld no doubt

be equ.a.lly difficult to pin down the seniox profe ssmnals ‘résponsible for the

other areas to an estimate of the degree to which the shift would a.ccelara.te .

the progress of their work, When itis so difficult to estimate the effect on

the I;resent and future flow ;nf :intelligence of a modest shift out of ane risky

investment into another (perhaps less risky),.there is little incentive to define, .
. * . ¢

study, and evaluate several different options with respect to the use of r-é-

sources in an effort to refine. the way in which theix aliocation is optimized.

It may be worthwhile at this point to comment in rather theoretical

terms on the optimization process. If the present allocation of well over

_ half the top-level cryptanalytic manpower, and of about two-thirds of the

b
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cry-ptana.lyt:.c effort {geasured in dollars, to the attack on the high-grade

;
1 systems is taken &s.one option, at least two other sets of options
could be defmed One is that whiéh»-sar'oﬁld result from 2 shift of resources
l“ '—.
i

to less d1ff1cu1t cryptanalytm problems, aiready well known. and identified

as such. Itis legitlma.te to expect that thzs actmn would in due 'L‘une give rise
3 -

i
1

to a larger total flow of dacrypted matenal but would do 50 aet the expense of

a longer deIayed and ulhmately sma.]le.r flow of decrypted hzgh gra.de|
-3 trafflc-

i
3
i
i
H

'I‘he ot.he'r set of. oph.on.s 1.s that which would result froma shlft of

. resources to developmental actw:.tles, essent1ally explora.tory mveshgatxons
. ‘ "

ito learn more about the characte;;shc'-g 0'£‘ newly encountered systems, to
1_ . . . . . ‘.,‘-' *, . . . -
dssess the current state of cryptographic ‘prictices in various countries, and
] .o - - -,

generally to seiak to identify the ta.'::géts whicfi‘:—-.gf“a téchr;:.cally promw.émg for
!: M : 0

a.ny one of a number of reasons (including succeésfui

Stated ‘more succmctly, it should be possible by accept:mc a somewhat more
i

pesanmshc outlock for the explorl:a.tlon of the h1gh-grade| systems

(together with the as sociated sacrifice of educa.tmn a.nd of contributions to the

staté of the. art) to buy either a larger, more tirnely, and more predmtable.

ﬂow ‘of COMINT from all’ squrces taken togethe_r {with 2 smaller proportmn
being

or more flexible and extensive developmental activities.
The puirpose of identifying these three options (the preseat allocation

and the two alternatives thereto} is, of course, to say something about the
character of the choices they present

Considération of either of the two

gty
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o) . alternative options would, fox gﬁlé'"'tlli?‘,g' require an assessment of the degree

- '_.-‘ B to which the traffic carried on the high-g:?ﬁ“d‘e Isystéms must be

presumed to be xicher in intelligence than any other COMINT. Moreover,
such a shift would involve some diversion of resources from capital formation,

that is from the process of advancing the state of the art of cryptology, e11:her

to the production of a la.rger near-term output of useable mtelhgence (1f the -

first of the alternatwe options were adopted) or to developmental activities,

L

whmh constitute, at least in pa.rt. 2 dlﬁerent form of cap1ta.l formatmn.

fzus; ti::e issues concern the rela.tive values of COMINT £rpm different

,s.ources 'and the f:;:OPer balance either between 10;:1g-term investment and

near-terf;‘x output or betwe en two kinds of investm;nt. S .
. There. are ;-ther kinds of oz;.tions tha.t could be‘defined and otl"xer choices .

that could be posed. The fo::egmng d:.scussmn is mtended only to 111ustra.te :

the point that, in an ideal world, several possﬂ:le allocations of resources,

and the different results (future ﬂows of intelligence) tha.t rm.ght be. expected

to result therefrom, could be presented for evaluatmn. The commumty-

could be made exp:licitly aware of a.lterna.t:i.ves and could help both to judge

wh.ich communications nets in which countfies might be expected to be
carrying int_e.lligence.. of ﬂ'!:e highe;.t va.lﬁe and to make the c,:hoice between
current output and pos.sible future output (the investo:{s‘ choice).

In the r-eal.v;forld, however, the.re are obvious reasons'.why such

rational decision making can bé é.pproximated only very roughly if at all.
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For one thing, it would be extremely difficult {as pointed out above) to

systemize the definition of available options, that is to tell 'l{he customer
u i

i -

what the consequences of each of several different allocationls of resources
. § .

would be. There is, too, the more fundamental difficulty thait consumers
naturally wish to have the flow of intelligence to them maximiized in the

-

present and near future and are in no position to assess the p;i:ice they would

have to pay m the Jonger run in the form of a reduced cryptolog1c capability. .
Inewtably NSA: itself must be the gua.rdxa.n of the future; it muSt be the

claimant for adequate resources for investment in the fo::m boﬁh of the

'educa.hon that is athuired through the a.tta.ck on sophigticated systems and

of the explora.tory activities referred to above. Yet another practzcal

h

dlfﬁculty is that the consumers might :Emd it dszmult to soxt out their
priorities to tne pomt where they could rahonally make these chomes.
There are many consumers whose reqmrements are at least in gart com-~

1
!

pet11:1ve and there is always the dlffmulty of Imowing in advance how valuable

the ,&gecrypted tra{fic from a particular source wlll be.

e

FE——

In practice, these immensely difficult managerial decisions| concerning
. B . . ;

the allocation of resources have been made easier for the NSA by ‘the ovexr~

» + widing priority which the intelligence comumunity has placed on the

high-grade traffic asa 'potentia.l source of intelligence. The priority has been

mterpreted to mean that all well- defmed needs of for top~level profession-

a.ls shonli have- pnomty over other re.quu:ements for- personnel, except as

.n‘ n'lﬂ"‘j F--n-o-s-n.--\- 1-'-‘- -n]
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modified by such circumstances as the temporary but highly .ﬁrgent prio:‘rit‘ies

that grow out of political crises and the very promising technical Op:portunities

that occasionally spring up in other areas and justify the temporary diversion

of personnel. {Such témpora.ry diversions can ré,rely produce any significant

product from cryptanalysis because of the lack of contiimij:y and the lead

time needed. )} Anoutsider is left with the impression tha.t, in the shadow

“of this prmrz.ty—, the attempt ha.s not been made, at least for some years,

qxstematxcally to weigh against one another various patterns of re,source

use in the light of EStJ.mates of their y:elds and consumers!' evalua.tmns of

A suggeshon put forwa.rd below is that such a confrontahon

those yields.

of needs a.nd opportumhes might well be un.dertaken.
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T Conclusions and Concluding Commen-fs

ERGIRtY]

" (1) (3)-50 USC 403
{b} {3) -18 USC 793
{b) (3)~P.L. B86-36

¢

.'

Given the scope of this inquizry as/ determmed both by its terms of

reference and by the effort that could’ be devoted to 1t, the conclusmns

z

that 1e'gitimate.1y emerge from it g.»i'e disappointingly lirnited. Almost

cexrtainly the most usef_ui ﬁndir_;és are those concerning the prospects of

;
£

sucéess against the Ih”i‘gh-gra.de systems, as summarized on pages

21 to 33 above, ~These can be described as "finciings" in that they are

sg_.:.:th‘ese_';:'of the judgments of a number of individuals far better ir;fprmeci

- than the author of this repoxt, from both within and outside the cryptologic
‘community. Various observations about the evalué.tiox_l of intelligence and

_;;ossible procedures for z-evieﬁng the allocation of cryptologic resouxces

.t

have perhaps the same’ degree qf vali'.d_i.ty'.
. In the course of such a review as this, however, the inqx-zirér inevitably

arrives at certain broad conclusions which, as it were;, go beyond anything

- supportable by hard evidence. The concluding comments set forth below

are of this character.- -They are offered in the ‘belief that one individualls

impressions on what are admittedly complex policy issues may be of value

and that the repo:;i; would be imcomplete without them,

2. 'Fhexe should be no reduction in the over«all’cr'y;;tologic effoxrt

_of the. United States. Indeed, it is evident that the limitation on the number

. of really first-class cryptanalysts is more serious than any other single

- 48 - "

- ) - La’l'”'r?' "“""h!ﬂuq_,n"

.Iu-.”" .l
73 Ry




)
Y 3 .
v N i L Lo

LA, ‘..\.s . ;'\'-
oy

. e f o ewe Al aEaln WA
. 41b} (3)-5¢ UsC 403

b} (3)-18 usC 798
b} (3)-P.L. B86-36

. . ¥ . res

T P emet 2 B e

e -‘..:::i\l':-d.i.: SR RIS L
H

«««««

the Lmd of trammg prowded By the Juniox Ma.thema.hmans Program.whmh
is designed to mcrease the"n: number.

T geems equally clear that if we ara

to ma.mtam, a.nd hopefully augment, the corpshﬁof hz.ghly able people, they
i
|

should be given the full support they requu:e, espec:ally inf

equip-
‘ment and in the supportmg staffs required for da.ta proces smg of various

:
;-—.
3 .
e
i
A

kinds that perrmt the cryptanalysts to get a hold on tha:r problems. After
all the maJor technologlcal adva.nce that has fa.vored cryptanalysas over

-

cryptography, at least up to this time, has been the mtroductmn of

nd of Improved practlcas m. da.ta. Processing
..Expens:we as such resources are, these technical posszb111hes must be

explmted to the fullest 1.f we are to have any hope o:E keepl:n.g up with the
advances oj cryptogra.phy.

-

Enough has a.lready been said m this report to make clear that

-

this strongly stated conclusion cannot and does not rely £or its support on

quantitative comparisons of costs and benefits (if only because no attempt

was made to evaluate the whole cryptanalytic effort)

.

The cryptana.lytxc )
community cannot eshma.te with any confidence oxr any pretense of accuracy
what it will be able to produce.

"

The mtelhge_nce commmunity has never solved
the problem of placing a dollar value on a given flow of raw intelligence,

except pragmatically year by year.

The most elaborate calculation is

NI
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W111 continue

. tc&.{f}:e b' sed on‘--.gssenhally broad quahtatwe Judgnients.

Those that underlie

w2, slowly deehnmu trend over the yea.rs. Ori1 the othex

hand, this ca.n be a ve'

k‘.

For instance, we a::e denv:\.ng mr.u:l

s

we were from all the

LAY

level of exploitation""\,pf this whole grgqp qf

kY

s0Me SUCCess.

%, -'h

. further significant rié‘g if the attack orj

‘-.C OMINT from

braffic today tha.n

h1gh-grade ciphers a few years ago and the

*, %,
Y s

.
n,

Imll show a

in due time meets with .

*

Looking elsewf‘t_‘ere in the wozrld, tﬁe__ré":=—is in process a steady N

increase in the total volun;‘e of encrypted traffic

.,

5

Alth ough

in one sense this means tha.t \new obstacles to 1n1:elhgen,ce acquisition are

being placed in our path, it re'xpams true that for the next

reliance on COMINT in parts of

'\
\

our

mnay be on the

inciease and greater than in the recent past.
- 50 -
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If this prospect is accepted, it follows that our cryptologic

capability should be regarded a5 2 majox national asset which will have if .

anything an expanding volume of highly useful work to do at least :fqr some

shifting of the balance of advantage on high-pgrade systems from cryptanalysis
toward cryptography, even if it be concludad that nltimately the volume and
value of COMINT will contract and the scdling down of this ca.pa.biiity would

be appropriate, there are cogent reagons for believing that many years, ‘

probably decades, will elapse before such a situation materializes. .

v
- . . .

There is another consideration that lends further support.to the

“bioad conclusion stated above. It is that lead times are very Iong.in this -

- business so any decision taken today to reduce the scale.of the national

cryptanalytic effoxrt would not be readily or guickly :;evers'i'ble. An effective
effort requires brains, experience, machines, and supporting staffs, to-
géther with continuity in: the sense of both accumulated raw “material and
current knowledge of the opppn.ent's c'::yptographic ;-:ra.ctices. None of these
elements could be quxckly found and as sembled if it should become desirabls
to expand a proora.m once a curtallment had actually taken effect.

Althou-:rh the above conclus:.on has been. expressed nega.twely that
the sc-:a.le of the cryptologic effort should notbe reduced, a stronger positive
view will be added here on one activity of the NSA: its Junior Mathematicians

. ) ) - 51 - ] .. -
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(b) {3}-50 USC 403
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i

Training Program. 1f the whole cryptologm effort is to be

scale, and hopefully strengthened in effectweness, the Agl

f'

systematically in the recruitment and training of a.dditi;orxa !

Dramatic propi of th;a'potential effectiveness of this aci;:iv.it
a numbexr of the ablest senior professicnals in this g:roup t

into NSA by way of an'organized program that was conduct
i'

in the early fifties. The current program, react1vat§:d twe

i

been successful in attracting ovexl

| It see

' (b) {3)~18 USC 798
(b) (3)-P.L. 86-36

maintained in
ncy must engage
top--level analysts.

yv-is the fact that

pday were brought

ed for only one year

years ago, has

ms a safe pre-

diction that wen of the caliber of the

was summarized

earlier in this report, will be in short supply relative to th

-for the i'oreseea.ble future.

resources with the longest lead time of any in this business

Moreover, these trained people

e need for them ,
represent the

Unle 38 drastic

curtailment across-the-board is contemplated, this effort Jahould be pressed

it should be one of the last candidates foxr any ec-Onomies th

effected.

b.

of the over-all effort) its the desirability of some reallocati

resources as between the attack on the high-grad

What should receive serious consideration {rathe

at have to be

r than the scale
on of cryptologic

sy’stéms' and other

cryptanalytic problems.

As to where the xesources should come from, anytmng purporting

to be a deﬁmtwe or sohdly-based Judgment would be presumptuous. All

*s

5

»
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is gomg well anu.: proba.bly should not be dlsturbed, that it would be dangexrous

to reduce the effort: ,_n

and similar systems, and that
the reaetﬂx_a_ted effort i'm""*

should coﬁtinue, at least for

)

a time. Wha:_._ this implies s that the resources would have to be ta.ken from

the efforts on the ith certainly having the lowest
AR ; ;-iority for reaso‘ns discussed above.
PR H

As to where additional resources

‘might best be used a.n even more superf1c1a1 1mpress1on has been formed

i e ottt

y that the most urgent reed is for a la.rger pool of resources to be used flembly-
3
" . % “for developmental work orl systems and possibly on 1ower-grade'

ltraf.iic.

With sl1ght1y more conia.dence, it is suggested that the way in wmch

a.lloca.twn dec1s:.ons are made may be susceptible of 1mprovement. A con-

tinuing dxa.loaue is of course cbnducted between, on the one side, the cryp~
tologic community and, on the other side, the producers of finished intelli-
‘? gence who are the, consumers of what is usually classified as raw intelligence
. Produced by NSA in its role as a collectmn agency. Nothmg ha.s been dis-

] _covered'in the course of thJ.s‘ inquiry which would suggest the need for

. addxtwrial oxr dif-j.'erent formal machinery for the conduct of this dialogue.

On the othex hand, it may be that the content of the dialogue could be modified
; 4. . '




‘e -
L IR L A i
L e e

O

-

b,
i

AV A . .
7".11'4;,? (AL
P g i

ot
T

¢ m wrman o s e I LU — P

ad

£

in ways which would make it more useful as a source of guidance t6 NSA.
Presuming that NSA's customers are the final judges-of the
usefulness of the i.nte.ll:igence they receive from the Agency, it is plainly
desirable that they be as well informed :a.s feasible about what it is .possiblia
for the Agency to de and that they in tu-rn rank the various PO ssibilities in
O'rdt;,r o£. desirability. The esse;.rx;:e of a procedure to accomplish this result
would be the de.ii_'zii;:ion by the clryptologic. cpmmuxii?y of several ;1i_fferent
options, as é{ig'ge.sted above, 'and the est;'.mation (as best it could be done)'of
what ':11: would be reasonable to expe;i; from each option in the‘ way of 2 flow

of intelligence at some point in the future. The presentation of such options

“would sexve to inform the consumers about capabilities and technical

opportunities in a form which would put pressure on them to make choices

and not m.erely to assert the immense value of virtually all the intelligence

they receive.
Such a procedure would have its dangers’as well as its intellectual

difficulties. To begin with, it would be unwise to conduct such an effort too

- - s

" often. The cryptologic effort simply cannot produce results in 2 hurxry; it

cannot shift resources around in response to frequent or short-term changes -

in priorities. Yet there will always be a natural tendency for consumers to

" wish to try to turn the flow of intelligence off and on in response to the

pressures of the moment, " A more useful contribution they could make to

-
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optimizing the use of resoﬁrces woulé be to give their views as to whicl;
" targets will decline in ir:nportance in the long-run and which w-illi a.;':quire
higher ;'Jriorities. .
i . Anothex 'son;ewhat analogous danger is that the procedure here

pr0pose& could whe.t the appetites of the consumers to attempt to impose

ngul and specific allocations on the NSA. It can only be said that this

should be explicitly made contrary to the rules. There is no intention to

-

suggest dilution of the authority of NSA's top management. Indeed, it must
Be i-ep'éa.ted here for empha.sis {even. though this inquiry has not attempted

to deal with questmns of orgamzatzon) there is every presumptlon. a.ga.m.st

~the creation of any add:.tmna.l committee structure or the mu1t1p11catmn of -

) review procedures, Therxe is ample machinery for keeping NSA informed

‘of customers'’ requirements, its management must retain appropriate

i . -

freedom of action in meeting them. The intent of the su‘gge.s.,tion here undexr

discussion is only to make those consumers more clearly aware of alterna-

.

tive opportunities for the use of cryptologic resources, and of the impli-
cations of those opportunities, so they may be in a position to give guidance

which is subtler and therefore more healpful than can ‘be contained in a

LS

simple statement of priorities.

-

These concluding comments on the process of optimizing the allo~
ca.tmn of resources are in no way intended to u'nply that the total resources

devoted to cryptOIOg}r should remain r1g1dly constant. Obviously, everyone

.
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{b) (3)-50 UsC 403
{b) (3)-18 UsSC 798
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_. ‘r

concerned with this part of the intel}_ig‘éhcg..ﬁasiness 'woul;ii lilée to expand the

i i

effort againsti '_‘c';wezl‘-r;.gi-'ra.de systems whi;e continuing the

i

i i

attack on the high-g:'.:ade Is’irstems with undiminiiéhed résources.

The proﬁlem of alldeation, that is of choice, cannot, hq{weVer. i’abe evaded,
even through.budgetary liberality. Whatever the Scale;'éOf the whole. cryp-
) L ;
tologic effort, it will still be impoztant 'to optimize the use of reEources and
! {

this w:.ll 1nev1tab1y reqmre the exermse of chcn.r.:e as to wheze they are to be

- i
H

used Dec1 s1ons of this kind are bound to be touchy and there is g leglnmate

H
1
H

3

i
i

reluctance to consider them in too wide a. cirele, W'ha.t is argued h

that they should not be swept undexr the carpet; more spemf].ca.lly' tﬁai& the

-maintenance for many years of an overriding priority should not be it:r:ea.ted

i
i

as if 1t rendered systematm revzew from time fo tn'ne unnecessary. |

{ . i

c. As suggested in the body of this report,;' consideration nght,

1.

J—

i

i : |
well be given {0 2 more systematic evalnation than is now available, on
g Y 3 e :

i
H

behalf of the whole intelligence community, of ﬂ'l;B raw intelligence thaié;t may

H

in time be produced through the ‘successful explqiitation of and
- } .
i

of other high-grade systems. It is suggested t];{a.t this neither requires noxr

H
.. i - .
could be effectively done by too large a commifftee or too formal a procedure. -
. f . '

It would seem that the logical starting place fcfi' the evaluation would be with

the material now being dexrived from Itraffic; and an evaluation of

this flow of intelligence would be useful in itself. Its particular ufility as

a sample of what may be derived through success against other systems in

.
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the future is that it will exem:plify the fragmented, 'ac;:identally ‘chesen
character of C(')M];NT derived from a high~grade system and also the time
l.a.gs typically encountered-{at least in pea;.cetime) in deriving CdMINT from.
this kind of source, It would be presumptuous to suggest just how this

evaluatmn might be done, except to sa.y that the evalua.to:rs should concern

themselves with the way in which the sa.mple of kraffic is selected.

Presumably, they should be awazxe of NSA's procedures with respect to

the selectmn of relevant ma.tenal the sanitizing of some of it, and 11:5

———

circulation. Itis not to” be expected that anythmg other than a qualitative

.evaluation mll be po ssible but this in 1t:sel£ might be worth a few man

t Lt months of effort. .

(b) {1)

(b) (3)-50 USC 403 _ .

(b) (3)-18 USC 798 - . S
(b) (3)~-P.L. 86-36 ’
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_(b) (1} -

{b) (3)-50 USC 403
(b} (3)-18 UsC 798

"1ts support..

The support a.rea. serves other ana.lytzc .
conse.quently, cbst estzma.tes of other functlonal areas would

3 perlod, i
~Jand, the pro;ected costs for the

Z Dnly dtrectly alloda le'resources a.nd dollars have been included in o
this estrnaz.e which represents 3 ! NSA judgement of the order of magnitude of
~ the cryptana iytic effo:r&i: and the suppdrnng processe.s. As these fipures relate

to the ta.rge+ they ar# conmdered to ‘be 2 reasona_ble 1nc11ca.tor of

" the role of'} cryptanalysw\zn the expldif ;

. commumca.tlons. Costs of una.lloca.ble. uch as commumcattons.

training, constructmn, cei:c:.g » aTe not’ reﬂected in these hgures.
2 'T‘i I f1gures for machine processmg show tha.t a.ppro:nmately

Fesources deveted to cryptanalys;s are ased by the igh
P Grade problems . To estimate the costs of machme process

| direct support
i of cryptanalysts by‘ fiscal year an NSA planning techm.que ofl
o

[Cost
factors have been developed ba sed an experience and m.c:lude maintenance,
programming, opera.tmg. procurement and O&M. Cryptana.lytxc requirements
for machine support are expressed to} V- the Analytlc Offices, in
terms of a basxcL

| The pro_]ectéd costs in Chart 2b are
computed by costing the cryptanalytic reqmrements over the prngra.m period

with a diminishing cost per machine hour predicated on ant:.mpated systemn
i improvements. Although this is essentially a level program aften *
total machine ca.pamty is expected to increase by apprommatei

4. The direct assignment of a major portion of NSA's R&D effort to
cryptanzlysis could be misinterpreted.

This assignment results primarily
from the fact that new developments in communication and cryptographic

-l - . -
2"’"—_"’ -.-—--...-T.pn‘-t-...,—..‘ .
P T I
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on the roblem. A significant part of the &D cost lies in the
development of equipment and techniques to collect and prepare material for

L cryptanlyms.% Once developed, equipment 2nd techniques have application to
e other targat countr;lg_a_}icumm.' some of thel::processmg equip-
. " apent developed for processmg i's now emg used to process

i [N ¥ .-’

technifue's among the target countries have generally been first encountered

; 1 7
5. . Not t:ove:n‘ed by cha.rts, but a mgmhcant fa.ctor in the planning for

utilization of q.ollec’cmn, support and cryptana.lytlc proce 2 is the in-

. ereasing resolirce reqmrements of the effoz:t against th I

" "The impact 1s‘£elf: in two ways, first, there is increased pressure from cono

i sumers for a W’l.de‘f{: scope of coverage and second, the increasing sophistication

Ry of target commumcatwns and cryptoura.phy requtres a greater effort to main-.

tain the present level ofrroverage and explo:.ta'b:.hty. The Tograms,

N as is the case for programs, axe based of a coutinuation of existing

s Eroblem status with mamny of the ta.rdets outsidg of the] i

. . reas bmncr currentl exploxta.'ble by' cryptana.lyhc technigues.
MNotable trtz:ndsl in sthe h;ea are; the increase in the number of

~|the gradual

.. -increase m soph1st1cat10n of tavgét comrnunicitions equlpment and eryp- -
ie tography, and, in th.el lmcrea.sed suséeptibility to crypt-
s' analytic B.tti}ck a.s the result/of/decreased| {The existing
%1 . resource progz a.m :are not; fuily adequate to cope with these trends for a

¥ variety of :r:é?a.snns among which are pFoblems ind i
and relative! rm&'l.f.ies as/ assw.gnéd by ansurersagencies which determine the
allocation of iire seu‘rces \011‘1‘11:1 a‘.pproved ce:.lmcrs.

-t
AP

= b !-'f' 4 .
?3, ) 6. Thé p Pro 1§ct1an. of futm:e effarts on thg problem is based
'a primarily on %1 cfo;}itmuat:on oF preaent effgrts. Any major successes in this”
’1*:'}3 area would requ?:,;-‘:;é repregranqmmg of résources based on the techniques
ok required and th&;;’i’ro}ﬁ;‘h} “to | ndle
43 collection and d danbstic, e‘ffort “which is considered adequate for success against

I,ha've ‘been selected for cryptanalytic attack. Success

" those problemq .
ateéd, . 1ior can the resource impact of success be predicted

cannot be guary
at this time.

(b} (1) .

{b} {3)-50 USC 403
(b} (3)-18 USC 798
{b) (3)-P.L. 86-36
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SUBSTANTIVE CRYPTANALYTIC EFFORT

Chart 1a
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o Comments on Chart la

1. The figures for FY-65 are considered to be the appromma.te dollar and
- manpower numbers for the cryptanalytic effort within thé amounts a.pproved in
o the CCP.

2.. The manpower estimates for.
il nclude the.field collection and .
3 . cryptanalytic efiorts in addition to the/ NSA manpowerljm.c_e_thas.e_cnsim_a;n;_.
. directly identified with the cry-pta.nalytzc process. In
1 only the field collpction idéntii )

has been included. | The remainder of the
. eceive their :ra.w materials in varwng amounts irom a large number of
Al dwersxﬁed Lgllﬁ_u:gn positions. Itis irpos sﬂole to identify these collection
e costs, to the .erptanalytlc effort for the purposes of this study. Thexe-
; "fore, ‘only the Tie ananpower as s1gnec‘I #o cryptanalyt:.c functions are included:

.-7{  in.those| __|The NsaA~ mianpower fof cryptanalysis in support of
e B Iare programmed 1n| and are

costed tﬁere in this gtueiy. i r.' /
- 3. The ~figure
" includes a.ll of the manI; ower on the;l_ since
the effort is Primazxily in sa.tlsfactmn of the crypta.nalyhc req_mrements which
are predomu;a.ntl {_;’ .‘.:_ _
4. The _-kosts- are
' % directly auocahle NS4 expendith |

LT . '. [N
B abrgy! 302

i rf.:’

. combmtio of SCA and N

c:sts sinceé, they are not i\
.:‘: 1" 5. ~The maéhineaﬁrot o St cryptanalysis include
et 1dent1£1a.'b1e a.nd alloca.ble. ﬁec mca.l ma.npow procurement, T&E and O&M
' 3 ‘\ '5 }
1] 6.. There are'fev mmed for FY-65 that
7 are attributable fo the driftanal stimate isa
.:‘j

e
il

I
v
Y

B

3,
L L

+ (b} (1) —
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3 SUBSTANTIVE CRYPTANALYTIC EFFORT Chart 1b
_. HIGH GRADE CIPHER SYSTEMS
s
a Comments tfn Chart 1b
1. The entire cost of manpower m: 1s charged to
(o4, the Fligh Grade systems. The manpower a1 s that portion
- of the manpower 1dent1f1a.ble to lngh grade system cry'_pta.nal.ysa.s.
' ? 2.. The Research and Development costs are only those pro_]ects from
Chaxrt la in direct support of‘the igh Grade ciphers.
: 3. cessing costs are further identification within. the
¢ S1y a1 -rypta.nalytlc effort. High Grade c:rypﬁanal‘ysr.s espemally'
i a.bsorbs the major protl.o_p. of the fotal effort.

(b} (1)
. {b) (3)~50 USC 403 _ -
(b) (3)-18 USC 798

(b) (3)-P.L, 86-36
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. APPROXIMATE COSTS OF
CRYPTANALYTIC EFFORT ON

CIPHER SYSTEMS

(b) (1) e

‘[(b) (3)-50 USC 403 -

{b) (3)~18 USC 798 [

{b) (3)-P.L. 86-36

i
i
i3
1

(.omments on Chars, J.c -

1i Personnel cogts mclude collectmns, processors and cryp‘ans.l
at NS/.‘Ql and overseas,’ both m:.htary and civilian. Generally aboit

i of the manEower and copatal 1nvestmen1: costs have occurred during the

5,
1

3
kY

2. The operatmns and ma.:.ntenance costs are for ma.unet:.c tape, traﬁm
paper and ‘I‘DY in support of crypfana.lys:. San, ™,

,\‘ '-.

3. The res‘earch and development costs 1nc:lude those readily identi-
ii ok i

_ ¥ & LY 5 it areas such as the

! \ W rocessm.a equipments;

cryptanalytzc research and a va*xety of collectlon developments.

4, 'I‘he heavie st inve stment in proourement dollars durmg this pexricd

was the initial buy ofl:l:ollectio g
in FY-65; & modernization of the

Teconnguranon now underway,
) ments fo:r cryptana.lyt:.c atta.c:k are also 1ncluded

and finaily the
r investments in special ana.lyt:.c equip-
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. CRYPTANALYTIC EFFORT i
] .
: [IIGH GRADE CIPHERS BY SYSTEM .
ESTIMATED DISTRIBUTION OF FY-65 COSTS BY CATEGORY AND SYSTEM

Catagory

of

Function

Support

R&D

Lol —

" e

e .

Collection
Procegsing

Gryptanaiysia

Machine
Processing

Procurement

oM’

() (1)

{b) {3)-50 USC 403 . N
(b) (3}-18 USC 798 e,
(b} {(3)-P.L. B6-36
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Comments on Chart 2a
1. The functional

and at NSA from,

SAE Y hand,

breakout by system for support, collectinn.
processing and cryptanalvsis is @ combination of manpowez

It is not péssible To equate

Research and ]:;évelopment oxr Machine Processing.manpower to a
specific high grade system.- However, the distribution of effort can be

approximated in that over

I

. in the|

of both Re g_ea:‘ffch and Deveioprnent and

andfmé.rmtg:hﬁ;}cé

}forts on Efigh Grade Ciphers is expended
_ |are_g.-~z’in& can'be further identified as primaxrily
supporting fwa major systems,|

2. ;dﬁéﬁt1.£idg1_g==-a'nd allocable technical procurement, opexation

: cotts can also be primarily assigned to the

o

s T
(b) (1) :
(b) {3)-50 USC 403
(b) {3)-18 USC 798 .
(b) (3)—9.;. B6-36 ]
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Chari 2b

CRYPTANALYTIC EFFORT
R . m—
o HIGH GRADE CIPHERS

Category
of
Function
Collection I
- _.’; _5' "

Processing //
i

Cryptana.lys’i,é'

T F Re searc}}f & -
De velqéfnent

7/
.| Machine
] Progéssing /

i |".

i Proéﬁremg’ht

h
D
ir
X if
[ SN i Iy
s is

. Operation &
/#Maintenance

s S
g

“H (b)Y (1)

"1 (b)(3)-50 USC 403 e
-] (©)(3)-18 USC 798 ' :

21 (b)(3)-P.L. 86-36
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