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SPCRET WORKING PAPER

UNCLASSIFIED
DECLASSIFICATION OF THE EXISTENCE OF THE NRO ( chart 1)

TODAY YOU WILL BE GIVEN INFORMATION REGARDING THE DECLASSIFICATION OF SPECIFIC
ELEMENTS OF THE NRO WHICH IRREVERSIBLY TRANSITIONS THE NRO FROM A COVERT
ORGANIZATION TO AN OVERT ONE. THIS TRANSITION WILL MODIFY THE VISIBILITY OF THE NRO
BUT ITS MISSION WILL REMAIN UNCHANGED. AS WE PROCEED THROUGH THE BRIEFING, BE
MINDFUL OF THE SIGNIFICANCE OF THIS CHANGE AND ASSURE YOURSELF THAT YOU UNDERSTAND

YQUR RESPONSIBILITIES IN THIS NEW ERA.

QVERVIEW (chart 2)

THE PURPOSE OF THE BRIEFING IS TO SPECIFY WHAT HAS BEEN DECLASSIFIED, WHAT HAS NOT
BEEN DECLASSIFIED, AND WHY THE DECISION WAS MADE TO DECLASSIFY THE EXISTENCE OF THE
NRO. THE BRIEFING ALSO DESCRIBES WHY AND HOW WE PROTECRCLASSIFIED INFORMATION
AND OPERATIONS AND THE IMPORTANCE OF ACHIEVING THE NROS SECURITY OBJECTIVES. WE
ALSO WANT TO DISCUSS HOW THE DECLASSIFICATION AFFECTS EACH OF US AND TO PROVIDE
GUIDANCE THAT WILL ENABLE CONTINUED PRESERVATION OF THE CLASSIFIED ASPECTS OF THE
NRO MISsION. WE MUST ALSO BE MINDFUL OF THE POSSIBILITY THAT CONTINUED EROSION OF
SECURITY COMBINED WITH THE PRESSURE TO RELEASE MORE INFORMATION ABOUT THE NRQ -
COULD SIGNIFICANTLY AFFECT THE ABILITY TO SUCCESSFULLY COLLECT NATIONALLY IMPORTANT

INTELLIGENCE INFORMATION.

DECLASSIFICATION INITIATIVE (WHATITIS) (CHART 3 & 4)

EEFECTIVE ON 18 SeEPTEMBER 1992, THE DEPARTMENT OF DEFENSE DECLASSIFIED THE
EXISTENCE OF THE NATIONAL RECONNAISSANCE OFFICE (NRQ). ALSO ACKNOWLEDGED WERE

THE NRO MISSION, THE FACT THAT IT IS A JOINT ACTIVITY OF THE DOD AND THE CIA, THE NAMES
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AND FUNCTIONS OF THE DNRO, THE DDNRO AnD THE DDMS, THE LOCATION OF THE NRO IN

THE PENTAGON, AND THE ESTABLISHMENT OF AN EXTERNAL AFFAIRS OFFICE. CURRENTLY,

THESE ARE THE ONLY FACTS THAT HAVE BEEN DECLASSIFIED.

DECLASSIFICATION INITIATIVE (WHY?) (CHART 5)

MANY LONG TIME MEMBERS OF THE NRO HAVE ASKED WHY THE NRO'S EXISTENCE IS BEING
ACKNOWLEDGED AT THIS TIME. FOR SEVERAL YEARS, THERE HAS BEEN CONSIDERABLE DEBATE
AND SERIOUS STUDY GIVEN TO THE DECLASSIFICATION OF THE NRQ; HOWEVER, FOR NUMEROUS
REASONS, DECLASSIFICATION WAS DELAYED. THE MOST RECENT ANALYSIS OF THE POSITIVE
AND NEGATIVE IMPACTS OF DECLASSIFICATION HAS ENABLED THE KEY INTELLIGENCE POLICY
MAKERS TO FAVORABLY DECIDE THAT NOW WAS THE APPROPRIATE TIME TO ACKNOWLEDGE THE
EXISTENCE OF THE NRO. THE PRIMARY RATIONALE POINTS TO CHANGES IN THE POLITICAL-
MILITARY ENVIRONMENT WORLD-WIDE AND THE INTERNATIONAL ACCEPTANCE OF SATELLITE
RECONNAISSANCE FOR INTELLIGENCE PURPOSES. UP TO THIS POINT IN THE BRIEFING, WE HAVE

BEEN FOCUSING ON WHAT HAS BEEN ACKNOWLEDGED BUT, IT i{S EXTREMELY IMPORTANT THAT

WE HAVE A CLEAR UNDERSTANDING OF WHAT REMAINS CLASSIF]E_

DECLASSIFICATION INITIATIVE (WHAT IT ISN'T) (CHART 6)

BEYOND THE ACKNOWLEDGEMENT OF THE DNRO, DDNRO, AND DDMS THERE WILL BE NO
DECLASSIFICATION; THEREFORE, THE REMAINDER OF THE ORGANIZATION IS CLASSIFIED. EACH
OF THE CATEGORIES OF INFORMATION LISTED ON THIS CHART MUST CONTINUE TO BE PROTECTED

AS CLASSIFIED. ALL NRO PERSONNEL MUST FULLY UNDERSTAND WHY WE MUST CONTINUE TO

PROTECT THESE ITEMS.
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SECURITY OBJECTIVES (CHART 10)

THE MOST IMPORTANT OBJECTIVE IS TO PHOTECH T

S THE BREAD AND BUTTER OF THE NRO. PHOTECTIN‘ND PRESERVING DISCIPLINE

ARE ESSENTIAL INGREDIENTS OF THAT OBJECTIVE, WE MUST STRIVE TO PROTECT OPERATIONAL

DETAILS AND LIMIT ACKNOWLEDGEMENT TO SPECIFIED DECLASSIFIED FACTS. AS A MATTER OF
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NRO PbL!CY. SATELLITE RECONNAISSANCE WILL BE DISCUSSED WITHIN CLASSIFIED CHANNELS

ONLY. YOU SHOULD NOW KNOW EXACTLY WHAT WAS DECLASSIFIED. YOU SHOULD ALSO HAVE
AN APPRECIATION FOR WHAT MUST CONTINUE TO BE PROTECTED AND WHY IT 1S ESSENTIAL THAT
WE CONTINUE TO PROTECT OUR SATELLITE RECONNAISSANCE SOURCES AND METHQDS. BUT

HOW DQES ALL THIS AFFECT YOU, INDIVIDUALLY?

HOQW DOES IT AFFECT YOU (CHARY 11)
FOR THE VAST MAJORITY OF NRD MEMBERS, BUSINESS AS USUALI!I! THAT MEANS NO

CHANGE IN HOW YCU CONDUCT YOUR EVERYDAY JOB OR HOW YOQOU INTERFACE WITH YOUR 1 g&

L
CLASSIFIED ASSOCIATIONS. YOU ARE RESPONSIBLE FOR THE PROTECTION O-

INFORMATION, BUT WHAT IS DIFFERENT, IS THE SMALL FRACTION OF NRO MEMBERS THAT MAY

HAVE INTERFACE WITH THE ACKNOWLEDGED ELEMENT OF THE NRO, SUCH As THE DNRO,
DDNRO, DDMS, or THE NRO EXTERNAL AFFAIRS OFFICE. FOR THESE FEW INDIVIDUALS,
SPECIAL INSTRUCTIONS ARE BEING DEVELOPED THAT WILL PROTECT THE CLASSIFIED NRO FROM
UNACCEPTABLE EXPOSURE. A FEW OF THESE INSTRUCTIONS ARE INCLUDED IN THE NEXT

SECTION OF THIS BRIEFING ENTITLED CLASSIFIED OPERATIONS GUIDANCE

CLASSIFIED

THE NEXT ELEVEN CHARTS DETAIL SOME TOP LEVEL GUIDANCE IN THESE AREAS. THEY

- - P la s s B

REPRESENT CURRENT GUIDANCE WITH THE UNDERSTANDING THAT THE ENVIRONMENT IS
DYNAMIC AND ADDITIONAL GUIDANCE WILL FOLLOW.

THE FIRST AREA OF CONCERN 1S WHAT CAN WE, AS NRO MEMBERS, ACKNOWLEDGE?

s;oﬁET
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THE GROUND RULES FOR OPEN OR OVERT NRO MEMBERS ARE MORE COMPLEX THAN FOR THE

cmssmsom NRO Memsers (e MEMBERS CANNOT ACKNOWLEDGE THEIR

AFFILIATION WITH THE NRO. OVERT MEMBERS CAN ACKNOWLEDGE NRO AFFILIATION;

HOWEVER, THEY MUST DETERMINE WHO THEIR AUDIENCE IS PRIOR TO CONTINUING ANY
DISCUSSIONS THAT GO BEYOND THE ACKNOWLEDGED INFORMATION. BUT FOR BOTH GROUPS,
COMMON SENSE DICTATES THAT THEY DON'T SPECULATE OR TRY TO TALK AROUND CLASSIFIED
INFORMATION. THEY SHOULD NOT COMMENT ON NRQO RELATED DISCUSSION BUT REFER ANY

QUESTIONS PER PREVIOUS SECURITY GUIDANCE. OBVIOUSLY, DEBATE SHOULD BE AVOQIDED.

THE ONLY LOCATION THAT IS UNCLASSIFIED 1S THE PENTAGON. ALL OTHERS REMAIN

CLASSIFIED. DO NOT ASSOCIATE CLASSIFIED NRO LOCATIONS WITH OPEN NRO LOCATIONS.

As | NOTED EARLIER, THE OFFICES OFm'Mﬁ HILL, ADIRAL 1

R LT E g

EXTERNAL AFFAIRS FUNCTION ARE ACKNOWLEDGED AS RESIDING IN THE PENTAGON.

e WP T i gl e

PROBABLY THE MOST ASKED QUESTION AS A RESULT OF THIS DECLASSIFICATION OF THE
EXISTENCE OF THE NRO HAS BEEN: "CAN | SAY THAT | AM OR WAS IN THE NRO?* THE
ANSWER AT THIS TIME IS VERY SIMPLE. FO

ﬁm@}' -NO!

AGAIN, A REMINDER THAT THE ONLY OVERT NRO MEMBERS AT THIS TIME ARE THE DNRO,

DDNRO, DDMS AND THE MEMBERS OF THE NRO EXTERNAL AFFAIRS STAFF. A LOGICAL

UNCEASSIFIED
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QUESTION THEN WOULD BE " HOW SHOULD WE COMMUNICATE WITH THE OVERT NRO

ELEMENTS?*

BUSINESS, BUT THAT SHOULD BE THE EXCEPTION, NOT THE RULE. WE HAVE ALL BECOME

ACCUSTOMED TO usmem RTA ﬁmﬂc AND WE FEEL COMFORTABLE
m -

i s S

S o ST
BECAUSE WE HAVE WAYS OF DETERMINING THE PERSON WE AR .
P

AUTHORIZEDR TO RECEIVE OR D!SCUS_: HOWEVER, IT IS MORE DIFFICULT
"

[——

TO PROTECT RELATIONSHIPS AND CLASSIFIED INFORMATION WHEN INTERFACING DIRECTLY WITH

INDIVIDUALS OR ORGANIZATIONS, THE NEXT CHART PROVIDES SOME GROUND RULES FOR

INTERFACES.

THIS CHART MANDATES NO NEW REQUIREMENTS, BUT REEMPHASIZES THE RESPONSIBILITY OF
EACH NRO MEMBER TO EXERCISE SECURITY DISCIPLINE WHEN INTERFACING WITH OTHER

ELEMENTS OF THE NRO OR INTELLIGENCE COMMUNITY. THE NRO HAS A NEW OVERT WINDOW

~1-"‘r"~'«r
4

THROUGH WHICH A VARIETY OF fﬁﬂ'w‘%

%t T o -.._--‘.-.
I hﬁ,uw _‘ FWEPIRED: AND

W TAN HAVE DIRECT CONTACT. THIS CONTACT MUST BE LIMITED TO
Mwﬂ—.’ 1

THOSE INDIVIDUALS THAT HAVE BEEN DESIGNATED AS OPEN MEMBERS OF THE NRO. EXTREME

CAUTION MUST BE PRACTICED TO KEEP DISTANCE BETWEEN THE CLASSIFIED NRO MEMBERS AND

 sepfET
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THIS CHART IS ANOTHER REMINDER OF WHAT IS CLASSIFIED AND THAT YOU DO NOT HAVE THE
AUTHORITY TO DECLASSIFY ANY ADDITIONAL FACTS, RELATIONSHIPS, ASSOCIATIONS, OR DATA

AND THAT FORMAL CLASSIFICATION GUIDANCE IS ON ITS WAY. THE NEXT FEW CHARTS ADDRESS

T
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THE INSTRUCTIONS HERE ARE STRAIGHT FORWARD. Tnsﬁ{ NRO MEMBER MUST

-
PROTEC_EMT%ONSHIPS AND ASSQCIATIONS BUT MUST NOT INFORM

SPOUSE, FAMILY, OR SIGNIFICANT OTHER OF NRO INVOLVEMENT OR IDENTIFY HIS/HER

ORGANIZATION AS NRO. IF QUESTIONED ABOUT RELATIONSHIPS warm

ForfJONTRACTORS, THE DECLASSIFICATION ACTION SHOULD NOT AFFECT THEIR ACTIVITIES.
IT SHOULD BE BUSINESS AS USUAL SINCE ALL THEIR INTERFACES ARE WITH THE CLASSIFIED
ELEMENTS OF THE NRO. FOR THOSE RARE ENCOUNTERS WITH THE OVERT NRQ, SPECIFIC

CONTINGENCY PLANS MUST BE DEVELOPED TO ENSURE MINIMUM EXPOSURE OF THE CLASSIFIED

-

RELATIONSHIPS AND INFORMATION. MUST UNDEASTAND THAT THIS

- e AL .

-i

*ECHNOLOG\Y TO OTHER PROGRAMS OR TO COMMERCIAL APPLICATIONS; IT DOES NOT PROVIDE

DECLASSIFICATION ACTION DOES NOT PROVIDE AUTHORITY TO TRANSFE

AUTHORITY TO DECLASSIFY RECORDS [JRNTRACTS AND IT DOES NOT AUTHORIZE THEM TO

IDENTIFY OR ADVERTISE ANY PAST, PRESENT OR FUTURE NRQO INVOLVEMENT. ALL BRIEFED

. -
PRNTRACTOR PERSONNEL ARE STILL OBLIGATED TO PROTEC.D
= "W. — S

CONTACT AND EDUCATE REGARDING THIS DECLASSIFICATION ACTION. OUR CONCERN (S THAT

mﬁu MAY PROVOKE EXPOSURE OF THEIR PRIOR ASSOCIATION WITH STILL CLASSIFIED

T,
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ELEMENTS OF THE NRO, THEY MAY WISH TO PUBLISH, DELIVER SPEECHES OR ANNOUNCE PRIOR
INVOLVEMENT. THE NRO CAN DO LITTLE TO CONTACT THE TENS OF THOUSANDS oﬁn}
HOWEVER, WHEN AN OPPORTUNITY ARISES TO EDUCATE A our—:nvme&‘ THE
2 MSECUHITY OFFICE SHOULD PROVIDE A DEFENSIVE BRIEFING THAT
HIGHLIGHTS THE E‘ AESPONSIBILITY TO PROTECT CLASSIFIED INFORMATION. IN ORDER

TO HANDLE THE MEDIA QUERIES AND FOIAS, THE NRO HAS ESTABLISHED AN EXTERNAL AFFAIRS

OFFICE WITH THE FOLLOWING INFORMATION:

THE F\'ENALAHEMHS OFFICE WILL BE THE IN‘TERFACE BETWEEN THE QPEN NRO AND THE
CLASSIFIED NRO FOR PUBLIC AFFAIRS, FOIAS, AND LEGISLATIVE MATTERS. TO MINIMIZE
EXPOSURE, ALL COMMUNICATIONS BETWEEN THE COVERT NRO AND THE EXTERNAL AFFAIRS
OFFICE MUST BE SECURE. THE EXTERNAL AFFAIRS OFFICE LOCATION IS THE PENTAGON, THE

SECURE PHONE # 1S AND THE SECURE FAX # 1S .. WE

HAVE CONCLUDED THE SECTION ON CLASSIFIED OPERATIONS GUIDANCE BUT IT IS NECESSARY
TO SPEND A FEW MINUTES MAKING YOU AWARE OF THE POTENTIAL FOR EXPOSURE OF THE NEXT

.
TIER OF {JOVERT OR CLASSIFIED NRO INFORMATION.

NEXT TIER EXPOSURE AWARENESS (CHART 24)
THIS FINAL SECTION OF THE BRIEFING WILL DISCUSS THE VERY REAL POTENTIAL FOR INCREASED

EXPOSURE OF CLASSIFIED INFORMATION, OPERATIONS AND ASSOCIATIONS AS EACH NEW

ACKNOWLEDGEMENT IS MADE. IT WILL DISCUSS THE SLIPPERY SLOPE CONCEPT OF SECURITY

EROSION AND WILL FOCUS AGAIN ON WHAT MUST BE PROTECTED AND HOW.

-

Lo
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UNCLASSIFIED



GNULNCVIL e

THIS LIST OF CRITICAL ELEMENTS IS SELF EXPLANATORY; HOWEVER, IT IS IMPORTANT TO POINT

OUT THAT THE LOSS OF JUST ONE ELEMENT COULD CAUSE AN EROSION FROM WHICH

CLASSIFIED DETAILS MAY BE INTENTIONALLY QR ACCIDENTALLY EXPOSED. THESE ELEMENTS

NEED TO STAND TOGETHER AND BE AFFORDED THE MAXIMUM PROTECTION IN TH-

-YSTEM. THEY CANNQT BE DIMINISHED IF THE OBJECTIVE OF SUCCESSFUL

COLLECTION IS TO BE ATTAINED. BUT HOW DQ WE ENSURE THIS?
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THE KEY S TO EDUCATE THE NRO 'COMMUNITY. WE ALL MUST UNDERSTAND WHAT HAS BEEN
DECLASSIFIED, WHAT REMAINS CLASSIFIED, HOW WE CONDUCT BUSINESS AND WHY IT IS

IMPORTANT TO CONTINUE TO PROTECT THE CRITICAL ELEMENTS OF THE NRO. IN ADDITION, AN

AIR GAP OR CLEAR DEMARCATION MUST BE ESTABLISHED BETWEEN TH LEMENTS AND

TH LEMENTS OF THE NRO TO ENSURE THAT TH ELEMENTS ARE NOT
EXPOSED UMNECESSARILY TO THE WHITE WORLD ACTIVITIES OF THE EXTERNAL AFFAIRS OFFICE
AND THE THRE'PRINCIPLES. THE AIR GAP IS CREATED BY MINIMIZING VISITS AND USING
SECURE METHODS OF COMMUNICATION.

ANOTHER METHOD IS TO DIFFERENTIATE CLASSIFIEE-CTIVITIES FROM THE WHITE

WORLD ACTIVITIES AND WHERE POSSIBLE AVOID THE GREY INTERFACES THAT ENCOURAGE

Fi e
Pl 7. R

EXPOSURE OF CLASSIFIED NRO ELEMENTS SUCH AS [REY ACQUISITION, _ LAUNGHAND
THIS NEW ERA OF OPENNESS WILL CERTAINLY RAISE QUESTIONS REGARDING THE RULES OF
PROTECTION FROM THE TOP LEVEL POLICY TO THE MORE RQUTINE ASPECTS OF SECURITY AND
WE ANTICIPATE THAT THIS QUESTIONING CQULD CREATE THE NEED FOR UPDATED EXECUTIVE

ORDERS, NATIONAL SECURITY DIRECTIVES, MEMORANDA, INSTRUCTION MANUALS ETC, WE

- ENCOURAGE INPUT.

SUMMARY (CHART 28)

WE HAVE REACHED THE END OF THE BRIEFING; HOWEVER, WE HAVE ALSO REACHED A NEW
T -

BEGINNING. AFTER m,JHE COVERT NRQ THAT WE HAVE KNOWN AND SUPPORTED

WITH DEDICATION AND ENERGY IS NOW CHANGED. WE EMPHASIZE ONLY THE FACT OF THE

EXISTENCE OF THE NRQ AND ITS TOP MANAGEMENT HAVE BEEN DECLASSIFIED. A NEW ERA

SE
INEI Accrmiin
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OF OPEN ACKNOWLEDGEMENT HAS BEGUN AND WITH THAT OPENNESS COMES A CHALLENGE FOR

EACH OF US TO MAINTAIN AN EVEN STRONGER SECURITY DISCIPLINE TO AVOID THE SLIPPERY
SLOPE EFFECT OF EXPOSURE--PRESSURE--EXPOSURE. OUR CONTINUED ROLE IS VERY CLEAR,
WE MUST SUPPORT THE SUCCESSFUL COLLECTION OBJECTIVE OF THE NRQ 8Y PROTECTING
CLASSIFIED FACTS, ACTIVITIES, ASSOCIATIONS AND OPERATIONS. FOR MOST OF US, IT IS

BUSINESS AS USUAL. ARE THERE ANY QUESTIONS THAT | CAN ANSWER AT THIS TIME?
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