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Preface

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was
established by the Homeland Security Act of 2002 (Public Law 107-296) by amendment
to the Inspector General Act of 1978. This is one of a series of audit, inspection, and
special reports prepared as part of our oversight responsibilities to promote economy,
efficiency, and effectiveness within the Department.

This report addresses the strengths and weaknesses of the Department’s capability to
share cyber threat information among its federal, state, local, and tribal governments and
private sector partners. It is based on direct observations and analyses of applicable
documents. We obtained additional supporting documentation through interviewing
personnel from selected federal agencies and companies in the private sector.

The recommendations herein have been developed to the best knowledge available to our
office, and have been discussed in draft with those responsible for implementation. We
trust this report will result in more effective, efficient, and economical operations. We
express our appreciation to all of those who contributed to the preparation of this report.

Charles K. Edwards
Acting Inspector General
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Executive Summary

We audited the Department of Homeland Security’s (DHS)
capability to share cyber threat information, as required by the
Intelligence Authorization Act for Fiscal Year 2010. This act
requires the Inspectors General of DHS and the Intelligence
Community to report to Congress on (1) how cyber threat
information is being shared among federal agencies and the private
sector, (2) the mechanisms used to share classified cyber threat
information, (3) an assessment of the effectiveness of sharing and
distributing cyber threat information, and (4) any other matters that
may inform the Congress or the President regarding the
effectiveness of cybersecurity programs. Our audit focused on
DHS’ collaboration efforts to share and distribute cyber threat
information with federal civilian agencies and its private sector
partners. The Office of the Director of National Intelligence
Office of Inspector General (OIG) focused its efforts on the
Intelligence Community and the military branches. The results of
its review will be provided in a separate classified report.

DHS has taken actions to create an environment to promote cyber
threat information sharing in support of its mission. However,
DHS can further improve its cyber threat information sharing by
strengthening its public-private partnership to ensure better
communication with government and sector coordinating councils
and the private sector’s Information Sharing and Analysis Centers.
Also, DHS must delineate the roles and responsibilities between
the National Cybersecurity and Communications Integration
Center and the United States Computer Emergency Readiness
Team to avoid confusion among federal agencies and the private
sector.

We are making three recommendations to the Department. The
Office of Intelligence and Analysis and the National Protection and
Programs Directorate concurred with our recommendations and
have already begun to take actions to implement them. The
Department’s responses are summarized and evaluated in the body
of this report and included, in their entirety, as appendix B.
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Background

The Intelligence Authorization Act for Fiscal Year 2010 requires
the Inspectors General of DHS and the Intelligence Community to
report to Congress regarding the status of sharing cyber threat
information. The report should include the following:

e A description of how cyber threat intelligence information,
including classified information, is being shared among the
agencies and departments of the United States and with the
private sector;

e A description of the mechanisms by which classified cyber
threat information is distributed;

e An assessment of the effectiveness of cyber threat
information sharing and distribution; and

e Any other matters identified by the Inspector General that
would help to fully inform Congress or the President
regarding the effectiveness of cybersecurity programs.

DHS is responsible for securing cyberspace and critical
infrastructure under Homeland Security Presidential Directive 7.
Specifically, DHS is responsible for (1) developing a
comprehensive national plan for critical infrastructure protection;
(2) developing and enhancing national cyber analysis and warning
capabilities; (3) providing and coordinating incident response and
recovery planning, including conducting incident response
exercises; (4) identifying, assessing, and supporting efforts to
reduce cyber threats and vulnerabilities, including those associated
with infrastructure control systems; and (5) strengthening
international cyberspace security. As such, DHS is the
cybersecurity lead for federal civilian agencies, and it partners with
the private sector to develop security capabilities. Its goals are to
create a safe, secure, and resilient cyber environment and to
promote awareness of cybersecurity.

To fulfill its mission, DHS partners with other federal agencies, the
Intelligence Community, and the private sector to collaborate and
share cyber threat intelligence information. Within DHS, the U.S.
Computer Emergency Readiness Team (US-CERT) serves as the
principal cyber watch, warning, and analysis center for federal
civilian agencies and an operational point of coordination with the

Review of the Department of Homeland Security’s Capability to Share Cyber Threat Information

Page 2



private sector for cyber incident response.' Specifically,
US-CERT is responsible for protecting the nation’s critical
information systems infrastructure by coordinating the defense
against and response to cyber attacks. See figure 1 for the
Cybersecurity and Communications organizational chart.

Figure 1: Cybersecurity and Communications Organizational Chart
Source: US-CERT

In October 2009, DHS established the National Cybersecurity and
Communications Integration Center (NCCIC), as the Department’s
integrated cybersecurity and communications operations center.
NCCIC is the focal point of coordination for national response
efforts to significant cyber incidents. Specifically, NCCIC
combines two of DHS’ operational units: US-CERT, the
operational arm of the NCSD, leads a public-private partnership to
protect and defend the nation’s cyber infrastructure; and the
National Coordinating Center for Telecommunications which is
the operational arm of the National Communications Systems.
US-CERT uses NCCIC as the mechanism to brief the
Department’s senior leadership on significant cybersecurity events.
Additionally, NCCIC includes two other components: the
Industrial Control Systems Cyber Emergency Response Team,
which focuses on control systems security, and the Office of

" US-CERT is a branch of the National Cyber Security Division (NCSD) within the National Protection and
Programs Directorate’s (NPPD) Office of Cybersecurity and Communications.
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Intelligence and Analysis (I&A) Cyber Threat Branch. Although
each organizational component fulfills separate operating missions,
NCCIC’s mission includes coordinating the operations of these
components and developing a common operating picture. See
figure 2 for DHS organizations that have a major presence on the

NCCIC floor.
I
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Figure 2: NCCIC’s Organizational Components Source: OIG

1&A is tasked with strengthening the Department's and other
federal agencies’ abilities to perform their homeland security
functions by accessing, integrating, analyzing, and sharing timely
and relevant intelligence and information, while protecting the
privacy and civil liberties of citizens. One of I[&A’s missions is to
deliver analytical intelligence products to its customers that
address threats posed by all threat actors to the nation’s critical
infrastructure. I&A also develops policies that address and
mitigate cybersecurity threats.

Results of Audit

Actions Taken To Share Cyber Threat Information

DHS has taken actions to create an environment to promote the effective
sharing of cyber threat information in support of its mission. For example,
DHS has taken the following actions to foster and improve cyber threat
information sharing among the federal and private sectors:

e US-CERT developed an internal-external communication plan that
depicts strategies to strengthen collaborative partnerships to
improve shared cyber situation awareness.

e DHS developed the National Cyber Incident Response Plan in
coordination with federal, state, local, territorial, and private sector

* External partners include federal agencies, private sector, state and local governments, and international
partners.
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partners to establish the strategic framework for organizational
roles, responsibilities, and actions to prepare for, respond to, and
coordinate the recovery from a cyber incident. The plan serves as
a mechanism across the cyber risk management spectrum,
including incident management, data flow enhancement, analytical
collaboration, and other integrated cybersecurity coordination
efforts among the federal operations centers, Information Sharing
and Analysis Centers (ISACs), and industry participants involved
in cyber coordination and incident response activities.’

e DHS established a memorandum of agreement (MOA) with the
Department of Defense (DoD) to set forth the terms by which both
agencies will exchange personnel, equipment, and facilities to
improve inter-agency collaboration in strategic planning for the
nation’s cybersecurity and to synchronize current operational
missions.

e US-CERT established partnerships with ISACs, including
Financial Services, Multi-State, and Information Technology (IT),
to facilitate government and industry collaboration to mitigate
unauthorized cyber activity in private networks and to improve the
protection of privately owned critical infrastructure.

Although DHS has taken actions to facilitate the exchange of cyber threat
information between federal agencies and the private sector, the
Department still faces numerous challenges in carrying out its mission as
the principal lead for securing the cyberspace. DHS must continue to
improve its coordination efforts with other federal agencies and the private
sector regarding cybersecurity mitigation strategies, information sharing
initiatives, and sharing of best practices and processes to protect critical
infrastructure and key resources across the sectors. Additionally, DHS
must encourage both federal agencies and private sector partners to share
their cyber threat information with the Department, in order to develop
effective responses to potential attacks.

Description of How Cyber Threat Information Is Shared Among
Federal Agencies and the Private Sector

DHS shares cyber threat information among federal agencies and the
private sector through various information portals; published reports;

? ISACs consist of the owners and operators of critical infrastructure and key resources to facilitate
consistent interaction between and among public-private members and the government. They are
considered collaborative partners with the shared goal of securing the nation’s critical infrastructure.
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telephone, email, and secure video teleconferences; and person-to-person
contact, including working groups. The mechanism for sharing the
information largely depends on the classification of the information and on
the tools available for the intended recipient to receive the information.

Collaboration Among DHS Components and the Intelligence
Community

US-CERT shares cybersecurity information with the Intelligence
Community through 1&A’s Cyber Threat Branch analysts, who are
detailed both at NPPD and NCCIC. 1&A and NPPD detailees
work with US-CERT personnel at the NCCIC to coordinate on
threat assessments and analysis activities. This coordination
enables direct, person-to-person collaboration to fulfill the
intelligence requirements of the NCCIC, US-CERT, and the
Industrial Control Systems Cyber Emergency Response Team.

As a component of the NCCIC, the I&A’s Cyber Threat Branch
determines when threat intelligence and information is
disseminated to its homeland security customers in DHS and the
Intelligence Community to ensure that information from all
sources is combined to provide a complete assessment of potential
threats to the nation. US-CERT analysts identify cyber threat
anomalies from intrusion detection systems that may signal
potential unauthorized, unusual, or risky network activity on
federal networks. Then, I&A uses US-CERT analyses to produce
intelligence products, such as Homeland Security Intelligence
Reports and Intelligence Information Reports.* Both reports are
distributed via the Automated Messaging Handling System and the
Homeland Secure Data Network (HSDN)® to DHS components
and to other members of the Intelligence Community. I&A and
US-CERT also coordinate on preparing the Secretary’s daily
cybersecurity briefings.

Collaboration with Federal Agencies

To support the operations and improve situational awareness of the
nation’s cyber infrastructure, DHS engages in bi-directional
communication exchange with federal agencies through meetings

* Homeland Security Intelligence Reports contain processed intelligence information and serve as a
mechanism for a wider distribution to the broader Intelligence Community. Intelligence Information
Reports consist of raw, unevaluated intelligence, which serves as a bridge between the Intelligence
Community and the Department’s non-intelligence components.

> HSDN is a classified wide area network for DHS and its components with specific and controlled
interconnections to the Intelligence Community and federal law enforcement resources.
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and continued dissemination of products and services. DHS’ goals
are to articulate key cybersecurity messages and to disseminate
timely and accurate technical information to its federal agency
partners. Additionally, DHS encourages partnerships with national
and international entities to encourage situational awareness and
share critical cyber threat information. DHS cyber security
officials believe that on-going bi-directional communication is
paramount to the success of these partnerships. For example,
US-CERT exchanges liaison officers with the Federal Bureau of
Investigation’s (FBI) National Cyber Investigative Joint Task
Force, National Security Agency’s (NSA) Central Security Service
National Threat Operation Center (NTOC), DoD’s United States
Cyber Command (CYBERCOM) and Cyber Crime Center, and the
DHS National Operations Center. In addition, the United States
Secret Service stations a liaison at US-CERT to improve
communication and exchange cyber threat information.

When potential cyber crimes and threats are detected, FBI’s Cyber
Division notifies outside agencies of information and intelligence
gleaned from all facets of FBI cyber investigations and intelligence
gathering efforts. The FBI shares with DHS through its cyber
liaison assigned to DHS and by disseminating timely and
actionable intelligence and threat information directly to
US-CERT during ongoing investigations. US-CERT in turn uses
the intelligence and information to notify its partner agencies and
institute any mitigation strategies provided by the FBI notification.

Further, DHS participates in information sharing initiatives
including weekly meetings attended by the DoD’s CYBERCOM,
the NSA NTOC, and the Departments of Energy and State. DHS
also participates in the National Cyber Investigative Joint Task
Force meetings, which have majority participation from law
enforcement agencies. Also, DHS operates the Government
Forum of Incident Response and Security Team (GFIRST) portal
and coordinates its annual conference.®

US-CERT’s information sharing and incident response process
includes distributing recipient-specific Department/Agency
Cybersecurity Activity Reports (DCARs) to federal agencies. ' As

8 GFIRST promotes cooperation among the full range of departments and agencies as well as the defense,
civilian, intelligence, and law enforcement communities. Members work together to understand and handle
computer security incidents and to encourage proactive and preventative security practices.

7 US-CERT publishes the weekly DCARSs to provide senior cybersecurity officials awareness of
cybersecurity incidents occurring across the civilian federal government. This report details the trends
observed in the .gov domain and open source reporting.
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of January 2011, US-CERT distributed DCARs to 10 federal
agencies as well as a general government-wide DCAR.
Additionally, US-CERT participates in a number of monthly
sharing activities with different agencies, as well as operates and
organizes the Joint Agency Cyber Knowledge Exchange (JACKE)
program meetings.

To further exchange cyber threat data between both agencies, DoD
and DHS launched initiatives to share analysts and coordinate their
cyber operations which include the NSA NTOC, and DoD’s Cyber
Crime Center. The MOA between DoD and DHS works toward
ensuring that both agencies’ priorities and requests for support are
clearly communicated and met. Among other responsibilities,
DHS officials maintain cognizance of both agencies’ activities to
avoid duplication of efforts and potential conflict. Both agencies
have personnel co-located at their sites to support their operational
and planning efforts. Further, DHS has entered into other
initiatives or MOAs, such as with the FBI’s National Cyber
Investigative Joint Task Force. These agreements provide DHS
with additional resources to improve inter-agency collaboration in
strategic planning for the nation’s cybersecurity, mutual support
for capabilities development, and synchronization of current
operation mission activities.

Collaboration with State, Local, Tribal, and Territorial
Governments

State, local, tribal, and territorial governments receive their cyber
threat information from I&A’s Cyber Threat Branch, National
Operations Center, NCCIC, fusion centers, and through the
Department of Justice FBI/National Cyber Investigative Joint Task
Force outreach for law enforcement agencies. Additionally, state
governments have designated a senior official for the Cyber
Unified Coordination Group to improve situational awareness,
which is a key element in responding to cyber security incidents.
Further, the state and local government partners participate in the
Homeland Security State and Local Intelligence Community of
Interest working group to share sensitive information regarding
current and emerging threats to the nation. Cyber threat
information is disseminated to state and local governments via
secured video teleconferences and Homeland Security State and
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Local Intelligence Community of Interest and HSDN portals. ®
Under the Cybersecurity Partner Local Access Plan pilot program,
1&A arranges for US-CERT to provide cybersecurity awareness
briefings to fusion centers on a region-by-region basis.

Further, DHS collaborates with state, local, tribal and territorial
governments through its working relationship with the Multi-State
ISAC. The Multi-State ISAC serves as the primary contact
between US-CERT and state and local governments. US-CERT
provides funding to the Multi-State ISAC and communicates with
them on a daily basis.

Collaboration with the Private Sector

US-CERT is developing information sharing relationships with
critical infrastructure and key resources sector partners, such as the
Financial Services ISAC, IT-ISAC, and Multi-State ISAC.
Currently, there are liaisons from the IT-ISAC, Multi-State ISAC,
and the communication sector at the NCCIC. Further, the
Financial Services ISAC participates in a pilot program with
DoD’s Cyber Crime Center and US-CERT to regularly share
cybersecurity products and information. Additionally, US-CERT
coordinates with the Industrial Control Systems Cyber Emergency
Response Team to communicate with other private companies to
secure their control systems. US-CERT works in close
collaboration with other federal cyber centers to share threat
information with the private sector.

For example, in August 2010, US-CERT briefed the IT-ISAC on
security issues related to mobile devices, worked with the NSA to
monitor developments of Zeus malware and provided
informational briefings at GFIRST conference.’ In September
2010, US-CERT representatives met with the Secretary of Defense
to discuss incident information sharing.

Based on their awareness of cybersecurity, private sector recipients
can receive cyber threat information in several ways. For example,
some recipients (e.g., Financial Sector ISAC, Energy Sector ISAC,
and Water Sector ISAC) are considered NCCIC’s operational

¥ The Homeland Security State and Local Intelligence Community of Interest consists of state and local
government partners. It allows intelligence analysts in the states and federal agencies to share sensitive
homeland security intelligence information and analysis on a daily basis.

? Zeus malware is a generic back door that allows full control by an unauthorized remote user. Its primary
function is financial gain by stealing online credentials, such as file transfer protocol, email, online banking

and other passwords.
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partners, and they receive information directly from their analysts
and other liaisons at the NCCIC.

The NCCIC also provides regular briefings to the Sector
Coordinating Councils, which have established mechanisms to
share cyber threat information with individual critical
infrastructure owners and operators. Additionally, specific private
sector entities, (e.g., telecommunication providers, software
vendors, and internet service providers) have established
relationships with the NCCIC and requested information to ensure
their resiliency.

Further, the private sector receives cyber threat information by
accessing DHS’ portals and websites (e.g., GFIRST portal and the
US-CERT.gov website, which includes the National Cyber Alert
System). The private sector also uses the Homeland Security
Information Network/US-CERT to collaborate with the public
sector about cyber security incidents, vulnerabilities and exploits in
a trusted environment.'® US-CERT also provides information on
current cyber security issues, activities, and resources to the private
sector on its public website.

' The Homeland Security Information Network is a national web-based portal for information sharing and
collaboration among federal, state, local, tribal, territorial, private sector, and international partners engaged
in the homeland security mission. Users can share within their communities or reach out to other

communities as needed.
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Figure 3 depicts the information sharing environment used by
US-CERT. See appendix C for a list of NCCIC’s operational
partners.

Figure 3 Acronyms

CICPA Cyber Infrastructure Cyber ICS-CERTIndustrial Control Systems Cyber
Protection and Awareness Emergency Response Team

DC3 Department of Defense Cyber NCC National Coordinating Center for
Crime Center Telecommunications

FNS Federal Network Security NCIJTF National Cyber Investigative Joint

GCSM Global Cyber Security Management Task Force

IC-IRC Intelligence Community Incident NOC National Operations Center
Response Center NSD Network Security Deployment

SOC Security Operations Center
Figure 3: US-CERT Information Sharing Environment Source: US-CERT

Finally, DHS is undertaking many initiatives to enhance the
exchange of cyber threat information with the private sector.
These initiatives include the following:

e Expanding its private sector information sharing processes by
building an information sharing model that incorporates private
sector stakeholders across multiple sectors. Under this model,
US-CERT coordinates with its partners to provide their
stakeholders with timely risk information and remediation
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strategies to protect their networks and those of their critical
infrastructure.

e Contracting with Carnegie Mellon University’s Software
Engineering Institute to develop and coordinate cybersecurity
data flow efforts between the federal government and the
private sector. The projected outcome is to include capabilities
that map and align actionable cybersecurity risk management
activities, potential attacks, and vulnerability mitigation.

e Participating in conferences and engagements that support its
coordination with federal, state and local governments, as well
as the international, public and private sector communities to
share up-to-date information on cyber threats and mitigation
strategies and to promote information sharing.

Mechanisms Used To Disseminate Classified Cyber Threat
Information

DHS uses several mechanisms to share classified cyber threat information
with federal agencies, the Intelligence Community, and the private sector.
Specifically, DHS communicates and distributes “Secret” cyber threat
information through the use of classified information systems and
person-to-person interactions. Cyber threat information that is classified
as “Secret” is disseminated through HSDN and the Secret Internet
Protocol Router Network (SIPRNet),'" as well as through the Automated
Message Handling System,'? Secure Terminal Equipment,'® and secured
video teleconferences.

' SIPRNet is a DoD system used to transmit information that is classified as “Secret”.

"2 The Automated Message Handling System provides a user-friendly means to send and receive messages
and to provide connectivity to and interoperability with other federal agencies, allies, tactical users, and
defense contractors. It also provides guaranteed delivery to the intended recipients and maintains writer to
reader accountability.

" Secure Terminal Equipment consists of encrypted telephone communications system for wired or
landline communications.
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Person-to-person interactions occur between liaisons who are detailed at
the NCCIC, or stakeholders and public sector partners participating in
monthly or quarterly working groups, GFIRST, and JACKE meetings.
Further, DHS participates in the Operations and Intelligence Round-Up,
which is a weekly analyst-to-analyst exchange coordinated by
CYBERCOM. Also, DHS organizes the JACKE monthly meetings with
analysts and representatives from various Security Operations Centers.
The CYBERCOM, JACKE, and NTOC meetings mostly address
operational issues.

Effectiveness of DHS’ Sharing and Distributing Cyber Threat
Information Among Key Stakeholders

Although considerable amount of information is being shared between
DHS, other federal agencies, and the Intelligence Community, more
sharing and coordination efforts are needed to address cyber threats in a
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timely and synchronized manner. Specifically, some federal agencies
have limited access to classified cyber threat information. Additionally,
DHS has limited control over the classified cyber threat and tear line
information it receives.!” As a result, some stakeholders do not perceive
the information provided as valuable because it may not be timely or
provide recommended actions to address potential cyber threats.

Most Federal Partners Are Not Equipped to Receive Classified
Cyvber Threat Information

DHS’ ability to share classified cyber threat information with other
federal agencies is contingent upon these agencies having the
required facilities, equipment, and employees to receive and
process classified material. Specifically, many federal agencies do
not have access to HSDN and JWICS, systems used for
transmitting “Secret” and “Top Secret” classified information,
respectively. Further, the lack of proper security clearances for
senior IT personnel at these agencies is a major hindrance for DHS
to share classified cyber threat information timely and effectively.

We interviewed senior officials from eight federal agencies to
evaluate the effectiveness of DHS’ sharing and distributing of
cyber threat information. Overall, these officials indicated that
cyber threat information was shared effectively. However, they
expressed concerns regarding their access to classified cyber threat
information.

For example, officials at one department informed us that the
agency has only one or two JWICS terminals for multiple users as
well as limited HSDN access. Only 6 of 220 personnel at its
national security operations center have “Top Secret” clearances.
Although the agency does not generally handle classified
information, its personnel have found classified cyber threat
forums and products valuable and would like to share more
information learned from these forums within the organization.
However, currently it cannot do so as the material is classified and
only a few of its staff possess the required security clearance.

Additionally, since there is no JWICS access at another agency’s
Office of the Chief Information Officer (OCIO), its personnel have
to reach out to other agency staff outside the OCIO with JWICS

' A tear line report contains a physical line on an intelligence message or document which separates
categories of information that have been approved for disclosure and release. Normally, the intelligence
below the tear line has been previously cleared for disclosure or release.
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access to obtain the information needed to respond to a potential
threat. This usually requires this department’s OCIO personnel to
travel to another location. Similarly, cyber security staff at two
other agencies must travel to another location to access classified
systems. Then, agency personnel must print out and transport
classified material back to their respective offices.

Agency officials cited the lack of sufficient funding as the main
obstacle to their agencies acquiring access to classified cyber threat
information. At four agencies we visited, management officials
decided not to obtain access to classified material because they
believed the cost outweighs its benefits. Specifically, one
department’s official told us that it is extremely difficult to make a
case to its leadership for classified system access when US-CERT
does not provide classified cyber threat products tailored to the
agency’s specific needs, which would have greatly increased their
value. In the case of another agency’s OCIO, agency officials
informed us that its JWICS access request was pending approval
from the Office of the Director of National Intelligence.
According to these officials, a service level agreement was
established to allow US-CERT to monitor agency’s network
traffic. This agreement requires JWICS access, and US-CERT has
not made a request to the Office of the Director of National
Intelligence on its behalf. US-CERT officials responded that DHS
does not have sufficient resources to help other federal agencies
obtain the required system access and security clearances.

According to Homeland Security Presidential Directive 7, the
DHS Secretary is required to establish appropriate systems,
mechanisms, and procedures to share homeland security
information relevant to threats and vulnerabilities in national
critical infrastructure and key resources with other federal
agencies, state and local governments, and the private sector in a
timely manner. Additionally, the National Infrastructure
Protection Plan 2009 established the goal that requires critical
infrastructure and key resources partners to strive toward access to
robust information sharing networks that include relevant
intelligence and threat analysis, and incident reporting. Further,
effective communication which includes multidirectional
information sharing between government and industry to
streamline and reduce redundant reporting is highly encouraged.

Unless other agencies acquire the required facilities and
equipment, and ensure that their personnel possess the proper
security clearance to receive or process classified cyber threat
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information, DHS will continue to be restricted in what kind of
cyber threat information it can share. As a result, these federal
agencies will be hindered in their respective efforts to address
effectively cyber threats to their systems.

DHS Has Limited Control Over the Classified and Tear Line
Information It Receives

Federal agency and private sector officials expressed concerns
regarding DHS’ inability to provide unclassified cyber threat
information to a wider customer base. Cultural and mission
differences among Intelligence Community members and federal
agencies affect how cyber threat analyses are produced and result
in products of varied quality and timeliness for DHS’ partners and
customers. However, since the Department is not the originator of
the classified materials, DHS is often restricted in distributing
cyber threat information that is classified “Secret” or “Top Secret”.
Specifically, DHS is prohibited by originating authorities from
creating tear line reports or providing specific details to other
agencies. As a result, many DHS partners and customers are not
receiving the cyber threat information needed to take proper action.

Based on their respective cyber functions, elements of the
Intelligence Community focus on the priority to support their own
missions. As a result, intelligence/cyber threat information they
share with DHS may not allow time-sensitive threat mitigation
actions to be taken. DoD officials told us that classified cyber-
related information becomes too restrictive and generalized when it
is collected from multiple sources. That is, originators often
consider only their respective missions and needs for the
information but not the prospective needs of their cyber threat
partners.

Additionally, DHS does not have the authority to declassify any
information that the Department did not generate. Specifically,
DHS cannot generate tear line reports or release any information
that may hinder another agency’s on-going investigation, work in
progress, or violate applicable classification policies.

As part of Intelligence Community Policy Memorandum Number
2007-500-1, Unevaluated Domestic Threat Tear Line Reports
(November 2007), the Office of the Director of National
Intelligence requires the Intelligence Community to produce
unclassified versions of all classified reports involving threats to
the United States that identify a specific target, geographic
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location, or method of attack.'® However, some Intelligence
Community elements are not including their tear line reports with
the classified material. Finally, there is no similar requirement for
non-Intelligence Community elements to create tear line reports.

According to US-CERT officials, since it can be very
time-consuming to develop tear line reports, other agencies are not
willing to create these reports for their classified products. In some
instances, when DHS receives tear line reports, the Department
may still be restricted as to when and with whom the information
can be shared. In addition, the originating agencies may restrict
the distribution of the tear line report. Some federal agencies and
private sector officials said that they would, at a minimum, prefer
to receive information regarding what is being attacked and the
method (i.e., excluding the attacker or the specific
agency/company being attacked) in an unclassified format.

Private Sector Stakeholder Views

We met with representatives from 17 private sector companies and
2 ISACs to obtain their views on the effectiveness of DHS’ sharing
and coordination efforts between the Department and the private
sector. Most of these officials indicated that DHS has improved its
information sharing efforts over the last few years. Specifically,
US-CERT has increased its outreach efforts by participating in
more private sector meetings and conferences and is providing
more actionable information in its alerts and bulletins.
Representatives from the Finance, Healthcare and Public Health,
and Communication sectors noted improvements in their
collaboration with US-CERT. However, some officials expressed
concerns regarding the effectiveness of DHS’ collaboration efforts
and with the quality and timeliness of US-CERT products. As a
result, private sector companies often use their own tools to share,
analyze, and exchange cyber threat information within their
sectors, rather than collaborating with DHS.

The private sector officials we interviewed identified a number of
improvements that DHS could implement to further enhance its

' The Intelligence Community Policy Memorandum states “all available context information relating to the
information collected shall be included in the tear line report. This may include information on the
source/sub-source’s access to the information, reporting history, possible motivation, or other pertinent
details”. These reports shall be consistent with statutory requirements to protect intelligence sources and
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cyber threat information sharing initiatives.'® Specifically, DHS
needs to:

e Improve the accuracy and timeliness of its alerts and
bulletins. Specifically, some of the larger companies told
us that DHS provided the same cyber threat information
they had already received from other sources, such as
ISACs, and private vendors. Additionally, these companies
noted that DHS does not always provide cyber threat
information timely to allow for prompt response and
mitigation.

e Customize products with cyber threat information for
specific sectors. Without these customized products,
according to some representatives, they have to conduct
extensive analyses to determine whether the threat or
vulnerability cited in US-CERT’s products pertains to their
sector.

e Identify recommended actions companies should take to
mitigate the threats or security incidents cited in
US-CERT’s alerts and bulletins. Some representatives told
us that US-CERT products do not always include
actionable recommendations. According to these
companies, without these recommendations they could not
take prompt corrective actions to mitigate the threat
identified.

e Provide guidance on how classified and “for official use
only” cyber threat information could be distributed within
global companies. For example, some global companies
told us that they were not sure if they could disseminate
cyber threat information provided by US-CERT to key
cybersecurity personnel at their overseas offices. They said
that they employ foreign nationals in cyber security
positions at their overseas offices, and these employees
may not possess the security clearances needed to gain
access to critical cyber threat information.

Further, cybersecurity personnel at some companies expressed
concerns that DHS did not engage them fully when drafting new

" The private companies represented nine critical infrastructure and key resource sectors including finance,
chemical, communications, energy, IT, nuclear, postal and shipping, healthcare and public health, and
transportation systems.
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policies and initiatives that may affect them. For example, when
planning the National Cyber Incident Response Plan Annex, DHS
announced that the private sector would have an opportunity to
comment on the strategy. However, some company officials told
us that they were given the opportunity to comment on the
document only after it was developed by a government-only
working group. Additionally, some IT-ISAC members voiced
concerns that when DHS reached out to the private sector with
other draft policies for comments, they were given a relatively
short time to comment on the nearly finalized policies, such as the
Homeland Security Strategy for Enterprise. Since some private
companies believe that DHS’ strategies are lacking in the areas of
cross-sector and cross-company information sharing, they have
piloted their own cybersecurity efforts to address their concerns.

US-CERT officials acknowledged the concerns expressed by some
in the private sector with their services and products. Since
US-CERT’s mission is to serve the broader spectrum of
cybersecurity for the nation, these officials do not believe they can
provide the sector- or industry-specific information that these
partners desire. US-CERT officials added that it does not have
sufficient resources to provide each partner with customized cyber
threat activity and information. To augment the information
provided through published products, US-CERT communicates
with the private sector through the coordination with various
organizations, such as Sector Specific Agencies and the ISACs.
According to US-CERT officials some products are “alert”
products by design and are intended only to draw attention to a
possible threat in as timely a fashion as possible — not to provide
in-depth analysis.

US-CERT officials disagreed with the perception that the
Department did not reach out to the private sector for its input in
developing joint initiatives and information sharing efforts. They
cited its development and exercise of the National Cyber Incident
Response Plan and the establishment of MOAs between DHS,
DoD, and the Financial Services ISAC as examples of soliciting
input and participation from private sector partners.

Homeland Security Presidential Directive 7 requires DHS and
federal agencies to collaborate with the private sector to facilitate
information sharing concerning physical and cyber threats,
vulnerabilities, incidents, potential protective measures, and best
practices. Additionally, the Comprehensive National
Cybersecurity Initiative encourages the enhancement of on-going
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partnerships between the federal government and the public and
private sector owners and operators of the critical infrastructure
and key resources.

To improve communication with the private sector, DHS is
drafting a cyber information flow policy to outline the information
sharing processes among the Department, ISACs, and private
sector partners. The goal of the policy is to establish on-going
sharing of cyber threat information, such as trends, tactics, and
techniques among key stakeholders. According to I&A officials,
the Office of the Director of National Intelligence National
Intelligence Manager for Cyber and DHS have begun a project to
develop information requirements and convert them into timely,
actionable intelligence for government and private sector critical
infrastructure network defenders.

The Roles and Responsibilities of NCCIC and US-CERT Have
Not Been Delineated

DHS has not defined and communicated the roles of the newly
created NCCIC to its partners or developed a portal to disseminate
NCCIC products. NCCIC was established as a member of DHS’
information sharing environment to serve as a cyber threat
aggregate authority at DHS. However, some private sector
partners expressed concerns experienced by their liaisons stationed
on the NCCIC floor. For example, some private sector liaisons
have experienced connectivity and other technical problems that
keep them from accessing actionable and timely threat
information. Additionally, some US-CERT’s customers have
become less satisfied with the support they have received since the
creation of NCCIC.

Because of the problems they experience at NCCIC, some federal
agencies and private companies, including ISACs, do not see the
value in stationing liaisons on the floor. For example, the IT sector
and IT-ISAC representatives informed us that their liaisons cannot
access their companies’ networks from the NCCIC floor to
coordinate incident responses. Instead, the liaisons have to access
their companies’ networks via their laptop computers away from
the NCCIC floor.

Further, some officials in the private sector expressed concern with
NCCIC’s dissemination of information during specific cyber
events, such as the National Association of Securities Dealers
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Automated Quotations (NASDAQ) attack,20 the Rivest, Shamir,
and Adleman (RSA) hack,?' and the Stuxnet attack.”> According
to some of the private sector officials we interviewed, DHS did not
provide information concerning these attacks to the private sector
timely. In some instances, the private sector first learned of the
attacks through the media and then received information from the
Department. For the NASDAQ Attack, Securities and Exchange
Commission officials told us that they were directly involved in the
incident as part of the financial sector and requested initial
information about the attack from US-CERT. However, US-CERT
declined the agency’s request and instead released a bulletin
regarding the incident. For the RSA hack, a banking official told
us that DHS did not share specific details with the banking sector
until it was reported in the media. In addition, the information that
DHS released was general and limited because of the ongoing
investigation by law enforcement agencies and some it was
classified. However, some private sector officials told us that DHS
should have worked more closely with them and consulted them,
since their companies were being identified by the news media.
Also, they felt that DHS did not sufficiently solicit industry’s
perspective on the best response procedure.

As a result, some companies and ISACs are evaluating whether to
maintain the NCCIC liaison positions since they perceive the
information flow as one-directional, with information flowing only
to the NCCIC. Some private sector officials believe that they are
not receiving the expected information and services or overall
return on investment for the money they are spending in having a
liaison at the NCCIC.

Further, some private sector officials view NCCIC as an added
layer of complexity when working with DHS. For example, there
is no longer a clear process for communicating incidents since
NCCIC has been established. Some federal agency and company

2 The NASDAQ attack was reported by the media on February 4, 2011. A NASDAQ stock market
operator found suspicious files on its United States computer servers and determined that hackers could
have affected one of its Internet-based client applications. However, at the time of the media report, there
was no evidence that customer information was accessed or acquired or that any trading platforms were

compromised.

*! The RSA hack, reported by the media in March 2011, occurred when sensitive information related to the
popular SecurID two-factor authentication products was stolen. Although the stolen information alone
would not enable a successful attack on SecurelD customers, it could reduce the effectiveness of the

**In 2010, researchers found that the Stuxnet malware was designed to infect industrial control systems.
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officials are not even sure whether to report incidents to
US-CERT, NCCIC, or both.

We discussed with NCCIC staff regarding the concerns raised in
our meetings with private sector companies. In response, the
NCCIC Director clarified the respective roles and responsibilities
of NCCIC and US-CERT. First, he stated that US-CERT is a
component of NCCIC. As such, US-CERT plans to work in
coordination with other federal components of NCCIC, (e.g.,
Industrial Control Systems Cyber Emergency Response Team,
National Coordinating Center for Telecommunications, and I&A)
and to provide the input gathered from the US-CERT partners to
the NCCIC. Then, NCCIC integrates the information gathered
from its components and partners. US-CERT’s partners are
expected to continue using US-CERT; however, the NCCIC
maintains direct contact with the Cyber Alliance Project partners
and ISACs.

According to DHS officials, US-CERT is in a position to share its
own information. Third-party information can be shared only with
the permission of that third-party. This information may be the
proprietary information of a private sector partners. Alternatively,
it may be law enforcement information provided to US-CERT by
the United States Secret Service or the FBI. US-CERT works with
those private and public sector partners to package and disseminate
their information in a manner that does not jeopardize their
interests; however, US-CERT must still obtain permission from the
owner.

DHS officials acknowledged that addressing the concerns from
federal agency and private sector officials is a difficult challenge.
Specifically, the effectiveness of sharing cyber threat information
is contingent upon federal agency and private sector partners’
willingness to collaborate and share all available information with
DHS. DHS officials told us that the Department will continue to
work with its public and private partners to encourage increased
bi- and multi-directional information sharing.

It is essential that DHS, federal agencies, and the private sector
share pertinent cyber threat information and improve collaboration
to ensure that appropriate steps can be taken to mitigate the
potential effect of a cyber incident. DHS cannot effectively defend
against and respond to cyber incidents without the support and
collaboration of other agencies and the private sector.
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Recommendations
We recommend that the Under Secretary of I&A:

Recommendation #1: Coordinate with the Office of Director of
National Intelligence to develop policy on the right to release and
share cyber threat and related information through tear line reports
with the Intelligence Community, other federal agencies, and the
private sector.

We recommend that the Under Secretary of NPPD:

Recommendation #2: Improve communication with NCCIC and
US-CERT’s partners and customers to address their concerns and
needs regarding cyber threat information, products, and mitigation
strategies.

Management Comments and OIG Analysis

1&A concurred with recommendation 1. I&A is coordinating with
the Office of Director of National Intelligence on an initiative to
develop updated intelligence community policy on releasing and
sharing information through unclassified tear line reports with
1&A’s customers, including federal agencies, state, local and tribal
partners, and the private sector. The new guidance is intended to
recognize the evolving threat paradigm and codify the
responsibilities and standards for the intelligence community to
provide tear line reports, including improved tailored threat
information, to these partners. I&A plans to ensure that the new
policy guidance facilitates the provision of unclassified cyber
threat information to a wider customer base in a time-sensitive
manner to enable responsive mitigation actions. Additionally, I[&A
has worked with the Office of Director of National Intelligence
National Counterterrorism Center to finalize a process for
expediting tear lines in exigent circumstances.

OIG Analysis

We agree that the steps I&A has taken and plans to take satisfy the
intent of this recommendation. This recommendation will remain
open until I&A provides documentation to support that all planned
corrective actions are completed.
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NPPD concurred with recommendation 2. A series of corrective
actions are planned to improve information sharing, products, and
mitigation strategies. In fiscal year 2011, the Department finalized
a new Government Performance and Results Act performance
measure in which a customer feedback survey will be attached to
US-CERT and Industrial Control Systems Cyber Emergency
Response Team products. It will assess how timely and actionable
each product is while providing customers an opportunity to
provide feedback directly to the Department.

NCSD will enhance the framework under which information
sharing occurs. First, NCSD will prepare a white paper on current
information sharing programs. Additionally, NCSD will complete
the transition of the agreement underlying the Government
Information Sharing Framework to a DHS/Financial Services
ISAC agreement. NSCD also will create a comprehensive
framework for DHS critical infrastructure information sharing
agreements involving ISACs, IT providers, and other entities that
manage or provide services to manage cyber networks and
systems.

US-CERT is developing and deploying resources and process
improvements that increase information sharing, such as
implementing an Indicator Repository database and completing
one Cyber Operational Resiliency Review assessment in
partnership with a financial sector institution. Finally, the NCCIC
and US-CERT will implement a comprehensive outreach initiative
to ensure that DHS information sharing stakeholders understand
their roles, responsibilities, and communication access points.

OIG Analysis

We agree that the steps NPPD plans to take satisfy the intent of
this recommendation. This recommendation will remain open
until NPPD provides documentation to support that all planned
corrective actions are completed.
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DHS’ Enforcement Authority

DHS does not have appropriate enforcement authority to help mitigate
security incidents. Without this authority, DHS will continue to be
hindered in its efforts to create a safe, secure, and resilient cyber
environment.

We reported in June 2010 that US-CERT did not have the appropriate
enforcement authority to ensure that agencies comply with mitigation
guidance concerning threats and vulnerabilities.”> Further, we reported
that US-CERT needs the authority to enforce its recommendations so that
federal agencies’ systems and networks are protected from potential cyber
threats.

According to The National Strategy to Secure Cyberspace, DHS is
required to establish a public-private partnership to respond to and reduce
the potential damage from cyber incidents. Additionally, the National
Infrastructure Protection Plan stipulates that US-CERT, a partnership
between DHS and the public and private sectors, is tasked to secure the
nation’s critical information systems infrastructure and coordinate the
defense against and response to cyber attacks across the nation.

However, US-CERT was not given the authority to compel agencies to
implement its recommendations to ensure that system vulnerabilities and
incidents are remediated timely. US-CERT officials stated that the
proposed Federal Information Security Management Act of 2008
legislation would have given it some leverage to implement incident
response and cybersecurity recommendations.”* For example, the
proposed legislation would have required agencies to address incidents
that impair their security. Further, the agencies would have had to
collaborate with others if necessary to address the incidents. Additionally,
agencies would have been required to respond to incidents no later than
24 hours after discovery or provide notice to US-CERT as to why no
action was taken. Finally, agencies would have had to ensure that
information security vulnerabilities were mitigated timely. Since the
proposed legislation was not enacted, US-CERT remains without
enforcement authority.

US-CERT’s products contain recommendations that address the threats
and vulnerabilities in federal agencies’ infrastructures. Additionally,

B us. Computer Emergency Readiness Team Makes Progress in Securing Federal Cyberspace, but
Challenges Remain (O1G-10-94, June 2010).

* Federal Information Security Management Act 2008 (Proposed Legislation), S. 3474, Calendar Number
1105, 110th Congress, Second Session.
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US-CERT products help to update federal information security policy and
guidance. Without the enforcement authority to implement
recommendations, US-CERT will continue to be hindered in coordinating
the protection of federal cyberspace.

Recommendation
We recommend that the Under Secretary of NPPD:
Recommendation #3: Work with the administration to develop a

legislative proposal for congressional consideration that will grant DHS
appropriate enforcement authority to mitigate security incidents.

Management Comments and OIG Analysis

NPPD concurred with recommendation 3. In May 2011, the
administration transmitted a cybersecurity legislative proposal to Congress
in response to Congress’ call for assistance on how best to address the
nation’s cybersecurity needs. DHS worked closely with the White House
and interagency partners to provide input and recommended language for
this proposal.

OIG Analysis

We agree that the steps NPPD has taken to satisfy the intent of this
recommendation. This recommendation is closed.
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Appendix A
Purpose, Scope, and Methodology

The objective of our audit was to determine DHS’ capability to
share cyber threat information as required by the Intelligence
Authorization Act for Fiscal Year 2010. Specifically, we
determined (1) how cyber threat information is shared among the
agencies and departments of the United States and with persons
responsible for the critical infrastructure; (2) the mechanisms by
which classified cyber threat information is distributed; (3) the
effectiveness of cyber threat information sharing and distribution;
and (4) any other matters identified by the Inspector General that
would help to fully inform Congress or the President regarding the
effectiveness of cybersecurity programs.

Our review focused on DHS’ cyber threat information sharing
activities based on the requirements outlined in the Homeland
Security Act (2002), The National Strategy to Secure Cyberspace
(2003), National Strategy for Information Sharing (2007),
Comprehensive National Cybersecurity Initiative (2009) and
National Infrastructure Protection Plan (2009). We interviewed
selected DHS officials. Additionally, we interviewed officials
from the departments of Agriculture, Energy, Justice, State,
Treasury, Veterans Affairs, and the Securities and Exchange
Commission. Further we interviewed selected security personnel
representing the finance, chemical, communication, energy, IT,
postal and shipping, healthcare and public health, and
transportation systems sectors regarding DHS’ communication
methods, systems, technologies, and tools used to share cyber
threat information.

We conducted this performance audit between December 2010 and
June 2011 pursuant to the Inspector General Act of 1978, as
amended, and according to generally accepted government
auditing standards. Those standards require that we plan and
perform the audit to obtain sufficient, appropriate evidence to
provide a reasonable basis for our findings and conclusions based
upon our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based
upon our audit objectives. Major OIG contributors to the audit are
identified in appendix D.

The principal OIG point of contact for the audit is
Frank W. Deffer, Assistant Inspector General, IT Audits,
at (202) 254-4100.
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Appendix B
Management Comments to the Draft Report

Lafa Pt of [imsclase Smourms
Waskingina, [ 3518

#g Homeland
Security

Me. Charles K. Edwards

Acting Inspector Creneral

DHS Office of Inspector Generl
1120 Vermont Ave., W
Washington, D.C. 20005

BE: Dafi Repon OIG-11-0TE-1TA-I&A, Review of DHE " Copabiliiy fo Share Cyber-Threa
Trafewrmiationn

Dhenr Mr. Edwards:

The Department of Homeland Secunity (DHS) appreciates the opporunity (o review and
comment on the Office of Inspecior Ceneral drafl report for O1G-11-078-ITA-IEA, Review of
BHE" Capalility to Share Cyber-Thread Information, The Depanment, particulary the Oifice of
Intelligence and Analvsis (I&A), is sctively resolving the issues identified in the repon.

[ A appreciates the finding of ihe program evaluntors tha “DHS has taken actions (o creale an
ey iroaument 1o promode cyber threal information sharing iy suppoert of it mission.™ DHS
recognires the imponance of N8 missien o create  safe, secure and resilient eyber environment
il promote pwareness of cybersecunty in accordance with Hamelond Securin Presidertial
Direetive 7. 18A undersiomds the critical pecessaty of partnerships withi Fedeml agencies, stufe
and bocal governments, and the private secior te seoure evberspace, and apprecintes the effons
vour staff has underiaken to highlipht the progress we have made to date, as well as areas of
Furiuire improverment.

I&A s response 1o s assigned recommendation in the drafl repon can be found below:
We recommend that the Under Secretary of L& A:

Recommencdatbon #1: Coordinote with the Office of Director of Mational nelligence to
develop policy on e right to release and shore eyber threat and related infermation throsgh tear
line reports with the Intelligence Community, other feder) agencles, and 1he privale seclor.

IMHE Response: Coneur. 18A is currenily coordinating with the Oifice of the Director of
Mationnl |mellipence (DN} an an iniistive o develop updated Intelligence Community (1)
policy oo releasing and shoring information through unclassified 1eardine reponis with our
customers, ineluding those ol other Federal agencies, stinte, local and tnbal puriners, and the
privale sector, Thia new [C-wide guidance is inlended to recognize the evolving threat paradigm
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Appendix B
Management Comments to the Draft Report

e wit il | maler Socraiary
Vadisnal Frsinven and Fregroms Dine et
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Wi ashingisa, 4 29408

Homeland

EEFP 1 & 20u Securir}(

Charles K. Edwands

Acting Inspecior Ceeneral for Audiis
LS. Department of Homeland Security
Washingion, U 20528

Dear Mr. Edwands:

Re: DG Report 11-078-TTA-1&A, Review of Departimen of Homeland Secwrity s
Capahility to Share Cyber Theear biftvmation

The Departmient of Homeland Security {DHS ¥ Sational Protection and Programs
Direciorate (MPPFD) appreciates the opporunity to review end respand to the Office of
Inspector General (O1G) report 11-078-ITA-V&A, Review of Department of Homelansd
Security's Capability fo Share Cyber Threal (nformation. This audit was conducted as
required by the Intelligence Authorization Act for Fiscal Year 2010,

PHENPPD is working to resolve the issues identified by the DIG, Wiile the repart noles
progress made in creating and building the National Cybersecuirity and Communications
Integration Center (MOCIC], the CHG's findings do not sccurately reflect the realities off
creating & new organization. To illusirate this pont, the NOCIC ahsorbed many of the
governmeni-wide responsibilities of the National Cyber Security Center (NCSC) and
serves as the intlegrmtion point for all cyber centers in the Comprebensive Nationsl
Cybersecurnity Initiafive, as well as the vanious cyber componenis of DHS, Federal, Siale
and local governmenis, and the privite sector. The NCCIC contimses to build personned,
capacily, and procedures to exeouie this complex task with o varety of meresied
stakeholders. This integration mission is fecilitaied by these partics” physical collocation
in the MOCIC, but onboarding personnel (including representatives from the private
secior) into o Top-Secret environmeni is a considerable challenge that 1akes time o
imngermem.

In 13 also worth mentioning that the RCCIC's mission = clearly delinested from that of
ihe United States Computer Emergency Readiness Team (US-CERT) in that NCCIC
integrales and coordinates the information and efforts of its many partners—including
LS-CERT-—0 create and maintain a common opemtional pecture for cvberspace.

Despite the findings in the neport, private sector companies and [5ACs see the value and
o imberested in muintaining their daily presence on the BCCIC Noor, Throwgh these and
other relatnonships, RCCIC continues to build s poople, processes, pnd capabiliiies o
deliver o evber and communications comimon operational pieciune of national scope.
DHEMNPPD has made signilicam progress in mformation shaning, bul of course we
recognize thal improvements can be made.  For example, US-CERT s exccuting an
imternal/external communications plan 1o improve shared cyvber suuntional awareness. Al
ihe same ime, the Depariment developed the National Cyber Incident Response Plan,
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which coondinates incident management, enhances data flow, and supparts analytical
collaboration among Federal, State and local government entities, and private sector
pariners.

The Departmient is focused on building relationships with critical infrastnsctune secior
Information Sharing snd Analyss Centers (1ISACs), inchsfing the Mulii-Staie 1SAC
(ME-1SALCH and those from the Banking and Finance, Information Technology, amd
Communications sectors. A final example of improved evbersecurity information
sharing is the weekly Department/Agency Cybersecurity Activity Repon {DCAR) that
US-CERT distribnsies 1o 17 Federal agencies. Each agency-specific DUAR provides
information 1o recipients based on malicious sctivity that US-CERT observes using the
EINSTEIN sysiem and pther resources. DCARSs also include suggested mitigation
strategies. US-CERT also produces o weekly Federal emterprise DCAR. The agency-
specific and enterprise-wide DCARs provide agencies with situational swareness of the
rmualiciows activity direcied al them in the context of the larger Federal enlerprise,

While the OIG report recognizes these and other successes, it does not identify two
realities which serve as information-sharing constrainis.  Firss, while US-CERT isina
position 1o share it own information, it may not share thind-party information without the
permission of thod third-party. Such information may be the proprictary information of &
private sector pariner of it may be low enforcement information provided to US-CERT by
the L1.5. Seerel Service, the Faderal Bureau of Investigation, or ansther law enforcement
partner. US-CERT works diligently with private and paiblic sector partners o package
and disseminate their information in & manner that dies not jeopardize their interests, buat
US-CERT miust still oblain permission from the owner.

A second broader bul associated reality is that effective bi-directional information shaning
is based on trust and pannerships—whether they are public-private. public-public o
privale-private, US-CERT ploces a premivm on such trust and puards each trasi
relationship it bailds. The failure to do so by sharing proprictary information without
permission would imperil existing relationships and hinder or even preveni the
establishment of new relationships. During any icident for wikich US-CERT provides
support, there i generally a sequence of events tha ocewrs before US-CERT can broadly
dissemninate information. These evenis include oblaining necessary tind-pany
permigstons, Depending on the specifics surrounding the DIG"s interviews with public
and privabe secior pariners, this sequencing can explain pariners’ perceptions of untimely
information sharing during the incidents identified in the report, This important peint is
nol addressed in ihe report,

Alithough these comstruimis can apply 10 any particular incident, the Depanmen confimizs
o build relntionships and mechanisms to improve mfomation sharing. To date, THS has
sponsored 1,272 SECRET and 4% TESCT (with an additional three pending read-in)
clesrances for cnitical infrasinocture representatives. These clearanees ennble the
exchange of sensitive information o more effectively probect national eritieal
infrastrciure. Many of these elearatices were processed during the course of the audit.
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I addition, over the last several months, we have witnessed a few of our information
shaning imiliatives mabue;

* The Department participates in the Government Information Sharing Framework
(CH5F ) program, which is & partnership with the Department of Defense and the
Financial Services ISAC (FS-1SAC) 1o share actionable cybersecurity threat aned
sitnck information with cleared members of the FS-ISAC, This infermation-
sharing elfort will allow the FS-1SAC and member firms of the Banking and
Financinl Services sector who participate in the FS-15AC"s Threat Inmelligence
Commitiee by Bnprove nebwork sscurity, defense, and remedistion effors in our
nation's financial services infrastructure,

¢ The Depanment participates in the Cross-Sector Information Sharing Framework
(CEISF), which is an indusiry-formed operational integration of several 1SACs
and privale sector éntitics. The CSISF established an operational privale sectos
cybersecurity information-shaning capability, including a common repository for
poit-pnalytical indusiry-submitted cybersecurity data.

*  Under the NCIRP, the Cyber Unified Coordination Group (UICG) replaced the
National Cyber Response Coordination Group, and is an interagency and inter-
organizational coordination body that incorparates public and private sector
officials. The Cyber LICG is intended to operate both during steady state
operations and incident response, and coordinates primanly through the NOCIC.
Ench member of the Cyber LG has been pre-selecied by the leadership of his or
her agency o privale secior ofganizathon 1o serve os o Bison responstble for
harmonieing and synchronizing cvber opemtions, policies, and procedures relsted
to cyber incident response activities,

#  The Depariment supports the MS-ISAC so that it can provide managed security
services to State, local, tribal and territorial (SLTT) partners, US-CERT
coordinated a technology transfer of the EINSTEIN 1 Metflow Configurstion
madel with the M3-ISAC, which the MS-1SAC is offering to SLTT entities as an
alternative 1o full managed security services. As a resuli of this program, the MS-
ISALC neis as a consolidated merface for US-CERT io support SLTT enthies,
expanding the Depanment's capabiliiy to reach SLTT governmends while also
providing protection o SLTT eritical networks.

# The Critecal Infrastrocture Information Sharing and Collaboratbon Program
(CISCP) s in the carly stages of development, but the vision i3 1o create a secure
online portal for collaboration, where registered critieal infrastrsciure sector
entities con provide accurabe, imely, and thorough mformation sboul carrent,
emerging, and evolving techmnical thrests 1o their networks. The portal wall have
the capability (o process both non-attributional and Protected Critical
Infrastructure Information sttributional information. The Department”s analysis
will extract non-attributional data from submissions inlo the portad and produce
tailored analysis and mitigation products based on those submissions.
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In early August, the Department”s Mational Cyber Secerity Division (NCSD) held a
workshop with representatives from each of these initiatives 1o discuss the current and
fiture plans for the information sharing programs, The overall objectives of the
warkshop were 10 ensure that esch program is working 1o its fullest potential, has a
roadmap for any necessary expansion 1o additional stakeholders, and fits into an overall
vision of information sharing activity between the Department and critical infrastructure
pariscEpamis,

O1G Recommendation 1: Coordimate with the Office af Director of National
Intelligence fo develop policy an the right to release amd share infarmation throwgh lear
liwme reparts with the futelligence Community, orher Federal agencies, and the private
FECHIR.

DHS Office of Intelligence and Analysis will provide this response.

DG Recommgndution 2: feiprove commmmication with NOUR and US-CERT pureivers
o customers o adddress their concerns amnd meeds regarding cyber theoar information,
prodicts, ard mitfgation sralégies,

The Department concurs with this recommendation. A series of actions are planned o
improve information sharing, products and mitigation strategies. In FY 2011, the
Department fimalized o new Covermmen Performance and Results Aoy (OPFRA)
performance measure in which a customer feedback survey will be mttached 10 US-CERT
and Industrial Control Systems Cyber Emergency Response Team products. 1t will
amsess how timely and actionable each produoct i3 while providing customers an
opperunity 1o provide feedback direcily 1o the Departmend.

KCED will enhance the framework under which informastion sharing occurs. Fist,
NCSD will prepare a white paper on current information sharing programs, detailing how
each program serves a distinet need, has a roadmap for any necessary cxpansion to
additional stakehobders, and fits inlo an overall vision of information sharing activity
between DXHS and critical infrasinucture represeniatives. Additionally, NOSD will
complete the ransition of the agreemeent underlying GISF 10 a DHSFS-ISAC agreement
MCSD also will create a compeehensive framework for DHS critical infrastnsciure
information sharing agreements involving 1ISACs, Information and Communications
Technology providers, and other entities that manage or provide services [ manage
cyber networks and systems,

US-CERT is developing and deploying resousces and process improvements that
facilitate information shanng. First, US-CERT is implementing on Indicators Reposiiony
database, which is o malicious indicators collaborative resource available to all US-CERT
constituencies. Second, it will complete one Cyber Operational Resiliency Review
(CORR) assessmend in parinership with a financial seclor institulion, This assessment
will provide the financial services company, and the sector, insights 10 the threats facing
these institutions. In additkon, US-CERT will convert its watchlist 1o an XML-formatted,
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machine readable format, which will integrate the Indicators Repository and self-service
datn feeds. This will increase the ability to detect threats on the recipients” networks.
US-CERT is also adding a Traffic Light Protecol—an International stamdard for
information sharing—which informs partners 1 what levels information can be shared 1
secondary arganizations. This not only helps US-CERT reinforce trusted information
sharitg relationships but also allvws pasiners (0 disseminate that information
sppropristely o even wider communities.

Fimally, the NCCIC and US-CERT will implement a compechensive outreach initiative fo
ensure that DHS information-sharing stakeholders understand roles, responsibilities, and
commusnicalion access poknds,

DHEMPPTY has estnblished the following milestones to nddress this recommendation:

Key Milesiones: Driginal Aciul
| larget | Completion |
A | Inmplement new GPRA measure. QIFY2012

B | Prepare a while paper on currend Information Sharing | O3FY 2012
programs.

C | Transition GISF agreement. QIFY2012

I} | Create o comprehensive framework for DiS-critical 4FY 2012
infrastructure information sharing agreements.

msanm

| E | Implement an Indicaton Repository database QIFY2012
F | Complete one CORR. CIFY 202 _ 1]
G | Convert watchlist. 4FY2012
H | Add Traffic Light Protocal to US-CERT | prndm EFY012
I | Implement stakeholder outreach initistive. | Q2FY2012 '

Recommendution 3: Work with the Admimisiration to develop a legishative proposal for
congressinal consideradion thal will grant DS appeopriate enforcenen autharily fo
mifigmie secirlly incidems,

The Departmend concurs with this recommendation and has implemented it sulficiently.
On May 12, 2011, the Administration transmitted a cybersecurity legislative proposal 1o
Congress in response o Congress” call for assistance on how best to address the Matjon"s
cybersecurity needs. DHE worked closely with the White House and ineragency
partners o provide mput ond recommended language for this propesal. For maone
information, please see hip./www, whitchouse govblog 201 1/F5/] 2 administration-
nveily-ite-cybersecurity-kegishative-proposal.
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Again, we thank you lor the opporiunity to review and provide comment on teis drafi
repaort, ond we look forvard io working with you on futuwre homeland securiry

CTgAgements.
Sincerely,
| i |
j--l :.'E.-_._' ~3
Rand Beers
Uneler Secretary
Adtnchmenis
1) Technical comments
1) Benmibivity meview
6
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NCCIC’s Operational Partners

Communications ISAC

Cyber Security Management Center

Department of Defense

Department of Transportation Federal Aviation Administration

Department of the Treasury

Departments and Agencies Security Operations Center

Electricity Sector ISAC

Energy ISAC

Federal Bureau of Investigation

Financial Services ISAC

Immigration and Customs Enforcement Cyber Crimes Center

Information Technology ISAC

Intelligence Community-Incident Response Center

Multi-State ISAC

National Cyber Investigative Joint Task Force

National Cybersecurity Center

National Infrastructure Coordination Center

National Operations Center

National Response Coordination Center

National Security Agency/Central Security Service National Threat
Operation Center

Surface Transportation ISAC

United States Secret Service

Water ISAC
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Chiu-Tong Tsang, Director
Tarsha Cary, Audit Manager
Mike Horton, IT Officer
Shannon Frenyea, Team Lead
Amanda Strickler, Team Lead
Megan Ryno, Program Analyst
David Bunning, IT Specialist
Bridget Glazier, IT Auditor
Philip Greene, Referencer
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Report Distribution

Department of Homeland Security

Secretary

Deputy Secretary

Chief of Staff

Deputy Chief of Staff

General Counsel

Executive Secretariat

Assistant Secretary for Office of Policy
Assistant Secretary for Office of Public Affairs
Assistant Secretary for Office of Legislative Affairs
Under Secretary, I&A

Assistant Secretary, Cyber Security and Communications
Chief Information Officer

Deputy Chief Information Officer

Chief Information Security Officer

Director, NCCIC

Director, NCSD

Director, US-CERT

Director, Compliance and Oversight Program
Director, GAO/OIG Liaison Office

Audit Liaison, I&A

Audit Liaison, DHS/CISO

Audit Liaison, DHS/CIO

Audit Liaison, NPPD

Office of Management and Budget

Chief, Homeland Security Branch
DHS OIG Budget Examiner

Congress

Congressional Oversight and Appropriations Committees, as
appropriate
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ADDITIONAL INFORMATION AND COPIES

To obtain additional copies of this report, please call the Office of Inspector General (OIG) at (202) 254-4100,
fax your request to (202) 254-4305, or visit the OIG web site at www.dhs.gov/oig.

OIG HOTLINE

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal or noncriminal
misconduct relative to department programs or operations:

« Call our Hotline at 1-800-323-8603;

« Fax the complaint directly to us at (202) 254-4292;

« Email us at DHSOIGHOTLINE@dhs.gov; or

+ Write to us at:
DHS Office of Inspector General/MAIL STOP 2600,
Attention: Office of Investigations - Hotline,

245 Murray Drive, SW, Building 410,
Washington, DC 20528.

The OIG seeks to protect the identity of each writer and caller.






