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Chairman Gardner, Ranking Member Markey, distinguished members of the subcommittee, 

thank you for inviting me to participate in this important hearing on state-sponsored cyber 

threats. My testimony today focuses on an area that I believe is woefully underappreciated yet 

cannot be more important for our country. And that is the use of cyber means by adversarial 

states to purposefully undermine our economy in order to weaken us military and politically. 

 

Both traditional economic warfare and, more recently, cyber warfare have been extensively 

studied. What is much less understood, however, is the intersection between these two subjects: 

The contemporary evolution of economic warfare within the new realities of cyberspace has not 

received the focused, comprehensive scrutiny and policy attention that it warrants. The questions 

we must be asking and answering are: Within the escalating cyber attacks on U.S. public and 

private organizations, is there lurking a new type of action – some form of concerted adversarial 

strategy – to undermine the U.S. economically? Are some adversaries‟ strategies designed to 

cause economic harm that would weaken or significantly debilitate U.S. security capabilities? To 

what extent, and when, are they sponsoring proxies to achieve these nefarious goals? Is the U.S. 

prepared to identify and address such hostile strategies effectively? Does the U.S. government 

need new collection and analysis platforms to perform this critical function? 

 

It is my contention that the threats are real, the warfare is ongoing, and that the U.S. government 

is inadequately structured to properly and comprehensively detect, evaluate, and address 

cyber-enabled economic threats. The U.S. government has made great strides in organizing itself 

to protect and defend the .gov and .mil realms.
1
 But our nation‟s greatest vulnerability may lie 

with adversarial attacks on the U.S. private sector. And in this regard, the private sector believes 

it is on its own, a position that is untenable when the adversary is a state actor such as China or 

North Korea. 

 

Background of the Evolving Battlespace 

 

As we think through our ability as a nation to protect ourselves and our allies, and advance our 

core interests overseas, the greatest strength we have is our economy. It is our free market, with 

its ability to efficiently move capital, protect intellectual property, distribute goods, and provide 

the running room for new ideas and technology to flourish, that creates the most powerful and 

fearsome military the world has ever known. It is the confidence of the American people that our 

$18.5-trillion GDP will continue to thrive that provides our leaders the confidence to fund our 

defense budget. And it is not just the defense industrial base but the broader national security 

industrial base that underpins it all. Specifically, it is not just the big defense contractors and the 

big telecommunication companies but everything from the technology startups; to the banks and 

investment houses that supply capital; to the cars, trucks, trains, and planes that move men and 

materiel; to the pharmaceuticals and food supplies that care and feed those who protect the free 

world. Moreover, an April report from the Defense Science Board Task Force on the Cyber 

Supply Chain warned that the Pentagon can be crippled through maliciously inserted 
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vulnerabilities into the weapons and goods that power the U.S. military through entry points in 

private sector companies.
2
 

 

It is true that the business of America is business. And the business of America is at risk of being 

hollowed out from the inside by everything from theft of intellectual property to the malicious 

infection of the supply chain to the degradation of confidence in our commerce, banking, and 

transportation sectors. The papers are filled with articles about cyber attacks against the private 

sector to gain profit. No doubt, this is a serious and growing problem. British insurance company 

Lloyds estimated that cyber attacks cost global businesses as much as $400 billion per year.
3
 The 

internet and its related networked systems provide overwhelming advantages that help an 

economy to learn, share, and grow, but as we increase our reliance on the electronic movement 

of data, money, goods, and services, we also increase our vulnerability.
4
  

 

What the $400 billion amount, large as it seems, ignores is the corrosive effect cyber attacks 

against the private sector can have on a country‟s military readiness or political sovereignty. The 

theft of defense-related intellectual property and the corruption of the defense supply chain has 

been widely reported, and the possible damage these hostile actions could inflict upon our 

weapons systems has raised alarms throughout the Pentagon and on Capitol Hill.
5
 The more 

pernicious, and less recognized, effect is the degrading of the entrepreneurial motivation that 

occurs with the systematic and wholesale theft of intellectual property from its creators and 

owners. As a result of sustained cyber attacks, startups may not get financing because their IP is 

stolen and established companies may be forced to shut down for days because of malware 

incidents, projects may get cancelled, and people may get laid off. And it is the small- and 

medium-sized enterprises – the very companies where the most innovative work is being done 

that eventually finds its way into our military – that are often hit hardest by cyber attacks.
6
 A 

2012 U.S. Patent and Trademark Office report aptly summed it up this way: “Every job in some 

way produces, supplies, consumes, or relies on innovation, creativity, and commercial 

distinctiveness. Protecting our ideas and intellectual property (IP) promotes innovative, open, 

and competitive markets.”
7
 With estimates of the annual costs of trade secret theft in the U.S. 

ranging from $180 billion to $540 billion, the long-tailed drag on the economy must be 

recognized for the crisis it is, with a disproportionate burden falling on the very startups and 
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innovation leaders that the U.S. and other developed nations credit with building the future 

economy, enhancing military readiness, and safeguarding sovereignty.
8
 As the U.S. government 

better develops systems to cooperate with and defend the private sector, protecting these types of 

startups and innovative companies should be a priority given the disproportionate role they play 

in determining future national power.  

 

The very well-researched IP Commission Report from the National Bureau of Asian Research 

discusses at length the follow-on effects from IP theft, including advantaging our adversaries 

both in the market and on the battlefield as well as chilling the innovative spirit that creates the 

technological breakthroughs upon which our economy and military rely.
9
 Therefore, it is not the 

pure cyber criminal that should keep this committee up at night. Rather, it is the hostile state 

actor who recognizes that while it may not be able to compete directly with America‟s strength 

of arms, it holds a significant asymmetric advantage in attacking our economic wherewithal and, 

by so doing, weaken us militarily or politically. 

 

We call this purposeful strategy Cyber-Enabled Economic Warfare (CEEW). 

 

Cyber-enabled economic warfare is distinct from cyber crime and cyber terrorism – although 

both may be part of a larger CEEW campaign. What distinguishes CEEW attacks from other 

types of cyber attacks is the motivation and strategy. A CEEW campaign is driven by strategic 

intent to degrade the military and political capabilities of an adversary. States can now use cyber 

means as just one more part of their economic warfare toolbox.  

 

Economic warfare goes back as far as the Bible and was used throughout history in the form of 

blockades, trade embargoes, blacklists, sanctions, tariff and/or quota discrimination, sabotage of 

economic targets, preclusive purchase of scarce critical resources, and expropriation. During 

World War II, Britain created the Ministry of Economic Warfare “to so disorganize the enemy‟s 

economy as to prevent him from carrying on the war.”
10

 In more recent times, economic warfare 

has also encompassed the freezing of capital assets, counterfeiting, suspending foreign aid, and 

restricting foreign investment and capital flows. Over the last few decades, the U.S. has relied 

heavily on economic sanctions (a form of economic warfare) to curtail the illicit, illegal, and 

dangerous actions and behaviors of rogue countries such as Saddam Hussein‟s Iraq, the Islamic 

Republic of Iran, and, of course, the Kim family‟s DPRK. 
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But in the past quarter century, there has emerged a vitally important new potential form of 

economic warfare. The advent of the Information Age and its accompanying “virtual” world of 

cyberspace has produced the potential for the use of cyber-enabled attack methods to cause an 

adversary economic harm that is far disproportionate to the size, resources, or efforts of the 

attacker.  

 

To rise to the level of Cyber-Enabled Economic Warfare, the attack must: 

 Be cyber-enabled. 

 Cause, or be intended to cause, economic harm. 

 Be significant enough to potentially degrade national security capabilities. 

 Be motivated by the strategic intent to erode national security capabilities.
11

 

 

 
 

State Adversaries 

 

Ten years ago this past April, the small country of Estonia suffered a Russia-supported cyber 

invasion.
12

 The ostensible cause of the invasion was the anger of ethnic Russians and their 
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Moscow backers over the relocation of a World War II memorial in the Estonian capital. The 

larger setting was that Vladimir Putin deeply resented Estonia‟s accession to NATO and decided 

to inflict great harm on that country‟s economy and public sector by cyber means. The first 

round began on April 26, 2007 when the initial attacks brought down the Estonian government‟s 

websites. The prime minister‟s office as well as the offices of the minister of defense, political 

parties, and the parliament were all crippled by distributed denial of service (DDoS) attacks. The 

attack undermined the ability of the government to communicate with the people. The next round 

of attacks brought down press outlets covering the crisis, making it harder to inform both the 

Estonian citizenry and the outside world about what was happening. Waves and waves of denial 

of service and malware attacks on all aspects of Estonian life, culture, civil society occurred over 

the next two weeks.  

 

What made this cyber attack even more alarming was that, on May 9, the financial system was 

figuratively brought to its knees. Hansabank, Estonia‟s largest bank, experienced a sustained 

attack and had to cease operations, cutting off nearly all Estonians from accessing their capital. 

ATMs would not dispense money. People panicked. The citizenry lost faith in its banking sector. 

Apparently having gotten their message across that they could attack where and when they chose 

and then recede into the darkness, the aggressors stopped the attacks on May 19 as quickly as 

they had begun. 

 

It is important to recognize the likely effect of similar actions if taken against the United States, 

where nearly 50 percent of Americans live paycheck to paycheck. If those Americans could not 

access their ATMs or get their paycheck in time, a hundred million of our citizens would quickly 

have no money to buy food for their families, diapers for their babies, or their much-needed 

medicine.  

 

Estonia suffered a large-scale but relatively unsophisticated Russian cyber attack. While most 

Russian cyber attacks seem aimed at political institutions and more direct military targets, it is 

not a stretch to envision Russia retaliating for any new sanctions against it by going after our 

own economic wherewithal. It was only five years ago, we should recall, when an Iranian cyber 

attack brought down the state-owned Saudi Arabian oil company Aramco‟s network, destroying 

35,000 computers and putting 10 percent of the world‟s oil at risk. In one day, Aramco bought 

50,000 new hard drives – a cost that would have bankrupted most companies.
13

 

 

While it is important to understand the strategies of all U.S. adversaries and competitors, two of 

the most active players in the field of cyber-enabled economic warfare are the Chinese and North 

Koreans. Often the discussion focuses on how China steals trade secrets to advantage its own 

industries and Pyongyang steals money because North Korea has no real economy. While these 

motivations may explain part of what is occurring, it appears that both of these actors may have a 

much broader strategy in play.  
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China: Beginning as early as the 1970s, China has been engaged in a massive, prolonged 

campaign of intellectual property theft against U.S. firms.
14

 Over time, China has increasingly 

been conducting this campaign via cyber-enabled technologies, targeting nearly every sector of 

the U.S. economy. While the exact amount such theft has cost U.S. companies in dollars and 

American citizens in jobs is unknown, it has been estimated to be as high as hundreds of billions 

of dollars and more than two million jobs.
15

 In the aggregate, the effects on the U.S. private 

sector include, according to the IP Commission: “Lost sales; lost brand value; reduced scope of 

operations; lost jobs and reduced ability to provide employee benefits; reduced ability to conduct 

R&D; increased IP protection expenses for prevention, remediation, and enforcement; increased 

costs from dealing with malware acquired from unlicensed software; [and] reduced incentive to 

innovate.”
16

 

 

China‟s IP theft campaign constitutes a large, if not the largest, part of what appears to be 

Beijing‟s overall cyber-enabled economic warfare strategy against the U.S. and the West more 

generally. Illustrative of this intention are the words by PLA Colonels Qiao Liang and Wang 

Xiangsui in their book Unrestricted Warfare, where they describe CEEW as “a form of non-

military warfare which is just as terribly destructive as a bloody war, but in which no blood is 

actually shed.”
17

  

 

However, Washington and its allies have been slow to comprehend the threat, primarily because 

they view each attack individually as a separate incident instead of collectively as elements in an 

overall coordinated campaign. For example, in May 2014, the Department of Justice charged five 

Chinese hackers who targeted American companies in the nuclear power, metals, and solar 

industries with only computer crimes and espionage.
18

 Similarly, accusations against China for 

theft of U.S. Steel‟s proprietary information claim only that Beijing is focused on market share,
19

 

without understanding how this fits into the larger collective pattern. 
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Of late, Beijing has flexed its cyber-enabled economic powers of coercion and intimidation more 

overtly. In July 2016, loudspeakers and screens of Vietnam Airlines in that country‟s two largest 

airports were hacked, and flight and safety information was overridden by offensive messages 

about Vietnam‟s claims to the South China Sea. Although there is some debate regarding the 

ultimate culprit, the cyber attack did come on the heels of the Hague‟s Permanent Court of 

Arbitration‟s ruling against China and in favor of the Philippines in their territorial dispute. The 

Vietnam Security Information Association said that the attacks were “deliberate” and “well-

planned” and appeared to be part of an escalating pattern by China that took a more formal shape 

in the immediate aftermath of China‟s placement of an oil rig in Vietnam‟s exclusive economic 

zone.
20

 The particular attack did little damage aside from inconveniencing passengers who had to 

wait for the analog system to kick in, but if replicated and expanded, it could shake the trust in 

the airline and transportation system of that country. Already, Vietnamese companies are worried 

about the toll Chinese cyber-enabled economic warfare will take on their own businesses. A 

2014 survey found that “20 percent of respondent firms expressed concerns that the East 

Sea/South China Sea tensions could threaten their information security.”
21

 

 

South Korean firms have also begun to feel China‟s cyber-enabled economic wrath. When 

Beijing was informed that the United States was accelerating the deployment of its Terminal 

High Altitude Area Defense (THAAD) system to South Korea as a response to North Korea‟s 

latest missile tests, the PRC immediately began to bring pressure on South Korean private firms 

operating in China. Lotte, a South Korean conglomerate that sold its government a golf course to 

be used for THAAD, felt the pain almost immediately. Chinese authorities shuttered nearly two-

dozen Lotte stores on the mainland,
22

 using the flimsy excuse that the government only just 

discovered that the stores did not comply with existing fire regulations.
23

 Additionally, the 

website for the Lotte Group was brought down by a denial-of-service (DDoS) attack originating 

from Chinese internet addresses,
24

 and a number of Chinese e-commerce sites halted sales of 

Lotte goods. Estimates of lost business and damage are in the hundreds of thousands of dollars.
25

 

Although the damage is a small dollar figure compared to Lotte‟s total income from 150 

chemical plants, supermarkets, and other facilities operating in China, the move has prompted 

deep concern in Seoul. South Korea exported over $120 billion to China last year, about a 

quarter of the country‟s total exports, and is particularly vulnerable to Chinese coercion.  
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In one of his first issues taken up upon entering office, the new South Korean president, Moon 

Jae-in, sent an emissary to meet with Chinese President Xi. In the aftermath of the meeting, 

Lotte‟s website was unblocked. Days later, President Moon suspended the deployment of 

THAAD.
26

  

 

North Korea: As early as 2009, North Korea was already initiating malicious cyber attacks on its 

adversaries. That summer there was a wave of destructive denial of service attacks perpetrated 

against “websites of the Departments of Homeland Security, Treasury, Transportation, the Secret 

Service, the FTC, the New York Stock Exchange, and NASDAQ, as well as dozens of South 

Korean banks, affecting at least 60,000, and possibly as many as 160,000 computers.”
27

 

 

In March 2013, North Korean hackers attacked South Korean banks and media companies using 

malware dubbed “DarkSeoul,” destroying tens of thousands of computers, deleting data from 

hard drives and overwriting Master Book Records, and rendering many banking services 

inoperable.
28

 North Korea‟s intentions in the March 2013 attacks were not purely economic or 

commercial – that is, Pyongyang was not interested in advantaging its own media companies and 

financial institutions within the South Korean market by taking out their competitors. Rather, 

North Korea attacked South Korea‟s economic resources in order to threaten its economy and 

affect Seoul‟s national security decision-making. North Korea engaged in a systematic operation, 

which continues today, to disrupt elements of the South Korean economy in order to sap the 

strength of the country – financially and militarily. Indeed, South Korean police cyber 

investigators stated in 2016 that North Korea had operationalized a long-term plan involving the 

seeding of malicious code in more than 140,000 computers at over 160 South Korean firms and 

government agencies.
29

 The police concluded that the DPRK likely “aimed to cause confusion on 

a national scale by launching a simultaneous attack after securing many targets of cyber terror, or 

intended to continuously steal industrial and military secrets.” 

 

More recently, it was reported that North Korean hackers most likely initiated the WannaCry 

ransomware attack that spread to hundreds of thousands of computers worldwide.
30

 The 

monetary haul from the scheme was minimal, leading some analysts to question if the effort was 

a test for a larger attack. Similar assessments have been made about the 2016 cyber bank heist 
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that attempted to withdraw $1 billion from Bangladesh‟s account at the New York Federal 

Reserve. Assessments now tie this attack back to the North Korean cyber group Lazarus. While 

some in the U.S. government have remarked that, if true, it appears that the North Koreans are 

now robbing banks, it is more chilling to consider that, if true, the North Koreans are now 

targeting our banking sector.
31

 

 

With a GDP per capita of barely $1,000 and its single largest source of foreign currency coming 

from sales of coal to China, North Korea has an obvious need to rob foreign banks. But Kim 

Jong Un is not simply a Korean Willie Sutton. In a military confrontation with the U.S. and 

South Korea, Kim would look to any capability that could help even out the overwhelming 

military advantage of the allies. Attacking our economies, which he has already proven he can 

and will do, may be the quickest way to gain battlefield advantage since it could potentially 

cause panic in our markets and on our streets. 

 

Policy Recommendations: Without a concerted effort, the United States economy will become 

increasingly vulnerable to hostile adversaries seeking to undermine our military and political 

strength. The U.S. government, both the Congress and the executive branch, need to immediately 

undertake a number of actions to prevail in this new battlespace, including:  

 

 Understanding the Adversary: There should be sustained attention within the U.S. 

intelligence community to understanding the capabilities and intentions of adversarial 

leadership to engage in cyber-enabled economic warfare. This effort should focus both on 

staying one step ahead of what cyber tools the enemy is creating and fielding (by using 

U.S intelligence collection platforms to target adversarial science and technology), but 

also on mapping the command-and-control hierarchy of the enemy‟s leadership which 

directs such campaigns, recognizing any internal frictions or vulnerabilities that can be 

exploited. It is critical to know as much as possible about the man behind the man behind 

the computer – because decisions are made by decision-makers, not bots and bits. At least 

not yet. In the same vein that the U.S. intelligence community studied Soviet leadership 

through Kremlinology, so too is it time to map the organizational leadership charts for 

CEEW within the most dangerous enemy states. 

 

 International Cyber Co-op: The U.S. cannot go it alone in its endeavor to safeguard the 

networks and systems upon which our economy depends. We must take steps to 

formalize the cyber partnerships that already exist with the other free-market democracies 

that are leaders in cyber science and technology. Such a “co-op” should begin with the 

U.S., the UK, and Israel, building on the fact that the UK and Israel are world leaders in 

cyber and already have cyber attachés stationed in Washington. There is growing 

evidence that the “bad guys” (China, Russia, Iran, and North Korea) cooperate,
32

 and the 
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“good guys” must also build better cooperation not only at the declaratory level, but on 

the strategic and tactical level.  

 

 Cyber R&D: While the private sector plays a key role in the creation of new 

technologies for the ultimate securing of the systems and networks upon which our 

economic livelihood rests, government R&D is needed to supply certain types of research 

which the private sector is not likely to advance. As then-Federal Reserve Chair Ben 

Bernanke commented, the “argument [for government funding of R&D] which applies 

particularly strongly to basic or fundamental research, is that the full economic value of a 

scientific advance is unlikely to accrue to its discoverer, especially if the new knowledge 

can be replicated or disseminated at low cost. For example, James Watson and Francis 

Crick received a minute fraction of the economic benefits that have flowed from their 

discovery of the structure of DNA. If many people are able to exploit, or otherwise 

benefit from, research done by others, then the total or social return to research may be 

higher on average than the private return to those who bear the costs and risks of 

innovation. As a result, market forces will lead to underinvestment in R&D from 

society‟s perspective, providing a rationale for government intervention.”
33

 Initial 

candidates for government CEEW R&D could include everything from protections for 

legacy supervisory control and data acquisition systems (SCADA) to assessing if and 

how a new internet protocol needs to be built. Optimally, the “cyber co-op” discussed 

above could be established with its first task being to create a cyber R&D agenda, with 

partner countries leveraging their comparative advantage in certain fields while not 

duplicating the work likely to be produced in the private sector. 

 

 Understanding the Scale, Scope, and Evolution of the Threat: As we better 

understand the strategies of our adversaries and build better cooperation with our allies, 

we must also understand the evolution of the threats. An open-source database, 

searchable by tags such as targeted industry and type of attack, should be funded and 

made available to the government, researchers, and the private sector. While both the 

Cyber Threat Intelligence Integration Center, housed in the Office of Director of National 

Intelligence, and the National Cybersecurity and Communications Integration Center 

(NCCIC) of the Department of Homeland Security exist in some form or fashion to 

increase the sharing of cyber security-related information within federal and, in the case 

of NCCIC, non-federal entities, neither funds a comprehensive database of cyber attacks 

and incidents across the private sector. Consequently, most of U.S. policy and operations 

are built on anecdotal observations from single cases, which are then used to speculate 

about attack patterns and potential. We are virtually blind to the context and setting of 

cyber conflict unless we have a macro-level data source that provides this key 

information.
34

 Such a database could shed much needed light on the scale, scope, and 

evolution of the threat against our economic foundation as well as serve as a way to 

gauge whether actions taken against the adversary are succeeding in deterring malicious 

behavior.  
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 Creating a Whole of Government CEEW OODA Loop. Using the platforms above, 

the U.S. government should create a whole of government OODA (observe, orient, 

decide, and act) loop  so that it can properly assess the enemy‟s escalatory ladder and 

better recognize if our defensive and offensive actions are actually minimizing and 

deterring hostile activity. Without such an informed assessment, we run the risk of being 

too timid to use our capabilities against the enemy on the one hand or potentially 

exacerbating a fraught situation on the other. In practice, this would mean more 

coordination across the government on everything from the tasking of the collection of 

the relevant CEEW intelligence to a better understanding of how the threat is evolving to 

the sharing of hard data on what is being attacked to the analysis of theories and practice 

for deterring and responding to the enemy.  

 

While the analogies to the dawn of the nuclear age can be overdrawn when laid over the 

challenges we now face in cyber-enabled economic warfare, today‟s legislators, decisionmakers, 

and operators can learn a lot from the rigorous thought that went into assessing the types of 

intelligence collection platforms, targeting processes, and analytic methods created to deal with 

that challenge. In this new threat environment, we are akin to the late 1940s or early 1950s in 

how to organize ourselves as a government. We have much work to do. 

 

Thank you for the opportunity to testify. I look forward to your questions.  
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