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 CTIS Botnet Operations 

US-CERT CYBER THREAT INFORMATION SHARING BRANCH 
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Botnet CNE Operations targeting  

 

 Federal, State , Local, Tribal and Territories 

enclaves 

 

Commercial  enclaves 

 

ISACs 
 

 
 

CTIS Counter-Botnet Operational Umbrella   
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CTIS Receives internal request for additional threat 
information  

•  Activity Report 

•  Information Bulletin  

 

Collaboration Botnet  Operations  
• Law Enforcement  

• Commercial organizations 

 
Collaboration Products 

• Joint Activity Report 
• Joint Information Bulletin  

CTIS Botnet Operations  
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Botnets of Interest  

Brobot 
• Brobot conducts Distributed Denial of Service 

(DDoS) attacks targeting online and mobile banking 

services. 

Dridex 
• DRIDEX is an online banking malware that steals 

credential information through HTML injections. 

Leverages Microsoft Macros. Can be employed to  

       spend spam or participate in DDoS attacks 
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Brobot  
• JAR-15-20151 

• 2K+ indicators reported between CTIS US-CERT 

and Law Enforcement  

Dridex 

• 1076 victim notification distributed 

Past Botnet Collaboration Activities  
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BroBot Hosts Locations  
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 Top 10 Countries Targeted  by Dridex 
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CryptoWall v.3 Summary 

• First seen in early 2014; infecting machines by January 
2015. 

• It uses unbreakable AES 256 encryption key.  

• Targets 312 file extensions (where previous versions 
only targeted 146). 

• Propagated through phishing campaigns (67.3%) and 
exploit kits (30.7%); commonly the Angler exploit kit. 

• Version 4 now out in the wild.  
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CryptoWall 3 Snapshot 

• 49 unique campaigns in 2015.  

• Campaigns “crypt107” and “crypy13” most active.  

• 4,546 malware samples discovered. 

• 1,213 unique first-tier Command and Control (C2) 
URLs. 

• Five (5) unique second-tier C2 nodes; all located in St. 
Petersburg, Russia. 

• Nearly 406,887 attempted infections observed.  

• Accounts for $325 million in damages; victim numbers 
continue to increase. 
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US-CERT Actions 

• NCCIC worked with Law Enforcement on abuse 
notification list. 

• Provided IP addresses to foreign parties. 

• Deployed one (1) EINSTEIN 2 (E2) signature. 

• All known 1,252 infected victims were notified. 
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BACKUP 
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National Security Archive,  

Suite 701, Gelman Library, The George Washington University,  

2130 H Street, NW, Washington, D.C., 20037,  

Phone: 202/994‐7000, Fax: 202/994‐7005, nsarchiv@gwu.edu 


