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SECTION § » GENERAL

1.1 SUMM4ARY

This document orevides auidelines with which an AUTODIN
Il=gtandard Tromgmission Contrpl Program (TCP) can be implee
mented, Inmeclyded in this epecification aret

TCP Network Protoce! (TCPeTCP)
TCP=THP gnd TCPeSIP Intersctions

TC? Flow Control Mechanigm .
7C? Connection Ppocessina Mechanfsmg

There are gertain concepts which gre fundamental to the
understanding of this soecif{cationt (1) AUTOOIN I, (2)
TCP’s role {m AUTOODIN II, enrd, to a lesser extent, (3) THP’g
role {inm AUTOOIN I], AUTODIN II provices a means by whieh
diverse ang Geocaraohically secarate hosts (comouters) and
terminals may commymicate, Users (hosts and terminals) nmeed
have no knawledge of physica! charscteristics (word size,
1ine ©soeed, |imk protocol, etc,) or Vimitations of enother
user to commynicate with the other yser) network componrents
compensate for these differences, These ‘JUTODIN II eompoe
nents fall into ore of three Qeners! categories!

1. beckbone components © Switeh Control Module (8CM)y
Supepvigory SCM (SSCM)) Standby Processor (38)

2, eccess components « Channe! C(Contro) Unit (CCUYy
Terming) Access Controller (TAC)) (mote that ysing
this and related specifications a yser mey develep
his own sccess component)

3., Network Contrel Cenmtepr (NCC)

The CCU and TAC are the componments which orevide geners!
ysers access to AUTODIN II, User previded components, also
in the access ecompenent cateqory, coyuld be 8 subscriber host
or host fponteend which spuppoorts the AUTOODIN Il (mterfece
protocola, The AUTODIN Il intertface protocols arel

o 31° (Segment Interface Ppotoco!)
] TC? (Tranemigsion Contro! Peogram)
] Th® (TermimagletoeMost Protocol)

$1P (s roauired by al! users in order to access the Packet
Switer (3C“), Users may omploy o S1P to eccess the SCM anmg
then develap any other levels of protoco! (TCP and/or THP or
equivelent op user defimed protocols) te commynicate vio
AUTODIN II within their own commoneprotoco! uvser ecommunity,
However, to eommunicete with ueseres econnected to AUTODIN I
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Genera!

via & TAC or CCU, other users must gupport SIP, TCP, and TWP
protocols that are fully compatible with those of AUTODIN
11,

THR’s role fn AUTODIN Il is to provide part af the compensee
tory service to users, _THP, ana_ other useregpecific
processes, such ss MHost Specific Interface (HSI) im a8 CCU or
Terminal HMandler (TH) {m o TAC, kmow the snecific charace
teriatics af each user to be sucocerted, THP, TH, and WS
use thig knowledge to process data coming from and going to
the user, The conmecept 0f NVT defimeg an AUTODIN Ilenetwork
intepnal standard bidirectiongl, charactereoriented device,
THP is resconsible for converting from user’s to NVT formet
dates g@oing from his user to the metwork, and for converting
from NVT te user’s format deta coming from the network to
his user, (3¢e Reference 9),

TCP pravides the mechanism by whiech » process, such as THP,
ean {nterface with the network (via SIP) and, subseauently,
other CCU/TAC TCPs and THPg, Essent{ally, TCP performs the
mechanics of oestadlighina, maintaining, and terminating an
AUTODIN II "virtual) connection,” It fs TCP’s resoons(biticy
to eontrol the flow of data 80 that the ysers on efther end
of the virtual connection appesr to be commuynicating vie o
dedicated eireuit,

The reader should be fam{liar with these comcepts, More
backgroynd {(nfoprmetion (g avellable in the referenced docue
ments (see Paraareoh 1,2),

It should be mroted that this document contains many exaroles
which emphasize the MCCU design/enmvironment, These are
merely exa"ples of one implementatiom of the TCP protocol,
It (s sssumred that the resader s aware that meny design dee
cisions were hased On the specific reauirements for a CCU or
TAC, and tnat the aiscussion 0f the TCP protoco) (tself cone
sists 0f those portionsg of this doecument wnich relate to
TCPeeaesTCP commynication, The THPaTCP gnd TCP=SIP {ntere
faces showmn Nere are spec{fic to the CCU/TAC TCP (mplementaes
tion,
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ieetion 1, Genmera) e Roferences )

' - 1.2 REFEQEVCES

The follewing documents brovide additionsl information and
detai) on AUTODIN !I, {t%s components and predecessors,

1. TELNEY Protoco) Scecification, Netwerk Information
Center (NIC) 18639, latesst d(ssue (included {n
number 2, below)

2. ARPAMEY Protoco!l Handbook, NIC 7184, Tatest f(ssue

3. Stanford Reseprch Institute (SRI) TerminaletoeHost
Protocol Specitication, 1S July 1976

4, S3! Trensmission Control Protoce! Scecification, 1S ;
July 1976 ,

S. Defenge Communmications Aacemcy System Performance
Scecitication (Tvpe A) for AUTODIN 1II Phese I,
latege issue

6., Wwesterm Unifonm (WuU) Propose! WUe3disl AUTODIN I
Phgse I, April 1976, latest issue

7. WU AUTODIN Il Design Plam, latest {ssue

8. AUTODIN I1 Desi@n Plan Executive BSummary, latest’
tosve

9, AUTADIN I! TWP Trgmsoortable Specification, latest
{ssve

12, AUTODIN I SIP Trensoortable Specitication, latest
{ssve
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Connection Processing = Environment

SECTION 2 » CONNECTION PROCESSING

2.1 ENVIRONMENTY

For the CCU/TAC, THP {8 resconsible for oroviding certain
services to the user (human or process), These services {ne
clude NVT conversion as discussed brietly {n Paragraoh 1,1
(see Reference 9)., However, the mechanics of establisghing,
maintaining, ond termimating & virtys! connmnectiom oare the
resoonsibility of TCP, THP sequests TCP’s services on bee
halt of the user., TGP yses the services of SIP to send deta
to the SCY and, ultimately, to the TCP at the remote end of
the virtual connection, TCP does all demultiplexing of the
deta strear cComing from the SCM, That is, TCP determines to
whieh connection the {nout seament {3 destined,

The subseauent parsaraphs wil) describe TCP’s environment {n
the MCCU, epecifically, as well as n the AUTODIN Il nete
work, {r aeneral, These paragraphs are {mportant for the
understendingd of the remainder of the document and the TCP
protocol, In gddition, Appendix E defines the besic wunits
of trengmigsion for AUTADIN II, The terminelogy defined {n
Apoendix £ {8 also (mportant for the understending of the
remainder of this document,

2.4t Dete Structures

Althouah date structures could be considered to be {mplemena
tetion decendent, the major TCP data structure g digeussea
here to poinmt aut the basie (nformation about each connmece
tion reayires to oerform TCP processing, There in onmly one
major dats structure which §g ysed bv TCP {n the MCCU1 the
Trensmissian Control Block (TCB), There is ome TCB per cone
nection eng ft containg Most of the (nformation reauired to
perform conmnection processing, The TCH (3 ecreated when o
velid open/ligten request is received from THP (see Parae
areph 2.2.1) aend (s deleted when close processing ts ecome
oleted (see Paraaraoh 2,4), There are _other data structures
used by CCU/TAC TCPs, which may be referenced (n thig docye
ment, These, however, are more iImplementationmeoriented and
are, theretore, nmot discussed in detal)l, The MCCU TC8 (s
shown {n (ts entirety in Accengix R, The SCCU and TAC TCBe
are not shown, but are loegicelly similar to that for the
MCCU, Thot fa, similar Information fs meintained ftor the
eonnection, althouah the stryctures may diffeer,

ARERARAEANANNY
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etction 2, Connectiom Pprocessing » Environment

2,142 TCP Processing

TCP (s driven by the occurrence of gignificent events, such
a8, GCata coming tnm from the Retwork, recuests coming trom
THP, remote elgsing of the connection, and se forth, These
signiticant sjtustions are conveved to TCP by either THP or
S$IP via {nter/intraeprocess communications kmown as "events”
1n the CCUs ond TACs, Events are oprocessed {n tusn
($iratein, _firsteout, by precedence) and carry enough infore
mation to complete the task reauired for the sion{ficant sie
tuation, For exgemple, the situetion of data arriving ¢rom
the network s conveved in the MCCU by & 8IPetoeTCP Recetve
Deta event, TCP events defined for the MCCU are describDed
in Apcemdix C, These are conceptually similer to those yseod
By the SCCU and TAC {molementations, althouoh the event fore
mat and the mechanics O0f {nter/intra=process commynication
may differ., Amy reference to an event {(n ¢this doecument
refers to am wCCU event,

In additien to the event mechanigm, TCP {a driven By the {ae
formation {n the Tegegment header received frpom the remote
TCP (see Ascendix A), Thig infopmation may be en acknowle
edqgment for dats gert, notice of a remote closing, or other
TCPeTCP control information (see Paraarachs 2.1.6, 2.1,6
and 2, 3 4),

2.1.3 TCO States

Based on TCPeTCP control (mformation or events from TWHP and
SIP, TCP cramaes the state of the virtual eonnoetion. Thisg
is reflected in the TCR for each cenmection, TCP» "states”
are definea here Dbesed on the MCCU 1moIQMQntation. Ie s
conceivable that other implementations of TCP may mot rpew
auire as many, or may reauire more states, These states are
ysed to keeo treck of one end of cthe yirtus! eomnection,
{o@ss thev reflect the state of the local TCB, More extene
sive infopmation as to the relationghip betweem each state
and the varieus oons1bto stimyuld (loce! close reauest, reoe
mote close recuest, deata from the metwork, etc,) is given (n
Appendix D,

1« o0cen o THP hes {ssued & fully scecif{ed Ocen event,
but the threeeway hgndghake has mnot begun

2. listen o THP has issued a partially specifiea Open
event (security, orgcedence, TCC, or destimation
address were not gpecified)

3. SYN gent = 8 8YN segment (reauest to symehronize
eond seavence numbers) hes been gent, beginming the

(AR XTI YT
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sction 2,

Connection Procenting = Environment

thpeeeway handshake

4, SYN gent/received o TCP has gent and seceived a SYN
segrent, but the ecknowledoment has nOot been ree
ceived for the SYN geament that wes aent

Se esteblighed » the threesway handgshake (8 completes
TCP _has sent and received & SYN seqrent, and hes
received an ackmowledament for the SYN gegrent that
was sent

6., loco! close received « TCP has recoived o Close
event from the loca! THP, reauesting & deferred
(aracetul) close of the econmection, but has not
sent the P“FIN" gegment) network dats will not be
delfvered to the local! THP (Receive events) for
this connection once this state has been entered

7. remote elose received o TCP has received a "status”
cantral geament fpom the remote TCP, {(ndfcoating
that the remote TCP hes Degum close processing for
the econnectiont 7CP will continue to acceot nete
work date and pass (t to THP (Receive svents), byt
will accept no more THP letters destinmed for the

network (Send events)

8, FIN geny o TCP has sent o FIN segment, beqinnming
conneetion closures no  further data will be ace
copted from (Send events) or afver to (Receive
events) the 10ce! THP on thip connection

9. FIN received » TCP has received FIN gegment but (s
ureble to send a FIN gegment because al! ecters
sent have not been sccounted for as vyet

19, FIN gent/received = TCP has sent end received o FIN
segment, DUt has mot received an acknow!leadgment foe
the FIN segment that wes sent

11, closed = TCP has sent gnd received 8 FIN gogment
and hap received an sckmowledgment for the FIN geqe
ment that wes sent, byt TCP {s wafting for all f{ts
auveues to clear before deleting the T(CB,

]
2,14 T1CP Seauence Nymbers

The use of seauence Numbess (s an {ntears! part of TCPeTCP
orotecol) one {s carried {n gvery segment gent batween
TCPe, Egeh ascecoyntable octee (8 bits of user text or TCP
contrel (nformation) s dasianred a seauence number, The see

(2322222 X X12] )
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Jection 2, Conmrectian Processing © Enviponment

ayenece Number {n the send secuence number field of the
Tegegrent header (8 that of the fipgt octot in the segment,
In segrents containing detas end sccountable TCP control inme
formation the _TCP control is recresented by the f{rst see
auence Aumber of that segment, Seauence Nuymbers ere ase
sioned Dby the gending TCP and ysed by the receiving TCP for
the fo)llowing ourpesess

1, relighiliey e With the gseament seauence mumber ond
other Tegeament header (nformation, TCP can ensure
that the searent received (p o valid one for the
tnofcoted virtus! connection, This (s always (me
portant for deta intearitv ard especially {(mportant
fn peqard to error messgges (see Paragranh 2,1,5)
and other cOnnection termination segments (FIN seQe
mants),

€. sccountability = TCP aeknowledaes (to the sending
TCP) for most seqments received, The means by
which this 1s eaccompligheg (s the gseauence nymber
of the gegment, commyniceting the Aumber of acke
nowledged cetets,

3, order = Jeauence numbers gre ueed to order data
being accumyleted ‘op transmission to the destine-
tion user, Each seament gent betweer source ond
destinetion TCPs may take p different path through
the negtwork, possibly arrfving at the destination
TCP before o seqment which ghould logically precede
{t, 7TCP uses the sequence mumber 0f eech jsearent
(1) to order the dats before it {8 sent to THP, or
(2) to oerform & reaquested function (e,q,s flush)
{n the osare relative order to the dats es upon
entry Dv the source user,

4, dupol{cate detection o TCP (g sble to detect eond
gdiscard retransmitted segments basedo on the segrent
seauence mnumber and the gseaquence Pumbers of previe
ously peceived/asckmow!edged segrents,

The send seauence number {8 o Jlebit valye whien fs infti{ale
{zed for efther sifce of the conmection (each TCP’s seng
s{ge) during the threesway hgndshake of open processing (see
Parscraoh 2,2,2), _CCU/TAC TCPs use the current value of the
clock for the initial seauence numbse, This velue reoree
sents the number of 10the of o mi)1{gecand aince the pysten
(CCU/TAC) was inftiolized, The {mitis! value (s, theretore,
8 unfaue 3Jledit velue for each conneetior within the
CCU/TAC,

- rexIr

The seauenree numgcé is incremented based on the oemoumt of
dates (number of cctets) or sccountable contrel (nformation
sent on 8 cornection, There are certain TCPeTCP contro!l
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Section 2,

Connection Processing o Environment

segrents whigh, whon sent, will not cause the "next send see
quence number® valye to be incrementeat ACK gsegments neot
carrying user text, WACK pegments (ecknowledoment for window
open segments), ostatus segments (see Peragreaph 2:4),
outeofebang i(nterrypt segrents (see Paragraph 2,3,3), ana
error Mossage gseaments (see Pacagraph 2,1,5), These ere not
subject to accounrtability,

A1l other seament tvypes have unifaue Seauence Ruymberst
segments carrying user text,; SYN segmente, FIN seaments,
flush reauest segments, and wOPEN (windew open) segments,
When a seaquence number s asaigned to one of these segmenty,
the "next gend seauence hymber” value (s (ncremented by the
number ©f octets being sent (for dates seaments), (nalydimg
one for the gontrol, or by one (for controleonly segments),

Seauence nymber values for a virtus! connection wi(ll wrap
sround eventually, That {8, at some point (n time when the
next send seguence nyumber {s incremented, the velue will geo
from . very lerge number (2,147,483,647) teo zero,
Therefore, although most of the time ®lower" seguence
numbers will be trangmitted fi{pat and delivered first to the
degtinastion useery the possibility of wrepesround (s there,
TCP will cake this possibility into account at all times
when assigning, valideting, and ordering seauence nymbers,
Neither the possibility, mor the contingency procedure, will
be mentioned further (m thig document, Any discussion of
seauence numbers and their relative position to one smrother
{lower ©r Nigher) should be read asauning that wrapeeprOund
{s being considered,

241,59 TCPaTCP Error Messeges

There are five TCP error messages that may De sent/recelved
whieh couse the receiving TCP to {(mmed{ately congider the
eonnection to be ter=ingted, The moemal connection terminge
tion procedures (see Paragreph 2,8) will not take plecey in
this case, There will be no acknowledgment gsent to the TCP
generating these messeges, There will, however, be & valie
detion 0f the receive seOment seauence Number to ensure that
the errop notice (g legitimate, 1¢ the gegment (s velid,
the conneceion will be closed and the lacal THP necified,
The error megsages orel

1, connection does not exist o This message (s sent (¢
there s mnOo ossociated connettion for o recolved
segnent, ae detepmined during demyltiplexing of the
network data streem (see Persgraoh 2,3,4),

2e Security violation o Thip messege s sent (¢ the
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security level of oeny (ncoming segment {s detere H
nined to be {napsrooriate for the connestion, ' :
There oare threeo circumptoncen when this eoplifest !
(1) connegtion gstate (¢ l{aten, the loce! yser dig !
net soeci{fy the segyrity Tovel (n hia Yigten ree }
auest, end the gsecyrity level of the {ngoming sege

ment (s higher thon that authprized for use Dy the

Tocal ysery (2) conmection state (s opden, \igten,

or SYN gent, the Yoce) user did specify the securie

ty Yovel In his open/itaten reauest, and the eecu»

rity leve! of the ingoning segvent does not maten

the soecified securitvy or (3) connection grote (s

estadlished ond the aecurity lovel of tne (ngoming

segment does MOt mateh the conmection pseCurity

leve!, The TCP genereting the error mesgeage will

remain (n coen, 1{gten, YN sent, or estadlishea

state, &% sodroprfate,

3¢ TYCC violation o This wessade 1o sent (1) ¢ ehe TCC
6t am incoming SYN gegrent doss not mateh the TCC
specified Dy & user in hig open/listen reauest, or, i
(2) (¢ the loce! user did not soecify o TCC n nig
Tisten reauest and the TCC of en {necoming SYN gegQe
nent (o nat sutharigzed for use by the l10eca) user,
The TCP Cenerating the error message vwill pemein (n :
oF return te the aoen/listen state, !

4, conngetion pregmpted = Thig mnegsage s sent (¢ the
ostad)iphed connection (s Deing oreeroted (see Pore
egreoh 2,4,3), The TCP genereting the error “ese
1 Y11 wit) eantinue eclose Dorocedyres for the
preenoted conngetion and, sudseauentlyv, eetedlien
the mnow connection (with gnother destination),

S. unecceotable SYN o Thig messege (s sent (¢ o SYVN
segrent {8 received (frov same source as iInitie!
SYN) that {s mot & retrgnani{saion of the (n{ti{e!
SYN ge@ment when the state s SYN gent/received or
estantished, The TCP generating the error mnessede
will olgc close the connection, motifying the loce!
THP (via Close Retyrn gvent {a nECU),

A TCP receiving an error messege wi!l engure that the error
e "pDelievable” Dbefore terminating the connection, 1If the
seauence number beligvedility gnreck falle, TCP wi(l)l discera
the error megsdde segnent, The valfdetion conaifsts 0f the
followings

fo 1% the notification {g "connection sreempted,” the
seauenee Number gontained (n the scknowledgrent
fiela of the error mecRa@e segrent aust be the
oreempting TCP’s next soend seauence mumber, The
value, then, myst pe within the gurrent roceive
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sction 2, Connmection Procensing o Environment

window for the TCP receivimg the error message seqe
ment,

I1f anv other error motification (8 received, the
sequence Number of the errored seament (0,0,, the
SYN gsegment) myst be {mn the ackmowledorent fielce of
the eorror messace peament, That velue myst, of
¢course, be 8 seauence number fop 8 segment pent by
the TCP peceivimg the error message segment,

TCPeTCP Contro! Segrents

TCP contre! seaments are exchanged {m sucport of the TCPeT(P
orotocal, Thege are defined below, as well as discussed in

t,

2,

28eFERe 79

subsecuent paraaraohs and (n Appendix D, TCP State Tables,
It shoulo be roted that those conterol segrents which pequire
acunowledagrents alwavs cOnsume seauence number gsoace (see
Parsqrach 2,1,4).

SYN geament o Thig eontrol (8 used during oper pros
cessina, soecifically the threeeway hondshake (see
Paraarach 2,2.2)y to inftislize the semd seauence
nuymber for eacth TCB, The 8YN gsegment myst be
stknow)edaed and may motr carrv user text, The SYN
segment carries {information (inm the conmtrol dats
extonsion field) sbout the source user which fs re=
avired to calculate the destination TCP’s recefve
window oend THPeTCP send wimdow (see Parsgraph
2.243). The eporoximate letter size, host=CCU or
ternimaleTAC lime soeed, anmd CCUe or TACesSCM Yine
soeed are fincluded {n the SYN gegment, 1f a
naneCCU/TAC TCP does mot use this procedure, I,e,,
dees not {melude the user information {n the cone
tro! data extension fiald, default velues (zero)
for the letter size amd Yine speed codes will be
used in the window caleylations,

FIN seament o Thig control (s used during connege
tion termimation (see Paragreoh 2,4) %20 enmgure an
orderly close of the connmection, Final seauence
Aumber acknowlaedgment takes slace ot that time,
The FIN secment must be scknow!ledoed and represents
the acknowledgment for al) octets whieh have been
eccounted for by the destinmation TCP (sender of the
ackmow!l edarent), Althouah the TCP protoco) allows
data to be sent imn o FIN geament, CCU/TAC TCPs wil!
never gend vser text {n this segment, but will ace
coot text sent {n o FIN gegment by o noneCCU/TAC
TCP. The FIN oxchanrqe (s mnot alwavse used to cloge
the connecticn, as (n the cace of some TCP orpors

T
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or oreermption, Error conditions, sucnhn as those res= {
cortes in Seno Dats Return events or encountered {n I
time oyt situations (see Acoencoix D), cause the i
connection to be closed ysinrg the FIN exchange, '
Othar errors, such as security violation or preempe

tion (see Apoendix D), cause the error message to

pe sgent and tnhne connection to be closed without

forna! TCPeT(CP protocol, Im these cases, tnrne TCP

error messaqge (s sent (see Paragraoh 2,1,5),

$§y ALk gegment = Thig contro! (s useg to acknowledaqe
all accountable seqments, inclyaing data seqments
ard any control segment requiring accountapility,
- The acknowleagmemt sequence Rumper {8 contained {n
‘ the segment 3ndg imoicates the sequence nymper of
tne nert oOcCctet expected Om the conmmection, Tnig
{eolies thet all octets with lower seguence mu™bers
than the seaguence nymper §n the acknowledgment
fielg have been accounted for by the TCP gsenoing
trne ACK segrent, A TCP receiving the ACK seament
will smgyre that the acknowledqrent sequence numper
is ingeed for octety gent, The valye myust be withe
in a4 ronge from, and inclyding, the "oldest® umnacke
noslegged octet to, and exclysing, the mext gen: ;
seayence numper, The ALK segrent f{tself {8 not

acknow)edaed, However, {t it carries cata, which
is ner~itted, the cats is sutject to accountabilie
Ly,

4, WRPEY seqment = Thig control s useg to notify
scurce TCP tnat agestination TCP’s (sencer of ~0PEw
seqnent) creviously 2ero receive window {8 nOw nOoAe
2erg, Tre segment myst De semt to open the recefve
window, §if the window {3 ever Oecreasea to zero,
amrd {t may ne gent into a 2ero window, That s,
tne TCP receiving a ~0PEN will slwavys orocess {t,
A ~JPEN geament myust be acknowledqgeo by 8 nACK sege
rent and may never carry dats, In aaggfceion, (¢
smoylo bDe noted that, omce the wOPEN is recei{ved
ang a ~ACK {3 sent to acknowledge it, ocata and/or
other control seqments may De sent OR the cORNnecCs
tion, Tne cestination TCP will be resoy to acceot
seanents once it nas sent the «JPEN, The acknow!le
ecqrent of the »O0PEN fs expectea ang the wOPEN wil)
be retransvitted, as explaimed (n Parageraoh 2,3,2%
hawever, this meeq not have taken place f{(n oprder
fer the destimation TCP to constder its recef{ve
window tOo be open,

Se “AC< seqrent = Thig contro! is used ta acknowleage
4 0PEN control amg may not carry cata, The wACK
ftself is mot subject to accountadbility,

Revision 2, Auqust 3, 1979
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&, Status segment o Thnig control (s used to inform tha
remote TCP that o local close (s in process and to
provide accountability for date recerived thnat Cane
not be daelivered to THP gue to the previous close
reauest, The gseqment s gent to remote TCP after a
tecal close reauest has been recefved, but before
fet g time to send a4 FIN segment (see Paragraoh
2.4), The status segment i3 NOt acknmowledged and
may not carry gata, The gegment seayence nymder
fielog will comntain the seguence numoer olus one of
the last octet successfully celiverea to TmP, The
segment acknowleagment fielg will contain the see
qQuence nymber of the mext octet expected,

7, Etrror Message gegments = The error message seoment,
as difscussed {n Psragrapn 2,1,5, (s uses to notify
tre rerote TCP that anm error was detected in a geqe
ment recefved or that conrnection oreemption hag
taken place, The seqment {s not acknowledgeo ana
may mot carry Oata, The TCP receiving such a sege
ment will, under most cipcurstances, close the cone
mactiomn (see Appennix D),

8, Flush segment = Th{s control requests that the re=
mate TCP perform & flush functiom for the viretual
connection (see Paragraoh 2,3.,3), The ¢lusn segQ~
meng never carries data, but s sublect to
sccountability,

9, OuteofeBana Interrupt seament = This control ree

. quests that the remote TCP perform tne outeofetana
{nterrupt functiorn (see Paragreoh 2,3,3), The
outeofeband interrupt seqment may not Carry data
and (s MmOt subject to accounmtability,

2.1,7 Vietual Connection Protoco! Acdressing

Virtual conmnection addressirg (s accomiishen by TCP through
o scheme Dbpagec on "gockets," In qereral, 8 socket s the
comcatanation of an {nternetwork {dgentifier, 8 TCP (dentifte
{ery and a port {centifier, Thig gsocket cefines Onrne eno of
e TCP virtya! connmection, A pair of sockets, one Cescribing
the gource and one degcrining the cestination, fully specie
t{es a TCP virtual connection,

whepn a3 host orocess or terminal user makes a request to ooen
s connection, all information reguirea to fully speci{fy tne
destination (foreign) and source (l1ocal) sockets myst Obe
given, ®»hen g destination TCP receives a request for & CONe

nWevision 2, Auycust §,
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mection, the recelvea Tegegment heager will contain two
fully specifiea socket acdaresses, For a conmection to De
establigheg, a cgestirmation socket mygt exactly matech one
waitimng for 8 conmection (via a previously fssyed Jigten or
open reayest st the destination), Nnce the coanection (s
estanligheg, the two sOcCxet addresses, source and destinae
tion, will yntauely (ocentify o TCP virtus!l connection,

Paraaraph 2,2 aiscusses, in more detasil, the procecures ree-
quired for establishing a connection, Paragraph 2,3,4 dess=
crices, in catall, the gemyltiplexing of the network dats
stream, {(n nich TCP yses the gocket adaoresses to determine
thra approcriate connection, This paragraonr is megnt to dee
tine the concept of socket and the twd categories of gube
scriber saggressi{ngt CCU adaressing and TaC addressing,

CLL Acdresaing

L 2 XY X X X X I X X 3y X ¥}

Simece the CCJ is {gentifiea by one netwark sybscriber age
oress, the opacket gswitech can route cata to only the CCU,
The CCU must cetermime tO which host user (hosteCCU channel)
the conmgetion refers, ahen § host yser enters the
open/listen request, he ryst include the complete local yser
{dentificagion, This imclydes poth the local subscriber ade
oress and the Yocal port ]D, The subscriber acgress s the
sare fop all users of any one CCus thre port IC is cesigned
to igentifv a specific yser, The port 1D entered bty the
user oOecores associated with the particular nost=lCL chan=
nel, Thig is tnhe concern of THP (Reference 9), It sroula
pe noted that every Chamnel betweern a host anmd CCU can De
associated with the game oort ID, (¢ {t {s desireaq, The
uriaue adaress recuires to associate a cannection to a spece
ttic user (channmnel) (s provigeas ny the fully specifiea socke
et, gescrined scove, when THP gubmits an open or l{sten rew
ouest to TCP, a local connection mname (LCwv) §is assigned to
the connection, Thnis is a shorthanmd notation foer the fylly
specified secket pair and provides a reans for THP ang T(CP
to prefer to the comnmection internally, To summarizetl TCP
receives a seament which containg both the source and destie
nation wuser Joentitication (the fully specifiea socket
pair), TCO asscci{ates the seament with 8 particular connec=
tion using this socket pair, TCP relays the information
(gats or centrol) to TH? ysimng the LCN to describe whieh
connectian (g concerned, TP correlates the LCN ana the
specific hocst=CClL Channel,

The port I is actually broken dowma {nte three opartsty (1)
function gsuftix, (2) user ID, armg (3) sctati{c/dynamic port
{fogentifier, To the CCU (TNP or TCP) tne various portions of
the port 1IN are recognized for only one ourposel TCP ex=
tracts the user IC to perform a security/orececence/TCC vale
icatien cneck to emnsyre trat the particular yser ID (3 aye
thorizea to use those valyes for security, oprecedence, ana
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TCC that were scecified in his coen/listen request, Undger
al)l ethep circumstances the cort 1D (s not (mportant as an
entity, Of course, it {s oart of tne unfque fully specifies
socket pair, The port D is used, rather, by the host to
agetermine to which process the conrnection refers,

TAC Adaressing

[ T A T X 2 X X 7T X Xy X ¥y ]

Each terminal sttached to a TAC (s represented By a unfaue
subgcridber adoress to the packet s<ftch, The fylly specie
fied socket for each user will consist of only the unigue
subscriber aocdress; no adaoitiomal information (port ID) s
reauired, TCP must still aemyltiplex tnhne netword data
stream, determining the acoropriate connection nNDased on the
socket pair {m the received segment,
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2.2 ESTAALISHING A CONNECTION

There are severa! steops In eatablighing a virtua! conmection
betweer two CCU/TAC ysers (host brocess or terminal yser),
The stepos, summarized here and detelled {m sybseauent parge
orsohs, are those teken by an MCCU THP/TCP, however, they
are l10Qicollv simitar to those taken {n an SCCU or TAC,

TCP becomes {nvolved in Open processima uoon receipt of an
Open event from THP, Thig event may have been Qenergted es
o result of 8 user reauest (THP open or Yisten command) or
an sutoeopen/gutomlisten function (see Reference 9), In ony
case, TCP must validete the oDer reauest and notify THP (me
mediately of <the results (Open Return event), The connmece
tion will not be estadlished, however, unti) the TCPeTCP
three=way handghake has taken place, At that time TCP wil!
notify THP vias the Open Complete evenmt, and THP will nmotify
the user, as recufred,

Parsgraphs 2.2.,1 end 2,2.,2 will describe these two procee
dures, opon request processing and the threewway handshake,
concentrating on what {8 reauired to successfully establisgh
e virtual connmection, as well as the varfous conditiong thet
cen moake an ocen attempt umsuccessful, Parasqraph 2,2,3 desge
cribes the caleylation of the THPeTCP gend window end
TCP«TCP recelve window, Paeregreohr 2,2.4 provides a comolete
scenario for ooening @& connection, Appendix D, TCP State
Tables, wil) gid im understending and expand uponrn this dige
cussion,

2.,2,1 Coen Reayest Ppoeilsina

(I R X2 P YT X L 0 0 0 0 120 12 X7}]

The Ooer event from THP to TCP defi{mes the Darameters ree
auired to egtablish anrd maintain a virtual commection,
These pera~eters aret

1. orecedence A value from gero to fifteen reore=
senting the cateqorv and tvpe of data to be sent by
the loce! usepr On the new connection, There are
four categoriest I, II, III, and IV, with | being
high (most expeditiously mhaendlea), For each catee
Qoev there are four subclasses, The relationshio 4
between Open event parsmeter values, category, and g
suhtlass, as well gas ¢ brief description of the '
tvoe of detp, (s shown (n Table §, The terminology
vsed {n thias table fg the game as that ysed in the
AJTODIN I1 Svetem Performgnee Soecification (Type
A), Reterence S,

testenetentane
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TASLE §, AUTODIN J1 TRAFFIC CATEGORY mMATRIX

value catecory criticalitvs gubclass traffic tyoe

19ex b You,l i AUTCOIN 11 control messages
1dns 1 Yea,l 2 suoscrioing metwork contro)
ressaqes

13 1 Yovel s Critic/ECP messages

12 1 Yo*al 4 subclasses A, 83, C1, anag C2
11 11 0 s {nteractive traftic

14 11 o] -] auery/responge traffic

9 11 0 Ci narrative aata

8 Il 0 ce bulk data

? 11t P A interactive traftfic

& 11t e 8 auery/resoonse teraffic

S 111 P (o) narrative cata °

U] 11} e c2 pulk data

3 Iv R A interactive traffic

2 Iv Q B auery/response traffic

1 Iv e c1 narrative dats

A 1v R c2 bulc oata

A L X A L 4L A X XYY Frr I Y rr R L X A XX Pl Y i r Y Yy Tl R 12Xl X XY T PR XYY v I rrY Yyl
vcri{ticalityl VY,n o flash overridae
flaan
immeaiate
priortty
routine

L VO NS

necateqory I, values 14 ang 15, are
for metwork uyse only anrdg, 8s sucn,
are Mot availaple to the suhscriber

Heyision 2, August 3, 1979
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(%

s 2. securi{ty = A valye from zere to 1S representing the
socuricy Yeve! for all date to be sent by the loca!
UBePr On the new eonnogt(on. Security levels reDree
sented sret unclassi{fiea, EFTD, restricted, confle
dent{al, secret, too secret, and MMMM (O to &) rese
pvectively)y ana PROG (15 e not avallable for use by
sudbscr{bers), Sever through 1d sre not assigned,

3, tronsmission contro) code (TCC) o A value defining
v the commynity of {nterest to which both the source
] and deetinmetion subscriders belong, There are 8§12
TCC codes for AUTODIN II, Jsers should centect DCA
Code S3A ¢or assignment,

4, destimgtion subseriber gddress « A velue defining
the network address 0f the destination sybscrider
with wnich the connection (s to be estadlighed,
The value hae 8 range from zero to 6553S, -

S, destimgtion port ID o A yalye reoresenting sddie
tioma! aeddressing {nformation for the dest{nation
subscriber, The value {8 zZero {f the destingtioh
subscriber (8 o terning! conmected to o TAL, andg
{9, therefore, asonlicedle only to CCU subseribors,
The oort ID defimes the hostellJ channg! for THR’g
use, and alao containg user (orocess) (dentiticae

! tion for yuse in the host,

This 16Dt value {8 sctuslly divided {(nto three
fieldsy bpit @ (Vegpt significont Dit) (s the state
fe/dyngmic nort {ndicatory Dbfits lel] reoresent the
veer 10y and bits 1215 represent the funthon
suffin, (See Paragraon 2,1,7),

6, Source port ID e A velue resresenting asgditional
sddressing (nformetion for the local! uyser, The
velue s zero §f the local user (s & termingl conre
negcted to o TAC, and (s, therefore, espolicadle only
to CC'Y subscribers, The oOurpose aend ‘formet are
{dertical to the destinatiom port 1D, .

7. oreemptedility e A valye (2ero or one) indiceting
whether the new connection mey be Dreemoted (one)
or mot (zero), 1If thi{s value (8 gero, TCP will not
congsider the conmnection to be o cend{dete for cone
nection preemption, Wwsoyrce oreemntion (see Poree
greoh 2,Ue3) {s not effected by this Indicetor,
however,

To TCP the ODen event mev reoresent on Oben oOFr ligten ree
avest, I¢ 'l the above Darareters are specified (n the
Open event, TCP comsi{ders (¢t te BDe & reauest for an oODON
. connection, and olaces the conngction {n the ooen stete, It

2
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any parameters are unscecified {(a the Npen event, TCP cone
siders ft to De a listen request, amno places the connectian
3 in the ligten state, The only aiftference is that for 8 lise

tening conmection TCF will Dlock any atterpt oy THP te send
cata (Seno events) on the connection (see Paracraph 2,2,3),
It should ze note that 1f a user were to enter a THP ligtan
cormand with all parameters specified, the Opemn event would
te fyully specified and TCP would consider the conmection
"ooen," T492, however, consfcers the connection to be "l{gm
terinq™ a=g would MmOt senc data to the netwOrx (see Refere
ence 9),

TCP will ensuyre that the security, prececence, anc TCC, (¢
specified, are within the noumas autnrorizeo for tnis user,
} TCP has mo way, however, to valicate the gestination gsybe
scriber adaress or cestination port ID values, TCP also ene
sures that regources (byffer space) permits the establisne
ment of amother connection, 1¥ vresources are criticesl,
fe®,, space for cata structures arq cata buffers does not
exist, 7T(2 =»ay oeny the ocpemn request or may preempt lower
precegence cornectiong to acaufire space for the mew Cpen ree
quest, &n Inen Returm event will be sent to THP indicating
acceptance or rejection of the open/listen reaquest, If the
request was validg, TCP will set the connection state to ree
flect the apen or listen state, as acorogriate,

2ece TCP«TCP Tnree=way kandshake

TCP*?s "threee.ay handshake" s the mechanism ysed to estabe
1igh the mnetwork virtual connectiom, The threesway hande
shake; fror the viewpoint of each TCP, consists of sending a
request for svnchronization of the sens sequence nymbters,
recetving tne sirilar reauest from the remote TCP, sencing
an acknowledjrent for the regyest that was peceived, ano res
ceiving an acumowleagrent for the request that was sent,
The request for synchronization is calleqd a "SYN" geqment,

The above onering procecures (Paragqraph 2,2,1) are prelimie
mary steps J«hickh leave the gsuoscriber im a TCP state (ocen
or lister) rmadv ter a virtyal conmnection, The three=way
namdshake will pegin whemn the “"ooening" usepr enters data
cestinea tor the "ligtening™ yser, 1t (s assyrmed for the
purpose of this aiscussion that ome user will enter a3 THWP
ocen commard, saysing & fylly specified cpen state §mn TCP,
ang that tne other ysSer, conmected to AUTOOIN Il therough
another accegs area (CCU/TAC),) will enter & THP l{sten come
mand, creatinc 8 partially specified ocen state in TCP,

when TCP praceafves 2 valia Seno event fror THP ¢0r & cOnnece
tion {n tme ococen state, TCP peging the tnreeewpy hRandshake,
sencing A SYV segment to the remote TCP, The remote TCP

Revision 2, Auvuoust 3, 1979
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will determine the connection (or local subscriber) associe
ated with the {ncor{ing segment (see Paragraon 2,3,4) anag
will make the following agoitional checks Lefore acknowledaes
fng the SYN gegment ana returnina 8 SY" segment of its own,
It should pe moteo that preemption s consicered in getere
rining the subscriber to be assocliategd with the {mcoming
seament, The security, precedence and TCC of the SYN gege
ment are extractea from tne 8SL oy SIP anc passed to TCP feor
anslysis, 1,0,y these are not {n the TCP heaqer,

1s connection security = |¢ the connection security
hag been specified by tne user {n the open request,
tre security level of the SYN geqgrent myust rmatceh,
It the security was not spcecified, the security
level of the SYN segment will me ysed, but it must
be asuthorizeo for use Dy the user,

2, connmection precedence = ]f a precedence s speciw
fiegx {im the ooening/iistening request, it will pne
tne precedence level foer that (Yocal) yser’s senq
side of ¢the virtyal connection, The prececence
specified {n the SYN seqment will be the precedence
level for the local! user’s receive sfide, 1f the
precedence was not specitiea in tne local uyser’s
listen reavest, the local user’s send preceaence
level w{ll be gset to that of the SYN seqment or to
the maximym aythorjzed for use by this user, whie
cneyepr {8 lower, There may be, therefore, two pree
cecences associated with thnisg conrmrectinomi uyser’s
seny precedence anc user’s receive precedence, 1¢
tne connectiom Decomes a candiqcate for preemction
(see Paragrapn 2,4,3}), the higner of thre two will
be used im getermining {(f preerptior (s allowed,

3, TCC =« 1f the user specified a TCC im hi{s open ree
ayest, the SYn gsegment TCC myust maeccn, 1¢ ¢he TCC
was not specifiea, the SYN gegment TCC will pe useg
as loeng as it is authorizea for use v the user,

4, foreigr adaress « [f the user scecifiea & foreigm
sybscriber asoress ang foreign port 1D, the S¥YwN
segnent addresses myst match, [t the acdress was
not spnecifiea, tne SYN gseqment sacress i8 used,

It the asbove criteria are not gsatistied, (e,a,, an associate
ed connect{on can not be found, a local user specifieo care
ameter s mot "matched” imn the SYN segranmt , or, for a pars
ameter that was not specifima py the local user, tre SYN
segment value (s mnot authorizeo for use Fy the yser), T(CP
will not conplete the threeesway hamasnske, The S¥a geament
wi)) be giscarded ano TCP will peturm an error messaqe to
the TCP cthat sent the ynsctepntable S7\ seament, Tnat TCP
will moti{ty TP thnat the cOnnection (s closea (Sems nreturn

deyigion 2, Ayaust §, 1979
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and Close Return events),

If 811 the checks are gsuccess?y), the threeeway Hhandshake
will continue, Once the remote TCP gends an ecknowledoment
for the SYN that was_ received and {nftiates 8 SYN gpegment of
{ts own, amd the {nftiating TCP ackmnowledges the remote SYN
seament, the cannection (s establigheq, An Opemn Complete
event 13 gent to TWP, (n the MCCU, to indicage that the econe
nection has Deen established, A similar vehicle {3 used for
the notification In the 8CCU and TAC,

22,3 TCP Wimdow Determingtion

Each TCP myst determine two send wimdows, ONne to be used bv
the local THP {mn gending date to the loca! TCP (Send events)
and one to be used by the remote TCP {n sending data to the
tocel TCP, The first window s callec the THP=TCP gend wine
dow end s expressed Inm nymber 0f letters which THP may have
outstanding to TCP, Im the MCCU, this represents the mymber
of Send events which may be cueued to TCP without receiving
s Send Return eyent for the "Oldest” Send event queyed, The
second windew {g thig TCP’s peceive window, the remote TCP’s
send window, The value ig conveved (n the Tegegment header
(see Appendix A) im every geament gent to the premote TCP,
and represents the nAurber of octets which may be gent to
this TCP before waiting for sckmowledoment,

For subcligses A and B of precedence categories 11, 111, andg
IV end gubclasses { and 2 of precedence cateqgory ] (see
Teble 1), the window determinations are auite simple, The
neture of these traffic tyces permit certainm assumptions
about data exchange Or o connection with a precedence (n
this aroye, Fssentially, deta flow will be onevway at o
time rather than in & steady stream for either or bDoth sides
of the corpection, In additien, ehe amounmt Of datas (m each
tretigmission will be withim omne THP letter, Therefore, TCP
wil)l establigh esch wimdow with s velue eauivalemt to one
letter buftfer, For the loca) THP gemd window the valye will
be one, {(ndicetinrg that one Send event mey be sent at »
time, Fopr the pemote TCP’g gond window the value will be
eauivelent te the letter size (comveyea (n the SYN gegment
from the pemote TCP) for that TCP’g yser, This wingow (s
conveyed (m the Tegsgment header, (A every segment gent by
the destination TCP, as the degtimation TCP’s receive wine
dowy and will be expressed (n the mumber of octets (8edit
bytes) that the destination TCP (s willing to receive, The
THP=TCP gsond window valye will mot change throuQhout the
1ite of a eonnection having o precedence (n this grouo, The
TCP=TCP receive window mav go to zero, (N the normal proe
cessing of 9 comnection, but will mot be {ncreased to more
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then the eaufvalent of one THP letter size, The TCPeTCP ree
ceive wingow will g0 to zero OR)y {f rescurces are nreeded to
service a higher precedence connection,

The window determinations for the merretive ond bulk dace
subclasses. (see Table 1) oere more complex, The THP gend
window {8 OnGQQoilv calculated durimg open reauest (Open
svent) aroeosc!no. 1/ the eoen reauest (s partially specie
fied, & listen recuest, (see Paragran® 2,2,1), the window
valyue will be zero, Blocking data from the user yntil o cone
nection (s esteblighed, If the ooen reauest {s fully soecie
fied, the window value will be ome, allowing eme Send event,
This send reauest will sctyally beain the thpeesway hande
shakge (see Pargarech 2,2,2), The THP sena window ana TCP
recsive wirdow will be recalcyloeted during the threesway
handshake anad eny time another conmnection tarmingtes (n the
same CCU/TAC, Both winrdows are calculated yning the ({nfore
mation ecorveved {mn the SYN gegmenrt during the threeewsy
handahake, as we!! as, ({(nformgtion asbout the 1local sube
scriber gna CCU/TAC resources, The followina items are cone
sicdered in the window computationst gsource user’s approxie
mate letter size, soeed of the 'ine Between source user
(host or termingl) and access component (CCU/TAC), speed eof
the lime Between source access component and the source 3CM
(access 1imne speed), eccess !ine sosed between destination
SCM _and,  destimetion asccess comoonent, line speed between
degtination access_component and destinmation user, snd local
resource avallability,

2,2,4 Comnection Establighment Scenmario

For claritication in reading this gscemaric certain terms
must be defimed, An "opering user” (s one (host process or
terminel yser) whieh reauests that s connection be ccenred to
anrother yser, A "l{etening user” (3 onre which {(naicates
thet he 1s presdy for a connection to be established,
Opening THP and TCP are the sccess ares component protoco's
which gerve the opening user, Listening THP oend TCP are
those that gseprve the listening yser,

Tris scenerio will provide the overal! view gf the opening
of a connection, Only the mator participants are noted
here, That fg, HSI/TH and SIP asre net considered os they
previce only 1/0 dpiver/lirk protoco) suboort, The scenrarieo
is als0 mot explicit as to which access components are Being
used, althouah the events mentioned are those of the MCCU,
The scemprio presents @& typice! THPeTCP {nterface ono
TCPeTCP opratocol, It should also be noted that the first
three steps 0f the scenmnario may be corpleted ary time Defore
the ooening TCP gends the SYN gegment to the network (steo
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9), or more oreciselv, before the listening TCP receives
that SYN gegrent,

28=FE8e79

i,

2.

6.

Te

9.

User A gnters & valid THP {gten command seauence,
{indicatina that & conngction may be established
with gny recuesting remote user, User A will now
be referred to as the "ligtening yser," and the THP
end TCP serving user A wil) be referred to as "l{ge
tening THP" ond "l istening TCP," respectively,

Listening THP validates vger A°s lieten commpnd see
auence, decermines that ft is @ valid reauest, andg
aqueues a partially specified Oben event te TCP,

Listenina TCP validates the Ocen event, crestes o
7CB  for this wyeser; opyts the TCB in the ligeen
state, and aueues an Open Retyurn esvent to THP,

Listening THP dequeues the Open Return event, notes
thet the reauest wes guccessfyl, Dbut takes no
further action as the yser (s 1n the THP l{gtening
state,

User B gnters a valid THP open command sequence,
reauestine that a econnection be establighed with
user A, User B wil! now be peferred to as the “os
penina user," and the THP ana TCP serving user B
will be referred to as “ocening THP® and "opening
TCP»" prospectively,

Ocening THP vel{dates user B8°s ocpen command see
auence, determines that {t fg & velid reauest, and
aueues a fully specifiea Open event to TCP,

Onening TCP validates the Open event, crestes a TCB
for thip user, putas the TCRA (n the Open state, and
aueues an Opemn Retumr evenmt to THP,

Openina TWP deayeues the Opemn Returm event, builds
s cCharpcteristics option record (see Reference 9)
tm & toenetwork letter buffer, oand aueyes 3 Send
event to TCP, reaueating that the letter De gent to
the network, The user (s in the THP opening state,
waitina for characteristics processing to be come

Ooen{ng TCP deaueues the Send event from THP, dew
termings that the send reauest s valid, and beginrs
the threeeway handshake to estad!ish the g¢onneer
tion, TCP sendp o SYN gegrent to the network, ade
dretsed to user A and chenges the TCB gstete to 3YN
senmt,
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10, Listening TCP receives the SYN segment, makes seve
eral checks to verify that the SYN geqment (s ece
eentoble (see Poregraoh 2,2,2)) builas & SYN geae
ment with am acknow!edomene (ACK) for the recelved
SYN gegment, trangrity the geament to the mMetwork,
and changes the TCB state te SYN sent/received,

11, Ooening TCP receives the SYN gegment with am ALK
for the SYN geament previously sent, TCP byilds »
date seament to be sent °‘to the listening TCP)
which contains the {(nrieig)l THP letter and an ACK

‘ for the received SYN geament, The TCB otate (s

3 changed to established gnd en Open Complete event

eng Send Window event (increasing THPeTCP gond winae

dow) {s aueued to THP,

12, Listening TCP receives thy ACK segment witn dats
for the listening user, determines that the ACK (g
for the SYN gegment previouslv sent, changes the
TCB state to established, aueyes sn Open Comolete
event to THP, and de'ivers the recefved qata to THP
(Receive ovent),

13, Listening THP deaqueues the Open Campligte event, noe
tifies user A that the tonnection hag been
eatabl{ghed, builds & chargcteristics eption recorg
fn @ toenetwork letter buffer, and aueues a Send
event to TCP as soon ss the TCP gend window eoens
(Seno wimdow event), The THP gtate (s active,
wafting for characterigstics processing te be come
pleted,

14, Ovening THP aeaueues the Open Compliete event, nmotise
f{es yser 8 that ¢the connecticm has Deem estae
blished, but takes mno_further action as it (g waite
ing for the charscteristics record,

15, THPs wil! complete cherascteriotics orocessing (see
Retference. 9) and them beain to exchange user dats,
but the virtyel g¢onrection hes Dbeen estad)ighed
from TCP’y viewooint at thig time,

2.2,5 Move Connectionr

The move connection festure is primarily & THP function ang
fs aveilable {(m the MCCU only, It {nvolves the relocation
of an estabdlipghed virtyal connection from one CCU wuser to
anather, 4assentially from one MCCUenest Channe! to srother,
TCP’s role (n gnis Drocess (s minor end involves operforming
o function gim{lar te thet for the Ooen event, thus the feae
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ture {3 discussed here,

It {s comcoivable _that om asn MCCU there would be one
MCCUeshost channe! peserved for use by 8 host logeon process,
An AUTODIN Il yser wou'ld reaquest to be connected to that
tog=on subseriber/port ID Inm order to "gign on® the host,
Dnece the loqeon orocedure (s ¢omoleted, the uder would obe
trengferrec te another hogt process On amother MCCUshogsgt
chennel, The transfer would Occur when the logemon process
uses the THP mgve Commanc, Because of the nature of this
feature, there are cortain restrictions, The presder should
econsult Reference 9 for details,

TCP would be asked via the Move (onnection svemt to verity
that the new yser s _authorized to recelive the establighea
¢onnection, The security, precedence, and TCC check peare
formea during coen processing would be performed for the new
user, The Move Conmection Returm event convevs the result
of the valtcatiom, Frem TCP’a visupoint the connection will
not have changed, {,0,, THP will do a)! "mepoing®” of deta to
the mew yger, The logeon ehgnnel will then be aveilable for
8 virtuas!l econngetion with amnother pubscriver/port 10,

It should Be moted that the gbove descripotion spolies to the
MCCU {(mplerentation, Other {mplementations of this fumetion
may handle the move differently, as reauired by soecific
user Charactepigtics,
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2.3 MAINTAINING A CONNECTION

2.3.1! Plow Control

Qnee the threoeway handshake is comolete end the virtua)
connection Mas Deen gstablished, the TCB state wil! be set
to establighed yntil close processing begins for some rea-
son, TCP’s mgjor go0e! while maintaining o virtus! conmece
tion is to sustain & rpte of date transfer so as to facilie
tete a corgtant data flow fpom yger to user, To accompligh
ghis, a flow contre] mechanigm has been (mplemented whigh
{involves nrot only the two TCPs byt also other compoments in
the twe access areas (CCU or TAC), f,0.0 MS1, TH, and THP,

The eccess area component (melyded (m this discussion {p !ho
MCCU, Simitae mechanigms provide the 8CCU and TAC flow cone
trel. TCPeTCP flow control is inherent im the protoco! and
does rot vary across actess sreess, The resder carn refer to
Apoendix & (Velyme VII) of <the AUTOOIN II Oestigr Plan
(Reference 7) for details and the mathematica! exorogsion of
the flow contro! elgorithm, The terms source and destimae
tion (mdicare which access srea is being discussed, Thee
ise "source"” nofcro to the CCU serving the Originator of the
dates "destination® mrefers to the CCU gserving the receiver
of the daca,

veerstosnetwork path

1. %0urce MSI wil) heve uc to & meximym number of From
User avents Outstanding (From User Return events
net received) to source THP for any oOnme channe!,
The maximum numpber will be comstent and will be
besed _orm the poeed of the irput line and other user
soecific {(Information, When the maximym nyumber §g
reachea HSI will peginm holding of¢ the host, s ace
preooriagte for the Vimk protocsl, For example, o
bimary gsynchronous commynications (BSC) protoco!
has o wait before tronemigsion feature which woula
8110w HSI to ackrowledge for g transmigsion while
asking the  host mot to start another transmigsion
at thig time,

2. Source THP wil) mave up to a max{mum aymber of Send
events outstanding (Sena Return evemty nmoOt Proe
ceived) to source TCP for amny One conmection, The
meximuym number, called the THPeT(CP gend winaow,
will be dyramic and will be (mitialized (Open Ree
turs  event) and changed (Semd window event) by TCP
(see Parsarenh 2,2,3), The initia) value ftor on
coening wuser in the MCCU wil) be one, A Yigtenring
user will heve @ zero senrd windgow, (nfeielly,
Source TCP will refine and {ncrement the window, os
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3.

reauired, during the liferime of a econnmgction,
When the current maximym gsend window 8 reached,
THP wil)) beain holdina off WS! because From User
events will nmot be processed end, therefore, From
User Return evernts will not be aueuved to source
nsl1, This actiomn (or lack thereof) wi(ll cause
sourse NSI’s holdeatt o¢ the Hhost, oas described
sBeve,

Sourece TCP will have up to & maximum mumber of oce
tets outstending (uneckmrowledged) to destiration
TCP. The maxtmum nymber, callea the TCPeTCP wine
dows wi)l) be dynamic end will be controlled by the
destinmgtian TCP, The windeow will! be conveyead on
every segment transmitted by the destimation TCP as
the destinetion TCP’s receive window, Source TCP
will gsend ue to that many octets before waiting for
ecknscwledament from destination TCP, then the mexe
{mym outstanding is reached ond the destination T(CP
has stoooed scknowledaing for 0ctets, source TCP,
s @ result, will be urable to send sn acknowledge
ment to source THP (Send Return event), This, In
turn, wi)l hold off source THP because the number
of THP’g outstending Send events will reech the
maxi{mym, The nholdeeff wil]l then resch W8l ond
eventyally the host,

retwarketaeyser path

4,

S.

Destimation TCP wi{ll have a maximym number of Ree
ceive events outstandina (Receive Retyrn events nrot
receiyed) to destination THP, The maximym nymber
(two {n the MCCU) will mot vary throughout the toOne
nectian, Based on thig mpximym, degtination TCP
will peaulate the source access eres dats flow, I
Receive Returm everts are not gsent from destinmetion
THP te TCP, destingtion TCP (s wunedle to send
TCPeTCP acknowledgments for octets recelived from
source TCP, This situatior will evemtually stos
source TCP from gending addicional octets, aond o
farth (see nymber 3, sbove),

Destination THP will mneve up te & maxi{mym nymber of
Te User events sutstendina (Te User Return events
net received) to destingtion NHSI, The maximym
nymber will be constant end will be basead om outout
1ime gspeed and other user specific (nfopmation,
when the maximum (g repched THP will discontinue
aueveinag Receive Return events to TCP, Thig wil!)
couse the ackmowledgment rate Dy destinmation TCP to
steo whigh will, {n turmn, slow source TCP’s
tranamission rate,

ARV RNAOINBTAERN
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6. Destimation HS] wil) be regulated by the speed of
the outout li{me as we!l as the Yink protocol, To
User Return events will not be queued to THP ynti!
protoco) aeckmowledgments are received for correse
conding data, !¢ there (s mot a Drotoco! acknowle
edanent used on the oarticular ghanne!l, such as for
am Savnchromous Dratogol, HSI will wait wuntil the
dgte hes been trangmitted on the tink (1/0 complee
tien) before aueueing the To User Retyrn event to
TP,

2.3.,2 Processing Datp for a Conneetion

Dacta coming from the yser going to the network must be fore
matted @s reguired by the packet aewitch (SCM), TCP i
resoonsible for adding @& TCP header to user dats, TWP
letters {n the case of 8 CCU or TAC, in orecaration for the
aadition (hy SIP) of the Dinary seamgnt lesder (8SL), This
TCP segmant; or Tesegment, format i3 a requirerent for al)
segments being exchamnged amona AUTODIN [lestendard TCPs,
The Tesegrent (s, pictured (n Appendix E, The Tegegment
header, which corr{es TCPeTCP control information, is exolaee
{ned {n detail in Apoendix A,

TCP performg several functions im processing detes for the
network, Thege bagie fymctiors are summari{zed below as they
apoly to the MCCU, Sim{lar methods of hancling the fyrce
tions exist {m the SCCU and TAC (mplementations, as thev
should in any TCP {mplementation conforming to the AUTODIN

! Ilestandara orotoeo!, The sccnartio assumes thet @ connmece
tion has been estat)ished,

{. velidagimg THP send reauest
-....?.......'..-..-.......
THP will reauest that TCP send & THP letter te the
destination user, Im the MCCU this request will be
in the form 0f & Send event, Whatever the vehicle,
TCP myst wverify that the reauest is o valid ore,
snguring that the data car be sent (n the current
conngetion state, If the current gtate 13 mnOt eae
tebligned or open, TCP will vreject the send ree
avest,

2« segentizing the data
(X2t rrXr1r Iy X rrilJd471721] .

% The malar TCP function in useretosnetwork processe
ing (g Cetermining whem the doatas 0r cortrol (nfore
marion can De sene, buildina a Tegegment neader,
ang formatting the geqmeng to be trangmitted to the
network, The firgt steo {8 the mejor one, Tee

[ X2 222X 12
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3.

comoyutes the numhepr of octets which may be gsent on
the connegtion (aveilable window), The oavaftable
window will Dbe based on the tend window (destinge
tion TCP’s receive window) and how mamy octets hove
been sent to, but not acknowledged by, the destinge
tion TCP, That {s, the available window equals the
send window minyg the difference between the rext
seauence mumber to aessfam amd the last seauenrce
nymoer acknowledged by destimetion TCP, If the
aveilable window (s large enmrough to satisty the
next gend Preauest, the Tegeoment header (s byilt
enrd the segment (s semt to the netwerk, via $81P
(Send Darta event {(m the MCCU), If the available
window (s not large emroush to send the entire
letter anc there are already segments on TCP’s pe-
trangmigsion aueue, TCP will not send the segment,
1Y cthere are nO wsedments On the retrensmission
queue, TCP will gend the seament reqardless of the
send window,

Centrol {nformation, @.8,,» ecknowledgment (ACK)
seqmentg nOt carrying user text, outeof=band (ntere
PUDt seaments, status secrents, WACK geoments, and
errdr message gegments (see Appendix A and Parse
araohs 2,1,0 and 2,1,6) do nmot conrsume gseauence
nymber BSpace and, therefore, can be sent at any
time, gven (¢ the availgble window (s gero,

stikmowledaments for segmentsg sent
.......-.........--..?..-.........

There are two types of ecknowledQrmrents which are of
{rterest to TCP, The firgt s the acknowledgment
from SIP (ndicating that the Send Date event has
been processed, In the MCCU this {s conrveved by a
Send Date Retyrn event and "processed”™ meansg that
thg seament has bBeen sent t0 and ecknmrowledoed By
(ac the 1imk Tevel) the source 3C4, {¢ en ADCCP
erpar occurred or nmetwork nmendeli{very notice ,
(0.9,, destination gubscriber dowmr), upon trangmige
slon of the segment to the SCM, the Send Date Ree
tur” event will De merked accordingly, CP wit}
attempt tOo retrangmit geaments fallimg into this
egcogery (see below), There will Be o fixed number
of petries before the comnngetion will be tearminate
ed, Other errors returned in the Sena Data Return
event are i{nmvelid security, precedence, TCC, or
destination address, These errors are fata! ond
cause immediate connection elosure,

The gecond aciincwledgment o0f importance te TCP 1y
that gent by the destination TCP for octets de'i{ve
ered to the destingtion vser (THP), This scknowle
edag7ent comeg (n the Tegegrent header 6f & segrent

(XXX XXX2XZXX]
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received frem the destination TCP, 17 the ecknowle
edoment (8 not received In o oredetermined tiwe,
TCP will roetransait the osegment (see pelow),
Again, only o set numwber of retries wil) De ate
terpted before the connpction (s closed,

Ahen gn acknowlgggrent is receivad from the destie
netion TCP, source TCP vellidates 1t, ensuring that
the acknowledgment seauence nuvber value (g between
the oldest unscknowledged seauence number (inelue
sive) and the next send seauence number (exclue
sive), I¢ (¢t (s not, the ACK control {8 {gnored,
1¢ the value {9 valid, TCP wil)l remove 8! scknowle
edged octets fron the retransvission aueues, The
retrangnigsion aueue gontaing information concerne
{ng a'! seoments that have Deen sent tO the network
but hgve nOt been eciknowledoed by the remote (dess
tinestion) TCP, I1f a2 pertie! segment {8 scknowle
edoed, {.0.s the sciknowleggrent seayence Aymper (9
lower than the seauence nunder of the last octet
tneluded In the gegment, TCP will roecompute the
start of dstas (n the se3ment go thet only unacke
nowledoed octets will pe retransmitted, Ag come
plete THP letters sre acknowledaed, TCP aueues Senc
Qeturn events to THP for gorresoonaina Send events,

4, retrangmitting gseavents

([ I YT XYY X XXX YR I R X 0 2}

Ag digeussed sdbove, TCP wil) retransmit oseOments
urger two conditionst (1) when notified vie Sena
Dete Rgturn ovent that transtrission to the network
was unsueccesstul, end (2) when o oredeterctinec
smount of time elapses after successful transrise
sion to the source SCY, with no scknowledament fro=
destimgtion TCP for the octets aent, The current
TCP send window (et the time retronsmission (o
peing considered) (s taken (nto aceount, I¢ the
seauence Number of the the flret unacknow!ledqes
gete byte of the seament 1ies within the current
TCP send window, the seavent (or remsinder thereo?)
will de transmitted, 4 retransmigsgion timer wil)
be otgrted, The length of the timer may vary, dee
pending on timer tyoe, Dut the retransmigsion mee
ghanism remaing the save, I the tine olepses, TC°
will rosend the aporooriaste segment, as pernittes
by the @send window, dhea meximum nymber 0f ree
trangmigssions hgve Deen sent, the connection will
be closed, It should de _noted thet closure a8 o
rosult of network transmigsfon fatlure will not (ne
elude a FIN exchange with or B0ACIND an OpPrOPr mBse
8000 to the remote TP, Casentially, the ecloee
orocessing will be losel,

devision 3, Feoruary A, 1982
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The timeout velue for the network transmission
fatlure retry will De {nit{ally set to ome second,
The timeout value for walitimg for destination TCP
acknowledament wi{l! Dbe baged on the line soeed of
the destimation user CCU=host channe! for data sege
ments, ond wil]l be gspooronimately 12 seconds for
certain cantrol only geaments (SYN, FIN, and ¢tlygh
reauest),

Thore are severs! types of control segments which
sre nmot congidered for retransmigsion, These arel
ACK, status, outeofeband {(nterrupt, wACK, and TCP
erprdr mesgsae sogmenty, The {nformation carried by
the ACK and status segrmenty will be sent eQain as
sdditiona! gsecments aere received from the remote
TCP. There (s no TCP aecountability of these types
of aseaments, In acditien, TCP errepr messages dee
note that there (g & cotastrophic error {n the gyse
tes gt the TCP protoco! or metwork protoco! level,
reaquiring that the connection be ¢loged, Relying
on the other TCP to ecknowledae for these messages
{s aueationadle,

23,3 Interruoe/Flush Feature

The TCP interrunt/flush feature (s actuslly two separate
tunctiong, es cefined for AUTODIN Il users, Both fumctions
are performed at the reauest of THP,

A reguest far s "flugh" cayses TCP to discerd a)) nmot vet
seqmentized gend reauests (Send events) end gend @ contro!
segment with the flugh indiceator set to the remote TCP, The
remote TCP will digcard o)) geaments having geauence murbers
lower tham the geauence Nymber of the flush control segment
ond pass the flysh request to THP (Imcerrypt Returm avent (n
the MCCU), THP will them discard al! date not vet aueued to
HSI for delivery to the user, In the CCUs ond TAC, ol ree
auests for the TCP (nmterrunt/flyush_feature are gerersted by
THP  (mterrune functions (see Reference 9), TCP also uses
the flush feeture fOor anr {mmediate close of the econnection
(see Paraqgreon 2.,4,2),

A reguest for an "(nterrunt” cCauses TCP o send o econtrol
seqment with the outeofedband econtrol (ndicator set to the
remote TCP, The remote TCP will mot{fty the remote THP, via
the Imterrupne Return event, that an outeofeband fnterrupt
has been reauested, Thig feature (3 referred g0 as (ntere
rubt fumctionm 10 (IF1Q@) {n the THP gpeciftication (Reference
9,

(T2 2 XXX XXXI1T]
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»
2.,3,4 Pracessing Data from the Network

Although 8$IP proviaes CCUsSCH network protocol support, 1t
does NnOt process the network Jate strea® Other than to ange
lyze and pemove the binary segment leeder (BSL) from eeen
segnent, The received segmentsy are passed to TCP via Res
geive Data ovents {n the MCCU, TCP wi{ll do all the processs=
{ng necessary t0 sssociate the segments with and deliver the
segmerts to the asppropriste virtual connection, This proe
cegeing can be bDroadly categorized under three geners!
sreas,) 00 dfgsccussed belowt

1. cemyltiplexing the network deta streanm
SO0V THNOOESVIIRPIROIOIOVOIPSTSOOIODGPES
There are two types of segrenmts raceived by TCP)
thoge with data for the yser (Jate segments or
deta/contro! segments) and those wi{thout deta for
the user f(comtpol only gegrmentg), For each ree
coived segment there are cortalin psteps (A attempte
fng to essociate the segment with @ loea! user ana
his setive connmection, {t any, and {n determining
the perocessing reauirements for the segment, These
stepos fnvolve the sddresses associeted wieh leca!
subseribars and with the received gegment,

For each l10cal TAC yser there 18 8 unique network
subsoriber address, For eech CCU user there (s a
common network sybscriber address (for the CCU) and
e esuybseriber port D, whien (g not mecessarily
unique (see Paragrech 2,1,7), 1! & user has oene
terad on opon or l(stem reguest, vie the THP Open
svent, TCP wi(ll be awsre o0f the user, that g, will
be aware of the gubsceiber address/port ID, If the
ueer’s Open op ligten reauest specified o deptinae
tiem sybescriber, the local addresa will be associe
ated with the foreign eddress (subecriber
egdress/poert 1D of the destinmet{on user), These
two eddresses meke up 8 "fully specified" asddress
(sogket Ppair) which {s associeted with the virtua!
conngetion onee ft s establighed, Eech fully
specified address {8 unfaque within eny ore CCU or
TAC, If the user’s Visten reaguest did not specify
o degtination subsceiber, the local sddress will
not be associated with o foreign address and sy
fepom TCP’s viewpoint, o "pertially specified" ade
dress,

A

when 8 gsegment s received from the network, TCP
outproets the fully gpecified eddrens from the segQe
ment and attempts to mateh thisg with onre of the
fylly oepecified addresses essoctiated with that CCU
or TAC,

-
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1f & fully specified match ip not found, TCP ote
temots to Mmatch the partially soecified acddress
] (destinat{on psddress of the peceived segment, acty=
ally the sddress of the local user) with one of the
partfally specified scadresses of which TCP (s aware
for that CCU or TAC,

14 & sartially specified mateh {s wti1l not found,
TCP uses the partially soecified (local) address
tr0n the pegment, fgnoring the foreigm address of
the recefved seQgment agein, to match on eny gimilape
1oca!l sddress, The loce! address may be associated
with amother foreign sddress, in this case, If a
match §s found, TCP wil) snalyze the sssociated TCB
tor scssible preemption (see Paragraohr 2,4,3),

If a match was POt foyunmd an eny 8f the above ate
temots, or {f preemrpt{on was mot possible, TCP will
return & _TCP=TCP error message segmant to the
sender O0f the gegment, with "connection does nrot
exiae” !inmdicated,

1t a mateh i3 found, TCP will perform processing as
reguired Dby the received segment type and the curw
rent state reflected in the TCB, Speciftic Informae
tion cer be found {n Apoendix D, THP State Tablaes,

2. Preassembly aqueue

SeevYogoeodedenaed®e .

Aecayge geaments are aeaither dets segrants or
TCPeT(P contro) segments or data segments with eonme
tro! (nformation, one of the major TCP functions
tor the networketoeyuser path {3 assembling the detae
te be given to THP, Due to the natyre of the packe
et gawitch metwork, seQments do mot necessarily gre
rive at the destimetion im the order gsent from the
source TCP, For this preason, TCP myust sccumryulate
and reorder segments, basad onr the seQment sequence
AUmBbenrg, beftore passina the data on to THWP,
Destimation TCP wi{ll mot gseng ackmrowledoment gseg-
mentg to source TCP for an octet until all octecs
with "Jower" seauence nymbers have been received,
essentially, unt{l the dats has been ascknrowledgecs
by 8 Receive Retyrn event fpom THP, TCP alwavs
sends_ @ complete THP  letter to THP, The
ondeofeletter tndicator is part of the Tegegment
header contral information,

In performing the recrdering fumction, TCP enrsures
trat dunlicate seqgrents are discarded and thpt this
TCP’s receive window hap been homored, To perform
these checks, TCP congsiders the beainning seauence
numoer (Ome (M segmenrt gequence number fiela of

RERBRAARANNT AN
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3.

Tesagnent header) ang  tne encima seguence nurmber
(ne3inning seauence nyumner plyus text length ={nys
one) for the inmcomimg segment and thne current ree
ceive acceptapility range, The receive acceptabile
ity range (s determineg ov the sequence number oOf
tye last acknowledged octet nlus one (left esge of
recefve range) and the gseaquence aymper of the last
octer whiech will pe acceptedg (left eaqe plys ree
ceive winmdgow minus oned, The following rules
agoltv?

1, If the starting sequence numrher Jies to the
richt of the receive accectaotlitity rarnge or the
ensing sequence nymbepr lies to the lett of the
range, the seqment «i{l1l pe ciscardeq,

2, 1f the starting sequence nyumber lies to the
left of trne recetive acceptabflity range ano the
ending sequence nymper lies withim the range,
the start of thre gegment shall pe adjusted to
coincide with the cyrrent left edaqe, The oce
tets preceaing that have slready been accepted,
orocessed, ang acknowledged,

3. 1€ the starting seaguence numner lies witnin the
range and tthe engfmng sequence nymper lies to
the rionht of the range, the entire segment will
be accepteq, it, im acaition, mo seQments are
currently on the reassemdly aqueue, 11 theres
are Other segments On the reassembly aueue,
tris segrent will be gfscarced,

4, 1f the starting seaquence nyumber lies to the
left of the range ard the enging seayence
numner l{es to thne right of the range, the seqe
rent will be giscarged,

5. 14 the starting amg ending Bseaquence numbers lie
withim the ramnge, the seqrent will be {ngerteq,
{» order, in the reagssendbly queye, «hen an enw
tire letter has peerm accumylates and (f there
can be another letter sent to THP (see Parae
graoh 2,3,1), TCP will send the letter to THP,

seraing ackmnowleoqrent (ACK) segments

[ 2 X FX LY LR L LA LR R Y Y X YRR L XX R X X X 1

The ACx segrent {5 (ssyec by tne cestinmnation TCP to
nrovide accountability amn recefve window (nformae
tion to the source TCP, wnhem the ALK control s
sPpmt, the acxnrowleaqment tiels conmtaing the see
quence nurtber of the next octet expected Dy the
cgestinatiomn TCP, 1Tmnis seqguence Auymber implies tnat
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! all octets with sequence nuyrcers lower than the
acenowledagment valye have been gelivered to ang
8Cknow~leqaged py aestinatiom THP, The ACK gsenment
(aitn or withoyt wyser text) wil) pe sent to the
socurce TCP uynoer five conditions:

1, A Receive Return event has been receiveg from
the oOeatinmatiaon THP which causes the valye of
the next octet exoected tao {mcrease Dy the
letter size, Thig ACK seument will acknrowleoge
for receivedsoel{vered octets,

2, Immeciately, {+ a gata seqment has obeen res
ceivea ferom gsource TCP, tnhne sequence aymbers
(for 8l1 octets) of which J0 not V1ie within thne
acteptable sequence nyumper range, Thigs ACK
seqgrent i{s sent o {terate the destimation
TCP’s recefve window anc the valye of tne pre=
viously ackknowledqeo secuence nymbher,

3. Inmegiately, (¢ a valig SYN segment {8 received
and processed, Tnisg ALK se3rent will complete
the threeewsy handahake (see Paragrach 2,2.2),

4, Immegiately, it a valioc flusn reguest segment
{s received and oprocesseo (see Paragraph
2+3.3),

5., 4As soon as all octers with seguence nurmpers
lower tham a receiven FIN gseament have beenrn ace
countes topr, This ACK segrent completes the
FIN exchanqe sequence of connection termimation
(see Paraqraoch 2,4),

4, control handling
[ XY X T X L 2 4 2 X X -]
Control f{afoermatiomn, carriea {n the Twaseqrent
header, 18 proCeésseg accorcing to the cyrrent state
reflectea im the TCR, Specifics of these relations
snios can be foyuna {n Appencix D, It should pe
{teratec, however, that some TLP=TCP contro!)! infore
mation 18 not acknowledged, Only S¥YN, FIN, 4lush
ana wPEN contro)l gseaments are subject to sccountae
bility, As Ofscussed in Paragrsohr 2,3,2s the nae
tyre of the uyneccoyntadble 1tnformation el{~{nates
tYe nreed fop retransmission Opr accountinag aof some
TCPe«TLO® control omnly geqments, ¢ tne ynaccounte
anple control {mnfoemation (8 carried in & dJatas seQe
ment, however, the geqgrent will pe sunject to the
accountabflity of the adata segment,

Sevision 2, August 3, 1979
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2.4 TERMINATING A CONNECTION

Froam TCP’g yiownoint & cOmmection can be clcsed e{ther lo=
eellv, DBy TCP {tself? or at THP’g pequest (Close event), or
remotely, by the remote THP opr TCP, ¢ the close {8 remote,
TCP will mot be aware of the reason for the eldge umnless (¢
was due to a reperted errar, INn that case &8 TCPeTCP oerror
ressage seQnent wou'ld De recelved, Exact processing ¢or o))
closes can be traced using the state tables in Apeenmcgix 0O,
The relationshin DbDetween each close tyoce and each possible
eonnection gtate are many, There i @ general oprocedure,
however, whi{ieh can be summarized here,

1. Initie) stimulus @ The injtial stimylus for termie
ratinrg 8 comnection may be & THP close reauest, a
TCP aetected ercor or timeoyut, or TCP preemprion of
the conmection, Cach cose (g d{ffearent (mn that the
clase processing mav be deferred, waliting unti{l dee
livery of user’s date, or {mmediate,

17 the close orocessing (s to be oradual (deferred)
and the remote 757 (g actively sending data sege
mants, TCP will notify the remote TCP that eclose
procesginag has B.qgumr, The gtatus segment (» ysed
for t=is purpase, This nmotification {nforme the
remote _TCP that mo rore deta should be gent on the
conngetion, The Yocs! TCF- will gontinue gending
his wuser’s aatas (that preceded the close reauest)
unti) all date has bDeen delivered to the destinae
tfon THP, Yre clasina TCP will not senc the status
segment unless & deta seQrent (3 recei{ved fror the
remote TCP after 2lose orocessing Nas begun,

1f the ¢clese processing ig to be immediate, or once
the deferred delivery {3 corplete, as digeussed
sbove: TCP will begin the mext step, the gconmection
tepmimgtion “hendsheke,’ The handghake {8 mot ace
complighed 1f the termingtion (s due to TCP gerror
or preemotion (see Parsaraph 2,4),

2, FIN secuence = The FIN seauence s similar to the
SYN gegment exchange of the threeeway handshake for
eeteblighing a connection, It consists of each TCP
sendina a FIN gsegment, receiving 8 FIN gsegment ¢ram
the other TCP, ackmowledging the FIN geoment that
wes received (ACX gegment) and receiving the
scknowl edament for the FIN geament thet wes sent,
these asckrmowledoments will, coincidently, scknowle
edge all octets received, as the FIN gegrent ge=
quence aumber will be "higher®™ ctham gsequence
numbers for orevicus dets seoments sent,

These genera! procedures gpoly to most closes, Specific (ne

TIITITIIAIITY:
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Section 2, Commectior Progessing @ Termingting o Connection

formatior on the alifferent tvypes of conmnection cloayreas (o
given in sybseauent paragraphs,

Q4,1 Loce! Gracetyul Close

(AT LI T T L A A 0l 2121171 ]

The loca') gracefyl close tvce (s 4180 referred tO 880 & dee
ferred or gradus! clese, The stimulus (s & reauest by the
user to clase the connection, 1Im the MCCU this reauest (s
entored via the THP close coammand ana conveved to TCP via
the Close svent with the deferred (Andicator set, It i3 ape

_sumed that when the user enters the cl0se commend he wents
81) data previausly entered, which may still de fn the nets
work, to be delivered to the destination user, Me does mot,
hOowever, want to recCefve any more date ONn the conneetion,
Consicering this and (¥ cats (s actively being sent te the
closing user (see Parageraph 2,4) by the pemote TCP, the
elosimg TCP will motify the remote TCP, via the statys sage
ment, that close processing fs beginming, The eemete TCP
will ¢then ope {n the remote close received state, Once ol
previously gent dats (ectetyg) have ©Dbeen acknowledged, the
clesing TCP will begin the FIN seauence, described (n Paree
graph 2,4,

24,2 Loce! Irmediote Clase

The Yoca!l immed(ete ¢close type s als0 referred tOo eas on
abore, Ome gtimulus for thig type of o close i3 & reauest
by the yses that the cOnnection be aborted, In the MCCU
this reauest (s entered via the THP abort command and cone
veyed to TCP via the Close event with the flygh (ndicetor
set, It (s aessumed that the user dOES MOt wONt B8Ry MOrPe
data to be delivered in efther direction on the coOnneetion,
Another atimylus s & second Close event for the conmection,
regarciess 0f the deferreda/flush indicator, It (3 assumed
that a sybseguent close recuest (Close avent) was generated
under conditions whieh require immediate action for closure,
A thira stimylys for the (mmediate close (s » 10cal THP dee
tected protocol error (see Refarence 9)y whigh {3 econveyea
to TCP {(a the seme way 88 & user abort reauest, St
arother stimylus for the (mmediete cloee s o TCP detected
_error or timgout condition,

In the firgt three cos8e8) the closing TCP wil) begin the FIN
sequence, degeribed (n Paragreph 2,4, o9 so0On 8¢ the gtime
ulus s regefved, A}l aate currantly "{a" TCP, (, 0,y (n the
roassembly queue ©Or waiting to be segmentigzed, wil!l pe
flyshed, TCP detected errors do not result (n che FIN ene

Revigion §, July 4, 1979
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scefon 2, Conrnection Processing « Termingting o Connection

¢hanae, Only the error messeqge sggrent (s sent, The close
tna TCP then considers the connection te be ¢losed, A TCP
receiving an error messaqe seament performs certoin verifie
cation _of the error nessdqe searent (see Paragreoh 2,5,9%5)
andy {f the seqrent (s reliable, congiders the connection to
be terminated and notifies the local THP,

2.4,3 Connectien Preemption

A connectian (s subject to preemntion efther by & "highee”
orecedence reayest for connection or because of critical
buffer space. The subject of thig discussion will primarily
be for comnection preemption, Resource preemption (s sube
Ject to imolementation reauirements, In the MCCU, connece
tions will be oreempted for resource depletion onlv {f there
are no aslterngtive solutions, TCP will always preempt lower
cateqgary (1V)_  eomnmectiong fiprgt, preemoting cateqories Il
and 111 only {f he situation dictates, Category I conneece
tions will mnot be oreempted fOor anv reasson,

As discussed in Paragrech 2,3.,4, an sttemot (s made te mateh
§ received gegment with a locel subsecriber and a corresoonds
{mng connection, {f possible, 1lf s SYN segrent (s received
that {8 _mot apgociated with an esteblished connection or on
outstandina 1{gten, TCP will tpy to find on already
establighed connection for the addpessee of the SYN gseament,
14 o mateh {8 found that conrmection 1{s a candidete for
oreemption, The _following criterie must De satisfied come
pletely, however, for the preemption to 6ccur,

1, the segment myst be a val{d SYN segment for the
user, that (s, the gsecuritv, orecedence, end TCC
myst be aythorized for use by the loca!
subscer{ber/port [D

2, the subscriber/port 1D must be {(n an estadblished
eonngetion, (,0,, the conngction can not be {n any
state other than egtablighed

3. the foreian subscriber/nore ID (n the SYN gegment
(sender of the segment) mugt be different them the
ome im the fully specified address of the
estabi fphed connection

4y the commeetion myst be marked oreemptebley this
{mdicator (s carrfed {n the open reauest (Ooen
ovent {n MCCU) ond saved by TCP for such contingene
ey eheeks '

S, the SYN seGment precedence must be In o higher cae

(22 R XXX A XXIXY)
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gection 2, Conmectian Proceasing « Terminating a Connection

LT

tegory (I, IIs, III, IV) thonm DOth the send and ree
ceive the precedence of the establighed conmection
(see Paprsararh 2,2,2)

neither precedence leve! of the establighed connece
tion mav be in coteqory !

It o decigion is made to preemot the estadb)ished connection,
TCP will gend an error messaqe segment ("connection preempte
ed") to the remote TCP and complete eatablishmgnt of the new
eonngction, The following ateps are taken (n an MCCU ree
qarding preemotion processinat

.
2,

3.

4,
5.

6,

7.

28«FERaT9

evaluate oreemptab{|{ty, as described above, deters
mintng that preemption (s possible

gend “connection oreempted” messsgde segrent to rew
mate TCP on the preempted (eld) conmrnection

perform close processing on the o'd conrnectior, ine
cluding sending o Close Return event with connece
tion preemption reason code to THP

eredte mew TCB for mew connection

process SYN segment for mew connection snd continue
throeavay handshgke for mew connection

once thpreesway hgndshake is compiete, send Preermot
event to THP, ({ndfecoting that "opoen complete"
processing (8 reauired for mew connection

calculate and relay (vie Send HWindow event) the
THPaTCP gend window for the mew connection

I TTYYTY I XYY
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INDEX

AUTODIN Il summary , 2

BDOPY 4 4 ¢ e s s o 37
accountabitiey , o o 7, 9
ACX gegment , , o o 9

Close event , , , , 37

close processing , , 36, 37, 34
connection parameters 16
econnection preemption 38
connection processing S

control herdlimng , , 23, 32, 35
eontro! gegments , , 11

9
5
37
32
32

error messaqls , , , 9
sstablisning 3 connmnectior 16, 19, 22
GVENtS 4, , o o o o o &

9
26
31
9

deta segmerts
data structures
deferred close ,
demultiniering ,
demyltiplexing

FIN segments ,
flow contero!

flued , , , &
flueh reauest

grecefu) close , , o 37
Host Specific Interface (MSI) 3

{mmediete glose _, , 37
interrunt/flush feature 31

loce!l cloge , , . « 37

move coOnmeetion , , 24

NVT 5 ¢ ¢ o . ; e« ¢« 3 i

open processima , , 16, 22
oDen rFeauUest , , o o 6, 16, 22
outeofeband fnterryot 31
outepfeband faterrupt 9

pecket switeh metwerk 2
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reassembly aqueue , o 32, 33
Receive Data events , 32
Receive events , , , 32
Reterences , , o o o U
retransmiggsions , , 2A

] Seament Interface Protocol ($1P) 2
segmentizing , ., o » 28

Send Data everts , , 28

Send Date Retyrn events 28

Send events , , , , 28

sequence nymners
SIP......
status seawent ,
SYN gegrent |, ,
SYN pegments ,

® ©® o o
* ® & @ »
e ON

Tegeament , ., . o o
?CE ® 8.9 o o _ o o
TCP received window , 21
TCP gend wimdow , o 21
TCP states , . o ¢ o & .
TCPeTCP error messsQes 9
E Yerming) pHandler (TH) 3

Terminaletaergst Pratoco! (TwP) 3
termingting 8 comnection 36, 37, 38
THP.......QS!ZZ
threeeway ng~danhake , b, 8, 11, 16, 19, 22
Trangmigsiaon Contrel Bloek §

(VX 4

user profile , o o o 3

WACK gegmemt , , o » 9
WOPEN gsegmemt , , , 9
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APPENNTIX A

TeSEG“ENT HEADEF

This apoenai{x describes the TCPeT(P Tegegment header format
to be usec ny a TCP aesiring to interface w~itn CCU/TAC TCPs
on the AUTCLI~ ] network, There {8 no varfatiom to the
format 83 cescribed herein,

The remary i~aqe srOown in tnisg appencix sShows 3IA Dpytes (2
thry £29) for the Tesegment heacer, The last byte (29), ree
presented oy oashes (= = =), {gs not part of the Tesegment
heager, The Tesegment heager byilt by TCP for each gsegment
sent to the metwork is 29 bytes lonmg, Eacn field {(m the
29=byte Tegeqment heager {3 ocefimea in the cgocumentation
following the memory image, The f{elos that are described
as "unuseqa" are alwavs zero,

The tormat (s ghown in stamdard DEC PLPel] memory {mage fore
mat, with ¢he least signrificant Dyte on tne right (even
nymber) anc the vost sianificant byte on the Jlefr (o0ac

nyrber) of a le=bit worgo, The bits are laveled 2 to 15
(least significanmnt to most significant) right to left in thre
word, The sirection of tranamission (s from the loast gige

nitrcant bytes/Vleast significant bit (v) to the most signifie
cant byte/+ost siarificart it ({S) for each worda,

Revision 2, Auquet 3§,
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TeSEGMENT MEADER

26eFEBe

BYTE

11

13

15

17

19

L3

23

25

26

79

1S 14 13 12 1} 1@ 9 8 Y & S 4 3 2 1 @
(2l T Y Y I I P Y Y P Y P L I I I Ty Y r e Y I Y I P Y Y Y T T YY)
) ! { {
l MSBLEN ! HORLEN { VER |
b A . o ! !

’............-."...-.....-.....‘-'..;.;-...O...‘...-.'-..-.....Q
! i l
13 ynused } ~ TEXLEN !
! . . : !, {
QQOQQ..--....--.-.;---.-....-.-.#.O.....-......-...o.o-'..-.....0
! !
$ MIGSEN ¢
d . e i . , . . l
(2T Y I LT Y PP YY P PY DT IY IR YA YRR Y YY PP Y Y Y X Y P Y YA L P Y X 7 2 Y ¥
! i
t LawsENR i
{ . oL . . {
(ALY LY I Y P P P Y P Y P Y L P P Y Y P Y P P Y P YIRS PP YT Y Y X
! !
! CONTRL }
! . . .. i o : !
(I LY Ty Y Y Y P Y Y LY I LY L P Y I Y T I P Ly Y P r T Y Y Y YT Y Y I X
! ! { $
l DESSUF | DESUSR 1080!
} S . . . : | {
(A I YT Y T I Y Y P P Y T Y Y Y I PP YT P Y PP Y PY Y Y Y Y Y P Y P YT Y Y Y X )
! ! l !
! SOUSUF i SOUUSR {8304
! , B . , o
(XL LY Y PR T YT Y PRI LYY PRSI T3 Y Y Y I YR P Y P Y Y 1 2
| i {
| pStTERL } DESNETY l
} L. i {
0-..o...--o-...--;o....---......0-.-.--.-..-...-....--..-----...0
) | l
l SOUNET { OSTCPH i
! e e ! : , !
(LI 2T YT Y L Py Y P Y Y Y Y PY I YIS PRSP PSR LAY T Y YRR Y Y Y Y Y )
l {
I sSouTCe $
! : . Ce e : oo : {
XTI T Y Y P Y P P P Y P Y I Y Y Y P Y P Y R P P Y P Y Y Y YYD YY Y YT Y Y Y YPY Y Y YT Y )
! !
! HIGACK )
! . R i
I I T Y Y Y Y Y P Y Y Y ey ey Y Y I Y P Y I I Y I Y Y Y Y Y T Y I YT Y YT L)
{ |
! LOwaACK !
i . . cer - . . l
(I I T L P P Y P P Y Y P Y L P Y I Y Y PP P Y Y Y YT P Y Y TP Y P YY T PYY P YT Y Y 1)
} !
} SEGWIN !
| ) !
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TeSEGMENT WEADER
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BYTE 1S 14 13y 12 31y 12 9 & T 6 ] ¢ 3 2 1 2 BYTE
} | 1
27 1 unysed } CONEXT ! 26
! . . R S }

0...-Q-...-;...O--.....-....O...0--......--ﬁ...;-;..-.-...-..--c0
! | l

29 | L } ynused { e8
! X { !
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MNEMONIC 8 OF BITS OESCRIPTION
oo ewe ooSeaveee L2 2 X T X T ¥ 11 7]
VER 4 TCP version Nymber, Valye reoresenting

the versior of TCP being ysed by the
senger of the segrent,

HORLEN e Header Length, Value specityimg the
Tength of the Tegegment header for thig
seament, The value (s curcentliy 29
bytes,

MSBLEN 4 Text Length (MSB), “ost gign{ficant 4

bits of the valye representi{ng the
length ({n bytes) of the text carried
in thig segQmrent,

TEXLEN 8 Text Length (LSB), Least sfgniticant 8
bits of the value represoenting the
length {n bvtes) 0f the text carried in
this segment,

unusea a This 8epie fleld (s mot used,

HIGSEQ 16 Segment Sequence Nymbaer (M88), Most
signif{cent 1S bite (bit 1S5 (s nmot
yeeag) eof seauence Aymber fO0r this
segment, 1f status segment,; most
significant 1S bits of ssauence nymber
of last congecutive octet recei{ved by
the sender 0f this segmrent,

‘ LOSEQ 16 Segment Seauence Nurber (L58), Least

’ significent 16 bits of sequence muymber
|

|

of thig segment, 1t statuys segment,
leagt significant |6 bits of seauence
Aumper of last consecuytive octet
received Dy the sencer of this gsegment,

CONTRL 1e Contprol Imformation, TCPeTCP gonmtrol
{ndicators! bitg 92 = gpecitic TCP
functiony bits 3eS are ynused) bit 6 =
wACKy bit 7 8 wOPEN] bics 8e9 ape
uyhused) bit 1P 3 ¢lysny Bit {1 =
endeofelgttery bit {2 {s unused) bit 13
8 FINg Dit 14 8 aCx) pit 1S 8 SYN, See
8180 TeSegrent Heacer Control Field
Expansion,

DS$D 1 Statie/Dynamiec Indicator, Bt
specifying static or dynamic
destination port ID for dgestimacion

user,
DESUSR 11 Destimnation User 1D, Value recresenting
(S IXZXXREXALE] 2]
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DESCRIPTION

DESSUF
830

SCQUUSR
SOUSUF
DESNET
DSTCPL

DSTCPH

SOUNEY

souTCe

HIGACK

LOwWACK

1ieJULeT79

i1

11

16

16

Tedaq940

user 1D ocortiomn 0f cestinmation poreret U,

Destimation Fumection Suffix, Valye
representing suffix portion of
destimation port ID,

Statfe/Dymamic Indicateor, Bit
specifving static or dynamic source
port 10 for sourece user, ‘

Seurce User ID, Value representing user
10 portion of gource port 1D,

Source Function Suffix, value
representing function suffix portion of
source port 1D,

Destimation Network, Value representing
the degtinstior network of destination
usery) curnrently set to gero,

Degtination Subscriber Address (L SR),
Least signif{icant 8 bite of the
destimnation subscriber acdress,

Destimatiom Subscriber Addroiu (~$8),
Most significant 8 pits of the
destinationm sybscriber adaress,

Souyrce Network, Value representing the
source network of source ysery
currently set to zero,

Soyrce Subscriber Acdress, Value
representing network adcress for source
subscrider,

Ackrowledgment Flelg (MS8B), “ost
significant 15 bpits (bit 1S (s mot
vyeed) of seaquence mumber of mext octet
expected by sender of thig segment, I
status segment, most significamne 1%
bits of lagt occtet delivered to THP by
sender O0f this segrment,

Acknowledgament Fiela (LSB), Least
sign{ficant {6 bits of seauence number
of next octet expected by sender of
thiag gegment, If stetus seament, least
signiticemt §6 bDits of last ocCtet
gelivered to THP by sender of thip
segmant,

AARRRRRANOREAN
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TeSEGMENT MEADER
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MNEMONIC s OF B1TS OESCRIPTION
L X X 2 1 X 1 X ] [ L 2 X X1 X X X ] oooeveoweee
SEGwIN 16 Receive wimdow, value of gcestinmation

TCP’s (sender of this segment) receive
window, expressed in nuymber 0¢ octets
which destimation TCP (s willing to
accept fsom gource TCP,

CONEXY 8 " Centero)l Data Extension, Fiela
containing various infoermation to be
uysed py TCP, See Control Datas Extension
expansion,

uynused A This field {s reserved for the most
significant 8 bits of the TCP enecksunm,
however, CCU/TAC/NCC TCPg do mot use
the fleld,

unuseg 8 Thia fiald (s reserved for the lease
sfgnitficant 8 bDits 0f the TCP checksum,
however, CCU/TAC/NCC TCPg do mot use
the fiela,

(T2 R 2 X2 X2 2 0 9
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TeSEGMENT MEADER CONTROL FIELD (CONTRL)

26eFEBR=TS

BYTE 1S 14 f3 12 () 1@ 9 & 7T 6 S 4 3 2 1 @
PO NP DO ITNNPENE AN PP PRetuldevednrodstvarvovanebosoesnaansnd
{ ! { { { $ { | i [ ! !
1 ISYNJACKIFIN|@AALEOL! FLI umused|wOP|waK| yrused | coONDIS |
T L O e [ : ! !

PO NI PRNI ORI )0 ¢ PP OoaneriPveiorodrOrastasededPrcaesnvandd
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TeSEGMENT MEADER CONTROL FIELD (CONTRL) ;
26eFERe?9 ‘
1 MNEMONTC s OF 81TS DESCRIPTION
i SoSseoeey ooesvasoaese ooeoevorese
, COND1S 3 TCP Fymetiom Indicator, Threeebit code

for function coarried By this segmenmty 2
8 no TCP fymetiony | 3 conmtro)
extension field (CONEXT) contains erpor
code for segment received; 3 s
euteocfebang interryse (0R1) reauirea; 4 |
& gtatus comtrely 2, S, &, and 7 are
not defimed,

urused 3 This 3ebit field is not used,

wAK { WACK Jndicator, when sent, 1ndicates {
the geament {g an ascknowledgement for a g
WOPEN seament, A

w0P { WOPEN Indicetor, When set, indicates
the segment containg WOPEN conmtro!
informationt mew TCP receive winmdow, i

unuged 2 Thig 2ebit fleld is mnet used,

FiL t Flush Indicator, when set, {ndicates
the geamenrt (s requesting that the
rteoivine TCP pertform § TCP $lygh
funet!en

.

EOL 1 Endeofaletter Indicator, when get,
indicates the geament contairms the Yast
byte (m g THP letter,

*AA 2 ynuged $ This tebit field is net used,

FIN 1 FIN Imdicator, Wnem get, indicates the
segment comtaimg fingl acknowleagement
tnformgtion and that the sender of the
segmert will gerd mo asgcditiomal data or
contprol on the conmection and will
deliver mo additiomal aats te the Yeces!
THP,

ACX 1 ACK Indicator, whem get, {mdicates the
ecknowledgement field (HIGACK ana .
LOwACK) eontaing an eckmowledQement for
octets received by destimgtiomn TCP
(senger of thiy gegmrent),

SYN { SYN Indicator, When get, {mdicates that
the segment containg 3YN comntra)
{nformation,

AR REIRRRRRTER
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TeSEGMENT WEADER CONTROL DATA EXTENSION
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BYTE 1% 14 13 12 4y 1@ 9 8 1 4o s 4 3 2 1 @ svre
0-.....-.-.-.o.C.--.c.‘..-.----..-..0-.-..-...-.0-
1 { { !
b i e s ® H SPD H SIZE ] a
t o { i

v .. - - . - -
.....-.....-..QJ....*-......‘.-.’.--.--..-.-....0

..--.......---#

0--;...;.-.;;-.--
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TeSEGMENT MEADER CONTROL DATA EXTENSION
JOeJUNeTY
p MNEMONIC  # OF m1TS DESCRIPTION
1 1 J 1 1 711} (I r:1 1 XrrJ (T2 I XX T I rij}
]
3 $L2E 4 size/Erronr, 1f error message

(CONDISEl), contains code for error

) detected) (octe) values) lsconnection
does not exigt) 2sbed SYN centroly

‘ 3shalft openj i@ssecyrity error) 1138SL
! subseriber address error) 128TCC errory
{3sTegegment header subsceriber padress
error, 1¢ SYN control {ndicateq,
contains approximate mumber Of Qraing
(grein & 64 bytes) to be sent {n a THP
letter,

§PD 3 Inout Line Speea, Jenit coae for the
speed of the line (in bps) between
source user and source CCU/TACE @ 8 152
or tess) | & 302y 2 ® 539y 3} 8 2020Q) 4
s 24007 S ® 480¢y 6 ® 60¢) T ® {92089
or more, Field {8 vsed onlv {f SYAN
eontrol {9 {ndicated,

'TXXITEEX L0 L 2

f11edULe?9 T904a94@  *aUNCLASSIFIEDwe
SRR GERRRERNSS
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PAGE B-1

APPENDIX N

TCP MCCU DATA STRYCTURE

T4ie aopendin describes the mejor TCP dets structure of the
MCCUL the Trangmigsion Control Block (TCB), Thie structure
containg o)) the iInformation reauired to perform TCP connece
tion orocossina for an MCCU,

The exact format for the TCH fs uniaue to the MCCU, Aowever,
sintlar Information concerning the user’s connection must be
mnagintained by anv TCP,

The format {8 (mn standerd DELC ®DPeil mamory {(=mage fOrmpt,
with the least significent bvte on the right (even number)
and the most significant Dvyte on the 1eft (0dd mymber) of o
16=nit word, The bits are ladeled @ to IS (Yeast sianitie
cent to-moat significanmt) riaht to left (n the word,

The memory (race for each structure gnrown (n this appendiyx
1e descrided by -8n acCompanving narrative, The size (bvte,
worde 0tc,) Of eech ynit withi{n 2thp ptructure mgv coOuSe
"extra™ bytes within or ot the end of the structure, These
exterp Bytos are mOC ysed end may De Mgrked as suth or not
defimed {n the nmarretive, They will pe reoresented by @
series of dasheg (e = o) {n the memory imgae and ere elwavs
zero, 1f the eutes byte(s) {o within the structure, it {4,
of course, counted {n the length of the structure, 1f the
extras Dyte(s) (g 8t the end of the structure, (t will not de
counted (n the temath Bf the structure,

Revision 3, Febryuarv 8,

1989
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TCP MCCU OATA STRUCTURE
Trargmiggion Control Blaek (TCH)

TRANSMISSION CONTROL BLOCK (TCA)

The TCB containg most of the Information required by TCP o
perfor™ connectior processing, There (s one TCB per connecs
tion, The TCA (g greeted {n the MCCU whenr o ve'ia Open
event (s peeeived fporm THP, and de'eted omce comrmection ¢loe
sure ig co"p'eted, There gre ogthes wingr dats structures
used by TCP, howeyer, these sre fmplementationecrignted ano
are not digeusgsed In thig sopenaix,

etRcetetRtenen
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TRANSMISSION CONTROL 9LOCK

26=FEBe

BYTE

11

13

15

17

19

21

23

2s

26

0o—.-o—‘.-.—.—’.—.—-—.-—.—o-00-—.—0.—.—.—0.—.-.—0;—.—0—0.-—.—

ANTERSARNNANRNS
RENSRVATANRERRNS

79

1S 14 313 g2 31 .19 9 8 1 6 S 4 3 2 1 e BYTE
[T LY LT LY L L Y Py Y Y P Y YL P Y I Y P Y P P P P Y Y P P P P YT PITY Y Y Y PY Y Y
! { !
I SENPRC ) TCASEC ! ]
| o i : |
(AT I L Y Y P Y P T Y P Y Y P Y P L P Y P TP Y Y YT YT YT YT Y Y Y Y Y Y R
! {
! TCBTCC | 2
! o . !
(LTI AL L Y PP P Y PR PP Y P Y Y PSR PP YT Y YT PP Y R Y YT T Y PO Y XY
! { $
i 0PNFLG { RECPRC ! 4
! : Lo }
(XTI Y T Y Y Y Py Y Y Y P Y P Y P Y Y Y P T Y L LY Y T YT I )
H é !
I STATE { TCBACK } 6
| , { . !

0.-.-.--.00-.-.-.;;--;..-----...0......-o----..--.-----...n-....‘

SENNEX
12

12

SENLWE

14

o @w o G v e 0w [ s et G o o -

. Y -
LA LI LI AT YT P Y YT YT L L L Y L 3 2 2 ST I T Y Y P IS Y YR R Y R Y R 1 X 2 ¥ % 1 )

) 1
SENWIN ! 16
i

{
wINPTR { 18

(AL T YT T YL IR Y PY Y PSR PP XYY PR YIS P Y DY Y2 P 22 2 % 3
20
RECL»E

22

24

@ omon o ) o tv o= @ o o= on

LASACK

tARRRTARRRNANRS
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TRANSMISSION CONTROL ALOCK
26oFEB=79

BYTE 1S 14 3 g2 11 1@ 9 8 7 6 S ] 3 2 1 ) BYTE
LASACK

27 26

o o= o §

..;-......;.;...;;;.;.-.;...-..t..;.;.........;.‘.-..-...-......
{ H

CLRESN ! CLOSID } 28
. . . l }
(I I I I Y Y Y P Y P Py Y YT I A P Y P Y e LI T YT I Y I Y Y Y r v ¥ ¥
! {

ACKTAL { SEGTAL | b1
. l )

-.-..----.;-;..-;;-.-.--;......0.-..;-;........-.--.-.--—-..-..Q

29
3t
33 32
RECRAS

35 34

57 36

RECSENR

39 38

o o= o= H Ow e o | Go om0 G O om o=

} !

RECCNTY ! RECHED ! ue

! !
’.'-.-.....‘.-...;;;.;.......-..‘.-..-.;...‘.............-.-....’
§ {

43 | T“R1ID { 4
{ . . . ) !

I Y X T ey L L I rrr x r r r r Yy T YY Y Y Y Y YY Y Y L L Y Y X
} ! !

4s | RESNEY } WOPFLG ! 44
| . e e o l
XY LY P Y Y P Y Y P LY YL P Y Y YRR TP Y PP D Y LY D D R LY R L L L LY X3
! i {

47 | SENENT ! SENKHED l 48

! {
i..;.;.‘-........;;;.;...;...........;-;.......;....-...........’
} !

49 | urvsed { (1.}
} i
0'...;.;.-.;-;.“;;;.;.;.;...;..‘....;.;-........-..............’

i { {

$1 | RESCNT ! RESHED { 52

oo | ) |

...........;....;;;;.;....‘...'..............'.;..‘..........Q...

41

" Sm e G P 0n e P e O w P P P o= P e e on P e Gm = P O= O B G G ==

REXRRQGANNOQRANYN
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BYTE

S3

S5

s?

§9

6!

63

6S

67

(22 X2 2222222 %2

26eFEReT9 70236529  #eUNCLASSIFIEDw+ PAGE B-5
REeRTORRNRINESS

TRANSMISSION CONTROL BLOCK
26=FEB=T9

1S 14 13 12 11 2 9 8 71 & S « 3 2 1 e
! i i
1 PRAMELG 1 UNACKD !
| . e e ! }

0...-‘.-...;.;.-.....-....-----.0.--.--......-.;...-....----.-..¢
{ l
{ CONLCN |
L . !
(L IA LI I I L LY LY P P Y Y Y L T Y L Y Y e e r Y Y L Y L L T T L)
! | }
l SEGENT $ SEGHED !
! . ! o . !
(AT I I LYY YT PP T LYY YT T Y Y TY TOY T TETY ¥ YRR TR T PRy Y P gpup sy
! } l
l ACKCNT ! ACKHWED i
l ! !

0-.;....-.-;o;-.-;-;-;---...---00;---..;..--...i-..-.----..-----#

! !

FINSER

PR - . .
.........-.-.......-........'..........-..--........'-.-...-...

!
{
L J
{
{
{
{
!
!
WOPSED +
l
}
!

|
!
+
!
{
!
*
!
{
l
.
!
|
l
*

eRNRRIet RN RS
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52

S4

Sé

58

62

Y]

66
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TRANSMISSION CONTROL ALO0CK

26<FERe?9

MNEMONIC

TCBSEC

SENPRC

TCBTYCC

RECPRC

OPNFLG

TCBaCK

STATE

SENNEYX

SENLWE

20eFPERa?Y

s OF AITS

te

32

32

TR336%09

BERCRNSESRERNBRY

*aUNCLASSIFIEDan PAGE B-6
et daderRene

DESCRIPTION

Securitv, Security leve! gpecifiea in
Oocen event: {f none scecified (m Open
event, conteing meximum gecurity leve!
sutharized for use By this user,

Send Precedence, Precedence leve!
soecified im Qpoemn event) (¢ mrome
specified in Open event, containg
mex{mum precedemce leve! autherized for
use by thig yuser,

TCC, Binary value for TCC specifieo in
Open event) {f mome speci{fied {m Open
event, Contains zero,

Receive Precedence, Prececence leve! of
the "metworketoeyser” gide of the
connection, to be used by the remote
TCP in sending datas to loca) usery
value (s used (n connection preemption
orocessing,

Oocen Flao, Flag ¢rom Open event,
{nd{cating which ocen request
parameters wepre nOt gpecified by yner!
(set {f parameter s unspecified) bit @
& gsecurity) bip | = geme prececence)
bit 2 & YCC3 it 3 3 gestimation
address,

TCB Acknowledaerent Flag, Field used to
qovern transmigsion of ACK, status,
0BI, wWOPEN, gmag WACK comeero) segmentst
BtOtUs X o)) ACK =B 1) WOPEN 8 2; wiACk =
3 08! = 4,

Conmeetion State, Field desiorating
current gtate of the comrmection; @ =
tistermy | 8 operyt 2 ® SYN semt) 4 s SYN
sent/received) &8 = egtablighed) {6 =
1ocal close received; 18 8 FIN genty 1A
B FIN gsent/receiveas 22 8 FIN preceived)
24 & remote close received)y 32 s
¢elosed,

Next Sesuence Number, Valye te be
4981Qred to mext seqQmemt gent,

Send Left window Edge, Value of
seayuence mympher for “oldgst"
urecknrowledged octet,

LAAAA XTI E 2T
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TRANSMISSION CONTROL BLOCK

26eFEB=79

MNEMONIC

SENW]IN

WINPTR

RECLWE

LASACK

CLOSID

CLRESN

SEGTAL

ACKTAL

RECBAS

RECSEQ

RECHED

RECCNTY

THMRID

260FEReTY

# nF A1I7S

le

1é

52

32

B

32

32

ts

T0436509

P Y T L L)
aaUNCLASSIFIEDey PAGE B-7
TR RARARENET RS

DESCRIPTION

Send window, Number of octets which may
be sent to remote TCP,

Window Pointer, Pointer to window array
entery for connectiont contains
{nformatiom for each connection such as
curmrent receive window, meximum recefve
window ever {ssued, {nput and outout
1ire speeds for connection, and {nput
and outpuyt approximate letter sizes,

Receive Left window Edge, Value of mext
seauence nyurmber excected from remote
TCP,

Last Acknowledgeo, Value of seauence

number 0f lagt octet successfully ;
deli{yvered to THP) ysed i¢m TCP close

accountability processing,

Close Event ID, Trangactiomn ID of THP
Close event or zero (f nore recelveo,

Close Reason, Code for close reasont 9 ?
s loca! user {gsued 8 close ard nro
errors Occurred] ROR=Zero B grror
éondition {s ceusing close,

Retransmiggion Tail, Pointer to mext
available entry {n retransmigsion
aueue,

Aekrow)edagemene Tatll, Pointer tOo mext
available entry in acknmowledgement
Qqueue,

Receiyve Base, Valuye of seauence nymber
of first data byte received onr
cornection from memote TCP,

Receive Lett Edge. Value, relative to
sequenrce nurber of Receive Base, of
receive left edge,

Rece{ve Queue, Pointer to head of
receive aueve,

Recelve Coumt, Number o0f elements onr
receive aveue,

Timer 10, Timer fdemeitication of Retry

(T3 X222 2N2Z]
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TRANSMISSION CONTROL BLOCK
26eFEB=T79

MNEMONIC s OF ALTS

oovoaena L 2 L X T T XXX )
wOPFLG A
RESNEX a
SENKED 8
SENCNT 8
unused 16
RESKHED A
RESCNT 8
UNACKD a
PRAMFLG A
CONLCN 18
SEGHED a
SEGCNTY a
ACKHWED a
ACKCNY 8
260FEReTY Ta234509

i —— ———

(2 X322 2R Y]

*aUNCLASSIFIED e PAGE B-8
(23X XYX23282X2]

DESCRIPTION

event aueued because of elements on
retrangmisgion aueue or WOPEN conrtrol
outstandinmg,

WOPEN Flaa, Flaa fmdicating nymber of
transrissions have been made of WOPEN
control which mhave not Deen
acknowledged by WACK ¢contro) segment,

Reassembly Pointer, Pointer to mext
availeple free soace {mn peassemcly
aueye,

Send Queue Head, Poimter to head of
send aueue,

Send Queue Coumt, Number of elemenmts on
send queuye,

This lbebit t{ela (s not used,

Reassembly Mead, Poi{nter to head of
reassemdly aqueue,

Reasaemply Counmt, Number of elements on
reassembly aqueve,

Retrangmigsion Aeknowledgerent Pointer,
Pointer to firgt elemert (n
retrangM™isgsion oueue which has not been
acknow!ledaqea,

Preemption Flaa, Preerption flag ferom
Open event, {ndicating whether the
connection g avalttable for preerption
(valye g one) or mrot (value (8 zereo),

Preempted LCN, Cortains Loca)
Conmnectionr Ngme fOor preempted
connection,

Retrarngmigsion Wead, Pointer to head of
retrangmission queus,

Retransmission Counrt, Number of
elements omn retranrsmission aueue,

ACK Queue Head, Pointer to head of ACX
aueye,

ACX Count., Number of elements om ACK
aueuve,

dRANRNNTRRDANN
*aUNCLASSIFIED e
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TRANSMISSTION CONTROL 8LOCK
26=FFB=79

MNEMONIC s OF BITS DESCRIPTION

FINSER 32 Recei{ved FIN Seauenmce Number, Value of
seauence number essiared to FIN seament
received from pemote TCP) value (s
negative (¢ FIN gegment has nmot been
received as vet,

WNPSEQ 32 WOPEN Seauence Number, Valye of
seayence numher o0f Outstamaing wOPEN
segment gent to remote T(CP,

sttaeReteneney
26°FEReT9 72236529 e UNCLASSIFIED#.
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APPENDIX €

TCP EVENTS FOR wCCJ

This epDendiv describes the events "recefved” and "gent” by
TCP {n the “CCU, For the networkstosyser process({ng oath,
TCP recefves events from 310 enc gends everts to TKP, For
the uSeretoenatwork oBrocessing opath, TCP receives events
fro~ THP ana aueues events to 1P,

Theso ovents asre implementationeorignted amra, (n faet, ree
present one “CCU {(mplementetion, This appendix (g not {me
tendeo to orovide documentation for the MCCU eventy) that
is orovided unrder secarate Cover, It (s, rether, (ntencec
to suggest the tvyoe of {nforvation that mugt De Dassed
between g TCP and THP or SI2 {m an {mplementation simi{lar to
the “CCJ, Im trne MCCJ the metwork orotocol orocessing funcs
tion of the SIP (s hendlen oy the Network Interface Protoco!
(N19), Events netweenrn the TLCP fumetion and thi{a fumetion (nm
the “CCU are shown with the SENDER or AELEIVER of the event
being N1P, as asooropriate,

The format {8 shown (n stendary DEC ?DPeili memorv (mgge fore
mat, with ¢the lesst significart bvte on the right (even
nusper) end the mogt sianificent Ddvte on the left (odd
numoer) of a 1bedit woryg, The dits ere labeled # to 1S
(least significant to most significant) riant to Tetet in the
word,

The memory (mgae for each structure ShOwn In thig asopendix
is described by am accompanving narrative, The aize (Dvte,
word, ote,) Of sach unit within ¢the structure mgy cause
"extra” Dytes withim OpF gt the eng of the structure, These
extras Dytes sre nOt USEO and mav De “erked as sucth of not
defimed {mn the nerrative, Thovy will pe represented by o
serieos of dasheg (o o @) (n theg semory {mgoe and ere alwave
zero, 1¢ the ostra Dyte(s) {9 witnin the strycture, it (s,
of course, counted {n the lemgth of the struetyre, I¢ the
extra Dytel(g) fg at the end of the structure, it will not be
counted (m the lenath of the structure,

Revision 3, February 8, 19802
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I AR AL IR T

EVENT SPECIFICATION

EVENT NAMEP CLOSE EVENT

MNEMONIC

OCLOSE

CPCIt McCU

SENDER}

RECEIVER}

PURPOSE

REASONG

COMMENTS

VERSION

Tup

TCce

This evene allows THP to request that TCP close & virtya!

eonmection,

THP isaues a Close event (n pesponae to a clase commang
from the user or as & result 07 o pratoco! error

encounteres in orocessing for the referenced conmection,

I+ TCP receaives a second congecutive Close event for o
connection, f,e,, a Close event received following amother
Close event, nut before close processing !s complete, TCP
will sema s Close Retusn event for the finst Close svent,

ond treat the gecond as & "flughing” close reavest,

29=3EPe=78

I I Y X LT
26°FEReY9 TPA3649 **UNCLASSIFIEDw,
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(12X X322 23X T])
CLOSE EVENT
29« 8EPeT8

BYTE 1S t4 13 g2 11 .te 9 8 7 6 S 4 3 2 1 2
Y I P L T e I e Y XYY Y YT P Y Y LY TR AR Y YR R Y Y Y L Y Y 4 44
! | |
1 TRANIO | OPCODE i
I Ce . . l. o )

| {
3 LCN l
! !

}
S . CLSTYP {

$

[ 2.2 '-C-;--.;.;...;;;.;...;-.-.....--.;.;.;..--....--..-C'--.....’
(A XXX AXZERZ Y]
26-FEBaT79 T9236491 *aUNCLASSIFIED
I 2 A222Z22 2R XX ]

BYTE
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260FEBaTY 78336491 *sUNCLASSIFIEDes PAGE C-4
aetaddRRatgRge ;
CLOSE EVENT
29«S5EPeT}
MNEMONIC s OF AITS DESCRIPTION
(A X X T XX 1] oYeoSeownw oeovagpooapoe
0PCODE ] Event fdentifier, Value for Close event
s 67,
TRANID 8 Transaction ID, Seauence mumbes for

this event, for cooraination of retyupen
event, with ramnge 14255,

LeN te Lecal Comnection Name, Interma! THPeTCP
connection (dencificotion valye with
range =32,

CLSTYP 18 Tvoe of Close, Indicates what type of
close shou'd be performed by TCP3 2 &
deferred, a)) Send events issued prier
to Close event will be geliverea teo
destirmation, {f pessibley | =
immediate, all Seng events mot yet
segmentized will be returmed amd TCP
close orocessing done (mmediatelys (n
either case, no further Receive events
will be auveued to THP,

LTI TYIITTIITY
26eFEBe79 72934491 *aUNCLASSIFIED
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VERSIONS

20eFEReY9

3 I3 12 I IIITIIEY)
} 260FEReT9 T0A3649¢ seUNCLASSIFIED#. PAGE C-5
‘ X313 322232112,
F EVENT SPECIFICATION
, _ EVENT NAME; CLOSE RETURN EVENT
MNEMONICE QCLSRT
CPCI1 MCCU
SENDERT TCP
] RECEIVERy THP
i PURPOSE
This event motifies THP that TC? close processing has bBeen
completed for g conrection,
REASOM]
The event wi)) be issued (m response to a orevious Close
: event or for several exceotion conditionrs encountered by
[ 1 . .
TCPy» sueh as, remote user closing, $/P/T errors,
gdestimation subseriber down, ete,
COMMENTS

1¢ TCP sency am ungolicitea Clase Retusm event, 1,e0,, one
not cousec by previous Clase evemt, the Trangaction ID of

the returr evemt wil! be zers,

29«SEPeT78

(22 X222 XXX2TY]
o UNCLASSIFIED e
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TIIIITI LTI I
CLOSE RETURN EVENT
29e8EP=T8

BYTE 1S5 14 3 12 3} 1¢ 9 8 7T & S 4 3 2 1 2 BYTE
I T Y Y P P Y Y Y P Y oI PR YT YR Y YYD R R L XA L LYY Y 2 Y X4
) | }
11 TRANID | OPCODE { a
| e e . T . !
I P Y Y T Y Y Y Y T Y YL L YA A P Y Y P Y LY L L L LYY L P Y Y Y ) R
| !
31 LEN ‘ e
! - : l

) {
S ! CLRSTA ! 4
{ _ .. H

TIXI2 2122222 ] )
260F2Re79 TAARAUQ eelINCI ARSTFTIFNey
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(2332222382822
CLOSE RETURN EVENT
29e8FPe78
MNEMONTC ¢ OF BITS QESCRIPTICON
Toveveve oesdgasvee POOPNVOOIOONS
0PCODE - 8 Event ldentifier, Velue for Close

Retyrn qvent 8 43,

TRANID 8 Trangaction [D, Seauence mymber for
orevigus Close event, (¢ any, with
ronge 1255) thig bByte will be gero {f
the retusn event s ungolicited,

LEN 16 Locs] Connection Name, Interms! THPeTCP
connection (dentiftication velue with
range (=32,

CLRSTA 1Y) Close Status, @zguccegsty) leocaly
{enonexigstent econmection) Llaremote
close) 163SCH gecurity errarp 173SCHM
prececence erroerg 183CH TCC errory
{96SCM address errory 203destination
subscriber dewmy 213degtination access
efrecuir downp 22smdestimation busy}
JI0sremote TCP gecurity srrory 3{EBremote
TCP TCC errory 323remote Oreempty
33ss0ece preempty 3dxhal?t ooeny 3Ssno
ack revds 36zl {me error

SERRIRANSRRRSNS
260FERe79 10334491 soUNCLASSIFIEDw®
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I I IT]

EVENY BPECIFICATION

EVENT NAMES INITIALIZE TCP EVENT

MNEMONICE OINITT
CPCIt MCCU
SENDERY BEC
RECEIVERY TCP
PURPQOSE:
This event informs TCP that the MCCU has been {nitialized
and relavs the subscriber sddress for this MCCU,
REASON}
TCP must {mitialize several of its internal tables prior to
execution and algo must be informed of the locae! subscriber
address for thisg MCCU im order toc send end receive
segments,
CON"ENTSl
VERSIONS 13«SEPw78
(TXXXXREXREEX X
260FEReT9 TE236499 enUNCLASSIFIEDN.
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(X XTI XXX ITLX]
INITIALIZE TCP EVENT
13e3EPeT)

BYTE 1S t4 13 12 .11 1@ O 8 7 6 S 4 3 2 1 e
.............-.‘.-....’-....C...0......-.-.‘..‘..........‘-.....‘
$ | !

) I ® ® e | OPCODE !
! ) 4 cee e e | .o . . |
’.....‘..--...-‘..'-...........‘0..--..-..........-..O...-......’
! !

31 SuBRID $
[ . N |

! !
S ! ACSSPO |
Lo cee !

(2R XXX XTL]
26efEReT9 Te33649 CaYNCLASSIFIED
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20=FEBe?9 70036494 SeUNCLLSSIFIEDee PAGE C-10
I T A2 X212 1]
INITIALIZE TCP EVENT
13«8EPeT8
MNEMONIC s OF 8178 DESCRIPTION
oovewede [ L1 1 X1 %1% ) aSeseeuetuce
0PCODE 8 Event ldentifier, Value for Initialize
TCP event s 73,
SUBRID 16 Local Subscriber 1!D,
ACSSPD 16 Access Lime Speed. Value representing
speed of access lire between MCCU ang
SCMm,
SRR CRBARNRORRANSY
2beFEBe?9 TM36491 CaUNCLASSIFIEDRn
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AR A L F T I S

EVENT SPECIFICATION

EVENT NAMEY INTERRUSY EVENT
NNENONIC| QINTPY

€PCIt MeCu

SENDER]

THP

RECEIVERy TP

PURPQSE
This event recuests that TCP pertorm either ar interrypt op
flush fumetion For data being sent rom the source
(orfainator o0f Imterrunt event) to the aestimation om the
ro;crcneod coanoé!ion,
REASONG
The user {3 givem 19 fnterpyust function "keys" which ceyuse
19 oitferane {nterrust funetions, Of these one causes an
out=ofeband TCP imterrunt fumction and severa! cause TCP
flush funetions, Thege TCP {nterrunt/flush fumetions are
requested vias the Imterrupt avent,
COMMENTS
VERSIONG 29e83EPa?s
[ A A R T R R TR
26°FEBaeT9 TA336491 *eUNCLASSIFIEDan
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[ 3 A EX 23228 XX ]
INTERRUPTY EVENT
29e8EPeT8

BYTE 1% 1¢ $3 f2 gy 1@ 9 8 7 6 S 4 3 2 ¢ @
000-.--.-..-a-.o--.-oo.-..-.-...0-'ooo.-..-.-..-.-----.o.......-’
l | |
11 TRANID { oPCODE |
$ ) .. ) ! . !

’.-C-....-.;.;;....;.;-‘........‘..-..-....;.....;.'.;....---...’

{ !
31 LCN |
| : : el o : |

l | H
LI | e o e 1 INTYPE !

{ ) }

’o--.-...--..-..-;;;.;.---...-..0....;.;-...-QO---..-.....-..--.¢

RRARNCRSARRNRDRS
26=FEReY9 Tod3lsa9y *oUNCLASSIFIEDe
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BYTE
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739836491
! INTERRUPT EVENT
29e3EPe?8
MNEMONIC & QF A1TS
SeSecsode e I I L LT 1 X 3 )
OPCODE 8
TRANID 8
LCN 16
INTYPE 8
I
{
3
200FEReT9 T2236491

G e S ki,

.m. PSP STy Ty Gant A S ST

ARt RPRIBRNSE RS

aaUNCLASSIFIED.
NRERSORNPISTIOIRS

PAGE C~13

DESCRIPTION

ooovessowe

Event ldentifier, Value far Imtereupt
event 8 69,

Trengsection ID, Seauence murber for
this event, for coordination of return
event, with pange 1255,

Loca) Conmection Name, Imternal THPwTCP
conmection ldentification value with
rcange (=32,

Fumction Type, value indieating type of
recuestt 2 = outeofedband interrupty | ¥
flush,

AeRERTEIRRRIRNRY
seUNCLASSIFIEDwr
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260FEBe Y9 70336491 salUNCLASSIFIEDwY PAGE C-14
1322222223222

EVENT SPECIFICATION

EVENT NAMEY INTERRUST RETURN EVENT
MNEMONICE OINTRY

CPCIt MCCU

SENDERY TCP
RECEIVER: THP

PURPQSES

This svent informs THP that the interrunt/flush functien
reauested (n a previous Interrupt evemt has been completed,
I+ there was rot a previous Interrupt gvent (Tranmsaction 1D
is Tera)s this gquent {nforms THP that an {nterrypt/¢iysn
function was reguested by the pemote TWP,

REASONS

Source THP has requested an (nterrupt/flush and both source
and desti{matiom THPS must be made aware that the function
has been performed 80 that amy THP followeup processing may
be completed.

COMMENTS ¢

VERSION: 12e0CTe78

reRBNTRIRESISREY
2602ER=79 T33%649¢ «oUNCLASSIFIED2
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26°FEB=TY 7023649 weUNCLASSIFIED®. PAGE C-15
(22 A3 X2 XRE X

: INTERRUPT RETURN EVENT
' 12=0CTe78

, BYTE 1S 14 313 12 i1 1@ 9 8 r & S 4 3 2 't @ BYTE
F (ALY LYY 2 R R Y PP P R P L A Y Y Y P Y P PP YL Y Y YR YT Y Y X
} | }
11 TRANID { oPCO0E ! 2
! e i . _ !
L I Y Y T L Y e Y P Y I P P P T L P R T Y L e R Ty Y I IrYrrryrrr .
l }
3| LEN l 2
! o e !
(I I XYY YR Y LY Y Y Y Y I P Y P P Y T Y P Y YT P Y T P Y Y Y R Y P Y Y P P T Y X
} { |
s 1 INTSTA i INTYPE ! 4
l } }

3 0-.--------;-;-..-..-;-;-.--o---’------;..-;--..-....--...--.-0-0

, RN RERARORENSTS
260FEB0 79 T3436491 a2 INCLASSIFIED®w PAGE adey?
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26=FEBe 79

T9d36491

INTERRUPT RETURN EVENT

{2eQCTeT78

MNEMONLIC

OPCODE

TRANID

LCN

INTYPE

INTSTA

aml f0aTQ

8 OF BITS

16

TA236491

T e T

-

ettt enny

*aUNCLASSIFIEDww PAGE C-16
NERARRANRR AR RN

DESCRIPTLON

Event ldentifier, Value for Interrunt
Returm event 8 39,

Trangaction 1D, Seaquence number for
corresponding Interrupt event with
range {®255; zerc {t thig {38
unsolicited Imterrupt Returm evenmt,

Local Conrmactiom Name, Jnternal THPeT(?
conmnection fdemti{fication velue with
range =32,

Function Type, Value indicating type of
functiont P & oyteofeband interryoty |
s flush,

Retyurmn Status, @ = successful) 1 =

connection coes mot exiat) 2 8 fynmction

rot tega! fopr current TCP state; 7 &
functicn not completed (undeltvered),

T2 XXX X2EEXXX2]
eeUNCLASSIFIEDn
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[ 22 XX 2X2X22%)

EVENY SPECIFICATION

EVENT NAME; MOVE CONNECTION EVENT
MNEMONIC: OMOVE

CPCIt MCCU

SENDERT THP

RECEIVERT TCP :

g T i S e ey T

PURPOSE?

This evemt reguests thst TCP verify a user as authorized to
receive an already establighed conmection,

REASQONG

THP has received a reauest on en active comnectionm, via the
move command, that the conmecti{om be "moved" to another
user on this MCCU, THP must emaure that the user s
authorized the security, precedence, and TCC of the

establishec comnection, To acauire this authorization, THP

en)igts TCO,

COMMENTS ¢

VERSIONI 29e8EPeT78

attenteRatReey |
26eFERe?9 T2236491 CaUNCLASSIFIED
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TSI
MOVE CONNECTION EVENT
29e8EP=T8

PAGE C-18

BYTE 1S 14 13 12 11 18 9 & Y & 5 ¢ 3 2 'y o
| | {
1 TRANID $ orPCOOE §
Lo Coe e Ao !
T T LYY I LYY PP P Y YT R I TIPS P Y Y P PSR YR R R YL XY LR 2 X 0 X J
| !
31 LCN )
X I Y T L Y Y Y Y P Y Yy eI IS Y T T R YR FY Y YR LI R YRR R YR Y X Y Y 0 0 % X3
| |
S PORTID i
i i

9...-O.--..;-;-.-;-;.;...;-.—Q-.I.-;O;-;-;.;.-.....0.¢--.-..-.-.¢

tteeRneeNEnT R
26=FEBe79 TARA36491 ewUNCLASSIFIENe
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BYTE
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26=FERe79

TAN36491

MOVE CONNECTION EVENT

29SEP=T8
MNEMONIC

OPCODE

TRANID

LCN

PORTID

26eFEBe79

s OF BITS

te

16

Taa3su9y

RARANOn . RN RR
#aUNCLASSIFIEDH» PAGE C-19
CSARRERAERRRABAR

DESCRIPTION

Evert ldentitier, Value for Meve
Connection event 8 74,

Transaction ID, Seauence nmumber of this
event, for coordimation with retyuern
event, with renge 1255,

Loce! Comnection Name, Jnternal THPeTCP
cornectian {demcification valuye with
renge {32,

Local Port ID, Velue for local port ID
for mew usert bits {e1l & yser [Dy bits
12*{5 = functien luff!:y bit ¢ =
static/dynamic port indicator,

(A X A SRR Y]
*eUNCLASSTIFIEDe
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SRR OARRANORRNS
26eFEReT9 12336491 *eUNCLASSIFIEDax PAGE C-20
RSB ARRERANRNSSN

EVENT SPECIFICATION

EVENT NAME; MOVE CONNECTION RETURN EVENT
MNEMONICY OMOVRT

CPCIt1 MCCU

SENDER: TCP
RECEIVERT THP

PURPOSE
This event resoconds to THP?y Move Commection event,
indicating whether the mew user is suthorized to recelve
the estab)lighed connection,

REASON]
TCP received a Move event from THP pequesting that a
verification be made as to the asuthorization of a mew user
te use sn egtablished eonnection,

COMMENTS

VERSIONI 29eSEPe78

RREReRR AR RERS
26eFEBe79 Tea3s491 *eUNCLASSIFIED i
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seRNERRRERRERY
MQVE CONNECTION RETURN EVENT
29e3EPe 78

BYTE 1S 14 13 12 11 1a 9 8 7 & 5 o 3 e | 2
0-......---............-..-.--‘.0.....-..-.-..-........-...-....0
$ } {

1 TRANID { OPCODE {
b _ . e o } .. e }
(AT T YL P P P P Yy Y Y P Y PP Y L Y TP Y Y Y Y P Y Y ST Y Y Y Y Y PY Y Y Y P Y T X

} l

3 ) LEN {

i o : - , . )

(AL LTI LYY I Y YR Y Y PSR ISIS IS Y Y Y Y Y Y R LT Y Y SR Y Y Y X2

i i }

51 * o e } MOVSTA |

oL ) | l

’-....--..--;;-..;;;.;-......-..0--.-;-.-..;.;.;.....-¢.....o¢--¢

AR NRRNRARERY
26eFERe79 10336491 PaUNCLASSIFPIED

LR R L XX X XN

BYTE
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26=FER=T9 1203649} *eUNCLASSIFIEDe PAGE C-22
122X 22222 2XF]
MOVE CONNECTION RETURN EVENT
29=8EP=78

MNEMONIC s OF BITS DESCRIPTION

[ L1 X T 1 17T ooadoavoos OoBoovePooade ‘
i
}<

OPCODE ] Event ldentiftier, Value for Move {

Cornection Return event s 48,

TRANID ] Transaction 1D, Seauence mumber of the
! eorresponding Move Connection event
. with pamge 1255,

LEN 16 Local Connection Name, Internal THPeTCP
. connection {dentification value with
‘ range =32,
' MOYSTA 8 Status of Move event orocessing} 0 s

new yser s auther{zed to receive _
referenced connectior) | = mew user (s
mOt suthorized to receive referenced
eonnection,

NRREARARRRNRNEY
26eFERaTY T3036491 #oUNCLASSIFIEDR.
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i MNEMONIC)

SENDER?
RECEIVER]

PURPOSE

REASONMG

COMMENTS

VERSION}

. - B I TN S

et Rdedtodenny

20=oFEBe79 T2236491¢ ssUNCLASSIFIEN R PAGE C-23
NEARRARRAN NN NN

EVENT SPECIFICATION

EVENT NAME) OPEN COMPLETE EVENT

0OPCMP

CPClt MCCU

4

THP

This event notifies THP of the security, precedenrce, TCC,
and foreign sddress of the connection, These fields may mot
have been specitied In the original open evemt or In the

cese of preceadence may have beer chamged by TCP,

This event 1s igsued after the fiprgt “SYN’ gagment (3
received from the premote TCP for the conncction. At ehat
time all unseeéi?i.d parsmgters of the Open recuest becore

bound by the yatues 0f the incoming seqarent,

The local yser must be authorized the higher precedence ana
8! velues associated with the mew connection that hed been

previously unscecified in his open reaueat,

26eFEBe79

(2 X R X2 RIXZXTXY]
26eFEBeT9 1003649} soUNCLASSIFIEDe
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OPEN COMPLETE EVENT

20<FEBe79

BYTE 1S ta 33 (2 14 1@ 9 8 7 & S 4 3 2 1 @ BYTE
[T L LT YL Ty Yy e T Y Y T Y P N I Y T Y L YL T T I
! } !

] TRANTD l oPcooOE } e
l o ; B . ) {
0.';...--.--.;-.Q;;;.;-;.....c--#.o....-....--o-..o-........o.o.‘

l l b

3! LCN l 2 :
! . } ) . . !

(AT A I I Y Y P P T P P Y Y L T P Y P P Y PP P P Y YT T Y Y Y PY P P Y PTY TT Y T
! $ i

51 PREC l SEC ! 4

} A . {

. n . -

0.....--.-.;--....--..-.--..---.0..,..---...-..--.--.--....-....¢
{ {

71 TCC | )
(IZ AL T I LY L Y Y Y Y Y Y I Y Y T Y Y I Y P Y P P P Y Y P T Y Y Y Y XTI LY
l !

9| FORSUB ! 8
! Ce : . !
(2 XX T YL L Y Y T Y Y Y Y T L Y Y P P P P Y T Y Y Y Y L Y LY Iy
! {

11 1 FORPRT i {2
! !

ARARANNRINANRTRY

26eFEBeT9 722336491 *oUNCLASSIFIEDnY
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26=FEBe79 1203649} #2UNCLASSIFIEDe ' PAGE C-25
ARV ANNRA NS RNRN Y
OPEN COMPLETE EVENY
26eFEBe Y9
MNEMONTC ¢ OF AlTS DESCRIPTION
oeSsaeew LA I I XYY T Y] TPveeseSeeny
OPCODE A Event Ident{fiar, Value fer Ooen
Comolete event s 4S,
TRANID 8 Transaction 1D, Seauence mumber of the
corresponding Open event with rgmge
1.255.
LCN 18 Local Connection Nare, Interna! THPeTCP

connection {demtificetion value with
range (=32,

SEC 8 Connectian Security Level, 15 is highy
3 is Tow,
i
{ PREC 8 Connection Precedence Level, 15 s
g highy @ {s low,
i TCC 14 Connaction YCC, Bimary velue with range
0.512.
FQRSUR 16 Foreiqn Subseriber 1D,
FORBRY 16 Fereign Pore 1D,
1
]
RSO RAR SN ARNE Y
26eFEReT9 78336491 *eUNCLASSIFIEDN.
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26aFERT9 TO336491 eswUNCLASSIFIED Y " PAGE C-~-26
ANRRAREVARET R

EVENT SPECIFICATION

EVENT NAME; OPEN EVENT
MNEMONICE QQPEN

CPCIs  MCCU :

SENDERS THP
RECEIVERY TCP

PURPOSE "

This event allows THP to specify the pararmeters 0f & new

conmection,

REASONS

THP buflde sn Ocen event whem |Y receives an open or )isten

command fprom the user whanm a connectiom does mot already

exist, Or whem it performs am autce!isten oF autoeopen

Funczlon; In the case af a 1{sten reauest, the destination
address, security, precedence, ar TCC may be ynsoeci?ied,

COMMENTS

The immediate return evemt (OPen Retyurm event) merely
sfianifies that the narameters soecified in the Oben event
were valig for the user, The connection, however, {8 not
esteblished unti) TCP completes the threewvay handshake,
This wil) Be caused by # Send event by either the loca) or

remote THP,

VERSIONS 24eFEBe79

sRTRRERRR AN
26ePEBeTS Tea36491 *aUNCLASSIFIED e
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(AL A2222 222 2T

OPEN EVENT

20=FERe

BYTE

11

13

15

26

79

1S 14 13 12 3y 12 9 8 7T 6 S 4 3} 2 1 @
0.....o.-..---.Q...--....--.--.-0--..-......-...-q.-.--.--.-.-..#
! | §
{ TRANID { OPCODE !
} . e e Voo . : {
0---..Oco...---....-....-.O.-..-¢..-.'-..--.-....-......o..-.-..Q
| l !
! OPNFLG - { PREFLG {
.o . . . i . o |
f......-.--..-..--.----..-.....-¢.--..-.........-.---.---.----..0
! H i
} PREC 1 SEC {
} . { |

9‘0--..-.-.;.;..-;;....---.-.;--0..-.;.;---o.--..;-.-...--.-..-.0
! {
} TCC |
b . - : : . . . |
f-c...c-----..---.-..-.-.....-.-.-.-.-..----.-..--.--..--.----..0
| !
! FORSUB !
[ . . e e o : . }
'C-...-.-...-...--.......O-.-.--...-.-...'O.-....‘.-.-......-...Q
! §
l FQRPRY {
b ) . e e i . ) |
0---.--.-..--....-...-..-..-----..o---.----..---.---..--..--...-Q
! }
§ LOCPRT {
| o . cee e : . - ; o !
¢.-....------....-.-..---.-.--..0..-..--..-..----..---'--...-.-.¢
l { {
! . L LD } LETSIZ !
! ) } {

0......-0..-....-;---;.-.-0.--.¢0--o.;.--.-..-----.-..-...-.-.--0

tetsaneRennane
oFERmT9 12736491 *eUNCLASSIFIED
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BYTE
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14
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OPEN EVENT
26eFFBaT9

MNEMONIC

0PCODE

TRANID

PREFLG

OPNFLG

SEC

PREC

TeC

FORSUR

FORPRT

LOCPRT

LETSIZ

$PD

26oFEReTY

T223449)

s OF 8178

16
1s

16

16

10236491

AN RERRNRRNSIRRS
saUNCLASSIFIEDw» PAGE C-28
eRdNIRRNRIE R NSRS

DEBCRIPTION

Evert ldentifier, Value for an Open
event 8 64,

Treanssction ID, Sequence number for
this event, for coordination of return
events, with pgrnge (e255,

Preemption Flgg, Flag indicating ¢
this comrnection can be Dreeroted: 2 =
preevotior mot allowed: | 8 conmectior
can be preempted,

Ooer Flao Ayte, Flags indicating the
ynsoecified pararmeters of the openr
recauest, [f get, Dit @ 8 mo gsecyrityy
bit §{ 2 mo precedence) bit 2 8 mo TCCy
pit 3 8 no foreton asubscriber address,

Security, Value for security leve! fon
the new conngectiont 1S (g higmy @ (s
1ow,

Send Precedence, Value for send
precedence leve! for the mew
comnmectiont 1S s highy 2 (s ow,

‘TCC. Valua fopr TCC of the mew

conmection with ramge QeS512,
Fore{amr Subsc "{ber 1D,

Foreiam Port 1D, Value tor foreigr port
10 for mrew conrmectiony bits lei| 8 yser
101 Bits 12«15 8 fyunmctiomn suffixg bie 2
8 static/dymngmic port i(mgicater,

Loca! Peort 1D, Value for 'ece! port ID
for mew comnectiont bits lel]l 8 yser
101 bits 12-1S & functionm sufting ble @
s static/dyramic port (maicator,

Letter S{ze, Aooroximate mnymber of
greing (one graim &8 64 Dytes) to be
pent (n 3 THP Jetter oOm thip
eonmection,

Line Speed, Coce for inpyt lime gpeed
(bos) for mogtelCU chamne! for thig
usery @ 8 152 ar less) { & 304y 2 @
688p 3 8 1279y U4 8 2ud03 S B 4822y 6 =
960@5 7 =& 192Q2 ang more,

(3 AR 2X 2}
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26=FEReTY 1003649} saUNCLASSIFIEDN
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EVENT BPECIFICATION

» EVENT NAMEF OPEN RETURN EVENT
| MNEMONICI OOPNRT

i CPCIt McCu

SENDER; TcP
: RECEIVERT THP

PURPOSES

F This event infosme THP of the local conmsction name (LEN)
for the possible connection, {7 the Open event was velid,
or returms an error status, If the Open event was rejected
by TCP,

REASONY

THP must be {nformed {f the oPer Pequest was invalid se
that the user can be Informed of an error, Or, (A the case
of 8 success?u) open reauest, the characteristics option
can beain, This cotiem {3 performed onmly (f the user ocpen
command or autoecnen featyre cCaused the onen recuest teo
TCP'

COMMENTS

This event does mot mean that the conmection has been
o.!lbiilhod, In 3.et. the threeseway handsheke will mot take
olace unti! the fisst Seng event from THP, The Bend event
aueued as & resyl: of the Open Return event
teharactoristies oot{on record) will be the first Send

event and, thus, will esuse the threeeway handshake,

VYERSIONI 26efEBe79

(22822222222 X}
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OPEN RETURN EVENTY
26eFEBe79

BYTE 15 14 (3 12 'y} 1# 9 8 7T 6 S5 4 3 2 i @ eYTE
(I I I I LTI L PP Y P T Y P T T Y YT T Py Y Y T T Y Y Y T P P T P T Y T Y Y, -
] H ’ ! ’
1 : TRANID : oPCOOE i 0
. . cee e o .. .. . . !
(ZI I I LI LT LT LYY Y PP Py Y Y T YL YTy T Y PP Y YL YL T YT Y DY Y POy Py
l 1
31 LCN i 2
.. cee e e L o ) i )
[ JLIITT LT Y LY Ty ey Y Y Y P Y P P Y Y L L LTIy
! )
S : OPNSTA { a
. ) ... . : . . }
0....-.-o-.-...-....o;oo......oo--......--o..-.-..-.-.-..-.--...0
! !
714 INIWND i ] i
] ! b

0-06.00..-.-.;.C.;;;.;.;-;...;.5-..;-;.;.;--...-....o..-..-...-.¢

I ITTTT YT IT T L T4
20oFEBe79 70036491  seUNCLASSIFIED®e
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OPEN RETURN EVENT g
26FER=?9 i
}
MNEMONIC s OF 83178 DESCRIPTION v
(2 4 1 1 1 1 1} o%edovese (T2 T 1Y 1 7"% ¥ g
i
oPCOOE 8 Event ldentitier, Valye for Ooen Retuen ’
event ¥ 49,
TRANID 8 Trensaction 1D, Saauemce number of the
corresoonding Open event with range
1'255. ‘ J
LeN 16 Lecal Commection Name, Imtepma) THPeTCP g
ecoennection fdentificeation velue with ;

range =32,

0PNSTA 16 Status of Open event processingt @sno %
error) 2sconnection soeci{fied in open f
event cnictat Ssunknown uysers *
ozingsufficient pesources for new
connection) 8ssegurity error)
Ssprecedence errory 183TCC errer,

INIWND 16 Initia! Send HCHGOU. Value which
provides the {nitiel THP Yecter cefling
{n numrher of letters which may be
outstanding to TCP (Send Retyrn events
not received), Possidle values eret 2 =
Coen event wes partially speciftied
(listen reauest), THP Send events asre ;
blocked; § = Open event was fully
specitied topen pequest), THP may send
one lettery initial vatue will net be
more tham |,

steteReRaRe R
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AR RseeR Nt eRe N

EVENTY SPECIFICATION

EVENT NAME; PREEMPT EVENT
MNEMONICT OPRMPT

CPCIt MCCU

SENDER) TP
RECEIVERs ThP

PURPGSE}
This event notifies THP that & new connection (s being
estoblishea in place of a preemoted ene, which hes been
closed, TH? wil) have received am ymsolicited Close Return
event with preemption as the close status,

REASON}

The Preempt event acts a8 an Gpen Complete event for TWP,
fe@es uDOR Peaceiot 0f the Preempt gvent, THP will send the
charscterigtics aption record, THP peects the same way to

an Open Corplate event whem the connection is "l{stemning*,

COMMENTS

THP reauires the LCN of the preempeed comnection for
coordination purposes In finishing the close orocessing for

that ecormectian,

VERSIONtG @8=FEB=T9
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PREEMPT EVENT
88<PEBe Y79
BYTE 15 14 13 12 4§ 18 9 & 7 6 S 4 3 2 1 @ @vie

0.-.oooonoocno.......--..-......0.-.-.-.-.....-.-..-.---..-.-...0

{ | $
| TRANTD i oPCODE { a
! I T T T T : !
’..'....-..........--‘.'.0......”-.‘.-.....Q......‘............’
{ ]
| LCN { 2
| !

’...'.-....;;;...;-‘;.;...-.....;0...'.;';..‘......;...; Sovoovoeoavd

{ { {

LI PREC I sec ! 4
i.-;;-.;..-;.;.;.;;;.;.;.;-.....:....;.;...;.;...........;.-.-..i
7 : {44 : 6
d i Coe e e e : - . $
0--oo.coc-.o--..-...-.-o.o-.--.-------.o....o-..------.--------.¢
9 : FORSUB : 8
:.-...-.---;.....;;;.;....--....-;.................;.......-.--.:
11 : PORPRY : 1a
i-....-;---;.;...;;;.;...;.......;.;.......;....................:
13 : oLDLEN : 12
i--..;.;...;.;...;;;.;.;.;.......;...;.;.....;...;...;....-...--i
ARRNABAARANRNEYD
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PREEMPT EVENT ;
08eFEBeT9 i;
H
MNEMONEC »0F 8178 DESCRIPTION !&
oo%eoeeV®e (2 1 2 X 1 171 1] seovsevedeoean ’ ‘ -
: OPCODE [ Event Identifier, Value for Preempt i
svent 8 47, i
TRANID 8 Tronsection ID, This byte {s alwavs [
: zero for the Preempt event,
Y LN 16 Loce) Connection Name, Interng! THPeTCP [
1 connection identification with range

1032, This field containg LEN for new
eonnection,

SEC 8 Connection Security Level, 1S (s highg ?
2 is low, ;
PREC 8 Connection Precedence Level, 15 is ?
highy @ (s low, 1
TCcC . te Connection TCC, Binary value with renge
. 00512.
FORSUB 18 Foreian Subscriber 10,
PORPRT 16 Fereign Part 10D, .
i
OLDLCN 16 01d Loca! Connection Name, LCN of the 1

preempted connection,

S
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ateneseuntesee

EVENT SPECIFICATION

EVENT NAME; RECEIVE DATA EVENT
MNEMONICSE ORCDAT

crcx;. Meeu

ey

Vi g

SENDER} ~ NP
RECEIVERT TCP l

PURPOSE [
This event motifies TCP that & segment has errived from the i
network teo be orocessed, ﬁ
REASON} 5
COMMENTS S

VERSION; @1e8EPeTS

stesesetetneee
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RECEIVE DATA EVENT
dle8EPe

BYTE 1S 14 13 12 41 4@ 9 8 Y 6 S & 3 2 1 B BV
’..........-...‘-........’......’..-........-...'....‘-.-.-...."
‘ < l ‘

11 REASON | opcoDE ! o
VoL . - 4 1 i
(J LI I I AP Y PY TP Y I XYY Y P YT PP Y Y Y P Yy LYy )
! } i

3 pESSUB i 2 ]

.. . . oo . } C . o ! |
(A LI I T2 Y EYY Y P Y Y Y PY YT PP LYY Y P T P I Y PP Y PP P Y Y PP Y Y Y Y P Y PP Y ¥ 1 ¥ &
} : A :

S 1 PREC l SEC 1 4

i ) } !

! . A
74 TCC 1 6 : |
! ) ) ) !

| !
9 : _ SEGBUF ! 8
L i

tateneetennene
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? 200FEBe79

; RECEIVE DATA EVENT
01e3EPe?s

MNEMONIC

; oooesevs
i oPCODE

' REASON
DESSuB
SEC

PREC

TCC

SEGBUF

26eFEBe79

7903649}

# OF pITS

16

16

78236491

T eneasstsdsenne

2RUNCLASSIFIEDee PAGE C-37
(212X IR ITYY)

DESCRIPTION

(1l 1 2 X1 1T I T YT ¥

Evene IBon!iOior. Value for Receive
Oata event s 7%,

8IP soecific field unused by TCP,

Destimetion Subgscriber 10,

Security, Value for security level of
the fneoming segmenti 1S g higny @ (g
low,

Precedence, Value for precedence leove!
of the incominag seomentt 15 is highy @
(s low,

TCC. Binmary value for the TCC of the
fncoming segment with range Qe512,

Buffer 10 of the ineoming segmene,

akdetdRtesenan
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EVENT SPECIFPICATION

EVENT NAMER RECEIVE EVENY
MNEMONICSE ORCEIV

CPCls MCCU

SENDER: TCP
RECEIVER:Y THP

PURPOSE} |
This event passes s letter of dats te THP for output to the
user on the specitied comnection,

? REASON)

F
TCP has recelived data from the metwork that must be sent to
the user,

COMMENTS }

The triplet buffer, passed via this event, contains buffer
108 for each incoming seqment that makes up the THP lgtter,
Each group of 3 words resresents one segment with the firet
word in the triplet buffer being the mumber of seaments (n

the Yetter ang the second word in the trinlet buffer being }

reserved for future ule,

VERSIONE 20«8EP=T8
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TIPS
RECEIVE EVENT
29«3EPe78

BYTE 1S 14 3 12 1y 12 ¢ 8 T e S a4 3 2 1} @ BYTE

(JI 2 T LI T LI Y P Y Y PY I PY Y Y P P Y PY Y P YT YT YT YT YT T Y TPy ¥ 1)

} i !
1 TRANTD ! OPCOOE !
! : R .. !

0....-.....;.;..;....;....-.....0..-..-....‘.........--.-.0.0.000

{ i
31 LCN {
............‘........................-..-........-...-.....‘...-‘
! {
S 1 BUFID |
! . . l

LTI TITII L)
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RECEIVE EVENT
2%«8EPe?8

MNEMONIC

O0PCODE

TRANID

LCN

BUFID

200FEBe?9

< -

T233649}

s OF 8178

{e

16

T2d3ea0¢

o —
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Nt RNRRRASRIRNRY

PAGE C-40

DESCRIPTION

Event ldenti{fier, Value for Receive
event 8 42,

Trensaction 1D, Sequence number for
this event, for coordination of return
event, with panmae 1=25S,

Local Connection Nare, Interna! THPeTCP
connection (dentificetion value with
range (=32,

Buffer ID, Taa used to meo to_the
teinlet byffer containing information
about segments te be processed: word 3
8 Aymber 0f gegments) word | 8 peserved
for future yse; words 2=m, in grouss of
Jeword entriest first word s gsegment
buffer ID) second word 8 offget to
first dets bytes third word = nymper of
bytes of data tec be processed (n
segment,

1 3 A X Y221
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ARVARTARARANEE

EVENT SPECIFICATION

EVENT NAMEp RECEIVE RETURN EVENT
MNEMONICE ORCVAY

CPCIt MCCU

i SENDERE THWP
RECEIVER; TCP

PURPOSE!

This event motifies TCP that & letter has bDeen processed
for delivery to the uUser On the connection referenced In
t the corresconding Receive event,

REASONG

THP has deaueyed » Recelive event and has processed and
moved the dete {n the THP Tetter to a “tosuser® bduffer, The
toeuser buffer may 0F mey mot heve been sent to HSI (To
User event) far actual outout to the user, The triplet and
o!1 gseament buffers have been processed and released,
however,

COMMENTS

The Receive Return event (s used by TCP to determine when
an seknow!edqement may be semt to mremote TCP for dats

received gnd delivered to THP,

VERSIONT 26eFEB=?9
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I LI )
RECEIVE RETURN BVENT
260FEBeT9

BYTE 1S 18 13 12 4} 18 9 8 T & S & 3 2 1 @
[Z LT T I YL Y e e T Y T P Y L Y e F L I T Y Y LTI LYY)
! { !
3 : TRANTD H OPCODE {
(ZIIL T LI T Y Y Y PP P Y I Y Y P LI P PP P Y YT PP I YT Y Y Y LY Y 1 2
i !
31 LEN |
! . }

I I ITITY
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BYTE
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{
)
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i
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RECEIVE RETURN EVENT
260FEBe?9
MNEMONTIC 8 OF A1TS
L X 1 I 1 7 1 1™ oeeYveosaew
GPCODE 8
TYRANID 8
LCN 16
200FEB=Y9 703364914

e - a b b it it it et e kit et ’ it uiiash i

ANt NdenReORRRY

*aUNCLASSIFIED®e PAGE C-43
sNseRsRRRRRRRY

OESCRIPTION

Event ldentifier, Value for Receive
Retyrmn event » H6b,

Teangsaction ID, Seayence number of the
corresponding Recelive event with range
1258,

Local Connection Name, Jnternal THPeTCP
connection f{dencificoation valuye with
range {el2,

ARV eNNSERNRRRNTY
oeUNCLASSIFIED,




EVENT SPECIFICATION

EVENT NoMEp QFTRANSMIT EBVENT
MNEMONTIEt ORETAY

CPCIs wCCUL

SENDERY TCP
RECEIVER: TCP

PURPOSE,
This event couses TCP to scenm its retrangmigssion aueue for
e connection to find gsegment(s) that shou'd be
retranemitted,

REASONS
Eftectivelv, TC® aueues this event to ftee!¢ throuah the
BEC timer function (SETMR) hien nlaces the event in the
TCP dispeteh queue after the soecified tine peried,

COMMENTS

TCP meintains one timer per connection, {f the connection
hes any elements on {ts retransr{ssion aueue, when the
timer exnires, TCP will decrement the timer count for each
seanent eligible far retrangmigaion and (1 eny count

reaches zero, will retrangri{t thet segment, TCP wil)

refissue the timgr ovent unlges the gonrmection closes of the

retransrission aueye becomes ewdty,

VERSION; QfefES8e83

Revision 3, Febryery 8,
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etReRRORORERES

RETRANSMIT EVENT
29<3EPe78

BYTE 1S 13 13 12 41 18 9 8 1 6 S 4 3 2 4 @ +BYTE

’.....-.......C.......-.........’.........................C...-..

11 ©cse i OPCOOE \ 0
{ . e e . R S . ) }
! !

3} LEN i 2

0....-.;.--..;..-;;;..-..;..-..-.;-..-.;Q;.......-........-.-00.0

(LI IYZITIXTTY]
26eFEReT9 T9336491 *sUNCLASSIFIED e
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RETRANSMIT EVENT
29=32Pe?)
MNEMONIC s OF BITS
oovovoaae (3 I 11T T T
OPCOOE 8
LCN te

Bl

26eFEReT9

70236409}

" aneeevetttepe
eeUNCLASSIFIED e

PAGE C-46
steRReRRRe IR RS

DESCRIPTION

Event laentifier, Value for Retrongmit
event s 70,

Loce! Connection Name, Interns! TCP
eonnection (denrtificotion velue with
renge 132,

ftesaseerRenney
*aUNCLASSIPIED
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[ 26+FLB=79 78336491  ssUNCLASSIPIEDee ! PAGE C-47
' 'YX IITILS

CVENT SPECIPICATION

EVENT NAMEG SEND DATA RETURN EVENT
MNEMONICE OSOTRY

N

CPCI1 MCCU L
SENDER) NIP £
RECEIVER: TCP |
i PURPCSE? T
This event notifies TCP of SIP processing status end :
- 1
retwork error status {n reference to corresponding Send 1
Data event,
REASONG
This event is nermally sent when SIP completes transmission i
of the seament to the source switeh, Either transmission
successful or unsuecessful s returned In thips case, The
event is also sent 7 8IP receives & network delivery
statyus indicator from its source switch that {ndicates a
feve! condigion to TCP, These atatus conditions are shown
bO‘OU.
COMMENTS g ‘

VERSIONI 29«8EPe78

I IY
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TITITII LTI
SEND DATA RETURN EVENT
2%=8¢gP=78

BYTE 1% 14 13 12 4} 1@ 9 8 Y 6 S 4 S 2 1 @ BYYE

(I I Y Y T e P Y Y Py e I Y Y I P P P Y T P L T Y P P Y Y Y Y Y YT Y LYY Y Y T )]

! ! }

TRANID ! OPCOOE ! e
O )
(JIIYI I YII I TP Y PP Y P Y P L LI TP YR L PP P Y LY DR Y LYY Y LY L Y YL Y Y )
‘ ! !
¢ 3 LCN ! 2
: T .. eee e L. : o }
E (XL Y Y Y L Y Y Y L L L I T T Y Y Y T Py r ey Y Y YT Y Y Y Y YT 17 )
i { !
i s | SORSTA ) 4

' S ) {

§

I I I §
200FLBe79 TP3360891  eoUNCLASSIFIEDee
setsesetenvene
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attdeaetedatay

SEND DATA RETURN EVENT
29e3EPe78

MNEMONIC s oF BITS DESCRIPTION

OPCOOE s Event tdentitier, Value for Send Dats
Retyrn eovent s 72, ;

f TRANIO 8 Tronssction ID, Location of seqgment
| referenced by the Send Data Return ‘
event, Thig address {8 word, mot bvte, z
oriented, ?

LCN s Local Connection Neme, Jnterns! SIPeTCP
conngetion tdenmtification valye with
ranqge §+32,

SORSTA 16 Statust Dsmguccessful to source 3CHy
233Cv flow refect) 16=security errory
i7sprecedence errory 183TCC errory
198invel {0 sddress) 20sdestination
subscriber downp 213cestingtion access
eirecutt dowmy 22sdestimation subscriber
bBusyy 368)line error,

reteARRSRIRRNSY
20oFEReT9 TAA36491  eeUNCLASSIFIEDee
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AeBRNRRRRNERRR R

EVENT SPECIFICATION

_ EVENT NAMEY SEND EVEnT
MNEMONICS OSEND

CPCIt MCCU

SENDERY TwP
RECEIVER) TCP

PURPOSE

This event allows THP to genrd o letter te the metwork for

the referenced connection,

REASONY
THP builds & Send event wher {t has received enough datas
from S to setisfvy the packet release mechanism for thig
user,

COMMENTS

TCP will release the latter Buffer when Send event

pracessing {9 complete,

VERSIONS 29e3EPa7A

antenRedenRee
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ANANARRNORATRNY
SENDO EVENY
29e8EPe 78

BY"E 1S 18 13 12 3y 10 9 8 7 & S5 4 3 2 4t o
0o-.....-.o..-.....-...o--.o...o0----....-..-o-.....-...--.-....0
! | !
I TRANID | opCOOE H
! : . e e b - : l
0-.--o.------......-...-.-.-.-o.#......--.-..-......---..-..o.-.0
! i
3 LCN {
| . i

{ |
S| 8uFr1o !
! e . - . : .. . !
0....-.00....-.-........-.-....-..0..-....-.........--......-...0
i H
T 1 BUFLEN l
! l

rReRRRARRIRRRNY
26eFEBe?9 70236491  *eUNCLASSIFIED®.
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T R LY ?
SEND EVENTY '
29e8EPe78
MNEMONIC s OF BITS DESCRIPTION ?
: 0PCODE [ Event ldemtifier, Value for Send event
4 s 65,
§ TRANID 8 Teangaction 1D, Seauence number of this
!

event, for coorainatiom with peturn
event, with pgnge (2SS,

Len le Loca) Connection Name, Internal THPeTCP
conngction {demtification value with
range 1=32,

BUF1!D 16 Buffer 1D, Tag ysed to mep to the
buffer containing the letter to be sent
to the network,

BUFLEN 18 Buffer Length, Size, (N bytes, 0f the
letter to be sent to the metwork,

i (5 AT G Lt . L M i+ 855 = o ) b e

vt NNsANAtNRNan
J 260FEBeT9 TP33640901 2oUNCLASSIFIED e
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TITTIIIIIIII

EVENT SPECIFICATION

EVENT NAME; SEND DATA EVENT
MNEMONICYT OSNDaY

€PCI1 MCCU

SENDERs Tc®
RECEIVERT NIP

g PURPOSE
: This event allows TCP to reauest that SIP trangmit a
segment to the SCM,
REASONG
SIP must build and "attech™ ¢the Bimapry Secment Leader to
the segment Beina senmt to the network by TCP,
COMMENTS S

TCP sends Both gseaments that Contain data end segments that

comtaim oanly eantreo! i{mnformation,

VERSIONI 29=SEP<78
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PRRRANREANRINY

SEND DATA EVENT

29«8Epa

8YTE

11

13

1S

17

19

2!

78

15 14 13 12 4y 1@ 9 8 7T e S 4 3 2 ¢ ]
[ X I Y Y Y L Y L Y P L Y Y I Y I I P Y P Y P Y Y Y Y Y Y T YT I
{ . {
l TRANID } 0PCODE }
b L l $

0.'.....--.;-;.C.....;.;.;..';.;’..-.;.;...;...;.;..-...--..-...#

{ l

] | & !
{ ) . . _ . . . !
’o-;.;--.--...-..;;;........-..-0...........-.C---.--......-.-..0
! { !
i PREC | SEC |
} . .o VoL : !
0.---.c.-..--.......'-;...-.o...0--.-...-....--.--.-..----.-o---¢
l - {
} Tcc |
l ) .. .. : ) |
‘-..................--....-.‘..-....-......-....-.............-.*
} , !
| DESTID I
b . ) ) !

’-..‘...‘.-;C..-.;..-‘.-.;-.-.O;...;.;.;.....;.;i;..-;....-.....’
} )
l SNTFLG !
! ‘ cee . |

’...C.....J;-;.-.--...-;-;-....-.i-....;---.--..-;--...o..-.¢...¢
| {
] HORTAG {
b . cee . . i : ) . !
(XTI PP T LI LI T Y P Y PYYYTZ YIRS PSSR SR Y R P R L2 2 1 X )
} ’ |
i HORLEN {
! )

! !
! \ TXTTAG !
! . o !
’..........--.............‘.-..-..--.-.....-...‘..-.........'.‘.’
! o
; TXTREG !

b , . . l

- -

{ {
| TEXLEN {
} |

(222 ZXXRR2RZ2 R L]

200FEReT9 TRea3649} *oUNCLASSIFIED"e
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BYTE

12

12

14

16

13

2a
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SEND OATA EBVENT
29=3EPeT8

b MNEMONIC

OPCOCE

TRANID

LEN

SEC

PREC

Tcc
DESTID
SOTFLG

HORTAG

WORLEM
TXTTAG

TXTREG

TEXLEN

260FEReT9

79036491

s OF 8178

16

16

te

1s

18

1)

{6

te

16

TPA3649)
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enUNCLASSIFIEDS PAGE C-55
12 2 2 2 XXX TY]

DESCRIPTION

Event ldemtifier, Value for 8end Date
svent ® 9%,

Transaction 1D, Lecation of segment
referenced by the Send Data event, Tais
address (s word, net bvte, oriented,

Local Canmection Name, Interna! SIPeT(CP
conmection {demei{ftication value with
range =32,

Security to assign to the gegmenti {5
{s hnighy 2 (2 low,

Ppecedence to assign to the seamantt 1S
{s highy @ is Vow,

TCC to assiagm to the segment with pange
a'slao

Deatimation subscriber 1D to assign to
the seqment,

Send Doata Flaag Wera, Valyes currently
undefined for the MCCU,

Buftfer 1D of the Tegegment header,

Lemgth, fn bytes, of the Tegegment
header,

Buffer ID of the data portion 0f the
segment) zero (¢ MmO data being sent,

Offset into tne data buffer te tre
first byte of data to be transmitted)
velue (s relstive to one, mot zere,

Nymber 8f bytes to be traramitted,
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EVENT SPECIFICATION

EVENT NAMEY SEND RETURN EVENT
MNEMONIC? OSNDR?Y

CPCIT  MCCU

SENDERY TCP
RECEIVER: TwWP

PURPOSE?

This event orovides THP the status of the corresoonding
Send event pronlliﬂa.

REASONG

This event is returned {f TCP finds an error in the
preliminary verification of the Send event, {f the dats
referenced {n the event is delivered, or {f the data is not
delivered, T“ﬁ must be aware Of Send event Drocessing
completion as the number of outstanding Send events i
limited as pare af the flow contro! meehanism for the MCCU,

COMMENTS

1 an "undelivered” status s returmed, the comnection will
he closing, The particular reasen for the close will be

returrmed in 8 Close Return event,

VERSIONt 29eSEP=78
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KA ARRRERARARAR

SEND RETURN EVENT
29e3EPeT8

BYTE 1S 14 13 12 41 t®@ 9 & 7T e S 4 3 2 § @ BYTE
[ Z 1T T I Y Y Y Y Yy Y Y Y Y T Tt P P Y I T P Y Y P P T I Y P P I T T T Y Y TP Y YY)
| { i
14 TRANID ! OPCODE [ o
. . l ) !

.......;..-;.;;..;;;............’....-..-......-.;.6...-..‘..-..‘
{ !

3| LCN { 2
| . A e S . l
’..-.--.-.-........-.-‘...........C....-....O..--..-............0
! !

S 1 SNOSTA $ a4
{ . H

(T2 XX2XXZ21IX)Y]
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SEND RETURN EVENT

29eSEPeTY
MNEMONIC

OPCODE

TRANID

LCN

SNDSTA

26eFEReT9

7023649}

8 OF A1ITS

16

1e

0236491

T setassetsenene

2eUNCLASSIFIEDe PAGE C-58
(331323221 TT])

DESCRIPTION

Event Ident{tier, Value for Send Return
event s 4§,

Transaction ID, Seauence number of the
corresponding Send event with range
12585,

Loce! Connmection Name, Intesnel THPeTCP
eonnection f{denmtification valyue with
range {=32,

Stetys of Send event processingt O8sdata
del{veredsy izmanexistent comnectiony
Usconnection closing when Send event
receiveds Smgenc ill1ege! (n listen,
stete) Tsdats undel{vered (conmnection
will be elosed),

ARV OANROAORY
2eUNCLASSIFIED"

GACPA AP DLO Lty



e TSR

" atestnetedtses
20°FEReTY 70336491 waeUNCLASSIFIED®e PAGE C-59
(T 2 X2R1221227X]

EVENT SPECIFICATION

EVENT NAMES SEND WINDOW EVENT
MNEMONICE OSNWND

CPCLt MCCU

SENDERY TCP
RECEIVERY THP

PURPOSE?

This event notifies THP of the new value to be used as the
send window On the useretoenetwork data path, The velye
recresents the maximum number of Send events that THP mey
have outstanding to TCP at any ome time, That {s, the

number 0f Send events that have mot been acknowledged by

F TCP with corresponding Semd Return events,

REASONS

The send window is part of the flow control ysed by TCP to
srgure that the viptyal conmnection gustains a steady flow

of data in either direction with mo aporeciable backups inm
any area, 1f the send window "closes,” THP wil) eventually
stop sending From User Return events to HSI, and HSI will

eventuslly beain helding o?t the host,

COMMENTS)

VERSIONI 29«8EPe«78
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PAGE C-60

SEND WINDOWw EVENTY
29«8EPT78

BYTE 1S 14 13 42 1] 1@ 9 & 7' 6 S 4 3 2 3 e »svveE

Y T Y Y I P YT Y P P Y YL Y YT Y Y PY Y TP PP YT Y YL LY P L A Y L Y L L Y LT LY
{ { !

1 4 o o e H oPCODE l 4
b e e e R . )
Y I I L I P Y T L Y Py XYY Y I YT Y I T YY YT Y Y Y Y Y Y Y YT LY Y L 2 1 7 Y ) ) X %)
{ $

3! LCN { 2
i . . cee . l

.

00..000.--.;;;.....o.....;.o-..;.‘....nouao-.--.-;o..;-.-.-..--.0
H {

s | NEWWND ! 4
i . $
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26=7EBe79 10036491 eeUNCLASSTIFIEDe PAGE C-61
(A 2 XX ITTEXY)
SEND WINDOW EVEN?Y ;
29eSEPaT8 i
MNEMANIC & 0F RITS  DESCAIPTION ?
i
oPCODE ) Event ldentifier, Value for Send Windew
event s 46,
LewN 18 Loeca! Connection Neme, Internal THPeTCP
F eonneceion fcentification value with
t range {e32,
NEwwhD le New Send Window, New value for send

window, indicating the nymper of
letters which mav be outstending te YCP 3
(Send Return events not peceived),
Value must be areaster then or eaus) to
the eyrrent gend window valye,

SNV NORNNRORNONNY
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cPels

SENDER

L PURPQSE

EVENT NAME;
MNEMONIC:

RECEIVERY

OSTaTS

MECu

Twe

TCP

This event reauests that TCP return the current status of

the scecified conmection as relates to the local TCP,

i ERTY LR

STATUS gvENY

ACRECVTCTDNORNSY
*eUNCLASSIFIED
fhfaeearteneten

PAGE C-62

EVENT SPECIFICATION

REASON)
The user has enterec o THP gratus commgng and THP bel{eves
there 15 an sctive connection that fg not being held off in
TP {tself., TP first reauests the TCP status of the
connection, 1+ that status is "mormal,® THP wil]l attempt to
communicate with the remote THP yig g TWP status recuest
record,
COMMENTS
R
VERSIONG @SeNOvVeT?s j
L]
i
|
!
3
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STATUS EVENY
PSenOveTl

BYTE 1S 14 13 12 11 1@ 9 & ? 6 S 4 3 2 { @ BvTE

.-....‘..........-.-............................-.....‘.........‘ ‘
i ! § |

1} TRAMIN ! OPCODE { a '
! ) o l . ! i
0OOCO.OUCCOOQQ.O......---...-...0'..........-..-.....-...o-.....0
! )

L ) LCN ] 2
} : !
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STATUS EVENT
9Sen0VeTS

MNEMONTIC

0PCODE

TRANID

LCN

26=FERT9

- EATYL D

8 0F 178

16

13136491

attegeeRRatane
*eUNCLASSIFIEDee PAGE C-64
seteasanetenes

DESCRIPTION

Event ldentiftier, Value for Status
event = A8,

Trensaction ID, Seauence number for
this event, for coordination of the
returm @vent, with pange 1e2S5,

Loca! Connection Neme, Jnternal THPeTCP
connection {demtificotion velue with
ponge 132,

trRRanRRRIReRTYE
*oUNCLASSIFIEDe
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EVENT SPECIFICATION

EVENT NAME; STATUS QRETURAN EVENT
MNEMONICE OSTSRY

CPClt MmCCU

SENDER; TP
RECEIVERT THP

PURPQOSE
This event motifies THP of the curment status of the
scecitied covnection as relates to TCP,
REASONS
This event (s sent {n respense to a Status event,
COMMENTS

VERSION: 29¢3EP«738

saReRNeRAReRRN
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(12 2X3 212112122 ]

STATUS RETURN EVENY
29e8ZPe78

8YTE

26

1S f8 33 12 4y 1@ & 8 7 6, S 4 3 2 | 2
(Z I T I PP PPy e py Y P P PP Y Y PRI YT PP YT Y Y Y IY PPYYY Y XY LR LY Y 1)
1 | i
{ TRANTD } OPCOOE !
[ I P Y Y Ty ey Y Y Y P Y Y T Y P Y Y Y Y YT I Y Y Y Y Y Y XYY Y Y Y YY)
! |
i LCN $
(I I L T L Py Yy e Y Y Y Y I P Y P Y P P YT YR Y I Y P Y Y Y YL P Y L Y 2 Y Y )
! ! i
i SENFLG { RETSTA §
b . e e A }
0....-.-..............‘.'...-...0......-.-.-'.................-.*
! i !
} e s e § RECFLG H
} ) i . {

O-.---o.--.;.;-..;.;.;-oo..-.-..0.-.o....-.icoc;o;o..i.n.--...-.#
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eVANRRNORNGRNR GRS
offge?9 12236491 *sUNCLASSIFIED Y
(221X XA T}

) P




—

stdsenndedeney

26°FERe79 TO236491 *aUNCLASSIFIEDny PAGE C-67
(23 8223 2X1X2L]
STATUS RETURN EVENT
29e8EPe78
MNEMONIC 2 OF 8178 DESCRIPTION S
oodeovece (T XX I T Y Y] (A J 2 1T XTI XY XY 3
OPCODE ) Event ldentifier, Value for Status
Retuern evenmt 8 44,
TRANID 8 Trersaction 1D, Sequence Aumber of the
corresoonding Status event with pange
1.255.
LCN 16 Loce! Comrnection Neme, Interns! THPeTCP
conngetion {demtitfication value with
_renge 132,
RETSTA 8 Retur~ Status, @ s connmecpion
established; | & connegtion does mot
existy) U 3 connection (s elosing,
SENFLG 8 Send Flag, Value {ndicating current TCP
stetus of the gend path! Q 8 openp | =
blocked,
RECFLG ] Receive Flaa, Value indicating current
TCP status of the receive pathy 2 =
ooent | ® blocked, window closec) 2 s
blocked, reassemdly gueue,
{
at.tioct.t..o' i
26eFEBe79 Ta7%6491 *eaUNCLASSIFIEDn 1
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APPENDIX D
TCP STATE TABLES

This appendix contains tables which

perform one of the following actions!

turn event,

source TCP,

sages between the two TCPs,

3 Theeoe tables do not address preemption,

Paragreph 2,4,3 (presmption),

describe
taken by an MCCU TCP depending on the current state of the
gonnection, reflected {n the TCB, and the stimyl
Thore are many different stimyul{ peceived by TCP, @,9,s Send
events from THP, Recelive Data events from
processing reauired by each gtimulys (s a fumetion of the
state of the connection gt the time of receint,

recei{ved,

It should be noted that these stete tables are relevant only
{1 o TCB exigtey) (9040 TCP (3 oware of the loca!
open or ligten regquest, It a TCB does moOt exist,

user via an

1. 1% stimylus {8 am event, "connection
exipgt® status will be returned (n appropriate ree

e 1t stimutus {s an fnecoming nmonesrror
error gseQment with contro! dcate extension get to
"eonnaction does not exigt® will

3, 1¢ stimulus (s en incoming error segment, TCP
discard the segrent, Returning amother orror sege
ment would eresult {n an endless 100p of error

Thev represent
processing eccomplished by an MCCU TCP once an aporopriate
1 7C8 (o found, The resder’s sttention {s directed to the TCP
Specitication, Paregraph 2,3,4 (demultiplexing function) and

Definftions for TCP states are summarized here with

tions of other terme tO aid the resder in {nterpretation of

these tables,

CRANSRNANRNNNNS
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TCP STATE TaABLES PAGE D=2

Detinition of Termy

TCP stazes

1, ocen @« THP kas fssued & tully scecifi(ea Open event,
, byt the thpeeeyay hgndghpke has nOt Degun

2e listen w THP has {ssued » partially speci{fieod Open
event (security, precedenrce, TCC, or gestination
address were not specified)

gl

3., SYN gent = a2 SYN segment (request to aymehronize
send sequence mymbers) hes been sent, beginnimo the
thpee=way handghake

4, 8YN gent/received = TCP has sent gnd received a SYN
se9rent, Dbyt the scknrowledgement nas mot been re~
ceivea for the SYN segment that was sent

S« ¢ostablighed =« the threeeoway hancashake (s complete;
TCP has sent and received a SYN gsegment, and has
recefved an ackrowledgement for the SYN gegment
that wos sent

6, l0ce)! close received » TCP has received a Close
event from the Jocal THP, requesting & deferrec
(qraceful) close of the oconnection, but has not
sent the T"FIN® gegmant) nmetwork data will mot De
delivered to the 1ocal THP (Receive events) ftor
thig comnection once thig state hRayg been entered

7. remote close recefved = TCP nas raceived a "status"
cantrol segment from the rerote TCP, Indfcating
that the remote TCP has begun close processing for
the conmnectiont TCP will continue to accept nete
woOPrk data and pass it to THP (Receive events), byt
will gccept ne moere THP letters destined for the
network (Send events)

8, FIN gent o TCP hgs sent & FIN segment, beginning
conneetion closyres no further gets will be ace
cepnted from (Send events) or given to (Receive
eventg) the local THP on thisg cOnnection

9, FIN received = TCP has reoceived a FIN segment Dbyt
{g unmnable to send a PIN gseament because a'l octets
sent have not been accoynced for a3 yeu

{8, FIN nent/received o TCP has sent and recelved a FI:
segment, but has mot recelved an acknow'ledgment for
the FIN segment that was sent

Revigion §, July 4, 1979
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TCP STATE TABLES PAGE De3
Definition of Terms

11, closed o TCP hgs asent and received o FIN gegment
and has received oan acknowledgement for the FIN
segment that was sent, but TCP (s waiting for ol
fes aueuess to clear before celeting the TC8,

other teprmg

1e retransmigssion Queue = an interns) TCP ausue whien
holds all unacknrowledged seQments) seQrents may be
retransmitted {f not scknowledged py the remote TCP
within o coertain amount of time or {f & Yine error 1
{adicati{on wes recei{ved from SIP

s S0Qment seauence number = 3iebit valye recresenting
the nuymber of the first occtet (Ceta character) of
the seqanment (see algo Paragraph 2,4,4 of ¢tne TCP
spegification)

3. osckmowledQement seguence number = 3Jiebit value res
prasenting the number 0f the next expected (by the
sender 0f this seSment) octety the acknowledgement
{ndicates that all oectets with a lower seauence
nymber have been del{vered to THP

4, serd left window edge = Jlebdit value representing
the number of the first unackmowledged octet sent
to the remote TCP on the virtua) conmection

S, receive left winaow edge » 3lepit valye represente
{ng the number of the next octet expected to be ree
ceived from the premote TCP om the connection

r bt T it hhrnt  oakindse | mis

6, recei{ve wingow = fésbit value representing the
number of octets which will be accepted from the
remote TCP on the connection) velue (g gsent witn
overy segrent

7o sqnd window @ léepit value representing the number

of octets which may be seent to the pemote TCPy
corrasponds to remote TCP’s receive window,

Revision §, July 4, (979
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TCP Stace Tadles
STIMULUSYE SYN gseament received from networke

PAGE Deyd

CURRENT STATE PROCESSING REIUIRED

open

set valye of receive left window edge to that
of SYN gsegQment seayence numper Dlus oORet
send ¢ SYN segmenty acknowledqe the SYN seqe
ment recefvedy "ove to SYN eent/recelved
etete) record value of seauence numnber of
SYN seQuent received

SYN gent perform gane processing as for coem atate

SYN gent/received using velue of the seauence numper of origie

ne! 8YN geqwent recefved, verify thgt SYN
seament received (s & retrangmiggsion of orie
ainal SYN recoivedy (f mnot, gsend an "unece
ceptable SYN" messaege to remote TCP, return
al! Send oeventy to THP, gend a Close Return
event tg T«4P, and move to closed states (¢
retrgngnission, discard the segrent

esteblished usinae value for seauence numper of oriains!

SYN gegment received, verify that thig {8 a
rotragngrigsion of originetl SYNE (¢ mot, send
an  "unrgcceotasdble SYN" messsqe to Pemote TCP,
return gt) not yet segmenti{zed Send events to
THD  wign yndelivered status, send a Fln sege
ment, end wove to FIN gent state) it ree
trangmigaion, discard the seament

8] other states discard the segrent

enOTEs  Thig

the

tadble does not sddress oreemption, It reoresents the

srocessing sccomplished by an “CCJ TCP omce an soprodriate
TCB nas been foumnd, The regder’s attention {8 directed to

TCP Somcification, Pgracraoh 2,3,d (demultinlexing

function) end Parsarenh 2,4,3 (oreemotion) for agditional
detatll S

Revision 3, February A4, 1987
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TCP State Tebles . PAGE DeS
STIMULUSY ACK gseoment received fprom metwork

CURRENT STATE PROCESSING REAUIREN
open,clogec discard the gegment
SYN gent check (¢ thig geament acknowledges the SYN

seament that was gent anc algo cerries a8 SYNy
{f both are trye, acknowledae for SYN pe=
ceived, send Opern Comolete event to THP, ang
move to establighed gtate; (¢ thig ACK peqe
ment s MmOt an acknowledgement for SYN pege
ment that wasg gsent, digCard the gsegrent

SYN gsent/poceived eheck (¢ thig geament ackmrow'ledges the 8YA
seament that was gentt (¢ g0, seng Open Core
olete event to THP and meve to establighes
statey (¢ not, discerd the segment

estahlighea check (¢ thig geament acikrowledages something
on the petransmiggion aueves (f not, discera
the seament) (¢ go, update velue of senc
ettt window erdge with the sequence mymber {n
the ascknowledgement fileld, delete al! seqe
ments fprom the retrensmission aueue witn @
sequence number lower tham the ACK gegment,
ena gend 8 Send Returm event with guccessty!
delivery status for ecach Send svent carrying
acknow!ledQged data

1oce) close

received pertorm game processing as for estadlighez
state

remo0te close .

receiveo cerfoprm gare processing as for establignes
state

FIN sent perform gpme Drocessing a8 for eatanlighen
state

FIN received cerfors sare Drocessina as for establisnes

states {¢f o'l data sent has been pccourtec
tor) send » FIN segment and move to FIn
gsent/preceiverd grate

FIN sent/received oerform game processing as for estadlisrean
state) (¢ the new send left window enqe
saua's the value of the next seng sequence
Aumber, move to closed state

(222X RXER L]
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TCP B8tate Tables

? CURRENT STATE
g epen,closec

SYN gent
SYN gent/received

estab'ished

Yoca) ecloge
receivea

remote close
received

FIN gent

FIN receivac

FIN semt/received

27«FERa79 T3234599
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PAGE Deo

JTIMULUST Date receiveas from network

PROCESSING REQUIREN

digscard thg seament
discard the gegrent
discoard the saament

check for yalid seauence Nnymber) it vyalta,
order the dats secSTent O~ the preapsemhly
Queue) as holeg (n the resgsem™dly queue are
$11len or (¢ seaments grrive in Oraer, ge=
l{ver date to THP (Receive event)

check fop va'lid sequence number) 11 valia,
order the deta seQment on thg reagsenmkly
aueuet as holes in the reassembly queue are
fitleg or {t segrents grrive (M Oraer, uDdate
the value af the receive left wincow edae,
soend 8 status control segment to the remote
TCP, and delete thogse gearents ON the rease
sembly ayeue that are being acknow!edged

perform game processing as for esteblignes
state

perform pame processing os for local clase
receivea state

perform game Drocessing as for establisnea
stateg {¢ the date receivea causes the ne.
receive Yeft window e7dQe o eaua! the valyue
plys one of the FIN gegment thgt was ree=
ce{ved, gend 3 FIN segment with ACK for tre
FIMN  gegment that was receivea, and mave to
FIN sent/received state

perform game orocessing as for loes! close
received gtates _{f senro left window eqge
sauals the value o0f the nmext semad seauence
pPurber, andgd the receive left window e=nQe
eauesls the value plus one of the FIN gegrent
that was received, g8nd o gtotus control gege
ment te sCinmowledge the FIN pegment that was
received, anad move t0 closed state

1 232 XXX2X2X2 2R}
eeUNCLASSIFIED
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TCP State Tanles PAGE De?
STIMULUSE FIN (mo flush) seqment recelved from neteork

CURRPENT STATE PROCESSIAG REQUIRED
open,closeq discarn the segment
SYN sent discara the segment

SYN sent/receivea giscara the segment

establisheg return all not vet searentized Seng events to
THP  with undeliverea statys, record the gses
auence nyrpeer of the FIN segment that was re=
ceivea and rmrove to FIN receivea statey (¢
the sequence nymper of the FIN sgeqrert tnat
was receivea equals the value of the current
rece{ve left window eage, (mcrement the pee
ceiveq left window e0qe, and send an ACK sege
3 ment for the Fl~n gsegment that was receiveo,
sena -] FIwu segrent and move to FIN
sent/receiveg state

loce! close

receivea perform gsame processing as for establisnea
statey it shoylda te noted that tnis sityae
tion chanqQes the gracefy! local close te an
{mmediate close {(abort)

rerote close

received record the seauence nurper of the FIN segment
that was receivea ang move to FIN receivea
state; {f the seauence number of the FIMN
seqrent that was reCeived eauals the current
receive left window egge, increment the valye
of the receive left window edge, sena a FIN
segment with ACK conmtrol, ana move to FIn
sent/received atate

FIN senmt record the seauence nurber of the FIN gegment
that "as receivea ang move to FIwN
sent/received statey (f the sequerce nymher
of the Flw segment that was recetved equals
the cyrrent receive left window ecge, {ncree
ment the peceive left window ecge, send »
status control segment for the FIlN  segment
that was recefved ana stavy {(mn the FIN
sent/received state; if tne send left window
edae equals the next sena secuence number anmo
the receive left =mingow edge eqguals the valye

clus one of the sequence number of the FIN
segment that was recef{vea, wove ¢to closed
state
a'! otmer states aiscard the seqment

Revisiom 2, Auqust §, 1979
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TCP State Tables
JTINMULUSE FPIN (tlugh) seame

CURRENT STATE
ooen,c10gec
SYN sent

SYN gent/received

estoblighea

loca! close
received

remote Close
recei{ved

FIN sent

e!) other states

27eFEBe?9 103365899
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. PAGE De8

At received from metwOrk
PROCESSING REQUIRED

digcard the geanment

discard the geagment

discard the seamgnt

peturn ol! not yet sejmentized Send events to

THP wieh undelivered gtatus, opurce thre
reassemdly aueye, set the receive left window
edae to the seaguence number plug one of the

FIN gecmeny thet was recefved, geéna g FIA
segment with gn ACK for the FIN gegment thrat
was received, and move to FIN sent/receivec
state

oerform gome processing as for establighec
states ft should be moted that thig glityae
tion chgnges the gracefuy!l tocal! close to on
{mmediate cloae (abort)

purge the regssembly aueue, get the receive
left wimdow edge tc the seauemce nrumber oluys
ore O0f the FIN gsegment that wes receivea, pee
cord the seauence Myrber 0f the FIN geGmant
that was received, aend o FIN gegrenmt, genc
an  ACX geQment for the FIN geqment that was
received, and move to FIN gemt/peceiveda gtate

perform game processing as for remote close
receivead gtate; however, (! the valye of ¢he |
rext send secuence number eauals the senrc ;

lete wimdow edae, move to closeo state as oce i
posed to FIN sent/received gtate ;

d{scerd the gseament

erenaneteRanee
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TCP State Tadles . PAGE De9
JTIMULUST Status seament received from metwork

CURRENT STaTE PROCESSING REQUINED
open,clogec discord the seament
SYN genmt discard the segment

SYN gent/received discerg the sesoment

estab! ighea return all not yet seamentized Sena events to
TP  with yndeli{vereco stetus, and move to me-
mote close received gstateg K seauence
aymber of the lagt octet delivered to remote
THP acknow!ledges ftery on the retransmigsion
aveue, ubdate valyue of send left wingdow eage,
delete all geamenrcs scknowleoQed from the pe-
trans~ispion aueve, ena byils Send Return
events with guccessful stetus for eech Sena
event carrving acknowledqed datas (¢ the ge-
auence nymber of the last octet yndelivered
but acecounteda for references a segrent or the
retrangmission aueue, uodate the value of the
send left wimdow edge, delete gl! pegrants
with lower seauence numcers from the ree
trangmiggiaon gueues, ond build » Sena Retyrn
event wieh undelivered status for eech Sena
event referenced

loca) eclose )

recefved this implies that the remote TCP {3 also i~
the proceess of closing)s return gl mot vet
seomentized Sera eventg to THP, gand a FIN
seament, and move to the FIN gent statet (¢
ahould be moted that thig situation chanmnes |
the arpcetul loce' close to an (mmedigte '
close (gbort)) penrform ggme processing as
for established gtate with respect to see
quence nymrhbers

remote ¢close ]
peceived cerform game orocessing oas fOr eatabligres
state with regpect to sequence Nymbers |

FIn gent perform same processing as for estaplisnec
stete with respect to aeauence Au~bers

FIN received perform game processing as for estac)isrea g
etate with regpect O gEGUENCE Nurbers '

FIN sent/recoived oerform game nrocetsing as for ootenlianed
stete with rogoect to seauence nyvbeegt ¢
the velue of current seng left wimgow eage
matches the value of nmext gsend gseauence
aymber,; move to cloged state

LI X T
27=FEBe79 1313465899 *eUNCLASSIFIED.
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TCP State Tables PAGE Del0 ) -
STIMULUSE TCP timeout (Retry event) oceurred ]

CURRENT STaTE PROCESSING REQUIREN 1
ooen,ciogee ' discard the goament '
a)) other gtates for al) geamgnty on the retrangmisgaion aueue

L that are within the current gend window anra
] have recefved 4 Send Dates Return event f¢ponm
SIP, «aecrevent count_ of nmumber of seconcs
unrtil setrangmiggion 0f the gearmenty ¢ phe
S6cOnAs count for 3 segment rfesches tero pha
there hagve been less than thpree tprpamgmission
attempts for the gegrment: petrang~ic the gege
ment and Mmaprk (¢t "Send Dats Returmn event gute
, standings™ {f the transmiggion coumt reeches
1 three, close the conmection

sreNeRERRYINSTS
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teteaveretanan
“CP State Toebles . . PAGE D=t
-TIMULUST TCP messaces received from pemate TCP

®connection does mnot exist”

CURBENT STATE PROCESSING REQUIRED
open,clogea discard the geavenrt
el! ether states {t the seauence number (n the acknowledgement

fiela references s value Detween the cunrrent
send left window eage and mext send aseauance
Rumber, perforr (mrediste close processing
tor the connectiory {7 rot, discerd the sege

ment
"security violatian®
CURRENT STATFE PROCESSING REGUIRED
open,clogsen discard the ggament
al) other states if the sequence Aymber {n the sckmnowledaement

field referemces o valye between the curpent
send left window edge end next send seauence
number, perform (mmegi{ate cloge processing
for the connections {f mot, discard the gege

menmt ‘
"TCC vielation®
CURRENT STaATE PROCESSING
open,clogen discard the gegment
a'1 other states {f the seauence mumber In the acknoe!edgerment

field references o value between the cumrrent
send left window ecQe end mext 3end. seauence
Ryrmder, perform (mmeaigte c'ose proceasing
for the conmnectians {f mot, discarc the sege
ment

®eonngction oreemptes”

CURRENT STarE PROCESSING
open,closen,
SYN sent, end
SYN sent/preceived discard the geament

o'l other states i' the seauence nymber (m the asekmowledaement
fie'd references a valye becween the current
send left window e0Qe and mext send seauence
nu*der, perform (mmegiate close processing
for the connectiont {f not, discerc the sege
mnene

¢ RetRRSRIRNERERNS
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TCP State Tab'es , PAGE Det2
STIMULUST TCP messedes received from pemote TCP

"unacceptable SYn®

CURRENT STaTg PROCESSING
SYN gent {? the seauence nurmber (n the scikrowleogerent
field references s value between tre current

send left window egoe and rext send geguence

Number, perform (mmeciate cloge porocessing

tor the connectiony (f mot, discera the sege

ment
al) other gstotes discerg the geaqment
h .
’ (A2 222X
2%FFRe 79 TAT36%99  eaUNCLASSIFIENes
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TCP State Tables

STIMULUST Serd event recelved from loce! TWP

CURAENT STartE

open

SYN gent

SYN gent/raceived
establighen

Toca! close

received

remote ¢close
received

FIN genrt

FIN received

FIN sent/received

elosed

TPn36899

72736899

attRNRARNRCRCERS
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PAGE D=1}

PROCESSING REQUIRED
gueye the Sena gquert for the seamentizer ano
{nitiate ¢the <thpeeoway handghake Dy gercing
SYN segrent te remgte TCP and mgving to SY-
sent gtate

aueue the Send evenrt for the Segmentizer
aueue the Send event for the gegrentizer
aueue the Send event for the seGmentizer

return a Send Returm event to THP with cane
nection cloging status

return g Send Retyrn event to THP with cane
mection closing status

return 8 Seng Retyrn event to THP with cone
nection closing status

return & Seng Return event to THP with conre
rection closina status

return 8 Seng Return event to THP withn cone
rectiorn elosing status

return o Sgng Return gvent uith ceﬂﬂee!ioﬂ
dgoes not exist gtatus

VP AQCQOACTQROORNSEY i
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TCP Stete Tables
STIMULUSS
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PAGE Dety

Receive Return event recelved from local THP

CURRENT STave

eoen,¢closed
SYN peant
SYN sent/received

establigheg

loce! close
receivea

remote cloge
received

FIN sent
FIN receivea

FIN sent/rece{ved

710344939

PROCESSING REQUIRED

fonore the event
ignore the event
{gnore the event
update the receive left window edge by the
nymber of octets acknowledged (mn THP?’g Res
cefve Return event and gent an ACK gegment to
remote TCPy check rpreosssemdly aqueue for a
complete letter, the beginming seauence
nymber of which eque's the new receive lefe

window edges (f one ig found send letter teo
THP via Receive event

igrore the event

perform game processing as for estebligshes
state

{gnore the event

{grore the event

{gnore the svent

Reviesion {1, July &,
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TCP Scate Tables PAGE De=iS

STINULUS: Send Dats Peturm event for retransmission Queue element

NGTE: Data, SYN, FIN, f1ysh, and WOPEN segments sre
retransmission aueue elements,

CURRENT STATE PROCESSING REQUIRED
spen discard the geamenrt

a!l other states .

except closed focate the segment referencea by tne Sena
Date Return event on the pretransmigsion aueue
and mark the geqrent "Send Data Return svert
receivedi™ (f cethe return gtatus (s succegse
tul, {ncrement the count of suceesssul
transmriggions of the geament and get a ree
trangmiggion timer intervaly (¢ Tvpe { error
status (nondel{very notice = flow conteo! ana
ANCCP lime error) way received, {ngrement the
count of unguccessfu! trangriggionsg of thne
gsegmene and, (¢ ehe tramgmigsion count hag
rot reached three, 80t 8 One seCOn0 timer for »
recrangmission of the geamentsy (f the coynrt
has regched three, move t0 the closed state, :
delete al)! gegments from retranmsmission aueue i
with “Semd Data Return evert recelvea" ;
status, gending Send Return events to THP, g
sporopriate, opurge all other gqueues for ¢ne
conmection, and gend s Cloge Returms event toO
THP with acorooriate status es scon as a!!
segrenty Magve heer deleteasr (¢ Type 2 or 3
error gstatus (momdelivery notice o yndelivers
able or validatigm relect, respectively) was
receivea, move to Closed state and Imitiate
comneéction Closure as describeo for Type |,
elimingting the petramsmission attevpts

elosed locate the segrenrt on the rgtranrsmigsion
aueue oend maprk the seament "Send [etas Retyurn
event receiveas1™ scan the retrangnisgion
aueue and deletes 8)! segments with Send Date
Return gvert recetlved status 8nd {ssue aopro=
criste Send Return eventy t0 THP; once al!
segmenty on the retransmigsion aqueue have
been deleted, {ssue o Close Retyrn pvert to
THp

-
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PAGE Deys

STIMULUST Send Data Return event for ACK gueue e¢!ement

NOTE® ACK, $TA, WACK, and ORI segments are ACK aueue elements,

CURRENT STarTE
oper, SYN gent

SYN sent/rgceived,
establigheq,

docal eloage
recefved,

rercte Clopse
received,

FIN ..ﬂt' an

FIN recefves

FIN sent/racefved

closen

27eFfRsv0 10234899

PROCESSING REQUIRED

discard tre gseament

lecate the seQment referemced in the Senag
Data Returmn event and delete t fram tne ACKX
cueuer {f Tyoe 2 or 3 error status (momde=
li{very = yndeliveranle or valication reject,
respectively) was returmed, move te closeq
state, delete al!! gegrenty from the pe=
transmission oyeue with "Semd Data Ret rn
event received” gtatus, putge a!! other cane
nection aueues, anrd, (¢ all gueues are ercty,
send ¢ Close Ratupm event to THP

perfor™ germe orogcessing as described eboye:
{t Tyce 3 error (g not received, check to gee
{? the Send Dara Retyrn event s for the acike
nowledgement gent for tre FIN gsegrent tnat
was received (current gend left window e-90e
{s equal to mext send seauence nurberyp i
the ACx gearent was for the FIN gegment thrnat
was recefved, move to cloged gtate arda, {4
all comrection gueues are empty, gend o Clnse
Retyrm event to Twp

Tocete the gsegment referercaa {mn tne Seang
Ceta Return event and delete it from pre ACK
cuever {f all commection aueues are emnty,
send g C'0se Peturn gvent to TwO

[ IR X R XXX Y |
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TCP State Tables
STImULUSS

CURRENT STarg

open,clioseq

SYN gent

SYN |entlrocoived

establ igneqn

al! other grates

?70F€Be79 16236899

TP236599

il e

[ 2222222222 XY

Interrunt event received from loca! TWP

*eUNCLASSIFIEDS
[ 3322 22T Y
PAGE Det?
PROCESSING REQUIRED

reject reauest dv senging Interruct Retyrn
event with connection does not exist reggon
code
refect reauest by sendimg Imterrunt Retyrm=
event with conmection acces not exipt peagon
code
Felect roauest by senging Interrupt Retusn
event with conmection does not exist reasgtn
code
it #1ush indicator 15 set in PeqUest, retyurn

al! nmot yet
with yngelivered statys and gens

seqment{zea Sena events to TwWP
tiush cone

tro! gseoment to pemote TCP (NOTED +#)ygh cone
trol geament g gublect teo accountaniliey
and, trerefore, will be put en the pesw
treansmfgsion) ¢4 {nterrubpt {mdicator g
sent  {n  reguest, send an oyteofebana intgre
rubt (0Bl) eontrg! gegment to remote TCP
{(NOTE GAI corrro! segmenmty are mot gubject

ro sccountabil{ey ang, will pe pyt

on the ACK gueue)

therefore,

relect request by sending Intemmrupt Retyen
event with connection closing reason code

R NNRRTRIR SRR
*oUNCLASSIFIED

\




CURRENT STATE
] open

SYN gent

SYN gert/precnived

establisghen

3 loce! close
received

remote Cclose
received

FIN gent

FIN received

27eFERe79 17036599

22822222 X2 2]
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TCP State Tahles . . PAGE Detn
- STIMULUSET Close event received from local TwP

PROCESSING REGUIRED

purge all! conmmgction cueues and asemnd TwP
Close Returmn gevent with guccegssfy! loce!
close status

return al) Serg events to THP with ungel{ive
ered status, record tne tragngaction IC of trne
Close event, anda move tO closed state! omce
al! secments alresdy transrmitted gre accoOuUnte
od for, send YWuP 3 Close Return evemt  witn
succesafy! l1oca! close status

perform game Drocessing as for SYN gemt otate

record the cyrrent valye of the receive left
window edae for possible use later {n status
contro! segment) tY deferrec {gracefyl)
close {s specitied, aueue the Close event for
the seamentizery {1 mo entries are omn the
send aqueue, aeend a FIN gegrent i(=mediately
and meve to FIN gent gtater {f an {(mmeciate
close (s ospecified) return all mot vet seg~
mertized Send everts to THP with ymaeliveres
status, send @ FIN (flugh) segment, eng wove
te FIN gent state

sssume thig fg am gbort reauest (gecond Close
evernt recCeliven) fprom TP peturn Close Rees
turn gvent for first Close event with close
flushed statug, returmn @)l POt vet geQrene
tizeo Sen1 events to THP with urgelfiveres
stotus, send g FIN geqmeny, move to FIN gent
state, and record trgnsactior ID ot new Close
event

record the currert value 0f the receive lete
winroow edaoe, goend a FIN geament, and move 0o
FIN sent state

send THP g Close Retur~ gevent with close
fiushed gstatus for f4ipse Close evert Close
ovent

perform game pDrocessira as for estoebligrec
stetey set the value of the peceive leott
window edQe tO that O0f the velue of the gse-=
auence nunrber olus ore ©of the FIN geQrent
thot was received, sera a FIN gegrent, gerna a
status econtro! gegment far the FIN gegment
that wos receiveda, ang mOve ) I
sert/received gtate

(AR A X))
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: TCP Stete Tadles . PAGE Del9
STIMULUS:T Close evert received from lgcg! THP

FIN oent/peceived perform game processing as for estab'ighea
stetey ft onou'd Be_noted that thig glityee
tier changes the grecefy’ loca! close to gn
{mmediate cloge (abort)

elogec send Clcge Return event with coOnngetion does
§ rot ex{st status

sseecenearanen
27eFER=79 79234899  aeUNCLASSIFIEDe

LR R I R RN

L. 1 SRl T




(AA A2 TR T L]

11=JUL=79 710044939 SaUNCLASSIFIEDw,
VAR TRARARARSY
TCP State Tables PAGE De24
Index
INDEX
[ T 1 ¥ 1 )

1ieJULeT9 TA044939  *aUNCLASSIFIEDee

ACK segment receiveda from network De=S
Close event recoived from Yocal THP Detd

Dete recelived from metwork Deé
definition of terms , D®2, De}

FIN (flush) gegment received from network De8
FIN (no flyah) segment received from metwork De?

Interrupt gvent received from local THP Deit?
Recoive Return event received from loca! THP Deid
Send Deto Retyurn event Deis5, Deib

Send event received from local THP Deil

Status segnent recelved feom metwork De9

SYN segment received from network Ded

TCP messeges received from pegmote TCP Dell
TCP timeout (Retry event) occurred Deld

Revision 1, July 4, 1979
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APPENDIX E
AUTODIN II TRANSMISSION UNITS

There cre standerd ynits of trensmigsion for eech component
of & CCU/ZTAC, 1,00 HSI or TH, THP, TCP, end SIP, It (s {me
portant to yndergtand the terminology used to deseribe each,
the contents of each, and the relationghip of all the ynits
of transmigsion, The units sre discussed below beginning
with tethe "gmgllieat”™ unit (user text) to the "largest® (3P
or AUTODIN 11 segment), A visuas! conception of the relae
tionshin {9 smown in Figure Eoj, Figure E=2 ghows & "direce
tiomn of trgngmiggion” gchematic,

1¢ user text o Thig unit of tpransmission (s ¢the
smallest for o CCU/TAC, User text (s recelved
by KSI oeor ™ on the hostetae(CCU or
termingletoeTAC Vink, respectively, The text
mey come (n a Ccharacter gt @ time or (n blocks
of gseveral Cheracters, M81/T4 aceymuloates
text and passes (¢t to THP via the Fferom User
event {(n the MECU, and Dy an cauivalent vehie
cle in the BCCU and TAC, ECach event mgy bring
one orF many charecters, depending on the pare
ticular type of yser and the link protoco!
being uvsed, For the purcose of this discuse
s{on, and from THPO?g yviouwpoine, the unit of
trangmission called "yaer text® shoyld de cone
s{idered o8 ONne OF More user text Characters
which, as & unit, have meaning to THP, That
{s, some charectars have specisl meaning to
THP, suehr a8, interrypt fyunction characgters,
! erase line chareacters, carriage retyrn, I(e
: nefeed, otec, Other charsoters have no special
meening to THP, and are sccumuleted as date to
pe transmitted to the network in g uynie colled
the THP aete recora,

Reviston 1, July 4, 1979
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AUTODIN I] TRANSMISSION UN]TS PAGE E-2

3.

f1iedULeT9

TuP pocord o Thig unit of teansripgion (g the
meeng by whiech THPg eommynicate, That (g,
each THP pecord containg information (metrycte
ing THP a8 to the reauilrea processing, The
mast gommon THP pecord, the data record, cOne
sists Of wuser text characters dDreceded by an
8apit record mark, an Bepit record type, ond o
1eepit longth f{ela, Other THP pecords cone
sist of sm Bebit record mark, an Bepit record
tvpe, oand optional paersmeter bytes, Al TwpP
record types and formats are defined (n Appens
diceg A and B of the THP Trangportable Spectfe
{eation,

THP tetter = Thig unit of transmigsion g ase
sacliated with THP ond consists of one or more
THP pogords, 1f oOnly yser text charscters era
being transmitted on the connection, 0,8,s tn
bimapy mode, reayiring no other THP contro!
records, there would be¢ one THP dJdets record {nm
the THP tetter, If other information (s Delng
teanemitted, @,Q0,, uSer text cCharecters fole
lawed by an option peauest; the letter would
consist of a8 THP qaate record followed by o THP
ontion record, The size of the letter is dee
termi{ned by the various packet relesse mechane
{emg of THP (see Refererce 9), Letters are
passaed to TCP via the Send evert (n the MCCU,
ond by an eayivalent venicle {mn amn SCCU or
TAC,

Tegagment = Thig unit of transmigsion, alse
known a8 TCP seqQment, (g aspsociated with TCP
end congists Of mOne, One OrF mOre, but never
pertial THP letters, oreceded Dy & Tesegment
header, The Tegegment header (a8 the mgang by
which TCPs commyniceate, and conveys
sena/receive flow contprol {(nfopmation, TCP
control {(nformation, end sadressing iInformas
tion (see Appenuix A of the TCP Treneportadle
Spoecification), The Tegegrent (s passed to
S1P tor trangmisgion to the 8CM yia o Senc
Deta event {n the MCCU, and the saquivalent in
an SCCU or TAC,

Segegment = Thig unit a¢ tegnanission, also
known as S1P segment or AUTODIN Il segrent, {s
sssociated with SIP, It (s the yrit trange
forred Dotween the CCU or TAC eng SCM, The
Segegment consists of the Tsgegrent preceded
by & bDinary seagment lesder (B5L), The 8SL
conteins security, precedence, TCC, addresse
ing, and SIPeSC™ control (nformation concerne
{ng the Segegment being sent,

httaeRacesanae '.V'l'ﬂﬂ l'
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AUTODIN 11 TRANSMISSION UNITS PAGE Ee3 i
Figure Eoj, AUTODIN II Segment Format
3 ]
PDP-11 MEMORY IMACE AUTODIN 11 SECMENT FOMAT
BITE 15.16.13.12.11.10.9.8.7.6.5.4.3.2.1.0. STIE WORD
1 [sewENT TYPE] SECMENT ID . ' T' )
3 (spare) START TIME 2 1 1
s REASON FOR OUTAGE WINDOW OR DURATION o 2
? COMMAND CONTROL FIELD | PRECEDENCE [TCP VERSION | 6 3 g
’ SOURCE SUBSCRIBER ADDRESS ) 4
u DESTINATION SUBSCRIBER ADDRESS 10 5
13 | (spare) | TCC-1 | seevriry-i] g2 6
18 | SECURITY-2 [(spare) | TCC-2 14 ]
-
17 [ieworn -]  meaceriewora | vemstox | 16 08 |
19 unused T -~ OF TEXT 18 9
2 SEQUENCE NUMBER - MOST SICNIFICANT BITS (MSB) 0 10
23 | SEQUENCE NUMBER - LEAST SIGNIFICANT BITS (LSB) | 22 11
23 | CONTROL INFORMATION 2 12
27 X’ i Ty - ‘s/o| 26 13 -
B Fung, SUFFIX; — USER Ip sl 28 1§
n DESTINATION TCP (LSB) DESTINATION NETWORK | 39 35 =
3 SOURCE NETWORK DESTINATION TCP (SB) | 32 16 O
3 SOURCE TCP % 17 1
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