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SUBJECT: FRAGORD-02 TO USCYBERCOM TASKORD 13-0747 AND FRAGORD-01.
ESTABLISHMENT AND PRESENTATION OF CYBER MISSION FORCE (CMF)
TEAMS IN FISCAL YEAR (FY) 2014.

MSGID/ORDER/USCYBERCOM/13-0747 FRAGORD-02/(S//REL TO USA, FVEY)//
REF/A/ (U) NO CHANGE.

REF/B/ (U) NO CHANGE.

REF/C/ (U) NO CHANGE.

REF/D/ (U) NO CHANGE.

REF/E/ (U) NO CHANGE.

REF/F/ (U) NO CHANGE.

REF/G/ (U) NO CHANGE.

REF/H/ (U) NO CHANGE.

ORDTYPE /FRAGORD /USCYBERCOM/ /

TIMEZONE/Z//

NARR/ (U//ESUQ) CHANGE. TASKORD 13-0747 HAS BEEN MODIFIED TO REFLECT
CHANGES IN CYBER MISSION FORCE (CMF) BUILD PROJECTION REQUIREMENTS,
JOINT FORCE HEADQUARTERS-CYBER (JFHQ-C) AUTHORITIES, TOOL DEVELOPER
EMPLOYMENT, CRITICAL WORK ROLES, SPACE INITIAL OPERATIONAL CAPABILITY
(I0C) CRITERIA, THE MISSION ALIGNMENT PROCESS, AND PROCEDURES FOR
PRESENTING FORCES TO THE GAINING JFHQ-C FOR EMPLOYMENT.//
GENTEXT/SITUATION/1. (U) NO CHANGE.

GENTEXT/MISSION/2. (U) NO CHANGE.

GENTEXT/EXECUTION/3.

3.A. (U) CONCEPT OF OPERATIONS.

3.A.1. (U) COMMANDER'S INTENT.

3.A.1.A. (U) PURPOSE. NO CHANGE.

3.A.1.B. (U) METHOD. NO CHANGE.

3.A.1.C. (U//ESUY8) NO CHANGE.

3.A.2. (U) KEY TASKS.

3.A.2.A. (U//EGUQ) CHANGE. USCYBERCOM SERVICE COMPONENTS WORKING WITH
USCYBERCOM AND THEIR SERVICE HEADQUARTERS:

3.A.2.A.1. (U//F6B8) ADD. NLT THE END OF FY14, ORGANIZE, TRAIN, AND
EQUIP [ (b)(1) Sec. 1.7(e) | CMF TEAMS TASKED VIA REF D TO IOC.

3.A.2.A.2. (U//FeYs) ADD. NLT THE END OF FY14, ORGANIZE, TRAIN, AND
EQUIP [b)(1) Sec. 1.7(e] CMF TEAMS TASKED VIA REF H TO IOC.

3.A.2.A.3. (U//E6B6) ADD. NLT 10 FEB 2014, PROVIDE IOC PROJECTIONS

FOR ASSIGNED FY13 AND FY14 TEAMS BY FISCAL YEAR (FY) QUARTER THROUGH
30 SEP 14. SEND TO CFIST POCS LISTED IN SECTION 5.C.1.

3.B. (U) TASKS.

3.B.1. (U) USCYBERCOM. NO CHANGE.

3.B.2. (U) ALL SERVICE COMPONENTS.

= - (U) NO CHANGE.




(U) NO CHANGE.

(U) NO CHANGE.

(U) NO CHANGE.

(U) NO CHANGE.

(U) NO CHANGE.

(U) NO CHANGE.

(U) NO CHANGE.

(U) CHANGE. ESTABLISH JFHQ-C. DECLARE IOC AND REPORT ON
ALIGNED CMT/CST READINESS AS REQUIRED PER TASK 3.B.2.F. PER REF E,
10C DECLARATION CERTIFIES THE JFHQ-C CAN EXECUTE THE SIX MISSION
ESSENTIAL TASKS AND ASSOCIATED MISSION CRITICAL FUNCTIONS AS WELL AS
INTEGRATE WITH U.S. CYBER COMMAND OPERATIONAL PROCESSES.

3.B.2.I.1. (U//FOYe) ADD. ISO MEETING IOC CRITERIA, THE JFHQ-C IS
AUTHORIZED TO DETERMINE INDIVIDUAL QUALIFICATIONS TO FILL A GIVEN
WORK ROLE. THIS DETERMINATION SHOULD BE BASED UPON THE INDIVIDUAL,
ESTABLISHED STANDARDS, AND THE COMMANDER'S OPERATIONAL RISK
ASSESSMENT. ADDITIONALLY, FOR POSITIONS THAT REQUIRE CERTIFICATION
TO BE ON THE CRYPTOLOGIC PLATFORM (E.G.,| (b)(1) Sec. 1.7(e) h, NsA
CERTIFICATION WILL BE USED TO CONFIRM THE DESIGNATION AS QUALIFIED.
INDIVIDUALS DEEMED QUALIFIED MUST POSSESS THE REQUISITE KNOWLEDGE,
SKILLS, AND ABILITIES (KSAS) TO EXECUTE ASSIGNED TASKS TO STANDARD.
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3.B.2.J. (5//REETFoUSa; FVEY¥) ADD. THE CMF EMPLOYS | (b)(1) Sec. 1.4(a)

(b)(1) Sec. 1.4(a)

(b)(1) Sec. 1.4(a) [ AT THE DISCRETION OF

THE JFHQ-C, | (b)(1) Sec. 1.4(a)

(b)(1) Sec. 1.4(a)

(b)(1) Sec. 1.4(a) | AS THE JFHQ-C | (b)(1) Sec. 1.4(a) |
(b)(1) Sec. 1.4(a)
b)(1) Sec. 1.4(a)) MUST CONTINUE TO BE TRACKED IN READINESS REPORTS PER TASK
g E i.;. (U//ESYS) ADD. USCYBERCOM AND ITS SERVICE COMPONENTS

ESTABLISHED THE CNMF HQ AND THE JFHQ-C FOR THE EMPLOYMENT OF CMF
TEAMS. CMF TEAMS ESTABLISHED BY ONE SERVICE COMPONENT AND ALLOCATED
TO ANOTHER HQ (E.G. FLTCYBER ESTABLISHES THE (1) Sec. 1.7(ALLOCATED TO
ARCYBER JFHQ-C) WILL TRANSFER THE CMF TEAM AS FOLLOWS:

3.B.2.K.1. (U//FSuY8) ADD. PRESENTATION OF FORCES. UPON MEETING ALL
I0C CRITERIA, THE ESTABLISHING SERVICE COMPONENT COORDINATES WITH THE
GAINING FORCE HQ. WITH APPROVAL FROM THE GAINING FORCE HQ THE
SERVICE COMPONENT WILL DECLARE IOC OF THAT TEAM AND THE GAINING FORCE
HEADQUARTERS ASSUMES OPCON.

3.B.2.K.2. (U//Feys) ADD. REPORTING OF FORCES. SERVICE COMPONENTS
MAINTAIN REPORTING RESPONSIBILITY OVER TEAMS TASKED VIA REF D AND REF
H UNTIL THEY ARE TRANSFERRED TO THE GAINING FORCE HQ.

3.B.3. (U) NO CHANGE.
3.B.4. (U) NO CHANGE.
3.B.5. (U) NO CHANGE.
3.B.6. (U) NO CHANGE.
3.B.7. (U) NO CHANGE.
3.B.8. (U) NO CHANGE.
3.C. (U) NO CHANGE.//

GENTEXT/ADMIN AND LOGISTICS/4.
4.A. (U) NO CHANGE.




4.B. (U//ESY8) NO CHANGE. IOC AND FOC REQUIREMENTS. THE FOLLOWING
REQUIREMENTS SUPERSEDE REQUIREMENTS SET FORTH IN SECTION 4.B. OF REF
D.
4.B.1. (U//FEue) CHANGE. IOC. CMF TEAMS WILL BE DECLARED IOC AFTER
COORDINATION WITH THE GAINING FORCE HQ PER PARA 3.B.2.K.1l. OF THIS
FRAGORD .
4.B.1.A. (S//REL-TO USA, EVEY¥) CHANGE. A MINIMUM OF|[ (b)(1)Sec. 1.4(a)
[ (b)(1) Sec. 1.4(a)

(b)(1) Sec. 1.4(a) |MUST BE TRAINED AND
QUALIFIED IAW THE FOLLOWING (FIRST NUMBER INDICATES REQUIRED NUMBER
ON TEAM <<SLASH>>/ SECOND NUMBER INDICATES REQUIRED NUMBER TRAINED
AND QUALIFIED) :
4.B.1.A.1 (S/A/RELTO-USA, EVEY) ADD. NMT IOC CORE WORK ROLES:

(b)(1) Sec. 1.4(a)

4.B.1.A.2 (S//REL—TO-USA, EVEY¥) ADD. NST IOC CORE WORK ROLES

(b)(1) Sec. 1.4(a)

4.B.1.A.3 (S8/HREL—TO0USA; FV¥EY¥) ADD. CPT IOC CORE WORK ROLES

(b)(1) Sec. 1.4(a)




(b)(1) Sec. 1.4(a)

4.B.1.A.4 (8//REE—TOUSA; F¥EY¥) ADD. CMT IOC CORE WORK ROLES

(b)(1) Sec. 1.4(a)

4.B.1.A.5 (&//REE-—FO—VYSA; F¥E¥) ADD. CST IOC CORE WORK ROLES

(b)(1) Sec. 1.4(a)

4.B.1.B. (U) NO CHANGE.
4.B.1.C. (U//FE8B8) CHANGE. ALL AVAILABLE PERSONNEL HAVE BEEN PLACED
IN WORK-ROLES AS SPECIFIED IN PARA 4.B.l1.A. AND MISSION ALIGNMENT

PROCESS IS COMPLETE ICW USCYBERCOM J3F (POC | (b)(3) 130b

[ wys) pwnsa.1c.cov).

4.B.1.D. (U) NO CHANGE.

4.B.1.E. (U) NO CHANGE.

4.B.1.F. (U//FebS) CHANGE. ALL PERSONNEL IN WORK-ROLES AS SPECIFIED
IN PARA 4.B.1.A. ARE ALLOCATED SPACE TO PERFORM DUTIES AND HAVE
ACCESS TO APPROPRIATE NETWORKS AND DATA TO ACCOMPLISH ASSIGNED
MISSIONS.

4.B.2 (U) NO CHANGE.

GENTEXT/COMMAND AND SIGNAL/5. (U) NO CHANGE.
GENTEXT/AUTHORIZATION/FOR THE COMMANDER, | (b)(3) 130b |
I (b)(3) 130b |

AKNLDG/YES.//
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