
DEPARTMENT OF DEFENSE
UNITED STATES CYBER COMMAND

9800 SAVAGE ROAD Suite 6171
FORT GEORGE G. MEADE, MARYLAND 20755

SEP 18 2018
Mr. Malcolm Byrne
The National Security Archive
Gelman Library, Suite 701
2130 H. Street, N.W.
Washington D.C . 20037

Dear Mr. Byrne,

Thank you for your May 29, 2018 Freedom of Information Act request. U.S. Strategic
Command (USSTRATCOM) referred you request to U.S. Cyber Command (USCYBERCOM)
on May 31, 2018 for processing. After carefully reviewing the enclosed document, I have also
determined certain portions no longer meet the classification criteria of E.O. 13526, Sect ion 104.
As such I have declassified those portions. However, there are portions I am withholding.

As the Initial Denial Authority, I am partially denying portions of the document. The denied
information is currently and properly classified in the interest of national defense or foreign
policy according to Executive Order 13526, Classified National Security Information, Section
1.4(a). I am also denying the release of certain UNCLASSIFIED portions as they meet the
standards for classification pursuant to Executive Order 13526, Section 1.7.(e). Specifically,
when these UNCLASSIFIED portions are combined, they reveal an additional association or
relationship that : I) meets the standards for classification under Executive Order 13526; and 2)
are not otherwise revealed in the individual items of information. 1am also denying access to the
names and associated individual identifying information of USCYBERCOM and
USSTRATCOM personneL Lastly, I am denying access to certain unclassified information as
release could pose a risk ofhann to either U.S. Government personnel andlor operations.

In accordance with 5 U.S.c. § 552, Freedom of Information Act , Exemptions 1 and 3, are hereby
invoked, and require this information be withheld. The Exemption 3 Federal statute invoked is
10 U.S.C . § 130b, Personally Identifying Information Regarding Personnel Assigned to an
Overseas, Sensitive, or Routinely Deployable Unit. USCYBERCOM was designated a sensitive
unit on 15 January 2015 .

If you are not satisfied with this action, you may appeal this response to the appellate authority,
Ms. Joo Chung, Director of Oversight and Compliance, Office of the Secretary of Defense. The
appellate address is: ODCMO, Director of Oversight and Compliance, 4800 Mark Center Drive
ATTN: DPCLTD, FOIA Appeals, Mailbox #24, Alexandria VA 22350-1700 . As an alternative,
you may use the OSD FOIA request portal at http://pal.whs.millpaIMain.aspx; or e-mail your
appeal to OSD .FOIA-APPEAL@mail.mil. Your appeal should be submitted within 90 calendar



days of this letter and cite case number l8-R006, and be clearly marked "Freedom of
Information Act Appeal."

Additionally, you may contact the Office of Government Information Services (OGIS) at the
National Archives and Records Administration to inquire about the FOIA mediation services
they offer. The contact information for OGIS is as follows: Office of Government Information
Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College
Park, Maryland 20740-6001 , e-mail at ogis@nara.gov; telephone at (202) 741-5770; toll free at
1-977-684-6448; or facsimile at (202) 741-5769.

ROSS A. MYERS
Rear Admiral, U.S
Chief of Staff

?
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DTG 171657Z AUG 15
FROM : USCYBERCOM FT GEORGE G MEADE MD

TO: COMFLTCYBERCOM FT GEORGE G MEADE MD
COMNAVIDFOR SUFFOLK VA
NAVNETWARCOM SU FFOLK VA
NAVCYBERDEFOPSCOM SUFFOLK VA
CDRUSACYBER FT BELVOIRVA
CDRUSACYBER G3 FT BELVOIR VA
CDRUSACYBER G33 FT BELVOIR VA
ARMY FORCES CYBER CMD PETERSON AFB CO
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MARFORCYBERCOM FT MEADE MD
MCNOSC QUANTICO VA
24AF LACKLAND AFB TX
DISA FT GEORGE G MEADE MD
DJRNSA FT GEORGE G MEADE MD
NSA FT GEORGE G MEADE MD
NSACSS FT GEORGEG MEADE MD
JFHQ DODIN FTGEORGE G MEADEMD
USCYBERCOM CNMF FT GEORGE G MEADE MD

INFO: CDR USSTRATCOM OFFun AFB NE
HQ USSTRATCOM OFFun AFB NE
USSTRATCOM COMMAND CENTER OFFun AFB NE
NCR STRATCOM OFFun AFB NE
USCYBERCOM FTGEORGE G MEADE MD

SEERET/IREL TO USA, P/ EY

SUBJECT: (Uj USCYBERCOM TASKORO 15-0124 ESTABLISHMENTAND PRESENTATION OF CYBER M ISSION
FORCE(CMF) TEAMS IN FISCAL YEAR (FY) 2015 AND FY 2016

MSGID/ORDER/USCYBERCOM/15-0124 /ESTABlI SHMENT AND PRESENTATION OF CYBER M ISSION
FORCE (CMF)TEAMSIN FISCAL YEAR (FY) 2015 AND FY 2016 /TASKORD/(S//REL TO USA, FVEY)//

REF/ A/ OOC/(U/,'felie) DMAG DECISION-COA1B FULLGROWTH (S//RELTO USA,
FVEY)/ DMAG/ llDEC2012/-/ /

REF/B/DOC/(U//FOUO) CYBER FORCE CONCEPT OFOPERATIONS & EMPLOYMENT (CFCOE) (S//RELTO
USA, FVEY)/USCYBERCOM/22JUL2014/V.4.1//

RE F/C/EXORD/(U/,'Felle-) CJCS EXECUTE ORDER TO IMPLEMENT CYBERSPACEOPERATIONS COMMAND
AND CONTROL (C21 FRAMEWORK (S//RELTO USA, FVEYI/ CJCS/2121OSZJUN13/-//

REF/ D/TASKORD/(U/,'Felle-) ESTABLISHMENT AND PRESENTATION OF CYBER M ISSION FORCE (CMFI
TEAM SIN FISCAL YEAR (FV) 2013 (S//RELTO USA, FVEV)/USCVBERCOM/0608S2ZMAR13/13-0244//
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REF/E/FRAGORD/(U/ fFeOO) FRAGORD 01 TO TASKORD 13-0244 ESTABLISHMENT AND PRESENTATION
OF CYBER MISSION FORCE (CMF) TEAMSIN FISCAL YEAR{FYI 2013 (S// RELTO USA,
FVEYI/USCYBERCOM/132004ZMAY13 /13-0244/

REF/F/DOC/(U//FOUOj DCDR MEMORANDUM FORSERVICE CYBER COMPONENT COMMANDERS
ESTABLISHING INITIAL OPERATIONAL CAPABILITY (lOC) OESIGNATION OFJOINT FORCE HEADQUARTERS
- CYBER (J FHQ-C) (U//FOUOI/USCYBERCOM/30SEP13/-//

REF/G/DOC/(U /IFOUOj CRYPTOLOGIC INTELLIGENCEOVERSIGHT IMPLEMENTATION PLAN (S//RELTO
USA, FVEYI/U SCYBERCOM/ 13JUN13/ -/ /

REF/H/DOC/(U/1ffiOO1 CYBER COMPONENTS COMMANDER CONFERENCE (TS//REL TO USA,
FVEY)/USCYBE RCOM/22OCT13/-//

REF/I!TASKORD/(U/1ffiOO1 ESTABLISHMENT AND PRESEN TATION OF CYBER M ISSION FORCE (CMF)
TEAMS IN FISCALYEAR (FY) 2014 (S//RELTO USA,FVEYI/USCYBERCOM / 1l0044ZOCT13/13-0747//

REF/J/DOC/(U//_I MEMORANDUM FOR 13, UNITED STATES CYBER COMMAND, REGARDING FINAL
LOCATIONI (b)(1) Sec 1.7(e) IAT NSA-WASHINGTON (NSAW) (U// FOUO)/ UNITED
STATES ARMYCYBER COMMAND/06FEB2014/-//

REF/K/DOC/(U//fflt::tej DEPUTY COMMANDER FLEETCYBER COMMAND EMAILTO USCYBERCOM B,
SUBJECT: (U) MODIFICATI ON TO THE CYBER FORCES PLANNING MODEL; GO/FO COORD
(U//FOUO)/USCYBERCOM//09FEB2014/-//

REF/L/DOC/(U/IFOUOI JFHQ-C CERTIFICATION SLIDE PRESENTATION/ USCYBERCOM/ (TS//REL TO USA,
FVEYI/ USCYBERCOM/030CTZO13/-//

REF/M/ FRAGORD/(U//FOUOj FRAGORD 06 TO TASKORD 13-0747 ESTABLISHMENT AND PRESENTATION
OF CYBER M ISSION FORCE (CMF) TEAMS IN FISCAL YEAR (FYI2014/(S//RELTO USA,
FVEY)/ USCYBERCOM/ 0922S0ZMAR1S/ 13-0747/ /

RE F/N/FRAGORD/(U//f6tffi") FRAGORD 05 TO TASKORD 13·0747 ESTABLISHMENT AND PRESENTATION
OF CYBER M ISSION FORCE{CMFI TEAMS IN FISCALYEAR (FY) 2014/(S//REL TO USA,
FVEYI/USCYBERCOM/ 2S0033ZJ UN14/13-0747//

REF/O/FRAGORD/(U//f6lie1FRAGORD 04 TO TASKORD 13-0747 ESTABLISHMENT AND PRESENTATION
OF CYBER MISSION FORCE (CMFI TEAMS IN FISCAL YEAR {FYI 2014/ {S/ / RE LTO USA,
FVEYI/USCYBERCOM/OS0103ZJUN14/ 13-0747/ /

REF/P/FRAGORD/(U//_I FRAGORD 03 TO TASKORD 13-0747 ESTABLISHMENT AND PRESENTATION
OF CYBER MISSION FORCE (CMF) TEAMS IN FISCALYEAR (FYI20 14/(S//REL TO USA,
FVEY)/USCYBERCOM/310329ZMAY14/13 -0747//

REF/QjFRAGORD/(U/~) FRAGORD 02 TO TASKORD 13-0747 ESTABLISHMENT AND PRESENTATION
OF CYBER MISSION FORCE(CMFI TEAMS IN FI SCALYEAR (FY) 2014/(S//REL TO USA,
FVEYI/ USCYBERCOM/ 291429ZJAN14/ 13-0747/ /
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REF/R/FRAGORD/(U//FO"O) FRAGORD 01 TO TASKORD 13-0747 ESTABLISHMENT AND PRESENTATION
OF CYBER MISSION FORCE (CMF)TEAMS IN FISCAL YEAR (FYI 2014/IS//REL TO USA,
FVEYI/USCYBERCOM/311009ZOCT13/13-0747//

REF/S/TASKORD/(U//FOUO) ESTABLISHMENT AND PRESENTATION OF CYBER MISSION FORCE (CMF)
TEAMS IN FISCAL YEAR (FYI 2014/(S//REL TO USA, FVEY)/USCYBERCOM/ 110044ZOCT13/13-0747//

REF/T/DOC/(U//fOl,I&1 USSTRATCOM READINESS REPORTING AND ASSESSMENTS
(UNCLASSIFIEDI/USSTRATCOM/19 MARCH 2012/-//

REF/U/EXORD/(U//l'O\JGj MOD 1 TO OCS EXECUTE ORDER TO IMPLEMENT CYBERSPACE OPERATIONS
COMMAND ANO CONTROL (C2) FRAMEWORK (S//RELTO USA, FVEY)/OCS/21210SZJUN13/-//

REF/V/DOC/(U//fOl,I&) CYBER MISSION FORCE (CMF)TEAM FULL OPERATIONAL CAPABILITY (FOC)
APPROVAL AND CERTIFICATION PROCESS (U//FOUO)/ USCYBERCOM/ 09 APRIL 2015/-//

REF/W/TASKORD/IU//_) USCYBERCOM OPERATIONAL PROCESSES IU//FOUO)/
USCYBERCOM/1310332MAR14/14-0061//

REF/X/DOC/IU//_1 ENCLOSURE 1 TO TASKORD lS-0124IS//REL USA, FVEY)/ USCYBERCOM/-/ -//

REF/Y/DOC/(U//fOl,I&) ENCLOSURE 2 TO TASKORD 15-0124 (S//RELUSA, FVEYI/USCYBERCOM/-/-//

REF/2/DOC/(U//fOOej ENCLOSURE 3 TO TASKORD 15-0124 (S//RELUSA, FVEY)/ USCYBERCOM/-/-//

ORDTYPE/TASKORD/USCYBERCOM//

TIMEZONE/2//

NARR/(U//-f9B01 THIS ORDER TASKS SERVICE CYBER COMPONENTS TO EXECUTE BUILDING THE CMF
TEAMS WITHIN FY15 AND FY16'//

GENTEXT/SITUATION/1.

1.A. (S/iREl TO USA, FVEYj USCYBERCOM plans, coordinates, integrates, synchronizes and conducts
activities to: direct the operations and defense of specified Department Of Defense Information
Networks (DODIN) and; prepareto, and when directed, conduct full spectrum militaryCyberspace
Operations (CO) in order to (lOT) enable actions in all domains, ensureUS/Allied freedom of action in
cyberspace and denythe same to our adversaries. USCYBERCOM accomplishes this mission through 1)
Deter or defeat strategic threats to US interests and infrastructure; 2) Ensu re DODmission assurance;
and 3) Achieve JointForce Commanderobjectives mission areas. The Chairman of the JointChiefs of
Staff has validated b 1 Sec 1,4 a)

(b)(1) Sec 14(a)

(b)(1) Sec l.4(a) The JointStaff, Armed Services, and USCYBERCOM and itscomponents are
working to establish b}{l ) Sec 1 4{a rapidlyin accordance with (lAW) the DeputyManagement Action
Group(DMAG) appro~p Sec 1pla", ref A, lOT mitigate operational risk.

1.B. (U) GENERAL.

SEERHI/REl TO LISA, rVE¥



~EC'U!TIIR~l TO U~A, FOr: I

1.B.1. (Sh'REl TO USA, f'v'E'() USCYBERCOM continues to work wi th the Services, Combatant Commands
(CCM Ds), the Nat ional Security Agency/Central Securit y Service (NSA/CSS), Service Cyber Components
(SCC), The Defense Information Systems Agency (DISA), Joint Force Headquarters-Cyber (JFHQ-C), Cyber

Nat ional Mission Force Headquarters (CNMF-HQ), and Joint Forces Headquarters DODIN (JFHQ-DOOIN)
to coor dmatei (b )i 1) Sec 1.4(a) In suppo rt of (ISO) operat ional pr iorit ies. This TASKORO is
subject to modification at th e d iscretion of the Com mander, USCYBERCOM (CDRUSCYBERCOM ).

1.B.2. (UI/FOUD) ADVERSARY FORCES. Worldwide threats, ranging from criminal elements to Non-State
and Nati on-State Acto rs seek persistent access to Department Of Defense (DOD) information systems
and United States Crit ical Infrastructu re and Key Resources (CIKR) for, diplomatic, informationa l,
milita ry, and econom ic advantage. Adversaries have t he capability t o remotely penet rate access­
cont rolled U.S. infor mation systems and netw orks, and t hey actively conduct cyberspace Inte lligence,
Surveillance, and Reconnaissance (ISR) act ions ISO t heir interests. A few nations possess advanced
capabili t ies for insider or close-access cyberspace operatio ns (CO), as well as operations targeting supply
chains and industrial cont rol systems.

I.C (U) FRIENDl VFORCES.

1.e.1. (U/~ Departments of the Army, Navy, Marine Corps, and Air Force support bui lding of FY1S
and FY1GCMF team s and allocating resources, through support agreements if necessary, to ensure
teams are organ ized, trained, equi pped, and employed to meet Initial 0 erational Ca abilit (IOC)
requirements. Command ers are expect ed to man t he formations (b)i 1) Sec1.7(e) nd to
take maximum advantage of availab le t rain ing resources.

1.C.2. (U/fFeOO) Geographical and functional CCMD support efforts to assign missions, ident ify crit ical
assets and develop target s and Cyber Key Terrain. As required, CCM Oscoordinate with USCYBERCOM,
NSA or support ing JFHQ-C or JFHQ-OOOIN accordin gly.

1.c.3 . lUI ADJACEN T.

1.e.3 .A. ( U/~) I (b)( l ) Se c 17(e )

on CMF teams at an appropriate t ime and provides addit ional direct support personne l, infrastructu re,
mission support, and mission alignment suppo rt for CMF teams.

1.C4. (U//ffiOO) SUBORDINATE.

1.e.4.A. (U/fF900) SCCs providing units to build FV1S and FY1Gteam s wi th Operational Readiness
repo rt ed by CNMF-HQ. JFHQ-Cs, and JFHQ-OOOIN ISOthe tasks and mission objectives outlined in this

TA5KORD.

l.C4.B. I$HREl TO USA, F~EVI Cyber National M ission Forces CNMF teams are 0 erat ional ali ned
under t he CNMF-HQ and conduct CO (b)(1) Sec 14 (a)

I (b)( l ) sec 1.4(a)

1.e.4 .C. (U//FOUO) Cyber Combat M ission Force (CCMF). CCMFteams are operat ionally aligned under
JFHQ-C. SCCs established th e fou r JFHQ-Cto provide suppo rt to the CCMOs. USCYBERCOM cont inues to

SECRETI!REl f a USA, f'v'EY



SECRET!lRElTO I:JSA, FVEV

support CCM DS with cyber plann ing via the Cybe r Support Elem ents (CSE ) and liaison officers and In
Coord inat ion With (ICW) t heir respective JFH Q-C, CSE/LNO, and CCMF support designed CCMD plans.
1.C.4.D. (SH REL TO USA, F'v'EY) Cyber Prot ecti on Force (CPF ). The CPF supports th e second mission area
- secure, operate, and defend the DODIN. The CPF are organized into four t ypes of CPTs (CCMD,
National, Serv ice, DODIN) t hat are operat ionally aligned w ith a CCMD, CNMF-HQ SCC or JFHQ-DODIN.
Each CPT is comprised of five squads: Mission Protection, Discovery and Counte r Infilt rati on, Cyber
Threat Emul ation, Cyber Readiness, and Cvber Support . W hen required and authortzedj (b)(1} Sec 1.4 (a}I
I (b)( l} Sec 1.4 (a ) I

GENTEXT/MISSION/ 2. (U//fffi:I6} USCYBERCOM coordinates Cyber M ission Force (CM F) generat ion lOT
organize, t rain, equip, and employ FY15 and FY16 CM Fteams ISO USCYBERCOM mission areas; 1) Deter
or defeat strategic t hreats to US interest s and infrastru cture; 2) Ensure DOD mission assurance; and 3)
Achieve Joint Force Commander objectives.//

GENTEXT/EXECUTION/3.

3.A. (U) CONCE PT OF OPERATIONS.

3.A.1.(U) COMMANDER'SINTENT.

3.A.1.A. (S/!RELTO USA, F'iEY) PURPOSE. To provi de an established, capable CMF as expeditiou sly as
possible to condu ct full -spectrum cyberspace operat ions in all three mission areas against increasing
threats t o our nat ion' s crit ical infra st ructure and 0 00 network s. The CMF will be (b)( l) Sec 1.4(a)

(b)( l ) S e c l .4(a)

t o, offensive and defensive cyberspace operat ions.

3.A.1.B. (SHRElTO USA, PJEY) METHOD. Cont inued expansion of operat ional capability in FY1S and
FY16 in order to build a combat -ready CMF, positioned in th e best locat ions for mission success and with
a Command and Control (C2) structure in place to successfully direct operat ions. To accom plish th is, 34
CMF teams in FY1S and 28 CMF teams in FY16 will be built. Throughout this build pro cess, SCC
commanders creatively and aggressively establish the maximu m oper at ional capabilit b 1 Sec 1.4 a

(b}(l) Sec 1.4(a )

(b)(l) Sec l.4(a ) the end-state force model will be kept in mind
and increme ntally used to annually increase our forces until comp let ion. SCCs will conduct continuous
and close coordinat ion w ith their serv ice headqu arters and all USCYBERCOM dire ctorates throughou t
the build process.

3.A.1.C. (U//fette) END STATE. 34 FY15 and 28 FY16 CM F teams are organized, trained, and equipped
fo r employment ISO USCYBERCOM mission areas: 1) Dete r or defeat st rategic threats to US interests and
infra stru cture; 2) Ensure DOD mission assurance; and 3) Achieve Joint Force Commander obje ctives.

3.A.2. (U) KEYTASKS.

3.A.2.A. (U//fBtJS) SCCs work w ith USCYBERCOM and their service headquarters t o accom plish th e
followi ng:

SECRET!lRElTO I:JSA, FVEY
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3.A.2.A.1. (U//F6Y9-) By 30 September 2015, th e object ive is to organize, t rain, and equip 34 CMFteams
assigned for FY15 to 10 C.
3.A.2.A.2. (U/~ By 30 September 2016, the objective is to organize, train , and equip 28 CMF teams
assigned for FY16 to 10 C.

3.A.2.A.3. ( U/~l NLT 15 days f rom release date of th is TASKORD, provide th e 10 C and FOC
project ion dates for all FY15 and FY16 teams and FOC projection dates for all FY13 and FY14 teams that
have not been declared FOe. Provide projections to CMFcoordination element Points of Contact (POC)
listed in section 5.0. 1.

3.B. lUI TASKS.

3.8.1. (U) USCYB ERCQM DIRECTORATES.

3.B. 1.A. lUIJ2.

3. 8.1.A.1. ( U//~l ICW USCYBERCOM/B and the CNMF-HQdetermine t hrough mission analysis a
prioritized list of operational targets for alignment to CNMFteams.

3.B.1.A.2. U//~ Build out the CMF lAW th e established b 1 s ect.xe
(b)(l) Sec 1,7(e)

(b}{l) Sec 1,7(e)b 1 Sec 1.7 e Cvber Mission Forces that require MOAs are
currently signed and in effect forthe CNM F, CCMF and the CPF

L
. ----"'====----'

3.B.1.B. lUI J3.

3.8.1.8.1. (U//FOUO) Track 10C and FOC team build progress for all CMF teams through FY16, to include
personnel, training, space (faci lit ies and workspaces), and mission. (POC: J338,
OL_USCC_J338@NSA.IC.GOVI

3.C.1.8.2. (U/ /F€N:fe) Coordin ate with J6 for threshold and object ive CEE requirements NLT 01 Octo ber
2015.

3.8.1.8.3. (U}fffi:Je-j Assess the ability of CMFto sat isfy operational cont ingency plan requirements.

3.B.1.C. (U/}fffi:Je-j J4. ICW CCMD/J4, NSA/ CSS Installation and logistics Directorate, SCCs, and DlSA
determine solutions for facilities and seati ng for CMF teams and JFHQ-C Staff that b 1 Sec 1.7 e

1 (b)(l} Sec 1.7(e) 130 September 2015. (PO (b)(3) nsa.ic.gov)

3.B.1.0 . lUI J5.

3.8.1.0.1. (U/-FeOO) Provide cyberspace operat ions st rategy, policy, and doctri nal guidance ISO the CMF
build.

3.8.1.D.1.A. (U/ffiOO) Work ICW higher headquarters to prioritize change-recommendat ions and
advocate policy modifications required to improve CMF capabilit ies.

SEeREfj/REL TO USA, f'lfEY
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3.B.1.D.2. (U/FBHGl Conduct deliberate planning ISO HHQ and other GCC plann ing efforts that provid e
strategic guidance and an operational framework for the CMF lOT achieve USmil itary object ives in and
through cyberspace.
3.B.1.D.3. (U/f6t:te) Work ICW USCYBERCOM 13, HQ-CNM F, and JFHQ-Cs, and JFHQ-DODIN lOT develop
command policies that provide direction and guidance for reoccurring operationa l support and
sustainment act ivit ies and ensure proper alignment with DoD cyberspace policy framework.

3.B.1.D.4. (U/ffiOO) Provide partnership guidance to inform CMF capabilities development lAW
contingency plan priorities.

3.B.1.D.4.A.(U/~ Work ICW NSA/CSS corporate policy stakeho lders lOT develop command policies
and deconflict any CMFissues that have an adverse impact on NSA/CSS equ it ies.

3.B.1.E.(U ) J6.

3.B.1.E.1. (S/iRELTO USA, FVEY) ICW J4,
{b)(1} Sec 1.4(a)

(b){ l) Sec1.4(a)

(b) 1) Sec 1. p.~term ine combat support requirements to support mission objectives

(b}( l) Sec l .4(a)

b 1 sec t.ara

3.B.1.E.2. (U//FOUO) ICW 13, and NLT 30 September 2015, identify, plan/design and implement futu re
combat support solut ions to allow for fu ll-spectrum CO fo r CMF teams and JFHQ-C.

3.B.1.E.3.(U/~) ICW SCCs develop requi rements that entatl] (b)(l)Sec 1.7(e) [implementation .

3.B.l.F. (u//rOUO) J7. ICW NSA/CSS, SCCs, JFHQ-DOD1N, CNMF-HQ, and DISAdetermine solutions fo r
tra iningl{bHl l Sec 1.7(elIFYl S and FY16 teams. As part of th is effort, develop and promu lgate a forma l
process that enables SCCs to anticipate t raining schedules and seat availability lOT inform CMF team
build (poq (b){3) ~nsa . ic.gov) .

3.B.2. SERVICE CYBER COMPONENTS. Execute team build as outlined in Enclosure 1 to this order.

3.B.2.E. (U) REQUEST FOR SUPPORT.

3.B.2.E.1. (UI NATIONAL SECURITY AGENCY (NSA) / CENTRAL SECURITYSERVICE (CSS).

3.B.2.E.1.A.{U/~ Request NSA/CSS cont inue planning to support CMF bui ld-out to include
delegation of SIGINT mission authority to appropriate CMF eleme nts lAW ref C.

3.B.2.E.1.B. (U/ /-fOtlel Request NSA/CSS coordinate with USCYBERCOM J4 to determine solutions for
facilit ies and seating for CMF teams and JFHQ-C staff planned t (b)(l) Sec 1.7(e)

(b)(~T 30 September 2015 (POC b 3 nsa.ic.gov)

3.B.2.E.1.L (U//FOUO) Request NSA/CSS coordinate with USCYBERCOM J6 to determine interim and
long term solutions for info rmation technoloWJi (1) Sec 1.7lJior CMFteams planned to ] (b)( l) Sec 1.7(e) I

b 1 Sec 17 e Sappropriate. Interim solut ions, to include insight regarding
(b)(1 ) Sec1.7(e) plans for Nationa l CPTS, due NLT01 September 2015. Long te rm

solutions due NLT30 September 2015.
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3.8.2.U. lU I DEFENSE INFORMATION SYSTEMS AGEN CY IDISAI .
3.B.2.E.2.A. (U//fetJe) Conduct analy sis to determine infrastru cture and workspace requireme nts
necessary to support DODIN CPTs.

3.B.2.E.2.B. (U/ j.F.Q.YG.) Request DISA assign workspace to meet CPT requirements. Additionally, develop
MOAs and suppo rt agreem ents with the SCCs t o cove r the cost of CPT employment (e.g., st at ioning CPTs
at Enterprise Operati on Centers redu ces TDYcosts. l

3.C. (U) COORDINATING INSTRUCTIONS.

3.C.1. (U) DIRLAUTH for SCCs,CNMF HQ. JFHQ-C, JFHQ-DODIN, and DISA with supported commands to
coordinate the location and positioning of CMF team s for planning purposes.

3.C.1.A. (U/ /FEH:J.9) Coordinate with supported CCM Dst o determine CMT mission alignment and
opt imal location of CCMD CPTS.

3.C.1.B. (U//F9H9) Assist USCYBERCOM J3/J4/J6/J8/J9 with coordination atl (b}{l) Sec 1.7{e)

cent ers to determine facility, work space and combat mission support requirements for each te am;
condu ct analysis of available resourc es and identify gaps to USCYBERCOM J4 NLT 30 Septe mber 201S.

3.C.1.C. t5ffftl±4,&""'1,!>!~I!Qd.'!.en!l'tt!!ifyjS~ec9i~al!.JT[!e:£c~hnical Operat ions (STO) and Special Access Programs
(SAPs) requirements and (b)(1) Sec 1.4(a)

rovideotenttal mannin issues and
(b)(1) Sec l .4(a)

3.C.1.C.1. is/iREL TO USA, rVEY) Conduct analysis to det ej!r:!lm2!i!'Cne~2.!!:!l!!!!!1:'!!"'2!!!~~'!.'!.l~'2..l~~~---,

propo sed STO billet st ruct ures for all respective teams t

(b 1 Sec 1.4 a

(b}( l) Sec 1.4(a) costs associated
with t he increase in manning, and costs associated with increased infrastructure requirements.

3.C. 1.C.2. (U/,I-FeOO) As necessary, and when crit ical to mission accomplishment, identify {ol(1} Sec 1.7{e}

I (b}(l ) Sec 1.7(e) ~he CMF team s to USCYBERCOM J39. This should include (b}(1 Sec 1.7(e)

securit a erwork necessa[Y to enable support from th e USCYBERCOM (0)(1) Sec 1.7(e)

(0)(1) Sec 1.7(e) (POCI (o}(3) ~nsa . ic .gov)

3.C.1.D. (U/~ Provide feedba ck on plans, policy, doctrinal, and partnership issues to USCYBERCOM
JS.

3.C.1.E. (U/j.F.Q.YG.) TEAM READINESS REPORTING REQUIREMENTS. SCC designated POCs or Team Leads
provide information on each team memb er and update on team mission alignment, approved mission
essential tasks, IOC/FOC build status, and readiness assessment data (personnel, t raining, and space) to
USCYBERCOM by close of business each Wednesday. Maintain reports on the USCYBERCOM CMF
SIPRNET Intelink SharePo int portal (aka: Battle Roste r):

(http:/ /intelshare.intelink.sgov.gov/ sites/uscybercom/nmf/ cmf/ sitepage s/h om e.aspx). Full detail s of
this requirem ent are outlined in Enclosu re 2, to this order.

3.C.1.F. (U//f6t::tfr) Identify individual training requirements for t eam members and prospective tea m
mem bers to USCYBERCOM n .After t raining requirements have been identified and validated at the
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quart erly USCYBERCOM J7 CM Ftraining summits, t hey may be submitted as follows : for National
Cryptologic Schoo l (NCS) courses, submit training requirements via the NSA/ CSSAOET portal. For non­
NCScourses, submit training requ irements via email to:cmCnon_ncs@nsa.ic.gov. Training plans and
st andards are provided in ref B.

3.C.1.G. (UllffiOO) Utili ze the Indi vidual Training Equivalency Board (ITEB)to request relieffrom the
approved CM F training pipeline for individuals with an appropriate level of prior tra ining, education, and
experience. The ITEB consists of a panel of subject matter experts in the CM F work roles that consider
lTEB packet s submitted by the SCCs to make an equivalency determination. CMF team leaders submit
lTEB packets request ing cou rse exemption t hrough their SCC leadership to USCYBERCOM J7 at
emf_t ng_equiv@nsa .ic.gov.

3.C.1.H. {U//fffi::tei ICW service t raining institutions, utilize the CMF course equivalency process to
determine what service t raining solutions could provid e an alternative t o tra ining ident if ied on the CM F
training pipelin e. Individu als completing the approved service courses would t hen be excused f rom the
equivalent course in the CMF training pipeline. Services request course equivalency th rough
coord inat ion with USCYBERCOM J7.

3.C.1.1. (U//FGUGj Complete the build of th e CMF FY13 and FY14 teams tasked in ref 0 thru S
respect ively.

3.C.1.J. (UI /FOUG) Build CMF teams as tasked in paragra phs 3.C.2 through 3.C.5 and transfer C2 ofthose
teams t o respective operat ional headquarters [i.e., CNM F HQ JFHQ-C, JFHQ-OOOIN, CCMO, SCC
commands) lAW condit ions stated in ref Eand the following guidance.

3.C.1.J.1. (UI/FOUG) The SCC officially informs gaining ope rati onal HQ that CMF team is prepared to
enter mission alignment and mission delegati on proce sses. It is the responsibili ty of the gainin g HQ to
manage each process t hrough complet ion.

3.C.1.J.2. (U/ fFGYQ.)JFHQ-C assume Operational Cont ro l (OPCON) of CMTs and CSTs lAW ref E.

3.C.1.J.3. (U/ fFGYQ.)JFHQ-OODIN assume OPCON of OOOIN CPTS (O-CPT).

3.C.1.J.4. (UI/ FOUG) CNMF-HQ assumes OPCON of NMTs, NSTs, N-CPTs lAW ref E.

3.C. 1.J.5. (U//f900) CCMOs assume OPCON of CCMD CPTs (C-CPT) lAW ref E.

3.C.1.J.6. ( U/~ SCC Commands assume OPCON of Service CPTs (S-CPT) lAW ref E.

3.C.l.K. (SHRELTO USA, FVEY) To meet CMF team IOC crite ria, the SCC is authorized t o determine
indi vidual qualifications to fill a given work ro le. This determinati on should be based upon the ind ividual ,
esta blished standards, and the commander's operat ional risk assessment. SCC will coordinate with COR
CNM F-HQ for t eams OPCON to CNMF, CDRJFHQ-Cfor t eams OPCON to JFHQ-C, and JFHQ-DOOIN for
t eams OPCON to JFHQ-OODIN. Individuals deemed qualified must possess the requi site knowledge,
skills, and abilities (KSA) to execute assigned tasks to standard. Addit ionally, for posit ions that require

(b)(l ) Sec 1.4(a)
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3.C.1.L. (Sh'RELTO USA, F'VEVj The eMF employs (b (1 Sec 1.4(a) devel opers with in the CSTs and NSTs.

CSTs employ (b){ l) Sec1.4(a) per team and NSTs emplo (b)(l )Sec l .4(a) per team . All developers w ill
be pooled (b){l)Sec1.4(a) Any changes to the current plan for poo ling developersl(b}( l) Sec l .4{a) I

( ~(1) Sec149WiII be addressed via a FRAGO to this TASKORD. USCYBERCOM J7 is in th e process of
developing a capability deve loper training pipeline with an expected approva l date NLT 01 October
2015. USCYBERCOM J9 is in the process of developing a capability developer imp lementation plan with
expected approval date NLT01 October 2015. (POCsl (b)(3) ~nsa. i c.gov ~ (b)(3) I
I (b}(3) f:g>nsa.ic.gov). NSTcapability deve lopers will be located at NSAW and NSAT.

3.C.1.M .(U/~) CMF teams established by one SCC and allocated to another HQ (e.g., FLTCYBER
estab lishes th;e!(1 ) Sec 1.71Blldit is apport ioned to JFHQ-CARCYBER) are to be transferred as follows:

3.C.1.M .1. (U/ / FOUOj PRESENTATION OF FORCES. Upon meet ing IOCcriteria, the establishing SCC
coordinates w ith the gain ing force HQ. With approva l from the gaining force HQ, the SCC w ill declare
IOC of that team and t he gaining force HQ assumes OPCON.

3.C.1.M.2. (U/~) REPORTING OF FORCES. SCCs maintain reporting responsibility over teams tasked
via ref D and ref I until they are t ransferred to the gaining force HQ.

3.C.2. (U/I~OUO) SCCs are authorized DIRLAUTH with supported commands to coordinate t he location
and positioning of CPTs for planning purposes.

3.C.3. (U//fet:te') SCCs are authorized DIRLAUTH with NSA/CSS AOET for coordinat ion of NSA-provided
tra in ing, SCCs are requ ired to keep USCYBERCOM J7 informed lAW 3.0.1.E.

3.C.4.(U/~ SCCs coord inate CEE and information technology requi rements through the
USCYBERCOM Capability Requirements Invest ment Board (CRIB), Cyber Operat ional Capability Board
(COCB), and Enterprise Engineering Review Board (EERB) processes.

3.C.S. (U/~) All responses and change requests regarding this order, including inability to reach
IOC/FOC,shou ld be sent via message format with supporting documentation to CMF coordination
element POCs listed in section 5.C.1.

3.C.6. (U//fette) CDRUSCYBERCOM is the approva l authority fo r any changes to the assigned number of
teams, types of teams, mission, or locat ion.

3.C.7. (SHREL USA, FYEV) The DMAG decision , CDRUSCYBERCOM intent, NSA/CSS resource plann ing, and
current C2assumptions are based upon NMTs, CMTs, associated NSTs, CSTs, and National Mission CPTs

{b)(l} Sec l .4(a)
lAW mission requ irements. Non-national CPTs (b){l) Sec14(a) pon
CORUSCYBERCOM/OIRNSA'S app rova l at service's ex ense and cond itions based on s ace availabilit ,
furthermore, CDRUSCYBERCOM has approved {b)(1} Sec 1.4(a)

( b)(l~ Sec 1!.4{a)

3.C.8.{U/~} SCCs organize and emp loy CMF teams as units lAW ref B.
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3.C.9. (SHREl TO USA, F'o'EYj SCC personnel current ly in trainin (b)( l) Sec 14{a)

{b)(1} Sec 1.4(a)

b 1 sec t.ara

I (bHll Se c 14(a) trhis does not apply to normal service rotations lAW service administrat ive cont rol
(ADCON) of personnel.

3.C.10. (U/ fF9ld6) lAW USCYBERCOM Command Policy Memorandum 2013-01 and th e Memorandum
Of Understanding (M OU) between NSA/CSS and USSTRATCOM regarding support to USCYBERCOM,
personnef {b)(1} Sec U(e} IWili be in compliance w ith applicable 000 and
NSA/CSS polic ies and procedures. The policies and procedures apply to initial and continued access to
NSA/CSS informat ion, facilitie s, spaces and/or systems. These include, but are not limited to the
fo llowing: visitor contro l procedures, unofficial foreign t ravel, security incident reporting, foreign
associat ion, intelligence oversight, and assumpt ion of responsibility and accountability for all classified
mat eria ls and equipment provided by NSA/CSS./ /

GENTEXT/ADMIN AND LOGISTICS/4.

4.A. ( U//~) USCYBERCOM J4 is the single point of coordination for CMF facilit ies based on the
I (b){l ) Sec 1.7(e} IAIICMF team headquarters (CNMF·HQ, JFHQ-Cand JFHQ-DODIN)

ICW CMF team leads are responsible to notify J4 of space and NSA/CSSco-locat ion requ irements. JFHQ­
DODIN w ill coordinate with DISA for DODIN CPTNSA/CSSco-location requirements. J4 will aggregate
initial FY15 space and NSA/CSS co-location requirements based on FY14rosters and team requi rements
and provide to NSA/CSS for space requests with distributed execution by JFHQ-C at each location.

4.A.1. (U/~) After initi al requ ireme nts are provided to NSA/CSS by J4, J4 subm its consolidated
space and co- locat ion requirements (b){l) Sec1 7(e)

(b){l) S e c 17{e) The request w ill include deta iled breakdown s
of expected CMF teams, includ ing specific space requirements and how many personnel are required to
co-locate with each NSA/CSS mission area. This app roved SPF w ill direct NSA/CSSallocat ion of spaces
across enterprise.

4.A.2. (U/;f9l:::fei SCC and JFHQ-C locating at NSA/CSS faci lities are required to coordinate with
USCYBERCOM J4 and J8 to assist with the establishment of any interservice support agreements (ISA) for
reimbursable support and/or an MOU/ MOA for non-reimbursable support.

4.A.3. (U//.fGYfl1 Permanent stat ioning of CM Fteams and JFHQ-Cat installations (b)( l ) Sec 17(e)

I (b}{l) Sec 1 7{e) It o support USCYBERCOM requ ires the appropriate stat ioning
documents be submitted to 000. CMFteams perma nent ly stat ioned I (b)(l) Sec U (e}

(b}{l) Sec 1.7(e)

(l}Sec 1.Z?fi)Srequired by the supported commands will be submitted as appropriate to 000.

4.A.4. (u// m UG) Requests for support from NSA/CS~ (b)(l ) Sec1 .7{e)

I (b)(l) Se c U te ) [shall be coordinated wi th USCYBERCOM via the ICRWG/EERB and
submitted to NSA/CSS.
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4.B. (U//ffltiel rocAND Foe REQUIREMENTS.

4.B.1. (U//feI::t6i 10C and FOC manning and training standards are effecti ve on the release date of this
TASKORO for FY15and FY16 teams.

4.B.2. (U/~) IDe. CMF teams w ill be declared IOC after tea m meet s t he following crite ria:

4.B.2.A. (SI/RELI C USA, FvEy)1 (b)( l ) Sec 1 4 (a) p f th e team is on-hand, t o include a core number of
personnel in specified work roles; a sub-set of these core personnel mu st be full y tra ined lAW ref B
ann ex C and t he foll owing (f irst number indicates required number on t eam « slash»/ second number
indi cates required number fUlly t rained). The position titles below have been updated t o reflect those
defined in the Joint Cvber Training and Certification Standards (JCT&CS) and supersede guidance
provid ed in ref N, 4.B.1.A.1 t hrough 4.B.1.A.S.

4.B.2.A.1. (U) POSITION TITLES. See Enclosure 3 to this o rder.

4.B.2.B. (U) (S/IRELTO USA, FVEvl l (b)( 1) Sec l .4 (a ) lis complet ed as f ollows:

4.B.2.B.1. (U/fFG\:IG) Team Mi ssion (s) Identified.

4.B.2.B.2. (U//fffi:ffi') All available personnel have been placed in work ro les as specif ied in par .
4.B.2.A.1. and mission alignment is complet e ICW USCYBERCOM BF (POCI (b}(3)

@nsa.ic.gov ).

4.B.2.B.3. (U//f'et:t61 NSTor CST is identified and aligned or identified fo r build (not appli cable to CPT).

4.B.2.B.4. (U//f9B91 Team Leader is in receipt of mission.

4.B.2.C. (U/fFGYGl Training requi rements have been identifi ed fo r all avail able t eam me mbers and
provided to USCYBERCOM J7 and higher HQs.

4.B.2.0. (u//rouol All person nel in work role s as specified in para 4.B.2.A.1. are allocated space to
perform duties and have access t o CEE and app ropriat e networks and data (mission support) to
accom pli sh assigned missions.

4.B.2.E. (U/~) CMF TEAM 10 C DECLARATION PROCESS. Establi shing SCC Commander (CDR) cert if ies
their CMF team has achieved ali lOC criteria, and then initiate s th e 10 Cdeclaration process. SCC CDR
coo rdinat es w it h the gaining operationa l CDRto accept OPCON t ransfe r. Upon acceptance of OPCON,
serv ice cyber component CDR declares team IDe.

4.B.2.F. (U//fffi:ffi') IOC WAIVERS.The gainin g ope rati onal CDR has the opt ion t o waive team's IOC
declaration lOT gain OPCON of th e t eam f or operational advantage and mission requirement. An
operat ional or funct ion al justifi cati on is required for waiver app roval. Upon accept ing OPCON of t he pre­
10 C te am, the operat ional CDR will cont inue coo rd inat ion wi t h service cyber component CDRt o ensure
t eam achieves IOCcr it er ia and is declared 10C. The operat ional CDR assumes the responsibility fo r
ensuring the team achieves FOe. The IOCwaiver is not intended to change t he projected IOC dates and
the teams' expected 10Cdates shall be included in the waiver mem o.
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4.B.3. (U//m UD) lAW ref F, SCC JFHQ-C'Sare 10C, capable of executi ) Sec 1.
with associated mission crit ical fun ctio ns, as well as integratin b 1 Sec 1.7e
operati onal processes (see ref L).

lsston essent ial t asks,
rit ical USCYBERCOM

4.B.4. ( U//~OUO) FOe. CMFteams, having f irst achieved 10 C, will be declared FOCwhen a team achieves
compliance wit h ref I and meets the foll ow ing criteria:

4.B.4.A. (U//m!JO) Successfu l completion ofthe Doct rine, Organizati on, Training, M ateriel, Leadership,
Personnel, Facilit ies (DOTM l PF) process.

4.B.4.A.1. (U/1fet:I'ei DOCTRINE. Concept Of Operat ion (CONOP) and impl ementat ion plans appli cable
to specified unit types provided to and approved by USCYBERCOM.

4.B.4.A.2. (U//F6Yei ORGANIZATION. Specifi c missions for each team identified and approved; ini ti al
review/assessment of unit size and st ructure complete; all personnel are prope rly aligned by functio n
and are wor king mission .

4.Bo4.A.3. (S/iREl TO USA, F'VEY) TRAINING (lAW REF B, Annex C). Mission Essential Task List (METL)
established and a proved; Job Qualificat ion Requirements (JQR) ident if ied for work roles where
applicable; (b)(1) Sec 1.4(a) ersonnel are individua lly t rained, qualified, and certif ied w hen appli cable;
collective/unit t raining complete; or as assessed by the SCC commander.

4.B.4.A.4. (U//feOO) MATERIAL. Reporting vehicles designed, approved, and operat ional; t eam has
access to applicable exist ing equipment/ capabilit ies necessary for mission accom plishment ; addit ional
equipment needs/requirements and gaps identified.

4.B.4.A.5. ( U/~) LEADERSHIP AND EDUCATION. All professional mili tary education (PME) and
civilian-equivalent Leadership and Educat ion (l&E) programs identified.

4.Bo4 .A.6. (S/lREl TO USA, P'Q(Y) PE RSONNEL. Team f illedl (b)(1) Sec 1.4(a} [dtrect
support personnel are filling authorized positions, on-hand, and properly aligned as appli cable.

4.B.4.A.7. (U/fFeOO) FACILITIES. Physical space/wor kstati ons and access to required data (M ission
Support) fo r all personnel identi fied and available.

4.B.4.B. (U/~ Successful completion of a joint or service assessment in wh ich th e CM Fte am
accompli shes its mission and demonstrates proficiency in all areas noted in t his paragraph (4.B.4.)

4.Bo4.e. (U/ / ffltt6) CMF team FOCdeclarat ion process lAW ref V. Operati onal CDR, in coordination with
the esta blishing service cyber component commander, verifies their CMF team (all CM Fteams except S­
CPTs ) has achieved all FOCcriteria, and then routes th e FOC reque st t o DCDRUSCYBERCOM . For S-CPTs,
th e SCC CDR routes t he FOC requ est t o DCDRUSCYBERCOM . DCDR USCYBERCOM declares all CMF
te ams FOC lAW refV.

4.B.5. (U//ffitl.G) (U/ /ffitl.G) lAW Ref 0 and Ref W, JFHQ-C FOC is achieved w hen the foll owing
conditions are met. FOCwill be achieved NLT 30 September 2015.
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4.B.5.A. (U/ /f9\::lB1 The JFHQ-C demonstrates proficiency in the U5CYBERCOM·di rected JFHQ-fb!(1) Sec 1.7le)
mission essent ial tasks (JMETs - as defined by the U5CYBERCOM JFHQ-Ccertif ication framework to
operationalize the JFHQ), associated crit ical funct ions, and integration w ith USCYBERCOM associated

processes necessary to cond uct ] (o)(1)Sec 1.7{e) !operat ions.

4.B.5.B. (U/ff9HGl The JFHQ-C commander requests FOC fo llowing successful completion of a jo int or
service event in which the JFHQ-C successfull accomplishes its mission and demonstrates proficiency in

(O)!J ) Sec 1 ~rected JMETs, all app licabl 0)(1) Sec 1.7{e METs, critical functions, and associated processes as
assessed by an externa l assessment team .

4.B.6. (U) POUCY.

4.B.6.A. (S!?'RELTO USA, rVEr) Specific personnel/units wi ll conduct] (ol(1) Sec 1.4{a)

I (0)(1) Sec 1A(a) Fonsist ent w ith mission needs.

4.B.6.B. (SlJREl TO USA, P/EVl l (o){ 1) Sec 1.4(a)
withi n each team as applicable.//

GENTEXT/COMMAND AND CONTROL/5.

[program is established lAW ref G and functional

SA (U//fGOO) USCYBERCOM is the supported command. All others are the supporting commands.

5.B. (U/frO uO) scc will maintain ADCON over personne l assigned to t he CMF. NSA/CSS w ill mainta in

ADCON over personnel aligned to provide direct support to the CMF.

S.c. (U/~) Copies of this order and all enclosures wi ll be maintained at:
https:/ /www.cybercom.smitmil.j3/ 0 rde rs/ defauIt.aspx

S.D. (U//feH9i All 000 components w ill acknowledge receipt and understanding of this TASKORD
within 24 hours to the fo llowing site:
(https://inte Ishare. lntelink. sgov.gov/s ites/uscybercom/JOCjOrde rs/ list s/ Orders%20Acknow ledgement/
Ailitems.aspx).//

s.E. (U) Request for information regarding execution of th is order, amp lifying guidance, and/or
additional details are to be submitted at the below links
SIPRNET: (https:// inte lshare.intelink.sgov.gov/sites/uscybercom/Pages/RFl.aspx)
JWICS: (https://inte Ishare.inte link.lc.gov/ sites/uscybercom/request/Pages/RF I.aspx)

s.F. (U//f..GOO.) USCYBERCOM CMF SIPRNET Intel ink SharePoint portal (aka: Battle Roster):

(http://inte lshare.inte link.sgov.gov/sites/uscybercom/nmf/cmf/s itepages/home.aspx).

5.G. (U) POINTS OF CONTACT (POCS):

s.G.l. (U//F9tJe1 USCYBERCOM J338 Cyber Mission Force Coord inat ion Element:
NSANet: USCC_CMF_READINESS@NSA.IC.GOV.
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5.G.2. (U//f6I:::l6) USCYBERCOM J2:1 (b)(3) IUSM C and: (b)(3)

NSTS 969-4163

NSANet l (b}(3) ~nsa .ic .gov and: {b)(3} @nsa.ic.gov.

(b)(3)S.G.3. (U/f!'GOO) USCYBERCOM J3F:I_ -",""-_ 1USA
NSTS: 969-3465

NSAnet; (b){3) grnsa.c.gov.

(b)(3)S.GA . (U/f!'GOOl USCYBE RCOM B9JL_-"!!"'----'~SA
NSTS: 963-6125

NSANet: 1(b}(3) @nsa.ic.gov.

S.G.S. (U//l'flYG1 USCYBERCOM J4,i (bll')

NSTS: 969-5726/5721
NSANet J (b)(3) @nsa.ic.gov .

S.G.6. (U//l'flYG1USCYBERCOM JS:I (b)(')

NSTS: 969-8360

NSANet:1 {b){3) !@nsa.ic.gov.

(b)( 3)S.G.7.(U//Fe\!9l USCYBERCOM J6: 1[=~~==JluSAF
NSTS: 969-1829
NSANet:l (b)(3) l@NSA.IC.GOV.

S.G.8. (U/ /-Feliel USCYBERCOM J7:1 (b)(3)

NSTS: 96 9-4191

NSANet :j (b)(3 ) ~nsa.ic.gov.

S.G.9. (U//Fe\!9l USCYBERCOM J8 ~ (b)(3)

NSTS: 992-2573
NSANet :1(b}(3) :@nsa.ic.gov.

S.G.10. (U//ffiOO1 USCYBERCOM SPECIAL SECURITY OFFI CER (55011 (b)(31

NSTS: 767-2154

NSANet :1 (b){3)) \9'nsa.ic.gov

S.G.ll. (U) After Hours POC: USCYBERCOM JOC Duty Officer (JOO)
NSTS: 969 -1645

COMM : (443) 654-4804
NIPR: jocops@CYBERCOM.MIL

SIPR: jocops@CYBERCOM .5MIL.MIL./ /

(b)(3)GENTEXT/AUTHENTICATION/ FOR TH ECOR,I__-==-__IRAOM, USN , USCYBERCOM B ,
DIRECTOR o r OPERATIONS/ /

AXNLOG/YES/ /
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The National Security Archive
The George Washington University
Gelman Ubrory, Slllle 701
2130 HStreet, N.W.
Washington, D.C. 20037

Tuesday, May 29. 2018

Office of Freedomof Information
11SS Defense Pentagon
Washington, DC20301lJ 55

Re: Request under the FOIA. in reply refer to Archive#

Dear tnformation Officer :

+ DDD

Phone: 202/99+7000
Fax: 202/99+7005
nsarchlv@gwu.edu
WYNi.nsarchiYe.org

20180515D00071

Pursuant to the Freedom of information Act (FOlA), I hereby request the following:

In coMecrion wllh the recent(May 17. 2018) "",",,,,",,,merll lhat .11133 ofU.S. Cyb" ComllltJ/llJ's
C,kr Minion Foree teamshave achievedFull Operational CGpability (FOe), a copy ofallY. reconJ.r ..
spocifyl.,IIIfa/l tho,14Jl4anls orrequlremuu, Ihat m,,"be me' to "lith FOC.

If you regard any of these documents as potentially exempt from the roIA's disclosure requirements. I
request that you nonetheless exercise your discretion to disclose them, As the FOlA requires, please
release all reasonably segregable non exempt portions of documents. To permit me to reach an intelJigent
and infonned decision whether 0 1' not to file an administrative appeal of any denied material, please
describe any withheld records (or portions thereof) and explain the basis for your exemption claims.

As a representative of the news media. the National Security Archive qualifies for "repeesentattve of the
news media" status under S U.S.C. Sec. 552(a)(4)(A)(ii)(ll) and, therefore, may not be charged search
and review fees. (See NalionalSecurity Archive v, U.S. Depanment ojD~e",u. 880 F.2d 1381 (D.C.
Cir. 1989), Cftr, denlftd. 110 S Ct. 1478 (1990» . This request is made as part of a scholarly and news
research project that is m tended for publication and is nor for commercial use. For details on the
Archive's research and extensive publica~ion activities please see our .....eblli te at www.nsarchlve.crg.

To expedite the release of the requested documents. please disclose them on an interim basis as they
becomeavailable to you, without wailing until all the documents have been proc:e~5ed. Pleu!'1e notify me
before incurring any photocopying costs over $100. If you have any questions regarding the identity of
the records, their location. the scope of the request or any other maners, please call me at (202) 994·7000
01' email meatfoilUnai1@gwu..edu.l look forwatd to receiving your reepcnse within the twenty day
SUltUtory time period.

Byrne


