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DECLASSIFICATION AUTHORr~,~~i~3-FP) 
DECLASSIFICATION AUTHORITY. DATE· I 31-24 
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z~v sssss 

R ll2257Z FEB 98 

INITIALS: ~ . 1>f M~ 'ZOf~ 

F~ USCINCTRANS SCOTT AFS IL//TCJ3-00S// 

TO RUEKJCS/JOINT STAFF WASHINGTON OC//J39/0PS// 

RHHMUNA/USCIN:PAC HONOLULU HI//J3/J2/J6// 

RuCJAAA/US~IN~SOC MACDILL AFB FL//J3/J2/J6// 

RrlCUAAA/USCI~CTRANS CAT SCOTT AFB IL//J3/J2/Jo// 

R~CBACM/USCIN:LANT NORFOL~ VA//J3/Jl/J6// 

RJCUSTR/USCIN:STRAT OFFUTT AFB NE//J3/J2/J6/1 

RUPEUNA/USCIN~SPACE PETERSON AFB CO//J3CP/J2/J6// 

RUFGNOA/USC!N~EUR VAIHINGEN GE//J3/J2/J6// 

RJCJACC/USCIN~CENT MACDILL AFB FL//J3/J2/J6// 

RUMIAAA/USCINCSO MIAMI AFB FL//J2/J3/J6// 

R~CUGCS/USSTRATCOM ~CCS OFFUTT AFB NE//J6722// 

RJEAHOA/CSAF wASHINGTON DC//XO/SC// 

· R~ENAAA/CNO W~SHI~GTON OC//N2/N3/N6/No4// 

RUEADWD/DA WASHINGTON OC//CSA/OAMO-ODI/OI~C4// 

RJEACMC/CMC WASHINGTON OC//C4I/PLI// 

RJLsJcAtcoMor cocARo NASHINGTON oc11 0 r:-.1.i / r . jl...'/·:..· :.""?11 -Jf.~ 
oL rJ'fJ- "I'_ I- . ')/ ·.··' ..) - fJ 

RULSJGA/COGAR) INTELCOORDCEN WASHINGTJN DCl/- ' 

RUOVKEW/AFWIC KELLY AFB TX//CC/EA/EAC/OSK/IR/1 
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RUDHIWA/DIRLI~A FT BE~VOIR VA//AC~AJ/DR/00// 

RJCBFAD/FLTINFORWARCEN ~ORFOLK VA//N3/N6/N2/SCIO/CISO// 

RJLKGXA/NAVINFO~AR~CT FT GEORGE ~ MEADE MD// 

RJEJOCA/OISA wASHINGTON DC//02/03/0o// 

RUETIAA/DIRNSA FORT GEORGE G MEADE MO//NSOC/!3/SIPO// 

RvETIAA/NSACSS FT GEORGE G MEADE MD//)tSOC/!3/SIPO// 

RUCNFB/FBI WASHINGTON DC//CITAC// ~ 

RUEKJCS/SECDEF WASHINGTON OC//ASD/C3I/DUSO(P)PS// 

RUEAIIA/CIA WASHINGTON DC//CTG/DI/OTI/IWT/1 

RJEKDIA/DIA WASHINGTON DC//TWI/DS/J2J/SY/DAJ2AI/ 

RuQVKJW/JC2WC SAN ANTONIO TX//DR/DV/OP/P/1 

AIG 11612 

INFO RHCUAAA/JSCINCTRANS SCOTT AFB 1L//TCJ3-CAT/ODS// 

BT 

AIG 11812 TAKE FOR 1NFO ONLY 

MSGIO/GENADMI~/USTRANSCUM TCJ3-0DS// 

SVBJ/COMPUTER INTRUSION ACTIVITY SITUATION UPDATE 9a-Ol 

(U)// 

R~KS/1. Ul THIS IS SITUATION UPUATE 01 FROM THE USTRANSCO~ 
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!~FORMATION OPERATIONS CELL CIOC}o 

2. f11UN, ....... , STATUS OF SYSTEMS: USTRANSCOM SYSTEMS, 

INCLUDING THE UNCLASSIFIED LOCAL AREA NETwORK AND GLOBAL 

TRANSPORTATIO·'J NEnJORK CGTNl REMAIN FvLLY OPERATIONAL. 

CGNTINUAL ANALYSIS OF TRAFFIC AND CONNECTION ATTEMPTS TO 

USTRANSCOM ANJ GTN FIREWALLS AT SCOTT AFB IL AND ROBINS 

AFB GA REVEAL NO UNAUTHORIZED ACTIVITY. 

OPERATIONAL IMPACT: NONE 

4. ISSUES: REQUEST JOINT STAFF J39 AND 

JoK COORDINATE WITH DISA, THE SERVICE CERTS, AND 

I~YESTIGATORY AG~NCIES ON TIMELY RELEASE OF DATA 

CJNCERNING TECHNICAL SPECIFICS OF INTRUDER TECHNIQUES AND 

METHODOLOGY. INFORMATION PROVIDED IN PREVIOUS MESSAGE 

TRAFFIC HAS BEEN EXTREMELY HELPFUL IN DEVELOPING AN 

A;>OITION·AL Ll~E OF DEFENSE. HOWEVER, ADDITIONAL DETAILS 

WILL PROVIDE JSTRANSCOM ANALYSTS AND SYSTE~ ADMINISTRATORS 

WITH A RECOGNIZABLE INTRUDER PROFILE TO AID IN 

STRENGTHENING THE COMMAND'S DEFENSIVE COUNTERINFOR~ATION 

CAPAB IL TV. 

5e ~OINTS OF CONTACT: USTRANSCOM 
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INFORMATION OPERATIONS CELL, DSN ~76-6856, COMM (618) 

z;6-b856t MLP 914•7500, Z4 HR CONTACT USTRANSCOM MCC DSN 

576-8105. LT COL HP (618) 628- BEEPER 

(888) 914-7191 OR MAJ HP (ol8) 235-

BEEPER (888) ~14-7194. POC FOR DEFENSIVE IO IS THE 

CO~~AND INFOR~ATION ASSURANCE OFFICER AT DSN 576-4924, 

COMM <618) 256-4924(5) 

A'1PN/CLASSIFIED BY.: l.T COL , uSAF, CHIEF, SPECIAL TeCH 

BRANCH 

REASON:l.5(A) 

DECLAS ON: 11 FEB 2006 II 

BT 

lt4038 

N~NN 

0062 00150/043 ¥15 0430253 
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