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JTF Computer Network DefenseJTF Computer Network Defense

•• DISA selected as host for Joint Task Force DISA selected as host for Joint Task Force 
Computer Network Defense, 23 Jul 98Computer Network Defense, 23 Jul 98

-- SECDEF signed Charter on 4 Dec 98; IOC by 31 Dec SECDEF signed Charter on 4 Dec 98; IOC by 31 Dec 
98;  FOC 180 days after IOC98;  FOC 180 days after IOC

•• CONOPS defines following tasks to JTF:CONOPS defines following tasks to JTF:

Will Will notnot initiate offensive actioninitiate offensive action

-- Monitor ops, incidents, Monitor ops, incidents, 
vulnerabilities, threatsvulnerabilities, threats

-- Coordinate with DoD, GovCoordinate with DoD, Gov’’t t 
agencies,  & private sectoragencies,  & private sector

-- Perform attack assessmentsPerform attack assessments

-- Develop protection plans & Develop protection plans & 
procedures procedures 

-- Participate in joint exercisesParticipate in joint exercises
-- Direct actions to stop, Direct actions to stop, 

contain, & limit attack damagecontain, & limit attack damage



2

AF/XOIAF/XOI

DISA Collateral Networks
(Supporting Agency)

CND-JTF

SECDEF
UNIFIED COMMANDS

JTFJTF--CND C2 RelationshipsCND C2 Relationships

Service Components
COMAFFOR
COMARFOR

COMNAVFOR
COMMARFOR

Intelligence Community
(NSA, DIA, NRO)

Other DoD Agencies
(DSWA, DECA, etc.)

GOSC

TACON

Coordinating
Authority



AF/XOIAF/XOI

Proposed AFFOR Proposed AFFOR 
RelationshipsRelationships

COMAFFOR
AFIWC/CC

Correlate Incidents
Analyze Threats
Maintain IAVA 

Compliance
Coordinate Vulnerability

Assessments

Provide Network
Status

Analyze Threats
Correlate Incidents
Recommend

Countermeasures
Implement

Countermeasures
Restore Networks

Provide Intrusion
Detection Info

Provide Attack 
Assessments

Recommend 
Countermeasures

Implement
Countermeasures

AFCERT
AFOSI

Provide Investigation 
Status (CI/LE Support)

AFNOC
NOSCs
NCCs

CND-JTF
LE/CI



AF/XOIAF/XOI

JTF Computer Network DefenseJTF Computer Network Defense

•• Commander is AF Maj Gen Campbell Commander is AF Maj Gen Campbell 
-- Dual hatted as Dep Director DISADual hatted as Dep Director DISA

•• 4 other AF personnel designated4 other AF personnel designated
-- All Majors (J2, J3/6, J5/7)All Majors (J2, J3/6, J5/7)

•• AFFOR is AFCERT and COMAFFOR is AFFOR is AFCERT and COMAFFOR is 
the AFIWC/CCthe AFIWC/CC

-- Coordinates w/ AFNOC & AFOSICoordinates w/ AFNOC & AFOSI
•• UCP change will transfer JTFUCP change will transfer JTF--CND from CND from 

SECDEF to USSPACE, probably Oct 99SECDEF to USSPACE, probably Oct 99
-- Future location of JTF is TBDFuture location of JTF is TBD
-- Under USSPACE, JTF slated to assume Under USSPACE, JTF slated to assume 

offensive and defensive responsibilitiesoffensive and defensive responsibilities
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