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FOEE) This manual, to be used in conjunction with USSID 18, provides information en the

«--- ramifications of USSID 18, especially regarding the dissemination of U.S. identities to intelligence

users. [t also explains NSA Qperations Directorate (DO) policy regarding the dissemination of
U.S. identities. In some instances, DO policy is more stringent than that contained in USSID 18,
This document replaces the March 1982 version, which should be destroved. Any discrepancy |
between the USSID and this document should be resolved in Faver of the USSID,.

{(FOEE) This manual serves only as a general reference. It cannot provide guidance for handling
every nuance that may arise in reporting. In the final analysis, the reporter must make USSID 18
decisions, consulting with staff or other personnel whenever necessary. In the decision process, the
protection of the right to privacy of the U.S. . person must be wmnhﬂd Aagainst the need of the
government to pruduce foreign mtefﬁaence

FOTO) Send all requests for additional copies through appropriate channels to NSA, ATTN:
F0521. Forward comments and queries coneerning the infﬂrmntmn in this manhal to NSA, ATTN:

P0521, or call NSTS extension 943-1911s.
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on the disseminetion of U.S5.°
identities znd ettendant proce-
dures. Wnile particular sec-
ticns or &ppencixes can Serve &£s
& cuick reference, the maznusl is

not intended to be all-encom-

pessing., Rather, anslvsts anc
reporters =should be fzxmiliar
with the =cope and zoolication
of _U55ID 18, part LCUlgrly in
matiers ccrce_11nq the defini-
tion of & 0. DEer=son.

({E=—5CL) hlthﬂuqﬁ Erimarily
intzndec t¢ address the use of
U.E. identities in SICINT seri-
glized resorts, this mznual a2lso
applies To the dissemixation, in
eny form, ©f & 0.5, idsntity
outside the Unices Steres SICG-
INT Evs=ten {(US5%E) I+ &2ls50 coe=n—
tzine sactions on Ccoli=ction,
Frocessine : CECE CLite-
riz i -

= . ADpen-
re incluced tc zid in
intercretation of the ragula-
ticas.
(e—=cet4 Cenerally, egh=ent
gprropriste sproroval, = 0.5,

person cannct be t&rceh_ﬂ or
icdsntified in & report, end any
recard of communicatrions betwsen
U.5. persons rmust be destroyed.
Communications of (or which ref-

nermel SIGINT mis

) T U, IdentjtigEs
e e sy Y P e s e | SIGINT =
T Ry T i it 3t s e ey e IRENCH 1924 _
Section 1 - Furpose and hppliﬂahlllti oy
* -
Fe88) Thi= manual focuses erence) a U.5. person must be

processed and disseminzied in
strict complience with the guid-
ence _in USSID 18§. The USSID
stiprlzates PIQCEQU;EJ nnd spe-
cific .restricticfsiplaced on

SIGINT cperations..This Enab1=q
rhe USSS to concudt its missing
lewfflly, while guaranteeing the
rigat to privecy of U.5, citi-
Ien=.

g}a&&&q USSID 18 permits the
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Eectica 2 - Responsibilities & ° j
He=CE8) The Director, NS:, 2 guarterly bzsis & redcrt that
is respeonsikle for Ensuring tha deccuments complizsnce with E.Q.
the USES conducts its missions 12333. Thi= DD *Ep&:t is inout
and functions in a mpanner that for 2n NS repowt, fhat is feor-

: safeguards the right to privzcy wardéd te the 15_5_;!:.-&. te ths
of all U.S. persons. Tc sccon- - S=crecery of Defsnse fc- Incel-
plish th:zt end, the Director k== - ~ iiciﬂce Ovsrsicizt, CoO the Brzci_
assic¢ned spscific responsibili- gent's IZztellicence Ovar- sichi
ties to =evsrzl elements within Eoard, End to the U.S. XZ:tor-=y
the Agency. Ganmeral. Ths DDJ, or his éssic-

nes, i1s.also the aporovineg offh-
FobS) The NSA QLiice of cial for cerczin categories af
General Ccunszl (OGC) providss digsanminziics of U.S. identi-
legal zdvics on SICGINT mattsrs Ligg outsice to= USES fov fo--
to.&8ll elsmsmecs of the USES &nd eign incellicsnice purposss
is tke Ofifice of Frlng?f Inter-
est (CPI} responsible for USEC oo} Witnmia the Ccera-
18. The= CGCC provides crha Firsl tioms Divectcreze (DOQ). 2052
interprszztion of it= provi- the Office o tre Assiscacn:
SL0NnS &nC erplicebilicy. The OGC Chief of Eza:if fcr PRegoriing:
will obczin &1y necessary cour:c folicy &nd Frogrems) is ths
créers or ittornev General focal point for ULESID 1E mres-
ALOrOVELS T2 concuct eleggronic LErs.
survelllarncs or test intercsr:o
Eq'l_'ipmﬁ'__: e ke I1 8 - ousgl) EBFTDZZ2I [SE£3-lEFllE)
na~cles a1l -zousgts for inmzex-
TS Tos NSA Insgpector pretation, cuolicance, COnSensStvsl
Gezeral (IC) is responeibls ifoxr - clLec;;ﬂL gré cigsax=ingrion,
neirine agvereness of azé com- ané. case-byv-c=== cor blinzec
pliance with the governing .apcrovels for- the dissexlnsticoo
Ciractives =€ raculations, ol U.S, ifsnzitise in rezeorts.
ircluvdirge Exscutive Orcer (Z.0.) 20521 will noi issue oW intsr-
12333, DoD Directive 5240.1-3, pretZtictns of the UESID witheut
&nd USSID 18. The IC cornducte firae scliciting the advics ¢f
on-site inspections, estab- the Office of Ggnerel Counsel
lishes the ¢round rules for .
reporting ecrivities thacg JG*EEG} FI52% {EF3:3EE g)
rE!lEct aweareness End ﬂﬁm;li' sSaryves &S tl‘ié '-‘EE";EIi"L":..iE:E"
ance, ené reports the results to office 2nd will coprdinace B

the appropriate senior offi- X sts Lo include e
cials within znd outsiée the “15‘. U.S. repoxts.

Usss. PO522 &lso processes customsr 1
recuests for U.S. icdentities.
(PO69) The NS2 Deputy Diresc- : _
tor for Operations (DDO). pre- (€-8€0) F)S24 (S63-3184s) ic=.

pares- and forwards-to the -IG-on - - = s e sepwy oz esaim s Fay 3
W PR TR S mar e e T R B T - B mEmmmm nn S N R KD IeE eh . emai g B g SRS RRE o
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the DO focal point for zll Do for destruction waiver
requests, undsr the Foreign- reguesits 2nd for guidance on
Intelligence- Eur_eillg;ce'&;;__ targeting and coillection.

(Fe&8) Each emnloyas of th
US55 will conguctsantellicance
; S oparztions in accfrdance wi
“the le&ﬂt@v to exercice his B3 3dd,. the Jfzaooifies 2
collestion sLLhG?lty nrsg=v E.0. ’ ta Frocsdures Undsr E.Q. 12313,
12333. In addition, FOE24 con- Dol Reguletion 5240.1-8, NEA/CSS
snlidates ard f‘j'ﬂ-wargg GRAET - E.'*';'L'I.-Iat."'{:'ﬂ 10 3':' = JEsin 18
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= 0.8, pErsen can e =2 hupan =
Eging oroemyyacies ) an Bndbs
(E.gai enaizcrefg)y The Eafinis
Fion0f 2nd aouidelices SOy
EELESRiDINC WO OF waigh i= &
TGS, g enrmrg X [FECTy 1B,
Sgciicn §. Very gcemerzliliy, row-
ever, & U.5., perxsgrn is
- B S, CitideEn
« S:LCErmEneni resiceEnI &-iso
{cre=n card holderd;
= €& EDRrpefafidn inchroessbos T
the O.S5., ealesg ie is cosniy
slEnsNlanesd b Tp Shnafiem lmdie
BERRESL fo DS Cizscnss ard com-
igllisg mwe whos paldedoin g
- ECNIITeoraorstes igsEdeigcie
oreanizsd In the U.S. cr neaf-
CrErsessc ihoFhs T8
= & BRiscoroorstEs ExEocistion
with kssfciarters oussidz ths
U.5., if 2 subsktentiz] Forcher o
i1ig mexmcereg gre 0.5, cicizerns m-
2liens lawfully admittzsd for
CEXMEnans residence; cr
;s & U.5.-flegoed non-covernment-
a2l sircreit or vessel.

{F522) The most ixportant
Doint to consider in sszsking
arprovel to include &2 spscific
or generic.i.S. identity iz =
report igs whnether the identity
is necsassrv Fo underecend or 7~

L d

... U Tentities
inSIGINT
- Mareh 1904

Eszecs thoe foreirn irntellii-
cence, If the foreign inktelli-
gence informzsticn can be unde-_
stood or its importencs ssssczed
without the specifit U.g. iden_
tity, do not inpluds that idea-
Litw in ths repofie. Instszdg,
replace th&'spéfi?ic R -1
tioy with = gsneric term (e.c.
1 8 peErson, U.S5 CQLDEDY,

=tc. ). )
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