i1l February 1965 .

Recollections of Work on Russian

The first formal U.S. effort to solve a Russian crypto-~system was
undertaken in the early 1930's, an effort directed at the messages of
the Amtorg Trading Gorporation, which at that time was under investi-
gation by a committee of Congress. The Chairman of the committae, .
Representative Hamilton Fish, had subpeonaed the Amtorg files, which™
contained a considerable volume of code messages. The committea
felt that these massages wers important and Representative Fish formally
requested that the Navy Department's experts try to recovar the plain
text of the messages. This work was undertaken in the Code and Signal
Section by Safford and Wenger, -

After the Navy worked several weeks without success, Repraegenta-
tive Fish requested the assistance of tha Army's expzarts, and a confer-
ence was hald between members of the SIS (iir. Friedman, Dr. Kullback,
Lx. Sinkov, and Mr. Rowlett) and CDR Safford and LT Wenger of the Navy
Department. Safford and Wenger explained that they had recovered some
eiements of the kussian cryptography employed in the Amtorg messages;
however, they were unable to recover the basic system employed or to
provide translations of the messages. In summary, they concludad that
the system involved the following elements; :

Basic code books, numearical., -
Additive books,

~ A lteral substitution epplied to the numerlcal text resulting
from the application of the additives to the basic code. The Navy
cryptanalysts had recovered the lteral substitution and developed
certain information about the indicator systems which degignated the
pads used for the raspective messages. They had bzen unable to go

beyond this point,

The Army cryptanalysts acéepted coples of the materials from the
Navy Department and undertock to validate and extend the work done by
the Navy. After several weeks, it was finally concluded that the Navy
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cryptanalysts had done all that could be accomplished with the data and
that the Army group could not offer any hopes of additional success,

(At Tab A will be found an extract of TRQ: 77: Data on Soviet Crypto=
graphic Systems 1917-1933, Historical Unit, AS-14A, which presents
this episods In fuller detail.) »

In the priorities of affort applied to the early Army group, three
nations stood out from all others: Japan was highest, followed by
Germany and Italy. The other nations of the world were grouped to~
gether in lower priority. Because of the Limited number of personneal
available, very little cryptanalytic work was done on the last group of
nations, However, any governmentsal traffic from these nations which
fell into our hands was identifised and flled, with the axpectation that
when the opportunity arose work would be started on those countries
which offered the greatest promise of results. In these early days a
small amount of Russian traffic was accumulated, but no cryptanalytic
effort was undertaken. 1Ido recall that several timas between 1335 and
the outbreak of World War II we examined the Rus sian materials avail~
able to us; however, this examination wes cursory and nc serious effort
was started in this period.

When World War II broke out, the Army had to dacide whether to
concentrate all its signal intelligence effort on the military systems of
the Axis or to divert certain of its resources to a study of the diplomatic
traffic of the Axis nations and of certain cther powers, such as Russia,
Brazil, Vichy France, Portugal, Spain, etc. This decision was compli~
cated by the fact that ths Navy, shortly after Pearl Harbor, had directed
all its effort at naval traffic, dropping all effort on diplomatic traffic.

If the Army similarly directed its total effort exclusively at the military
communications of the Axis powers, the U.S. Government would then be
left without any awareness of the diplomatic situation as it developed
through the progress of the war. Happily, the Army took the decision -
to expend some of its resources against the dipilomatic traffic of the
Axis powers and provided for undertaking work on the traffic of other
nations of high interest. R might be worth noting that certain of us in
the Army were convinced, although we could not prove it at that time,
(1) that the earliest indications of the weakening cf the Axis would
appeer in thelr diplomatic measages, (2) that the reltability of the so-
-called friendly nattons could be sensed through reading their diplomatic
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traffic, and (3) that valuable information could be derived from the other
nations regarding thefr intentions and activities toward both the Axis and
the Allfes. A further and most important consideration: we rezlized that,

if the war was successfully prosecuted, the Government would have in
being an active COMINT organization with continuity daveloped from the
favorable (that is, to the cryptanalyst) circumstances of a wotld emergency,
for such a situation provides many opportunities arising from misuse and
“second-story cryptanalysis” that could ba expleited. In retrospect, it
appears that this approach was based on the accurate premise that, while
the war might last several years, ultimately the Allies would be successful,

Shortly after the SIS moved to Arlington Hall Station, the General
Cryptanalytic Branch was formed, with the general mission of developing
an effort on all diplomatic systems, both Axis and cther, and all military
systems except Japanese. ’

With the exception of the effort on Russia, the work done by the
General Cryptanalytic Branch is covered in "The General Cryptanalytic
Problems, Volume II* of the History of the Signal Security Agancy. The
wark on the Russian was not recorded in the Branch history because it
was considered highly sensitiva and precarious. In late 1942 a small
section was formally established to organize the intercepted Russian
traffic and to attempt a diagnosis of the Russian cryptosystems. This -
small section was to be backstopped by the skilled cryptanalysts of the
Research Section of the Branch, 1/ This first Russian section wasg short- - -
lived ~ for some reason which I do not remember it was disbanded. A few

1/ This Research Section was composed of a number of individuals who
were recognized as the best cryptanalysts of the Army Security Agency:

Mr. Ferner, Chief, and Mr, Albert Small, deputy, both of whom actively
participated In the work of the Russian Saction. ' ’

~ I believe that the establishment of this Research Section was the .
genesis of our present P1 concept; it was probably broader than cur
present concept in that this group was formally committed to supporting
the analysis of our own COMSEC systems as well as to provide assist-
ance to the various sections of the General Cr yptanalytic Branch and,
when required, to assist {n difficult problems of the sister branch, the
‘Japanese Military Branch. o ' Co
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weeks later, its successor was established under one of our best Rugsian
scholarg - Lt Ferdinand Coudert of the famous New York law firm, who
had undertaken the study of Russian as an aveocation. This group, which
was gradually expanded, endured throughout the war, cperating under the
strictest possible compartmentation, {See Tab B)

In this period, thers were three major scurces cf Russian traffic; the
most Important was the Washington/Ladd Fleld, Alaska, landline. Tha
Russian government had been provided telsgraphic facilities by the U.S.
Signal Corps for communications between its migsion in WWashington and
the operations at Ladd Field, a key point on the Lend~-Lease logistics
route. Simultanecus with the installation of this special facility for the -
Russians, "spy" teleprinters wera installed in A Building at Arlington Hall
Station to provide copieg of all messages passing on the circuit. Traffic
from this source proved invaluable in the later development of certain high
level systems. Another important source was the so-called SHAMROCK.

At this point it should be noted that, in the early liaison with the
. U.K.. the technical rosults of the U.K.'s long-established Rugsian effort

- was not provided to the cryptanalysts at ASA. The intelligence activities -

i G2 and ONI ~ did receive, on a Limited distribution basis, certain infor-

mation developed by the U.K., but the ASA technical effort was dented

the advantage of British technical results in the development of its Russian

effort until the end of the war. )
Another, and most significont. gvent cccurred asveral months after’

we had begun our work on the Russian, some months before the end of

the war. Colonel Carter Clark, who was assigned to G2 during most of

the war, met with Col Cordarman, Chief, Army Security Agency, and

myself (I was OIC of the General Cryptanalytic Branch). Clark told us

that he had received instructions ~ allegedly from the White House ~ to
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the effect that the Army was not to work on Russian communications and
that any effort which had been undertaken would be stopped. Apparently
the White House had learnecd that the Army Security Agency had been
successful in breaking Russian codes and had concluded that this activity
was not in keeping with the apirit of our relations with the Russian govern~ . b=
ment. Fortunately, Col Clark never relayed this order formally to AHS, Foas
since the circumstances by which he received the instructions were sus~ ' 2e
piciously informal and lacked the validity of a White House order.,- In
fact, following this episode, additional rescurces continued to be assigned. o
to the Russian section as required, when appropriate skills were available. =

After VE day (May 1945}, the ASA intensified the bulld-up of its Russfan (=5
effort. Skilled technicians freed from the German effort were agsigned to s¢, %
These were selacted carefully, with a view to insuring that the full spectrum

of analysis (TA, linguistics, code recovery, additive recovery, machine:
cryrtanalysis) was represented by the best skills avatlable. Individuals,

both at Arlington Hall and in the overseas contingents, who had made namesg

for themselves through their work on the German and Japanese systems were : :
earmarked for assignment to the problem as soon as they could be spared s
from the closing out of the problems to which they had been assigned, '

2/ Later considerations led to the cbnciusion that this "'edict”‘ originated -
with a prominent member of Mr. Roosevelt's staff, who was later alleged A

to be a "fellow traveler.® At the time this event occurred, we had not
been successful in reading any worthwhile Russian system; we had, e
however, solved certain simple systems and it may be that our success . =
with these simple systems, filtering through G2 to the staff member, was e
distorted by him into what could be construed as a major success sgainst 00 EEEE
the Russians. We could, of course, speculate that this would cause him - ~ :

to take thls action and that our phenomenal success on Japanegse and -
Gemman cryptography would lead him to the conclusion that we would be '
equally successful on Russian., We could further speculate that he did pEEEE

not want to run the risk that his name would appear in an Arlington Hall - : S
translation of a Russian message. : Locention | Fuzeton
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An important consideration in the intensification of the Russlan
effort arose out of the Potsdam Elg Three Conference (July 17 - August
2, 1948). Starting on 11 July 1945, and before the cenference opened,
a series of most important Japanese diplomatic messages were deciphared,
Thase contained {astructions to the Japanese Ambagsader in Moscow
directing him to approach the Russzian Foreign Gffice with a view to having
the Russians intercede with the Allles for negotiating an “honorable psace.”
(At Tab C will bs found a typical message in the exchange which is repro-
sentattve of the position taken by the Japanese Foreign Cffice.} The end
result, in effect, was that the Japanese ware given a diplomatic "brugh~
off." Decoded Japanese Diplomatic {(Purple) messages between Moscow
and Tokyo show that the Japanese Ambassader and the Russian Foraign
Offlce had discussed this in Moscow shortly before the Big Three Con-
ference {Truman, Stalin and Churchill, who was replaced by Atlee after
July 25). As Iunderstand it, Stalin did not reveal the Japanese proposal
to the Allies during this conference. Truman, Churciill and Atlee of
course were fully informed of the Japanese proposal and the results of
the discussions with the Fussians; translations ¢f the Japanese massages
had been made available to each as the demarche daveloped. [ believe it
was thiz episode which, more than any one other singls action or con~
sideration, cenvinced us {both the Army and Navy) that Russia was our
overriding postwar cryptologic target.

The Tokyc—Moscow messages mentlonad above served another purpose:
they provided posftive information to the Army and Navy technical groups
that the defeat of Japan could ba expaected in the next few weeks. As a
measure of prudent planning, the technical managers in both services
began informally to develop plans for redirecting the technical effort and
developing its postwar configuration. One of the sarliest acts was the
establishment of the so~called "BOURBON*® arrangement (BOURBON was
the cover name for the Russian problem). This arrangement was aimed at
providing the most effective collaboration of the Army and Navy on the
Russian problem and envisaged extanzion of the U,K. wartime collabora=
tion into the postwar years. (At Tab D will be found a paragraph dealing

~ with the collaboration with the U.K. as copled from "The Narmative History
of AFSA/NSA - Part 1,") ‘

Fof FRANY B, RONFLETT
FRANK B, ROWLETT. .
Special Assistant to the Director

4 Incls.
a/s « &
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The Amtorg Trading Company Case

“The Amtorg Trading Company case.~-In 1931 the attention of the
Cryptanalysts of the Signal Intelligence Section, Cfiice of the Chief
Signal Cfficer, turned their attention to the traffic of the Amtorg Trading
Corporation, a Soviet affiliate operating in New York City. :

"This project had its raison d'etre in an investigation conducted by
Representative Hamilton Fish of New York into Comrmunist propaganda in
the Unlted States. The Congressional Committes subpoenaed about
3,000 code messages gent by the Amtorg Corporation to MMoscow and
submitted them to the Code and Signal Section of the Navy for solution,*
(*See the report of the Committee on the Investigation of Communist
Propaganda, House Report No. 2290, 1931, p. 35. A copy of this report
is filed In TRQ 60.) This unit consisted at that time of only two experts,
whosea efforts to solve the system met with no success. The Code and

- Signal Section had made some slight progress and had ccllected some
information from a former member of the Amtorg Staff {see below). At
this point Representative Fish requested Lisutenant Colonel O, S, Albright,
MID, to forward the text of the messages to the Signal Intelligence Section
for study. The story of what happened next is bast told in the words of a
memorandum to Colonel Albright from Major D. M. Crawford, 24 February
1831 (TRQ 35):

“In November, 1930, the officer-in-charge of the Code
and Signal Ssction, Navy Department, furnished this office
with a complete file of these messages with an informal re-
quest that they be studied with a view to assisting in thefr o
solutfon. This request was approved and Mr. Priedman, Chief
of the Signal Intelligence Section, was directed to devote as
much time as possible to the project. He himself devoted
about a month's time to the study, and four student assist-
ants, together with two clerks, devoted approximately six
weeks full tims to this study., Throughout the investigation
there was a constant axchange of findings and conclusions
botween the Code and Signal Section and the Signal Intelli~
gence Section, so that there was close cooperation and little
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or no duplication of effort, Although certain interesting and
important data were obtained, results were nil so far as con=~
cems actual sclutions to any of the messages, It may there=
fore be stated that (sic) since the efforts of two or three experts
and a large group of asgistants in both the Signal Intelligence
Section and the Navy Code and Signal Saction, all working for
several months have been entirely fruftless, the problem is
apparantly one of extreme difficulty because of the complexity
of method anc the absence of definite information relattve to
the basic system employed in cryptographing messageg. It

is also probable that even were the latter information avail-
able, considerable difffculty might still be experienced in
reading the messages because, judging by what s known of
Kussian cryptographic methods in general, the correspondents
in this case are employing complicated, sclentifically con-~
structed systems designed to resist the organized efforts of
expert cryptanalysts. It is my belief that half-way measures
and sporadic attempts will get nowhere in this case; nothing
short of a deep, long continued, and painstaking analysis -
has any chance of leading to a successful solution.

"1t was therefore proposed by Major Crawford that Representative
Fish be asked whether it could assign sufficient funds to enable the
Signal Intelligence Section to employ Mr. Herbert C. Yardley to study
this traffic...ee. Co

“Yardley was obvicusly uninterested in stuch a proposal - he was
about to publish the articles in the Saturday Evening Post which were to
precede the fuller account in The Amerlcan Black Chamber.

"To retum to the actual problem - the messages were transmitted in
ten-letter groups, which were normal unti] about 1933, R had been dig-
covered by the Naval experts that these letters were a conversion (di~
graphs for dinomes) of the basic digit groups used in this system. The
conversicn table had been solved and it was possible to transform the
conversion in reverse, but no further success was achieved. Traffic for ,
each month was segregated and labelled with a differant letter. Frequency
studies were made for each group but produced nothing. The reason for
‘this failure, as was afterwards learned from another source, wag the fact
that the Russians were using & one-time pad for their encipherment,

LA BN IO B B 2 Sy 2
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"In connection with the Amtorg traffic, there remains only to give a
digest of some information obtained by the Director of Naval Communications
from a man named Delgass, formerly a member of the Amtorg staff, His
teatimony is reported in a memorandum dated 27 September 1939 (TRQ 35)
and may be summarized as follows: :

"Delgass was a chenical engineer and was concerned,
while with Amtorg, primarily with chemicals and explogives,
He professed tc know little about tha Amtorg systems but
apparently was willing to tell what he knew. Secret messages
were sent only in Russian., An 'ordinary code' was used for
confidential communications, the "War Code® for those re~
gulring @ high degree of secrecy. Both cods books were small,
containing from 30 to 50 pages with ahout 20 groups to the
rage. Apparently proper names were spalled out in some form
different from tha code. The resultant cipher text was then
converted to digits and the digits altered by some process.
Finally, the digits were once more converted to letters, None
of these processes were known to Delgass.

"The codes were prepared in Moscow by two experts, and
changed at fraquent intervals {every month or two). The cbso-
lste code books were then returned to Russia and reissued to
other stations. An Amtorg book had previcusly been used at
Teheran. When ARCOS in London was raided in 1927* (ARCOCS,
Lid., was a trading company financed by Russian capital....
«=e+e.), all cipher messages were stopped for several wecks K
until new systems could be distributed. The process of en=~
coding and decoding {s very slow, requiring about two hours to
encode & message of 100 letters. *It hag taken two men as long -
#3 two days to decode a message.' The code clerks were four
in number, named Tretlakoff, Shulega, Rykoff, and one, racently
arrived from Russia, whose nama was unknown to Delgass.

They worked a twelve-hour day (9:00 A. M. to 9;00 P.M.),
- sometimes all night, About ten messages were sent on an
average day,
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“The same memorandum goas on to summarize what the Code and
Signal Section of the Navy had already concluded by analysis:

"a, ‘The System used digits, the letters which appear in

the intercepts being a converslon of the digits. The conversion
table had been sclved.

“b. Tha encipherment was changed about every two months.

"c. The system was complicated and of very high security.
"d. The system for the New York-Parls and New York-
Berlin circults differed from that of the New York-Moscow
circult, except that *information copiles' (circulars?) were
‘sent to Moscow in the same gystem as to Berlin and Paris.
“"e. A different key was used for each message. -
"f. Enciphered code was suspacted but not certain.

sessescess..tie systems remained unsolved.”
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SUBJECT: History of BOURBON Problem ///‘/&9 '
TQs Colonel M. A. Solomon : ‘ 33'

2E-T7T77 The Pentagon
Washington 25, D. C.

-

-

1. The following is submittéd with respect to your
telephone conversation 11 March 1946 regarding the origin
and history of the BOURBON problem.

2. TFor reasons not known to personnel now at ASA, the
BOURBON problem was first begun late in 1942 (employing two
persons), was for some reason abandoned soon after, and was -
again started early in the spring of 1943, The unit grew to
number twenty-f'ive persons by 1 January 1544, an increase
necessituted by the.tremendous Volume of traffic passed by
the country in question. The rfirst solution entry was gained
late in 1943 in diplomatic traffic, and the exploitation of .
this break-in, combined with the increase in traffic, brought
the number of personnel employed in the project to about
seventy-five by V-J Day. Solution of two military systems

now ogsolete? had been accomplished in the winter 194445,
but otherwise 1ittle had been done with operational traffic
before 15 August 1945. This was true also of (radio tele-
type) traffic, which began to come in only in the spring
1945, After victory over Japan when personnel became avail-
able and positions in the monitoring stations became idle,
it was possible at last to study military-operational traffic
and to develop the teletype activity; the availability of
personnel also affected favorably the diplomatic studies, in
which a large amount of hand work is essential because of the
nature of the systems. Finalﬁg, collaboration with the British,
becomling effective on the technical level in August 1945, gave
‘& much extended picture of the BOURBON traffic of every sort,:
since their intercept covers an area hitherto unattained by U.-

S. sourcses,
o ( %szms B. GREENE

Lt. Colonel, Signal Corps
Acting Chier, o
Intelligence Division
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-‘From: Tokyo (TOGO)

Tos Moscow
12 July 194s
JAA~2-1AT

833

Very urgent,
Reference my 4830° and others.

I have not yet recetved & wire about your interview with MOLOTCV.
weordingly, though it may smack a little of attacking without sufficient
raconnaissance, it has seemed to ma that it would be appropriate to go
# step further on this occasion and to inform the Russians before the
opaning of ths Three-Power Confarence of the Imperial will concerning tha
anding of the waz, I should ke you, therefore, to present this to MOLOTCV
in the following terms: : -

‘His Majesty the Emperor, mindful of the fact that the present war
daily brings greater evil and sacrifice upon the peoples of all the bellig-
erent powars, desiras from his heart that it may be quickly terminated.
But so long as England and the United States insist upon unconditional
swrender in the Greater East Astia War, the Japanase Empire has no
zlternative but to fight on with all its strength for the honor and the
existence of the motherland, His Majesty is desply reluctant to have any
further blood lost among the people on both sidss, For this reason, it
is his desire, for tha welfare of humanity, to restors psacs with all
possibls spneed,t

The Empeior's will, aa expressed above, arises not oaly from his
benevolence towards his own subjects but from his concern for the welfare
of humanity, in general, It {s his private intention to send Princs KONOE
FUMIMARO to vour place as & spscial envoy and have him take vrith him
a letter from the Emperor coninining the stataments given above, Pleags
laform MOLOTOV of this and get the consent of the Russians to having the
SLrty enter the country. (I shall teleg aph the names of the members of
‘he party later,) Now, though it would be impossible to have this delegation
get Lo your place belore the big men in Moscow leave for the Three~Powser
Confarence, we must arranga for & meeting immedtiataly after their return,
£0 1 should like to have the trip mada by plane, if possible, Please try
> arange for a Soviet plane to go as far as Manchoull or Ch'{ — Ch'{ -
k4 - Erh, ‘
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Paragraph dealing with the colleboration with the U.K. as copled from
“The Narrattve History of AFSA/NSA - part §.*

On 12 June 1945 ANCIB proposed to the
their collabcration o efforts, then under way on both sides of the
Atlantic, to read Russian Communications. Agreement took the form
of an understanding between the ANCIB Chalrman {RADM H. Thebaud}
and an LS8 repressntative i Washington (Group Captain Eric Tonas).

British that they extend

’ /
During the war, the U.S. Armmy and the U.S. Navy had made
Soparate agreements with ths British COMINT authorities, and had
used separate Mafson channels., - With respect to Russian COMINT,
they cooperated closely at homs and, near the war's end / agread
to create a single American liaison channal with the British. A
plan propesed i{n July 104§ oy ANCICC and accepted by the British

PPV +h ai'

$8, v / R
Aside from these Haison &rangemenis, «— / P
gent reprasentatives to the other to gain exg;gience :;f;gxzq ;-g::i
BOURBON mrocessing. The Eﬁﬁkﬁi}megt befi%l itwm&mergeé
" d ning A
arly in August 1945, and continue ’;;nin ]
zrx &ymuch hroader ﬁn;iaoﬁmerﬁcan cellaboration under §e BRUS&S
Agrecment of § Masch 1946, Prepar&téqzzgf/semiamoz; i g R?dmﬁ
on the status of Halson and of technig&k;gmgress in
CrYp 23 pagun on 15 August. (1)
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