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Welcome

The United States (U.S.) economy and U.S. citizens are reliant on information technology (IT). Federal agencies and the
private sector cannot function without IT. Protecting IT, including its information and the information infrastructure, is
critical for the Nation. The Computer Security Division (CSD), a component of the Information Technology Laboratory at
the National Institute of Standards and Technology (NIST) is responsible for developing standards, guidelines, tests and
metrics for the protection of non-national security federal information and information systems. The CSD standards,
guidelines, tests and metrics have also become leading resources for information security in the private sector.

During fiscal year 2011 (FY2011), CSD extended its research and development agenda for high-quality, cost-effective
security and privacy mechanisms to foster improved information security across the federal government and the greater
information security community. This included addressing challenges for the protection of information and information
systems for enterprise environments as well as in cloud computing and mobile infrastructures. In addition, we explored
processes and mechanisms to protect personally identifiable information through the application of privacy controls
and privacy-enhancing technologies. Our research also extended to non-traditional forms of IT including cyber-physical
systems and security for sensor devices.

Our ability to interact with the broad federal community continues to be critical to our success. This interaction helps
to ensure that our research is consistent with national objectives related to or impacted by information security. This
interaction is most prominent in our strengthened collaborations with the Department of Defense, the Intelligence
Community, and the Committee on National Security Systems to establish a common foundation for information security
across the federal government. The FY2011 release of Special Publication 800-39, Managing Information Security Risk:
Organization, Mission, and Information System View, developed by the Joint Task Force Transformation Initiative
Interagency Working Group, is not only leading to more uniform and consistent ways to manage risks, but it is also
providing a strong basis for greater information sharing among stakeholders.

The success of many of our technical programs is dependent on our partnership with industry. In FY2011, we continued
to drive greater adoption of security automation protocols by major information technology manufacturers, as well as
new and innovative applications of security automation to more diverse use cases including continuous monitoring and
health information technology. Lower in the stack, CSD worked with the computer hardware industry on mechanisms
to improve security at the hardware layer. Recently issued guidelines on protecting the BIOS in laptop and desktop
computers have already had a major impact with several hardware vendors offering products intended to meet the
guidelines, laying the foundation for more secure systems.

Other significant highlights of our work in FY2011 include NIST’s leadership role in supporting the establishment of the
Federal Risk and Authorization Management Program (FedRAMP), which facilitates a standard approach for provisional
security automation of cloud computing products and services; and in hosting the third round of the SHA-3 competition
to determine a successor to the current government-approved cryptographic hash algorithm.

For many years, the Computer Security Division (CSD) has made great contributions to help secure the nation’s sensitive
information and information systems. Looking forward to FY2012, CSD will continue to lead in areas as diverse as
risk management and continuous monitoring, awareness and outreach, privacy-enhancing
cryptography, security for virtual environments, and mobile computing technology security.
CSD will also focus on aligning our resources to not only develop and apply innovative security
technologies, but also to enhance our ability to address current and future computer and
information security challenges faced by critical national and international priorities.

Donna Dodson
Chief, Computer Security Division
& Deputy Chief Cybersecurity Advisor
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The Computer Security Division Implements the
Federal Information Security Management Act of 2002

The E-Government Act, Public Law 107-347, passed by

the 107th Congress and signed into law by the President
in December 2002, recognized the importance of
information security to the economic and national
security interests of the United States. Title Ill of the
E-Government Act, entitled the Federal Information
Security Management Act (FISMA) of 2002, included
duties and responsibilities for the National Institute
of Standards and Technology, Information Technology
Laboratory (ITL), Computer Security Division (CSD).
In 2011, CSD addressed its assighments through the
following projects and activities:

 Issued 17 final NIST Special Publications (SPs)
that provided management, operational, and
technical security guidance in areas such as:
Basic Input/Output System (BIOS) protection,
cloud computing, configuration management,
cryptography, industrial control system security,
information security continuous monitoring,
key management, security automation, and
virtualization. In addition, 19 draft SPs on a
variety of topics, including: cloud computing,
cryptographic key management, electronic
authentication, personal identity verification,
and risk assessments, were issued for public
comment;

» Continued the successful collaboration with the
Office of the Director of National Intelligence,
Committee on National Security Systems, and the
Department of Defense to establish a common
foundation for information security across the
federal government, including a consistent
process for selecting and specifying safeguards
and countermeasures (i.e., security controls) for
federal information systems;

» Provided assistance to agencies and the
private sector: conducted ongoing, substantial
reimbursable and non-reimbursable assistance
support, including many outreach efforts such
as the Federal Information Systems Security
Educators’ Association (FISSEA), the Federal
Computer Security Program Managers’ Forum
(FCSM Forum), and the Small Business Corner;

» Reviewed security policies and technologies from
the private sector and national security systems
for potential federal agency use: hosted a growing

repository of federal agency security practices,
public/private security practices, and security
configuration checklists for Information Technology
(IT) products. Continued to lead, in conjunction
with the Government of Canada’s Communications
Security Establishment, the Cryptographic Module
Validation Program (CMVP). The Common Criteria
Evaluation and Validation Scheme (CCEVS) and CMVP
facilitate security testing of IT products usable by the
federal government;

Solicited recommendations of the Information Security
and Privacy Advisory Board on draft standards and
guidelines and on information security and privacy
issues regularly at quarterly meetings;

Provided outreach, workshops, and briefings:
conducted ongoing awareness briefings and outreach
to CSD’s customer community and beyond to ensure
comprehension of guidance and awareness of planned
and future activities. CSD also held workshops to
identify areas that the customer community wishes
to be addressed, and to scope guidelines in a
collaborative and open format; and

Produced an annual report as a NIST Interagency
Report (NISTIR). The 2003-2010 Annual Reports are
available via our Computer Security Resource Center
(CSRC) website.

The Computer Security Division Implements the Federal Information Security Management Act of 2002 3
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Security Management and Assurance Group

Strategic Goal

The Security Management and Assurance (SMA) Group
provides leadership, expertise, outreach, validation,
standards, and guidelines to assist the federal IT community
in protecting information and information systems, and in
using these critical assets to accomplish federal agency
missions.

Overview

Information security is an integral element of good
management. Information and information systems are
critical assets that support the mission of an organization.
Protecting these information assets can be as important
as protecting other organizational resources, such as
intellectual property, physical assets, or employees.
Organizations need to have assurance that the security
practices and technologies that they implement provide
adequate security necessary to protect their mission,
systems, and information.

Ultimate responsibility for the success of an organization
lies with its senior management. These officials establish
the organization’s information security program and its
overall program goals, objectives, and priorities in order
to support the mission of the organization. They are
also responsible for ensuring that required resources are
applied to the program.

Collaboration with other organizations is critical for
success. Within the federal government, NIST collaborates
with the Office of Management and Budget (OMB), the
Government Accountability Office (GAO), and all Executive
Branch agencies. We also work closely with a number
of information technology organizations and standards
bodies, as well as with public and private organizations.
Internationally we work jointly with the governments of
our allies, including Canada, Japan, Australia, and several
European and Asian countries, to standardize and validate
the correct implementation of cryptography.

Major initiatives in this area include:

 The Federal Information Security Management Act (FISMA)
implementation project;

» The Cryptographic Module Validation Program (CMVP);
 The Cryptographic Algorithm Validation Program (CAVP);

« Security for Health Information Technology;

« Security standards and conformance for the nation’s
Smart Grid;

» The National Initiative for Cybersecurity Education
(NICE);

o Extended outreach initiatives to federal and
nonfederal agencies, state and local governments,
international organizations, and small businesses;

« Standards development; and

» Producing and updating NIST Special Publications
(SPs) on security management topics.

Key to the success in this area is our ability to interact
with a broad constituency - federal and nonfederal - in order
to ensure that our program is consistent with national
objectives related to or impacted by information security.

Federal Information Security Management Act

FISMA Implementation Project - Phase |

Phase | of the FISMA Implementation Project focuses
on developing a comprehensive series of standards
and guidelines to help federal agencies build strong
cybersecurity programs, defend against increasingly
sophisticated cyber attacks, and demonstrate compliance
to security requirements set forth in legislation, Executive
Orders, Homeland Security Directives, and OMB polices.
During 2010-2011, CSD strengthened its collaboration with
the Department of Defense, the Intelligence Community,
and the Committee on National Security Systems, in
partnership with the Joint Task Force Transformation
Initiative, which continues to develop key cybersecurity
guidelines for protecting federal information and
information systems for the Unified Information Security
Framework. Previously, the Joint Task Force developed
common security guidance in the critical areas of security
controls for information systems and organizations,
security assessment procedures to demonstrate security
control effectiveness, security authorizations for risk
acceptance decisions, and continuous monitoring activities
to ensure that decision makers receive the most up-to-date
information on the security state of their information
systems.

Computer Security Division Annual Report - 2011



In FY2011, CSD worked on the following initiatives:

(i)  Risk Management and Risk Assessment Guidance:
Developed a three-tiered risk management approach
for enterprise-wide use focusing on an organization
level, mission/business process level, and
information system level. Developed a four-step
risk management process that is applied across
all three risk management tiers and that includes
risk framing, risk assessment, risk response, and
risk monitoring. Provided comprehensive risk
assessment guidance examining the relationships
among key risk factors including threats,
vulnerabilities, impact, and likelihood.

(i) Continuous Monitoring and Configuration
Management Guidelines: Developed information
security continuous monitoring guidelines to
help organizations determine the effectiveness
of deployed security controls, changes to
organizational information systems and
environments of operation, and compliance
with federal legislation, policies, directives,
standards, and guidance. Developed security
configuration management guidelines to ensure
that organizations employ effective techniques to
manage information technology components and
implement required configuration settings within
information technology products, thereby reducing
or eliminating classes of threats to organizational
information systems and organizations.

(iii) FISMA Outreach Activity to Public and Private
Sector Organizations: Conducted cybersecurity
outreach briefings and provided support to state
and local governments as well as private sector
organizations. Briefings included key cybersecurity
topics of interest, such as effective implementation
of the NIST Risk Management Framework. In
addition, conducted outreach activities with
academic institutions, providing information
on NIST’s security standards and guidelines and
exploring new areas of cybersecurity research and
development.

In FY2011, CSD completed the following activities in
cooperation and collaboration with its Joint Task Force
partners:

» Developed NIST Special Publication (SP) 800-39,
Managing Information Security Risk: Organization,
Mission, and Information System View; and

» Developed aninitial public draft of SP 800-30, Revision
1, Guide for Conducting Risk Assessments.

In FY2012, CSD intends to:
» Update SP 800-53, Revision 3, Recommended Security

Controls for Federal Information Systems and
Organizations, to Revision 4;

« Finalize SP 800-30, Revision 1, Guide for Conducting
Risk Assessments;

» Develop an information
engineering guideline; and

system security and

» Expand cybersecurity outreach program to include
additional state, local, and tribal governments as
well as private sector organizations and academic
institutions.

http://csrc.nist.gov/sec-cert
Contact:
Dr. Ron Ross
(301) 975-5390
ron.ross@nist.gov

FISMA Implementation Project - Phase Il

Phase Il of the FISMA Implementation Project focuses
on building common understanding and reference guides
for organizations applying the NIST suite of publications
that support the Risk Management Framework (RMF), and
for public and private sector organizations that provide
security assessments of information systems for federal
agencies. Security assessments determine the extent to
which the security controls are implemented correctly,
operating as intended, and producing the desired outcome
with respect to meeting the security requirements for the
system. Management, operational, and technical security
controls, as well as information technology products and
services used in security control implementation, are
included in security assessments.

In FY2011, CSD worked on the following initiatives:

(i)  Training: Developed classroom-based and
web-based training courses, published Quick
Start Guides (QSGs), and developed Frequently
Asked Questions (FAQs) for establishing common
understanding of the NIST standards and guidelines
supporting the RMF.

(ii) Organizational Security Assessment Capability:
Defined minimum capability and proficiency
criteria for public and private sector organizations
providing security assessment services for federal
agencies.

Security Management and Assurance Group



In FY2011, CSD completed the following activities:

» Developed final drafts of web-based and classroom-
based training courses on the RMF, Applying the RMF
to Federal Information Systems;

» Developed draft of web-based training course for the
Monitor step of the six-step RMF;

« Completed second draft QSGs and FAQs supporting
the Select step of the six-step RMF (adding to the
currently available QSGs and FAQs for the Categorize
and Monitor steps); and

» Developed technical capability requirements and
proficiency test scenarios for organizations to
demonstrate their capability in providing security
assessments of cloud-based information systems
consistent with FISMA and NIST standards and
guidelines. The technical capability requirements
were derived from Draft NIST Interagency Report
(NISTIR) 7328, Assessment Provider Requirements
and Customer Responsibilities: Building a Security
Assessment Credentialing Program for Federal
Information Systems, and the core set of NIST
standards and guidelines from Phase | of the FISMA
Implementation Project that support the RMF.
CSD is collaborating with the ITL Systems and Software
Division (SSD) and the NIST Standards Coordination
Office using the International Standard ISO/IEC
17020:2008 General criteria for the operation of
various types of bodies performing inspections, in
supporting the General Services Administration (GSA)
for qualifying security assessment organizations
(SAOs) to conduct security assessments of Cloud
Service Providers (CSPs) cloud-based information
systems.

In FY2012, CSD intends to:

 Develop final draft QSGs and FAQs for the Implement,
Assess, and Authorize steps of the six-step RMF; and

 Prototype the proficiency test capability demonstration
in supporting GSA for qualifying SAOs to conduct security

assessments of cloud-based information systems.
http://csrc.nist.gov/sec-cert
Contacts:
Mr. Arnold Johnson Ms. Pat Toth

(301) 975-3247
arnold.johnson@nist.gov

(301) 975-5140
patricia.toth@nist.gov

Outreach and Awareness

Computer Security Resource Center (CSRC)

The Computer Security Resource Center (CSRC) is CSD’s
website and is one of the most visited websites at NIST.
CSRC encourages broad sharing of information security
tools and practices, provides a resource for information
security standards and guidelines, and identifies and
links key security web resources to support industry and
government users. CSRC is an integral component of all of
the work that we conduct and produce. It is our repository
for anyone, public or private sector, wanting to access our
documents and other valuable information security-related
information. During FY2011, our division’s two websites,
CSRC and the National Vulnerability Database (NVD), had
more than 102.6 million requests combined'. CSRC received
a little over 54.0 million total requests. The NVD website
within CSRC received over 48.6 million total requests.

TOTAL NUMBER OF WEBSITE REQUESTS: CSRC & NVD

250 F
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2008 2009~

CSRC is the primary gateway for gaining access to NIST

computer security publications, standards, and guidelines,
and serves as a vital link to our internal and external
customers. The following documents can be found on
CSRC: Drafts for public comment, Federal Information
Processing Standards (FIPS), Special Publications (SPs),
NIST Interagency Reports (NISTIRs), and ITL Security
Bulletins.

The URL for the Publications homepage is:
http://csrc.nist.gov/publications. Publications are organized
by Topic, Family categories, and Legal Requirements to help
users locate relevant information quickly.

" These statistics are based from October 1, 2010 to September 30, 2011 time
frame. The total requests consist of web pages and file downloads.

Computer Security Division Annual Report - 2011



During FY2011, the top ten downloaded publications
were:

1. SP 800-53 Revision 3, Recommended Security
Controls for Federal Information Systems and
Organizations;

2. SP 800-30, Risk Management Guide for
Information Technology Systems;

3. SP 800-77, Guide to IPsec VPNs;

4. SP 800-100, Information Security Handbook: A
Guide for Managers;

5. SP 800-94, Guide to Intrusion Detection and
Prevention Systems (IDPS);

6. SP 800-61 Revision 1,
Incident Handling Guide;

Computer Security

7. FIPS 140-2, Security Requirements for
Cryptographic Modules;

8. SP 800-53A, Guide for Assessing the Security
Controls in Federal Information Systems;

9. SP 800-12, An Introduction to Computer
Security: The NIST Handbook;

10.  SP 800-92, Guide to Computer Security Log
Management.

The CSRC is continuously updated with new information
on various project pages. Some of the major highlights of
CSRC during FY2011 were:

« Continuous updates to the National Initiative
for Cybersecurity Education (NICE) website,
which includes: 2011 NICE Workshop, the NICE

Strategic Plan (Draft), and the NICE Framework.
URL: http://www.nist.gov/nice;

» Creation and updates of new validated products
and certificate web pages for the Cryptographic
Module Validation Program (CMVP) and Cryptographic
Algorithm Validation Program (CAVP);

» Webcasts provided for the ISPAB quarterly meetings;
and

» Updates made for the Access Control Policy Tool
(ACPT) web pages, to name a few of the CSRC updates
performed during FY2011.

In addition to CSRC, CSD maintains a publication
announcement mailing list. This is a free email list that
notifies subscribers about publications that have been
posted to the CSRC website. This email list is a valuable
tool for more than 12,000 subscribers including federal

government employees, the private sector, educational
institutions, and individuals with a personal interest
in information technology (IT) security. Subscribers
are notified when CSD releases a publication, posts
an announcement on CSRC, or when the CSD is hosting
a security event. Individuals who are interested in
learning more about this list or subscribing to it should
visit this web page on CSRC for more information:
http://csrc.nist.gov/publications/subscribe.html.

Questions on the website should be sent to the
CSRC Webmaster at: webmaster-csrc@nist.gov.

Contact:
Mr. Patrick O’Reilly
(301) 975-4751
patrick.oreilly@nist.gov

Federal Computer Security
Program Managers’ Forum

The Federal Computer Security Program Managers’ Forum
is a group that is sponsored by NIST to promote the sharing
of security-related information among federal agencies.
The Forum, which serves more than 1,042 members,
strives to provide an ongoing opportunity for managers
of federal information security programs to exchange
information security materials in a timely manner, build
upon the experiences of other programs, and reduce
possible duplication of effort. It provides a mechanism
for NIST to share information directly with federal agency
information security program managers in fulfillment of
NIST’s leadership mandate under FISMA. It also assists NIST
in establishing and maintaining relationships with other
individuals or organizations that are actively addressing
information security issues within the federal government.
NIST serves as the Secretariat of the Forum, providing
necessary administrative and logistical support. Kevin Stine
serves as the Chairperson for the Forum. Participation in
Forum meetings is open to federal government employees
who participate in the management of their organization’s
information security program. There are no membership
dues.

The Forum hosts the Federal Agency Security Practices (FASP)
website, maintains an extensive email list, and holds
bimonthly meetings and an annual two-day conference to
discuss current issues and developments of interest to those
responsible for protecting sensitive (unclassified) federal
systems. The Forum plays a valuable role in helping NIST
and other federal agencies develop and maintain a strong,
proactive stance in the identification and resolution of new
strategic and tactical IT security issues as they emerge.

Topics of discussion at Forum meetings in FY2011 included
briefings from various federal agencies on: Federal Virtual

Security Management and Assurance Group
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Training Environment (FedVTE) and Federal Cybersecurity

Training Exercise (FedCTE), and Supply Chain Risk
Management; FISMA Annual Reporting Process Report and
Continuous Monitoring; Security Automation Roadmap
and Managed Trusted Internet Protocol Service (MTIPS)
Experience and Lessons Learned; and the NIST Mobile
Application Security and Department of Justice (DOJ)
Mobility Program. The April meeting, held at the National
Oceanic and Atmospheric Administration (NOAA) Satellite
Operations Facility, focused on Application Security - A
Programmer’s Perspective; Integrating Security into the
Application Development Life Cycle; and Panel Discussion:
Application Security Realities.

This year’s annual two-day offsite meeting featured
updates on the computer security activities of the
Government Accountability Office (GAO), United States
Computer Emergency Readiness Team (US-CERT), the
Department of Homeland Security, and NIST. Technical
sessions included briefings on Application Security, Basic
Input/Output System (BIOS) Protection Guidelines,
Federal Cybersecurity Workforce Initiatives, Information
Security Continuous Monitoring, Cybersecurity Research
and Development, Enterprise-wide Risk Management,
Security Awareness and Training, and the U.S. Government
Configuration Baseline (USGCB).

The number of members on the email list has grown
steadily and provides a valuable resource for federal
security program managers. To join, email your name,
affiliation, address, phone number, title, and confirmation
that you are a federal employee to sec-forum@nist.gov.

http://csrc.nist.gov/groups/SMA/forum/

Contacts:
Mr. Kevin Stine, Ms. Peggy Himes,
Chair Administration

(301) 975-4483
kevin.stine@nist.gov

(301) 975-2489
peggy.himes@nist.gov

Federal Information Systems Security
Educators’ Association (FISSEA)

The Federal Information Systems Security Educators’
Association (FISSEA), founded in 1987, is an organization
run by and for information systems security professionals
to assist federal agencies in meeting their information
systems security awareness, training, and education
responsibilities. During the 2011 conference business
meeting, it was announced that the NIST Computer
Security Division will make a deeper commitment to
FISSEA. The NIST plan includes a graceful transition to a
NIST program supported by the current Executive Board.
There will be direct and formal connections with the
National Initiative for Cybersecurity Education (NICE).
FISSEA strives to elevate the general level of information

systems security knowledge for the federal government
and the federal workforce. FISSEA serves as a professional
forum for the exchange of information and improvement
of information systems security awareness, training, and
education programs. It also seeks to assist the professional
development of its members.

FISSEA membership is open to information systems
security professionals, professional trainers and educators,
and managers responsible for information systems security
training programs in federal agencies, as well as contractors
of these agencies and faculty members of accredited
educational institutions who are involved in information
security training and education. There are no membership
fees to join FISSEA; all that is required is a willingness to
share products, information, and experiences. Business is
administered by a working group that meets monthly.

Each year an award is presented to a candidate selected
as FISSEA Educator of the Year; this award honors
distinguished accomplishments in information systems
security training programs. Jim Wiggins of the Federal IT
Security Institute was awarded the Educator of the Year for
2010 at the 2011 FISSEA Conference. Mark Wilson received
the second FISSEA Life Member Award, for his leadership,
outreach, and dedication to the FISSEA mission and many
years of service as the NIST Liaison.

The annual FISSEA Security Awareness, Training and
Education Contest consists of five categories from one
of FISSEA’s three key areas of Awareness, Training, and
Education. The categories are: (1) awareness poster, (2)
motivational item (aka: trinkets - pens, stress relief items,
t-shirts, etc.), (3) awareness website, (4) awareness
newsletter, and (5) role-based training and education.
Winning entries for the security awareness contest are
posted to the FISSEA website. The winners for the FY2011
contest were:

 Terri Cinnamon, Department of Veterans Affairs, had
the winning motivational item;

» Maureen Moore, Food and Drug Administration, was
selected for FDA’s security newsletter as well as for
their security website;

« David Kurtz of the Bureau of the Public Debt won the
poster contest; and

- Defense Information Systems Agency (DISA), Science
Applications International Corporation (SAIC), and
Carney, Inc., were selected as the role-based training
exercise winner.

FISSEA maintains a website, a list serve, and participates
in a social networking site as a means of improving
communication for its members. NIST assists FISSEA with
its operations by providing staff support for several of its
activities and by being FISSEA’s host agency.

8
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FISSEA membership in 2011 spanned federal agencies,
industry, military, contractors, state governments,
academia, the press, and foreign organizations to reach
over 1,295 members in a total of ten countries. The 700
federal agency members represent 89 agencies from the
executive and legislative branches of government.

On November 5, 2010, FISSEA hosted a workshop,
Connecting the DOTS - Harmonizing Current Cybersecurity
Competency Efforts, at NIH. Chris Kelsall, Director of the
Cyber/IT Workforce, Department of the Navy, moderated
a panel including Ernest McDuffie, lead for the National
Initiative for Cybersecurity Education; Jacque Caldwell,
lead Cybersecurity Competencies Efforts, U.S. Office
of Personnel Management (OPM); Alan Carswell, Chair
of the University of Maryland University College (UMUC)
Cybersecurity Master’s Program; and Dagne Fulcher,
InfoSec Workforce Development Matrix Project. Attendees
were able to obtain an overview of several cybersecurity
workforce development efforts in order to enhance
integration among past, current, and future endeavors.
The workshop provided an open forum for discussion
about how the efforts support, conflict, and/or overlap;
attendees also shared viewpoints on concrete actions to
support appropriate standardizing bodies.

The 2011 FISSEA conference returned to NIST on March
15-17, 2011, and the theme was “Bridging to the Future -
Emerging Trends in Cybersecurity.” The theme was chosen
to reflect current projects, trends, and initiatives that will
provide pathways to future solutions. Approximately 165
information systems security professionals and trainers
attended, primarily from federal agencies, but also from
academia and industry. Attendees received an update on
the NICE activities, gained new techniques for developing
and conducting training, as well as awareness and training
ideas, resources, and contacts. Presenters represented
NIST, the Department of Homeland Security (DHS), the
Defense Intelligence Agency (DIA), the U.S. Department
of State (DOS), the Department of Energy (DOE), the
Department of Defense (DoD), the Department of Veterans
Affairs (VA), the Internal Revenue Service (IRS), the
National Aeronautics and Space Administration (NASA),
the National Security Agency (NSA), the U.S. Office of
Personnel Management (OPM), the Bureau of the Public
Debt (BPD), and the Library of Congress. Presenters also
represented private industry and academia. Attendees
had an opportunity to visit 22 vendors on the second day.
Another bonus of attending the FISSEA conference is social
networking. The conference continues to be a valuable
forum in which individuals from government, industry,
and academia who are involved with information
systems/cybersecurity workforce development - awareness,
training, education, certification, and professionalization - may
learn of ongoing and planned training and education
programs and initiatives.

FISSEA has coordinated a Working Group to facilitate
the development of an updated draft of SP 800-16,
Information Technology Security Training Requirements: A
Role- and Performance-Based Model. This effort reflects a
significant commitment from FISSEA to advance Information
Technology Awareness, Training, and Education.

The 2012 FISSEA conference is being planned for
March 27-29, 2012 at NIST.

http://csrc.nist.gov/fissea
fisseamembership@nist.gov
Contacts:

Ms. Patricia Toth
(301) 975-5140
patricia.toth@nist.gov

Ms. Peggy Himes
(301) 975-2489
peggy.himes@nist.gov

Information Security and Privacy
Advisory Board (ISPAB)

TheInformation Security and Privacy Advisory Board (ISPAB)
is a federal advisory committee. It brings together senior
professionals from industry, government, and academia to
advise NIST, the Office of Management and Budget (OMB),
the Secretary of Commerce, and appropriate committees
of the U.S. Congress about information security and privacy
issues pertaining to unclassified federal government
information systems.

The ISPAB was originally created by the Computer Security
Act of 1987 (P.L. 100-35) as the Computer System Security
and Privacy Advisory Board, and amended by Public Law
107-347, Title Il of the E-Government Act of 2002, the
Federal Information Security Management Act (FISMA) of
2002. The Board’s name was changed as a result of FISMA,
and its mandate was amended. The scope and objectives
of the Board are to—

« ldentify emerging managerial, technical,
administrative, and physical safeguard issues relative
to information security and privacy;

» Advise NIST, the Secretary of Commerce, and the
Director of OMB on information security and privacy
issues pertaining to federal government information
systems, including thorough review of proposed
standards and guidelines developed by NIST; and

» Annually report the Board’s findings to the Secretary
of Commerce, the Director of OMB, the Director of
the National Security Agency, and the appropriate
committees of the Congress.

The charter (http://csrc.nist.gov/groups/SMA/ispab/
documents/ispab_charter-2012-2014.pdf) defines that the
Board’s membership should consist of 12 members and a
Chairperson. The term of office for each board member
is four years. The Director of NIST approves membership
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appointments and appoints the Chairperson.
FY2011, the ISPAB Board members were:

» Daniel Chenok (Chair), IBM Center for The Business of
Government;

During

« Julie Boughn, Center for Medicare and Medicaid
Innovation, Department of Human Health and
Services, Centers for Medicare & Medicaid Services
(DHHS/CMS);

» Brian Gouker, National Security Agency (NSA) - U.S.
Army War College;

 Joseph Guirreri, P E Systems, Inc.;

» Edward Roback, U.S. Department of Treasury;
« Phyllis Schneck, McAfee, Inc.;

» Gale Stone, Social Security Administration;

« Matthew Thomlinson, Microsoft; and

» Peter Weinberger, Google, Inc.

The following Board members were nominated to the
ISPAB Board after September 30, 2011:

 Kevin Fu, University of Massachusetts Amherst;
» Greg Garcia, Bank of America; and
» Toby Levin, Retired

This advisory board of experienced, dynamic, and
knowledgeable professionals provides NIST and the federal
government with a rich, varied pool of people conversant
with an extraordinary range of topics.

Front row (L-R): Megan St. Clair, Matt Scholl, Phyllis Schneck, Dan Chenok,
Annie Sokol, Kevin Fu, Brian Gouker, Gale Stone

Back row (L-R): Peter Weinberger, Matt Thomlinson, Joe Guirreri, Toby Levin,
Greg Garcia, Ed Roback

The Board’s membership draws from experience at all
levels of information security and privacy work. The
members’ careers cover government, industry, and

academia. Members have worked in the executive and
legislative branches of the federal government, civil service,
senior executive service, the military, some of the largest
corporations worldwide, small and medium-size businesses,
and some of the top universities in the nation. The
members’ experience, likewise, covers a broad spectrum of
activities including many different engineering disciplines,
computer programming, systems analysis, mathematics,
management, information technology auditing, privacy, and
law. Members also have an extensive history of professional
publications, and professional journalism. Members have
worked (and in many cases, continue to work) on the
development and evolution of some of the most important
pieces of information security and privacy legislation in
the federal government, including the Privacy Act of 1974,
the Computer Security Act of 1987, the E-Government Act
(including FISMA), and other e-government services and
initiatives.

In FY2011, the board lost three longtime members: Lynn
McNulty, Alexander L. Popowycz, and Fred Schneider. In
the same period, the Board is pleased to welcome two
new members, Julie Boughn and Edward Roback. They all
bring great depth to a field that has an exceptional rate of
change.

The Board usually meets three times per year and meetings
are open to the public. NIST provides the Board with its
Secretariat. The Board has received numerous briefings
from federal and private sector representatives on a wide
range of privacy and security topics in the past year. Areas
of interest that the Board followed in FY2011 were:

» Cloud Computing Security and Privacy;
» Cybersecurity Legislation;

» Health IT, Medical Devices in relation to cybersecurity
and privacy;

 Access to Classified Information and Cybersecurity;

» Cybersecurity Workforce for Industry and Government
with focus on SCADA (supervisory control and data
acquisition) Systems and Security and Reverse
Engineering;

 Usability and Security;

» Domain Name System Security (DNSSec);

« Legislature and Security;

« Direct Hiring and Cybersecurity education;
« International Standards and Cybersecurity;

» National Information Assurance Partnership (NIAP)
Testing and Assurance; and

» Continued Critical Infrastructure Protection (CIP)
Report and Industrial Control Systems Security;
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« Federal Initiatives such as:

o National Initiative for Cybersecurity Education
(NICE);

o National Strategy for Trusted
Cyberspace (NSTIC);

o Security Content Automation Protocol (SCAP) - Security
Automation and Vulnerability Management;

o National Vulnerability Database (NVD);

o Federal Risk and Authorization Management
Pilot program (FedRAMP);

o United States Computer Emergency Readiness
Team (US-CERT);

> Homeland Security Presidential Directive (HSPD) 12;

Identities in

o National Cybersecurity and Communications
Integration Center (NCCIC) and Cyber Storm;

o Continuous Monitoring;
o FISMA; and
o NIST’s outreach, research, and strategies.

http://csrc.nist.gov/ispab/
Contact:
Ms. Annie Sokol
(301) 975-2006
annie.sokol@nist.gov

Small and Medium-Sized
Business (SMB) Outreach

What do business invoices have in common with email?
If both are done on the same computer, the business
owner may want to think more about computer security
information - payroll records, proprietary information,
client or employee data - as essential to a business’s
success. A computer failure or system breach could cost
a business anything from its reputation to damages and
recovery costs. The small business owner who recognizes
the threat of computer crime and takes steps to deter
inappropriate activities is less likely to become a victim.

The vulnerability of any one small business may not seem
significant to many people, other than the owner and
employees of that business. However, over 20 million U.S.
businesses, comprising more than 95 percent of all U.S.
businesses, are small and medium-size businesses (SMBs)
of 500 employees or less (http://www.sba.gov/sites/
default/files/files/us10.pdf ). Therefore, a vulnerability
common to a large percentage of SMBs could pose a threat
to the nation’s information infrastructure and economic
base. SMBs frequently cannot justify the employment

of an extensive security program or a full-time expert.
Nonetheless, they confront serious security challenges.

The difficulty for these businesses is to identify security
mechanisms and training that are practical and cost-
effective. Such businesses also need to become more
educated in terms of security so that limited resources are
well applied to meet the most relevant and serious threats.
Toaddress this need, NIST, the Small Business Administration
(SBA), and the Federal Bureau of Investigation (FBI) are
cosponsoring a series of training workshops on computer
security for small businesses. The purpose of the meetings
is to provide an overview of information security threats,
vulnerabilities, and corresponding protective tools and
techniques, with a special emphasis on providing useful
information that small business personnel can apply
directly.

In FY2011, six SMB outreach workshops were provided

in five cities: Knoxville, Tennessee; Fort Lauderdale,
Florida; Ruidoso, New Mexico; Orlando, Florida; and
Gaithersburg, Maryland. In September, the last SMB
outreach workshop was presented at the NICE (National
Initiative for Cybersecurity Education) Annual Workshop in
Gaithersburg, Maryland.

In collaboration with the SBA and the FBI, planning is under
way to identify locations for small business information
security workshops in FY2012.

http://sbc.nist.gov
Contact:
Mr. Richard Kissel
(301) 975-5017
richard.kissel@nist.gov

Health Information Technology Security

Health information technology (HIT) makes it possible
for healthcare providers to better manage patient care
through secure use and sharing of health information,
leading to improvements in healthcare quality, reduced
medical errors, increased efficiencies in care delivery and
administration, and improved population health. Central to
reaching these goals is the assurance of the confidentiality,
integrity, and availability of health information. The CSD
works actively with government, industry, academia,
and others to provide security tools, technologies, and
methodologies that provide for the security and privacy of
health information.

In FY2011, NIST initiated development of a HIT security
self-assessment toolkit which is intended to help
organizations better understand the requirements of
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the Health Insurance Portability and Accountability Act
(HIPAA) Security Rule, implement those requirements,
and assess those implementations in their operational
environment. This project also enables NIST to leverage
security automation specifications within the context of
the healthcare use case. NIST also began development
of baseline security configurations for common
operating systems used in electronic health record (EHR)
implementations to enable greater automation of HIT and
HIPAA Security Rule technical safeguards.

NIST also continued its HIT security outreach efforts in
FY2011. NIST and the Department of Health and Human
Services’ (DHHS) Office for Civil Rights (OCR) cohosted
the fourth annual HIPAA Security Rule conference,
“Safeguarding Health Information: Building Assurance
through HIPAA Security,” in May 2011 at the Ronald Reagan
Building and International Trade Center in Washington,
D.C. Nearly 400 in-person and webcast attendees from
federal, state, and local governments, academia,
HIPAA-covered entities and business associates, industry
groups, and vendors heard from and interacted with
healthcare, security, and privacy experts on technologies
and methodologies for safeguarding health information and
for implementing the requirements of the HIPAA Security
Rule. Presentations covered a variety of topics including
updates on OCR’s health information privacy and security
regulations and enforcement activities; applicability of
the National Strategy for Trusted Identities in Cyberspace
(NSTIC) to the healthcare sector; insider threat trends and
safeguards; medical device security market trends and
practical security strategies; mobile computing trends
in healthcare; security automation applications; risk
analysis in a multisite practice setting; and securing health
information in the Cloud.

In FY2012, NIST plans to release a HIPAA Security self-
assessment toolkit and baseline security configuration
automation content. NIST also plans to issue a draft
revision to Special Publication (SP) 800-66, An Introductory
Resource Guide for Implementing the HIPAA Security Rule.
As part of its continued outreach efforts, NIST also plans to
host the fifth annual “Safeguarding Health Information”
conference.

http://www.nist.gov/healthcare/security/index.cfm
Contacts:

Mr. Matthew Scholl
(301) 975-2941
matthew.scholl@nist.gov

Mr. Kevin Stine
(301) 975-4483
kevin.stine@nist.gov

National Initiative for
Cybersecurity Education (NICE)

NIST was designated as the lead for the National Initiative
for Cybersecurity Education (NICE) in a March 2010
recommendation of the Information and Communications
Infrastructure - Interagency Policy Committee (ICI-IPC).
This recommendation was based on chapter two of the May
2009 Cyberspace Policy Review titled “Building Capacity
for a Digital Nation” and is responsive to President
Obama’s declaration that the “cyber threat is one of the
most serious economic and national security challenges we
face as a nation” and that “America’s economic prosperity
in the 21st century will depend on cybersecurity.”

The goal of NICE is to enhance the overall cybersecurity
posture of the United States by accelerating the availability
of educational and training resources designed to improve
the cyber behavior, skills, and knowledge of every segment
of the population, enabling a safer cyberspace for all. NICE
will address this challenging goal by:

» Raising awareness among the American public about
the risks of online activities;

» Broadening the pool of skilled workers capable of
supporting a cyber-secure nation; and

» Developing and maintaining an unrivaled, globally
competitive cybersecurity workforce.

This initiative comprises four component areas: National
Cybersecurity Awareness; Formal Cybersecurity Education;
Cybersecurity Workforce Structure; and Cybersecurity
Workforce Training and Professional Development. As the
designated initiative lead, NIST promotes the coordination
of existing and future activities in cybersecurity education,
training, and awareness to enhance and multiply their
effectiveness.

In FY2011, NIST issued the draft NICE Strategic Plan,
“Building a Digital Nation.” This plan was developed
from separate drafts that expressed the views of the four
component areas into a comprehensive document that will
be submitted for Cyber IPC approval.

NIST organized and hosted the second annual NICE
Workshop, “Shaping the Future of Cybersecurity
Education,” held on September 20-22, 2011. The workshop
served as a forum for the community to openly discuss
progress, solutions, challenges, and proposals relating
to the goals of the NICE program. Over 500 attendees
from academia, government, and industry joined in the
workshop, either in person or virtually through webinars/
webcasts. The participation of universities, community
colleges, high schools, and other training associations,
including international groups from Canada, Japan, Brazil
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and ltaly, exceeded expectations. As part of its outreach
role, the NIST NICE Leadership Team (NNLT) members
also attended more than 100 events, symposia, forums,
competitions, educational outreach meetings, and
workshops to promote the initiative.

In FY2012, NIST plans to finalize the NICE Strategic
Plan, communications plan, and component-specific
implementation plans and baseline studies. NIST will also
continue to improve the NICE website and host the third
annual NICE workshop.

http://www.nist.gov/nice/
Contacts:

Dr. Ernest McDuffie,

NICE Project Lead

(301) 975-8897
ernest.mcduffie@nist.gov

Mr. Bill Newhouse
(301) 975-2869
william.newhouse@nist.gov

Ms. Pat Toth
(301) 975-5140
ptoth@nist.gov

Ms. Magdalena Benitez
(301) 975-6182
mbenitez@nist.gov

Ms. Richard Kissel
(301) 975-5017
richard.kissel@nist.gov

Ms. Celia Paulsen
(301) 975-5981
celia.paulsen@nist.gov

Smart Grid Cyber Security

The major elements of the Smart Grid are the information
technology, the industrial control systems, and the
communications infrastructure used to send command
information across the electric grid, from generation to
distribution systems, and to exchange usage and billing
information between utilities and their customers. Key to
the successful deployment of the Smart Grid infrastructure
is the development of the cybersecurity strategy for the
Smart Grid. In fact, cybersecurity needs to be designed
into the deploying systems that support Smart Grid, and
added into existing systems. The electric grid is critical to
the economic and physical well-being of the nation, and
emerging cyber threats targeting power systems highlight
the need to integrate advanced security to protect critical
assets.

NIST established the Smart Grid Interoperability Panel
(SGIP) Cyber Security Working Group (CSWG) in support
of the Energy Independence and Security Act of 2007 to
address the cross-cutting issue of cybersecurity. The CSWG
has more than 650 participants worldwide from the private
sector (including utilities, vendors, and service providers),
academia, regulatory organizations, state and local
government, and U.S. federal agencies. Membership in the
CSWG is free and is open to all. Many members participate

from around the world by monitoring the minutes and
email conversations of the subgroups.

The CSWG membership collaborated to deliver the NIST

Interagency Report (NISTIR) 7628, Guidelines for Smart
Grid Cyber Security, in August 2010. Since then the group
has focused on specific topics, such as risk management
processes, key management in the Smart Grid, the
Smart Grid security architecture, security testing and
certification, Advanced Metering Infrastructure (AMI)
security, and privacy in the Smart Grid. In addition,
the group is conducting security reviews of many Smart
Grid-related standards.

To complete the work, there are seven subgroups that
focus on specific topics. During the development of
NISTIR 7628, the subgroups performed detailed technical
analysis on an array of security-related topics, and then
documented the research, issues, and guidance in specific
sections. The approach taken by all subgroups is an open
and collaborative process in which any CSWG member is
welcome to participate and contribute.

The CSWG creates and disbands subgroups as needed to
meet present needs. Since the NISTIR 7628 v1.0 publication,
some of the CSWG subgroups merged, while others are
regrouping as they determine their next set of tasks. The
CSWG currently consists of the following subgroups:

« The Advanced Metering Infrastructure (AMI)
Security subgroup plans to create a set of AMI
security requirements.

o The Architecture subgroup focuses on the
enhancement of the logical security architecture for
the Smart Grid. This group’s work is used as input to
the SGIP Architecture Committee.

« The Design Principles subgroup continues the
work of identifying bottom-up problems and design
considerations developed by the former Bottom-up,
Vulnerability, and Cryptography and Key Management
subgroups.

» The High-Level Requirements subgroup addresses
the procedural and technical security requirements
of the Smart Grid to be addressed by stakeholders
in Smart Grid security. To create the initial set of
security requirements in NISTIR 7628 v1.0, this
subgroup adapted industry-accepted security source
documents for the Smart Grid.

» The Privacy subgroup continues to investigate
privacy concerns between utilities, consumers, and
non-utility third parties.

- The Standards subgroup assesses standards and
other documents with respect to the cybersecurity
and privacy requirements from NISTIR 7628. These
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assessments are performed on the standards
contained in the SP 1108, Framework and Roadmap
for Smart Grid Interoperability Standards, or in
support of the Priority Action Plans (PAPs).

» The Testing and Certification subgroup establishes
guidance and methodologies for cybersecurity testing
of Smart Grid systems, subsystems, and components.

Future work includes working with the SGIP — the
Committees, the Domain Expert Working Groups, and the
Priority Action Plans — to integrate cybersecurity into
their work efforts. Collaboration will continue with the
Department of Energy and the North American Electric
Reliability Corporation to produce a cybersecurity risk
management process document for the electricity sector.
Reviewing and updating NISTIR 7628, if needed, will occur
in early 2012. Developing a virtual test environment for
the National Electrical Manufacturers Association’s AMI
upgradeability standard and creating an assessment guide
for assessing the high-level cybersecurity requirements
contained in NISTIR 7628 are also slated for the next year.

http://collaborate.nist.gov/twiki-
sggrid/bin/view/SmartGrid/

Contacts:
Ms. Marianne Swanson
(301) 975-3293
marianne.swanson@nist.gov

ICT Supply Chain Risk Management

Federal agency information systems and networks are
increasingly at risk of both intentional and unintentional
supply chain compromise due to the growing sophistication
of information and communications technologies (ICT) and
the growing speed and scale of acomplex, distributed global
supply chain. Federal agencies currently have neither a
consistent nor comprehensive way of understanding the
often opaque processes and practices used to create and
deliver hardware and software products and services that
are contracted out, especially beyond the prime contractor.
This lack of understanding, visibility, and control increases
the risk of exploitation through a variety of means
including counterfeit materials, malicious software, or
untrustworthy products, and makes it increasingly difficult
for federal agencies to understand their exposure and
manage the associated supply chain risks.

Ms. Tanya Brewer
(301) 975-4534
tbrewer@nist.gov
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Figure Above: Components and Contributing Disciplines of ICT SCRM

In 2011, NIST continued to develop NISTIR 7622, Notional

Supply Chain Risk Management Practices for Federal
Information Systems.  This document discusses the
following topics:

» Determining which procurements should consider
supply chain risk;

Describing the key roles and responsibilities within
the organization as they relate to supply chain risk
management;

Working with the procurement office, legal counsel,
information system security personnel, and other
appropriate agency stakeholders to help mitigate
supply chain risk through the careful selection of
security and supply chain contractual requirements;
and

Mitigating supply chain risk by augmenting the baseline
of security controls defined for the information
system through additional practices contained in the
document.

NIST also issued a grant to the University of Maryland,

Robert H. Smith School of Business, Supply Chain
Management Center, to research and inventory existing
supply chain risk management (SCRM) initiatives in
industry and government and develop an integrative
architecture that can understand the contribution and
reach of each initiative in the context of an end-to-end
SCRM process model. Current ICT SCRM practices are
functionally fragmented and vertically stove-piped. This
research is expected to assist NIST’s development of SCRM
best practices by helping close existing knowledge and
data gaps.
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In 2012, NIST will continue to work with government,
industry, academia, and others to identify and evaluate

technologies, tools, techniques, best practices, and
standards useful in securing the ICT supply chain. NIST
will use that information to develop SCRM tools and a
Special Publication on ICT SCRM Best Practices for federal
information systems.

http://scrm.nist.gov/
Contact:
Mr. Jon Boyens
(301) 975-5549
jon.boyens@nist.gov

Cryptographic Validation Program

Cryptographic Validation Programs
and Laboratory Accreditation

The Cryptographic Algorithm Validation Program (CAVP)
and the Cryptographic Module Validation Program (CMVP)
were developed by NIST to support the needs of the
user community for strong, independently tested, and
commercially available cryptographic algorithms and
modules. Through these programs, NIST works with private
and governmental sectors and the cryptographic community
to achieve security, interoperability, and assurance of
correct implementation. The goal of these programs is to
promote the use of validated algorithms, modules, and
products and to provide federal agencies with a security
metric to use in procuring cryptographic modules. The

testing carried out by accredited laboratories and the
validations performed by these two programs provide this
metric. Federal agencies, industry, and the public can
choose cryptographic modules and/or products containing
cryptographic modules from the CMVP Validated Modules
List and have confidence in the claimed level of security
and assurance of correct implementation.

Cryptographic algorithm and cryptographic module
testing and validation are based on underlying published
standards and guidance that are developed within the
Computer Security Division (CSD) in collaboration with
many other organizations. As federal agencies are required
to use validated cryptographic modules for the protection
of sensitive nonclassified information, the validated
modules and the validated algorithms that the modules
contain represent the culmination and delivery of the
division’s cryptography-based work to the end user.

The CAVP and the CMVP are separate, collaborative
programs based on a partnership between NIST’s CSD
and the Communication Security Establishment Canada
(CSEC). The programs provide federal agencies — in the
United States and Canada — confidence that a validated
cryptographic algorithm has been implemented correctly
and that a validated cryptographic module meets a
claimed level of security assurance. The CAVP and the
CMVP validate algorithms and modules used in a wide
variety of products, including secure Internet browsers,
secure radios, smart cards, space-based communications,
munitions, security tokens, storage devices, and products
supporting Public Key Infrastructure (PKI) and electronic
commerce. A module may be a stand-alone product, such
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as a virtual private network (VPN), smart card or toolkit,
or one module may be used in several products; as a
result, a small number of modules may be incorporated
within hundreds of products. Likewise, the CAVP validates
cryptographic algorithms that may be integrated in one or
more cryptographic modules.

The two validation programs (the CAVP and CMVP)
provide documented methodologies for conformance
testing through defined sets of security requirements.
Security requirements for the CAVP are found in the
individual validation system documents containing the
validation test suites that are required to assure that
the algorithm has been implemented correctly. The
validation system documents are designed for each
FIPS-approved and NIST-recommended cryptographic
algorithm. Security requirements for the CMVP are found
in FIPS 140-2, Security Requirements for Cryptographic
Modules, and the associated test metrics and methods in
Derived Test Requirements for FIPS 140-2. Annexes to FIPS
140-2 reference the underlying cryptographic algorithm
standards or methods. Federal agencies are required to
use modules that were validated as conforming to the
provisions of FIPS 140-2. The CMVP developed Derived Test
Requirements associated with FIPS 140-2 to define the
security requirements and the test metrics and methods
to ensure repeatability of tests and equivalency in results
across the testing laboratories.

The CMVP reviews the cryptographic modules validation
requests and, as a byproduct of the review, is attentive to
emerging and/or changing technologies and the evolution
of operating environments and complex systems during
the module validation review activities. Likewise, the
CAVP reviews the cryptographic algorithm validation

requests submitted by the accredited laboratories. With
these insights, the CAVP and CMVP can perform research
and development of new test metrics and methods as
they evolve. Based on this research, the CAVP and CMVP

publish implementation guidance to assist vendors,
testing laboratories, and the user community in the latest
programmatic and technical guidance. This guidance
provides clarity, consistency of interpretation, and insight
for successful conformance testing, validation, and
revalidation.

The unique position of the validation programs gives them
the opportunity to acquire insight during the validation
review activities and results in practical, timely, and up-
to-date guidance that is needed by the testing laboratories
and vendors to move their modules and products out to the
user community in a timely and cost-effective manner and
with the assurance of third-party conformance testing.
This knowledge and insight provide a foundation for future
standards development.

The CAVP and the CMVP have stimulated improved
quality and security assurance of cryptographic modules.
The latest set of statistics, which are collected quarterly
from each of the testing laboratories, show that 8 percent
of the cryptographic algorithms and 61 percent of the
cryptographic modules brought in for voluntary testing had
security flaws that were corrected during testing. Without
this program, the federal government would have had less
than a 50 percent chance of buying correctly implemented
cryptography. To date, over 1,615 cryptographic module
validation certificates have been issued, representing over
3,500 modules that were validated by the CMVP. These
modules have been developed by more than 335 domestic
and international vendors.

FIPS 140-1 and FIPS 140-2 Validated
Modules by Year and Level

(September 30, 2011)
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CAVP Validated Implementation Actual Numbers

Updated As Thursday, October 06, 2011

FiscalYear| AES | DES | DSA | DRBG | ECDSA | HMAC | KAS | RNG | RSA | SHA | SJ | TDES | Total
FY1996 0 2 0 0 0 0 0 0 0 0 0 0 2
FY1997 0 11 6 0 0 0 0 0 0 7 2 0 26
FY1998 0 27 9 0 0 0 0 0 0 6 0 0 42
FY1999 0 30 14 0 0 0 0 0 0 12 1 0 57
FY2000 0 29 7 0 0 0 0 0 0 12 1 28 77
FY2001 0 41 15 0 0 0 0 0 0 28 0 51 135
FY2002 30 44 21 0 0 0 0 0 0 59 6 58 218
FY2003 66 49 24 0 0 0 0 0 0 63 3 73 278
FY2004 82 41 17 0 0 0 0 28 22 77 0 70 337
FY2005 145 54 31 0 14 115 0 108 80 122 2 102 773
FY2006 131 3 33 0 19 87 0 91 63 120 1 83 631
FY2007 238 0 63 0 35 127 0 137 130 171 1 136 1038
FY2008 271 0 77 4 41 158 0 137 129 191 0 122 1130
FY2009 373 0 71 23 33 193 3 142 143 224 1 138 1344
FY2010 399 0 70 31 39 179 6 150 155 239 0 142 1410
FY2011 440 0 102 79 68 201 17 148 183 255 0 176 1669
Total 2175 331 560 137 249 1060 26 941 905 1586 18 1179 9167

The CAVP issued 1,669 algorithm validations and the http://csrc.nist.gov/groups/STM
CMVP issued 202 module validation certificates in FY2011. Contacts:
The number of algorithms and modules submitted for CMVP Contact: CAVP Contact:

validation continues to grow, representing significant
growth in the number of validated products expected to
be available in the future.

Mr. Randall J. Easter
(301) 975-4641

randall.easter@nist.gov

Ms. Sharon Keller
(301) 975-2910
sharon.keller@nist.gov

Security Management and Assurance Group
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Automated Security Testing and
Test Suite Development

Federal Information Processing Standards (FIPS) and
Special Publications (SPs) define the FIPS-recommended
and NIST-approved cryptographic algorithms recognized
by the federal government. The detailed specifications
of the cryptographic algorithms and how they are to be
implemented are contained within these documents.
Automated security testing of these cryptographic
algorithms provides a uniform way to assure that the
cryptographic algorithm implementation adheres to
the detailed specifications. Validation test suites are
designed and developed by the CAVP. These tests exercise
the mathematical formulas detailed in the algorithm to
assure that the detailed specifications are implemented
correctly and completely. If the implementer deviates
from these instructions or excludes any part of the
instructions, the validation test will fail, indicating that
the algorithm implementation does not function properly
or is incomplete.

There are several types of validation tests, all designed
to satisfy the testing requirements of the cryptographic
algorithms and their specifications. These include, but are
not limited to, Known Answer Tests, Monte Carlo Tests, and
Multi-Block Message Tests. The Known Answer Tests are
designed to test the conformance of the implementation
under test (IUT) to the various specifications in the
reference. This involves testing the components of the
algorithm to assure that they are implemented correctly.
The Monte Carlo Test is designed to exercise the entire
IUT. This test is designed to detect the presence of
implementation flaws that are not detected with the
controlled input of the Known Answer Tests. The types
of implementation flaws detected by this validation test
include pointer problems, insufficient allocation of space,
improper error handling, and incorrect behavior of the
IUT. The Multi-Block Message Test (MMT) is designed to test
the ability of the implementation to process multi-block
messages, which require the chaining of information from
one block to the next.

Automated security testing and test suite development are
integral components of the CAVP. The CAVP encompasses
validation testing for FIPS-approved and NIST-recommended
cryptographic  algorithms.  Cryptographic  algorithm
validation is a prerequisite to the CMVP. The testing of
cryptographic algorithm implementations is performed by
independent third-party laboratories that are accredited
as Cryptographic and Security Testing (CST) laboratories
by the NIST National Voluntary Laboratory Accreditation
Program (NVLAP). The CAVP develops and maintains a
Cryptographic Algorithm Validation System (CAVS) tool that
automates the cryptographic algorithm validation testing.

The CAVS currently has algorithm validation testing for the
following cryptographic algorithms:

Cryptographic Special Publication or FIPS

Algorithm/Component

Triple Data Encryption
Standard (TDES)

SP 800-67, Recommendation for the
Triple Data Encryption Algorithm

(TDEA) Block Cipher, and SP 800-38A,
Recommendation for Block Cipher Modes
of Operation - Methods and Techniques

Advanced Encryption
Standard (AES)

FIPS 197, Advanced Encryption
Standard, and SP 800-38A

Digital Signature
Standard (DSS)

FIPS 186-2, Digital Signature
Standard (DSS,) with change notice
1, dated October 5, 2001

FIPS 186-3, Digital Signature
Standard (DSS), dated June 2009

Elliptic Curve
Digital Signature
Algorithm (ECDSA)

FIPS 186-2, Digital Signature Standard
(DSS,) with change notice 1, dated
October 5, 2001 and ANSI X9.62

FIPS 186-3, Digital Signature Standard
(DSS), dated June 2009 and ANSI X9.62

RSA algorithm ANSI X9.31 and Public Key Cryptography
Standards (PKCS) #1 v2.1: RSA

Cryptography Standard-2002

FIPS 186-3, Digital Signature Standard
(DSS), dated June 2009 and ANSI

X9.31 and Public Key Cryptography
Standards (PKCS) #1 v2.1: RSA
Cryptography Standard-2002

FIPS 180-3, Secure Hash Standard
(SHS), dated October 2008

Hashing algorithms
SHA-1, SHA-224,
SHA-256, SHA-384,
and SHA-512

Random number
generator (RNG)
algorithms

FIPS 186-2 Appendix 3.1 and
3.2; ANSI X9.62 Appendix A.4

Deterministic Random
Bit Generators (DRBG)

SP 800-90, Recommendation for
Random Number Generation Using
Deterministic Random Bit Generators

Keyed-Hash Message
Authentication
Code (HMAC)

FIPS 198, The Keyed-Hash Message
Authentication Code (HMAC)

Counter with Cipher
Block Chaining-
Message Authentication
Code (CCM) mode

SP 800-38C, Recommendation for
Block Cipher Modes of Operation:
the CCM Mode for Authentication
and Confidentiality
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Cipher-based Message
Authentication Code
(CMAC) Mode for

Authentication

SP 800-38B, Recommendation for
Block Cipher Modes of Operation:
The CMAC Mode for Authentication

Galois/Counter
Mode (GCM) GMAC
Mode of Operation

SP 800-38D, Recommendation for
Block Cipher Modes of Operation:
Galois/Counter Mode (GCM) and
GMAC, dated November 2007

XTS Mode of Operation

SP800-38E, Recommendation for
Block Cipher Modes of Operation:
The XTS-AES Mode for Confidentiality
on Block-Oriented Storage

Devices, dated January 2010

Key Agreement
Schemes and Key
Confirmation

SP 800-56A, Recommendation

for Pair-Wise Key Establishment
Schemes Using Discrete Logarithm
Cryptography, dated March 2007

All of SP 800-56A
except KDF

SP 800-56A All sections except
Section 5.8 Key Derivation Functions
for Key Agreement Schemes

SP 800-56A Section
5.7.1.2 ECC CDH
function

SP 800-56A Section 5.7.1.2 Elliptic
Curve Cryptography Cofactor Diffie-
Hellman (ECC CDH) Primitive Testing

In FY2012, the CAVP expects to augment the CAVS tool to

provide algorithm validation testing for:

« SP 800-108, Recommendation for Key Derivation
Using Pseudorandom Functions, dated November

2008;

» SP800-135, Recommendation for Existing Application-
Specific Key Derivation Functions, dated December

2010; and

« SP 800-56B, Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization

Cryptography, dated August 2009.

http://csrc.nist.gov/groups/STM/cavp

Contact:

Ms. Sharon Keller

(301) 975-2910

sharon.keller@nist.gov

ISO Standardization of Security
Requirements for Cryptographic Modules

CSD has contributed to the activities of the
International Organization for Standardization/International
Electrotechnical Commission (ISO/IEC), which issued
ISO/IEC 19790, Security Requirements for Cryptographic
Modules, on March 1, 2006, and ISO/IEC 24759, Test
Requirements for Cryptographic Modules, on July 1, 2008.
These efforts bring consistent testing of cryptographic
modules to the global community.

ISO/IEC JTC 1/SC 27 WG 3 has progressed on the revision
of ISO/IEC 19790 and the revision of ISO/IEC 24759 for
which Randall J. Easter of CSD is the editor. In June 2011,
revision 19790 moved to Committee Draft (CD) status and
circulated for national body comment. It is expected that
the revision of 19790 will be published in FY2012. The first
working draft of 24759 was completed in June 2011 and
circulated for national body comment.

Work is progressing on a new Technical Report document,
ISO/IEC 30104 “Physical Security Attacks, Mitigation
Techniques and Security Requirements,” for which Randall
J. Easter of CSD is the editor. The second working draft
of 30104 was completed in June 2011 and circulated for
national body comment.

National body comments for the above three documents
will be addressed at the 43 SC 27 WG 3 meeting to be
held in Nairobi, Kenya, in October 2011.

A new work item was proposed at the 42 SC 27 WG 3
meeting, which was held in April 2011, to address Testing
Methods for the Mitigation of Non-invasive Attack
Classes Against Cryptographic Modules. It was proposed
that this new document will be referenced by I1SO/
IEC rev19790 to define the test metrics to support the
testing of cryptographic modules that have implemented
non-invasive mitigation techniques. It is expected to be
approved as a new work item at the 43 SC 27 WG 3 with
Randall J. Easter of CSD appointed as editor.

http://csrc.nist.gov/groups/STM/cmvp/
Contact:
Mr. Randall J. Easter
(301) 975-4641
randall.easter@nist.gov
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Cryptographic Tech nology_. Group

Strategic Goal

Develop and improve mechanisms to protect the
integrity, confidentiality, and authenticity of federal
agency information by developing security mechanisms,
standards, testing methods, and supporting infrastructure
requirements and procedures.

Overview

The Cryptographic Technology Group’s work in
cryptographic mechanisms addresses topics such as hash
algorithms, symmetric and asymmetric cryptographic
techniques, key management and authentication. The
Group’s work in hardware roots of trust is designed to
extend the value of these mechanisms to support reliable
device authentication and establish new bases for system
measurement. In cryptographic protocols, focus areas
include Internet security services, security applications,
identity management, and smart tokens. The Group
continued to make an impact in the field of cryptography
both within and outside the federal government by
collaborating with national and international agencies,
academic and research organizations, and standards
bodies to develop interoperable security standards and
guidelines.

Federal agency collaborators include the National Security
Agency (NSA), the National Telecommunications and
Information Administration (NTIA), the General Services
Administration (GSA), the Election Assistance Commission
(EAC) and the Federal Voting Assistance Program (FVAP).
International agencies include the Communications
Security Establishment of Canada, and Australia’s Defense
Signals Agency and Centrelink. National and international
standards bodies include the American Standards
Committee (ASC) X9 (financial industry standards), the
International Organization for Standardization (ISO), the
Institute of Electrical and Electronics Engineers (IEEE), the
Internet Engineering Task Force (IETF), and the Trusted
Computing Group (TCG). Industry collaborators include
Intel, Dell, Hewlett Packard, VeriSign, Certicom, Entrust
Technologies, Microsoft, Orion Security, RSA Security,
Voltage Security, Verifone, Juniper, and Cisco. Academic
collaborators include Katholieke Universiteit Leuven,
George Mason University, Danmarks Tekniske Universitet,
George Washington University, SDU Odense, UC Davis,

Malaga University, and Yale University. Academic and
research organizations include the International Association
for Cryptologic Research (IACR), the European Network of
Excellence in Cryptology (ECRYPT) Il and the Japanese
Cryptography Research and Evaluation Committees
(CRYPTREC).

Strong cryptography, developed in part by the Group, can
be used to improve the security of information systems
and the information they process. Users can then take
advantage of the availability of secure applications in the
marketplace that is made possible by the appropriate use
of standardized high quality cryptography. This work also
supports the NIST’s Personal Identity Verification (PIV)
project in response to the Homeland Security Presidential
Directive 12 (HSPD-12); for further details see Personal
Identity Verification (PIV) section under the Systems and
Emerging Technologies Security Research Group.

Cryptographic Standards Toolkit

Hash Algorithms and the Secure Hash
Standard (SHA)-3 Competition

The Cryptographic Technology Group is responsible for the
maintenance and development of the Secure Hash Standard
specified in Federal Information Processing Standard (FIPS)
180-3. A hash algorithm processes a message, which can
be very large, and produces a condensed representation,
called the message digest. A cryptographic hash algorithm
is a fundamental component of many cryptographic
functions, such as digital signature algorithms, key
derivation functions, keyed-hash message authentication
codes, or random number generators. Cryptographic hash
algorithms are frequently used in Internet protocols or in
other security applications.

In2005, researchersdeveloped anattack that threatens the
security of the NIST-approved government hash algorithm
standard, SHA-1. Since then, researchers at NIST and
elsewhere have also discovered several generic limitations
in the basic Merkle-Damgard construct that is used in SHA-
1 and most other existing hash algorithms. To address
these vulnerabilities, NIST opened a public competition
in November 2007 to develop a new cryptographic hash
algorithm, which will be called “SHA-3” and will augment
the hash algorithms currently specified in FIPS 180-3.

20

Computer Security Division Annual Report - 2011



CSD selected 51 first-round candidates from the 64 entries
received by the submission deadline of October 31, 2008.
Submitters of the first-round candidates were invited to
present their algorithms at the First SHA-3 Candidate
Conference in Leuven, Belgium, in February 2009. Based
on the reviews from the international cryptographic
community, CSD selected 14 second-round candidates
on July 24, 2009, and allowed submitters of the second-
round candidates to make minor adjustments to their
algorithms by September 15, 2009. The second round of
the competition started in October 2009.

CSD held the Second SHA-3 Candidate Conference at
the University of California, Santa Barbara, in August
2010 to discuss the security and performance analyses
of the second-round candidates. CSD received significant
feedback from the cryptographic community both before
and after the conference. Some of the research was funded
by the American Recovery and Reinvestment Act. Based on
the public feedback and internal review, CSD selected five
SHA-3 finalists on December 9, 2010, ending the second
round of the competition. A status report of the second
round was published on February 16, 2011.

Submitters of the SHA-3 finalists were allowed to make
minor adjustments to their algorithms by January 16, 2011,
and the third (and final) round of the competition began
on January 31, 2011. A one-year public review period was
allocated for the finalists. CSD plans to host the Third
SHA-3 Candidate Conference on March 22-23, 2012, in
Washington, D.C., where the results of community review
and analysis of the finalists will be presented. Based on
this public feedback and internal review, CSD intends to
select the SHA-3 winner in summer 2012 and complete the
competition. The then-current Secure Hash Standard will
be revised to incorporate the winning SHA-3 algorithm.

http://www.nist.gov/hash-competition
Contact:
Ms. Shu-jen Chang
(301) 975-2940
shu-jen.chang@nist.gov

Block Cipher Modes of Operation

The engine for many of the techniques in NIST’s
cryptographic toolkit is a block cipher algorithm, such
as the Advanced Encryption Standard (AES) algorithm
or the Triple Data Encryption Algorithm (TDEA). A block
cipher transforms data of a fixed length, called the block
size, into seemingly random data of the same length.
There are different methods that feature block ciphers
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to achieve an information service such as confidentiality
or authentication. Such a method is called a block cipher
mode of operation, or, simply, a mode.

In  2010-2011, a previously approved mode was
augmented, and three publications for new modes were
in development.

In October 2010, an addendum to SP 800-38A,
Recommendation for Block Cipher Modes of Operation:
Methods and Techniques, was published. The addendum
contained three variants of the Cipher Block Chaining
(CBC) mode that employ the “ciphertext stealing” padding
method. Plain CBC mode requires input messages whose
length is a multiple of the block size; the variants extend
this domain to messages of any length that is not strictly
smaller than the block size. With conventional padding
methods, the length of the ciphertext expands by the
number of padding bits; the ciphertext stealing variants
are designed to avoid such expansion.

One set of modes in development was in the area of
“key wrapping,” i.e., the protection of the confidentiality
and integrity of cryptographic keys. In August 2011, NIST
initiated a period of public comment on Draft SP 800-38F,
Recommendation for Block Cipher Modes of Operation:
Methods for Key Wrapping. In addition to describing
existing approved methods, this draft publication specified
three deterministic authenticated encryption modes: the
AES Key Wrap (KW) mode, the AES Key Wrap With Padding
(KWP) mode, and one TDEA mode, called TKW. Final
publication is expected in the coming year.

A second set of modes in development is in the area of
“format preserving encryption” (FPE). A format might be
a credit card number or a social security number. FPE
is expected to be very useful for retrofitting encryption
to applications in a way that targets the sensitive data
while minimizing the disruption to the data pathways
in the application. Without FPE, the costs of providing
confidentiality to sensitive data within an installed base
can be prohibitive.

In the past couple of years, specifications for three FPE
modes were submitted to NIST. After receiving acceptable
Letters of Assurance from the submitters with respect to
the licensing of potentially relevant patents, NIST initiated
a period of public comment in June 2011 on a proposal
to approve two schemes of the FFX (Format-preserving,
Feistel-based) mode. Public comments supported the
proposal, including many comments from the payments
industry. A draft Special Publication for FPE methods is
expected to be ready for public comment early next year.

A third mode in development is the EAX’ mode for
authenticated encryption with associated data. EAX’
is specified in ANSI C12.22-2008, American National

Cryptographic Technology Group
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Standard Protocol Specification for Interfacing to Data
Communication Networks. That standard was developed
by the American National Standards Institute (ANSI)
C12 SC17 Committee, for which the National Electrical
Manufacturers Association (NEMA) is the secretariat.

EAX’ was developed for Smart Grid. In particular, EAX’ was
intended to satisfy the requirements of supervisory control
and data acquisition (SCADA) messaging associated with
Automated Meter Reading that operate in the context of
an Advanced Metering Infrastructure. These requirements
may be applicable to other small embedded devices
communicating in SCADA environments. More information
on the Smart Grid Cyber Security project is available on
page 13.

In June 2011, NIST initiated a period of public comment
on a proposal to approve EAX’ and almost every comment
supported the proposal. A draft SP for EAX’ is expected to
be ready for public comment next year.

Contact:
Dr. Morris Dworkin
(301) 975-2354
morris.dworkin@nist.gov

Key Management

NIST continues to address cryptographic key management
for the federal government, and to coordinate this guidance
with other national and international organizations,
industry and academia. This guidance has been published
as Special Publications (SPs), which are available at
http://csrc.nist.gov/publications/PubsSPs.html.

To assist agencies and to recognize the speed at which
the use of cryptography is changing, NIST published SP
800-131A, Recommendation for the Transitioning of
Cryptographic Algorithms and Key Sizes. This publication
provides additional details about the transition plan
that was originally discussed in the key management
guidance provided in SP 800-57, Recommendation for Key
Management, Part 1, discussing the circumstances under
which a particular algorithm and key length can be used or
should be discontinued. The CSD has presented this plan
at various forums and conferences. To help the vendors
and testers of the cryptographic modules containing
these algorithms deal with the upcoming transitions, CSD
prepared a validation transition document that covers,
from the vendor’s and the testing laboratory’s point of
view, the affected algorithms.

SP 800-56A specifies approved methods for key
establishment, using Diffie-Hellman and Menezes-Qu-
Vanstone (MQV) schemes. This document, which was first
published in 2006, is being revised to provide further
clarification and an additional method for key derivation.
This new method is specified in SP 800-56C, which was
provided for public comment in FY2011, and will be
completed in early FY2012. Another related publication, SP
800-135, Recommendation for Existing Application-Specific
Key Derivation Functions, was completed in December
2010; this document approves existing application-specific
key derivation functions used in protocols.

SP 800-57, Part 1, which provides general key management
guidance, was first published in 2005, and later revised
in 2007. This document is being updated to include
information on and references to recent work performed
by CSD; the document was posted for public comment
in May 2011. SP 800-57, Part 3, which was published in
2009 and provides application-specific key management
guidance, is being revised to reflect recent work on the
applications and protocols discussed in the document and
to include additional sections on the SSH protocol and the
use of Trusted Platform Modules (TPMs).

SP 800-130, A Framework for Designing Cryptographic
Key Management Systems, is being developed to
provide guidance on the framework of a Cryptographic
Key Management System (CKMS). The first draft of this
document was posted for public comment in 2010 and was
discussed in a subsequent workshop at NIST in late FY2010.
During FY2011, the document was revised to address those
comments, and work on a basic profile of the framework for
the federal government was begun. The profile is intended
to provide refinements of the framework requirements
that are appropriate for use in a CKMS used by the federal
government. See CSD’s FY2010 report (http://csrc.nist.
gov/publications/nistir/ir7751/nistir-7751_2010-csd-
annual-report.pdf) and http://csrc.nist.gov/groups/ST/
key_mgmt/ for background information on this project.

SP 800-132, Recommendation for Password-Based Key
Derivation Part 1: Storage Applications, specifies approved
techniques for the derivation of keys from passwords in
order to protect electronic data in storage environments
(e.g., laptop computers). The document was completed in
December 2010.

SP 800-133, Recommendation for Cryptographic Key
Generation, which discusses the generation of the keys
to be managed and used by NIST’s approved cryptographic
algorithms, was issued for public comment in August 2011.
It addresses the generation of a key using the output of a
random bit generator, the derivation of a key from another
key, the derivation of a key from a password, and keys
generated during the use of a key-agreement scheme.
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Many of these methods are specified in detail in other
documents; SP 800-133 is intended for use as an overall
“umbrella” document for key generation.

Below are the proposed plans for FY2012 for this project:

» SP 800-56A revision: Continue to revise and provide
for public comment;

» SP 800-56B: Begin modifications similar to those for
SP 800-56A;

« SP 800-56C: Post as a finished document;
« SP800-57, Part 1 revision: Post as a finished document;

« SP 800-57, Part 3: Provide for public comment and
post as a finished document;

« SP 800-130 and the federal profile: Provide for
public comment and host a workshop to discuss the
documents;

» SP 800-131A: Some of the remaining validation details
associated with the transitions will be published in
FY2012; and,

« SP 800-133: Address public comments and post as a
completed document.

SPs: http://csrc.nist.gov/publications/PubsSPs.html
Key mgmt.: http://csrc.nist.gov/groups/ST/key_mgmt/
Contacts:
Ms. Elaine Barker
(301) 975-2911
ebarker@nist.gov

Dr. Lily Chen
(301) 975-6974
llchen@nist.gov

Mr. Quynh Dang
(301) 975-3610
qdang@nist.gov

Dr. Meltem Sonmez Turan
(301) 975-4391
meltem.turan@nist.gov

Dr. Allen Roginsky
(301) 975-3603
roginsky@nist.gov

Security Guidelines
Using Approved Hash Algorithms

Draft Federal Information Processing
Standard (FIPS) 180-4,
Secure Hash Standard (SHS)

FIPS 180-3, Secure Hash Standard (SHS), specifies secure
hash algorithms (SHAs) called SHA-1, SHA-224, SHA-256,
SHA-384 and SHA-512. These algorithms produce 160, 224,
256, 384, and 512-bit outputs, respectively, which are
called message digests. Draft FIPS 180-4 provides a general
procedure for creating an initialization hash value, adds
two additional secure hash algorithms, SHA-512/224 and
SHA-512/256, to the standard, and removes a restriction

—
S

that padding must be done before hash computation begins,
which was required in FIPS 180-3. SHA-512/224 and SHA-
512/256 may be more efficient alternatives to SHA-224
and SHA-256 on platforms that are optimized for 64-bit
operations. Removing the restriction on padding operation
in the secure hash algorithms will potentially allow more
flexibility and efficiency in implementing the secure hash
algorithms in many computer network applications.

On February 11, 2011, NIST published a notice in the
Federal Register (76 FR 7817) announcing the availability
of draft FIPS 180-4 and soliciting comments on the
draft standard. Comments were received and are being
addressed. FIPS 180-4 is expected to be approved in the
near future.

NIST will submit the FIPS to the Secretary of Commerce
for approval in the first half of FY2012.

NIST Draft (revised) SP 800-107,
Recommendation for Applications
Using Approved Hash Algorithms

SP 800-107 provides security guidelines for achieving the
desired security strengths for cryptographic applications
that employ the approved cryptographic hash functions
specified in FIPS 180. The current version of this document
was published in February 2009.

Draft FIPS 180-4 added two new hash algorithms: SHA-
512/224 and SHA-512/256. SP 800-107 was revised
to address the security properties of these new hash
algorithms. Additional security information about hash
message authentication code (HMAC) was added to
provide stronger security guidance, and the hash-based
key derivation function section was rewritten to provide
updated information about approved hash-based key
derivation functions specified in many other NIST SPs. The
revised draft SP 800-107 was published in September 2011.

NIST will resolve comments and publish an updated
version of the document in FY2012.

Contacts:
Ms. Elaine Barker
(301) 975-2911
ebarker@nist.gov

Mr. Quynh Dang
(301) 975-3610
gdang@nist.gov

Random Number Generator (RNG)

Random numbers are needed to provide the required
security for most cryptographic algorithms. For example,
random numbers are used to generate the keys needed for
encryption and digital signature applications.

Cryptographic Technology Group
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In the late 1990s, a project to develop more rigorous
requirements and specifications for random number
generation was begun in coordination with the American
National Standards Institute’s (ANSI) Accredited Standards
Committee (ASC) X9. The resulting standard (X9.82) is
being developed in four parts: Part 1 provides general
information; Part 2 will provide requirements for entropy
sources; Part 3 provides specifications for deterministic
random bit generator (DRBG) mechanisms; and Part 4
will provide guidance on designing random bit generators
(RBGs) from entropy sources and DRBG mechanisms. Parts
1 and 3 have been completed; Parts 2 and 4 are nearing
completion.

In March 2007, NIST published SP 800-90, Recommendation
for Random Number Generation Using Deterministic
Random Bit Generators, which contained the DRBG
mechanisms in Part 3 of X9.82, plus one additional DRBG
mechanism.

During the development of Part 4 of X9.82, several
changes for SP 800-90 were identified. In May 2011, a
revision of SP 800-90 was provided for public comment
as SP 800-90A that included these changes. Both SP 800-
90 and SP 800-90A are available at http://csrc.nist.gov/
publications/PubsSPs.html. The document number for SP
800-90 was modified so that two additional documents
(i.e., SP 800-90B and SP 800-90C) could be included in a
series on random number generation.

SP 800-90B will address entropy sources, pointing to Part

2 of X9.82 for design requirements, but also including
descriptions of the validation tests that will be used by
NIST’s Cryptographic Algorithm Validation Program to
validate entropy sources.

SP 800-90C will provide basic guidance on the construction
of RBGs from entropy sources and DRBG mechanisms,
pointing to Part 4 of X9.82 for additional constructions and
examples.

NIST’s standards activities in 2012 will include continued
participation in ANSI X9 and progression of the different
parts of SP 800-90. In ANSI, the goal will be completion
of X9.82, Parts 2 and 4 in preparation for ANSI balloting.
NIST expects to publish SP 800-90A after incorporating the
public comments. NIST also plans to publish drafts of SP
800-90B and SP 800-90C for public comment in 2012.

SP 800-90 and SP 800-90A:
http://csrc.nist.gov/publications/PubsSPs.html
Contacts:
Ms. Elaine Barker
(301) 975-2911
ebarker@nist.gov

John Kelsey
(301) 975-5101
john.kelsey@nist.gov

Quantum Computing

Quantum computing, which uses quantum mechanical
phenomena to perform operations on data, has the
potential to become a major disruptive technology
affecting cryptography and cryptanalysis given the
potential increase in computing speed and power over
conventional transistor-based computing. While a scalable
quantum computing architecture has not been built, the
physics and mathematics governing what can be done
by a quantum computer are fairly well understood,
and several algorithms have already been written for a
quantum computing platform. Two of these algorithms are
specifically applicable to cryptanalysis. Grover’s quantum
algorithm for database search potentially gives a quadratic
speedup to brute-force cryptanalysis of block ciphers and
hash functions. Grover’s algorithm may, therefore, have a
long-term effect on the necessary key lengths and digest
sizes required for the secure operation of cryptographic
protocols.

An even larger threat is presented by Shor’s quantum
algorithms for discrete logarithms and factorization. Given
a quantum computer large enough to perform simple
cryptographic operations, Shor’s algorithm provides a
practical computational mechanism for solving the two
ostensibly hard problems that underlie all widely used
public key cryptographic primitives. In particular, all the
digital signature algorithms and public key-based key
establishment schemes that are currently approved by
NIST would be rendered insecure by the presence of even
a fairly primitive quantum computer.

While practical quantum computers are not expected
to be built in the next decade or so, it seems inevitable
that they will eventually be built. NIST is responding to
this eventuality by researching cryptographic algorithms
for public key-based key agreement and digital signatures
that are not susceptible to cryptanalysis by quantum
algorithms. In the event that such algorithms cannot
be found, NIST intends to draft standards for computer
security architectures that do not rely on public key
cryptographic primitives. In addition, NIST will examine
new approaches, such as quantum key distribution.

On October 27-29, 2010, NIST, along with the University of
Maryland’s Joint Quantum Institute, held a workshop: “From
Quantum Information and Complexity to Post Quantum
Information Security.” The NIST Computer Security
Division (CSD) invited speakers on a number of apparently
quantum-resistant technologies, including lattice-based,
coding-based, and multivariate cryptography. In August
2011, the results of CSD-funded research on the coding-
based McEliece cryptosystem were presented at the
31st International Cryptology Conference (Crypto 2011).
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This research studied the asymptotic performance/security
trade-off of McEliece and improved upon the best known
attack using a technique called “ball collision decoding.”
Towards the end of FY2011, NIST also expanded its
research program to examine the potential of multivariate
cryptosystems and to study quantum algorithms. During this
period, NIST researcher Daniel Smith-Tone published the
paper, “On the Differential Security of Multivariate Public
Key Cryptosystems,” to be presented at PQCrypto2011,
which takes place in Taipei from November 29, 2011 to
December 2, 2011.

NIST will continue to study security technologies that
may be resistant to attack by quantum computers,
especially those that have generated some degree of
commercial impact. If any of these technologies emerge
as both commercially viable and widely trusted within the
cryptographic community, NIST hopes to move towards
standardization.

Contact:
Mr. Ray Perlner
(301) 975-3357
ray.perlner@nist.gov

Authentication

To support the Office of Management and Budget (OMB)
Memorandum M-04-04, E-Authentication Guidance for
Federal Agencies, NIST developed SP 800-63, Electronic
Authentication Guideline. The OMB policy memorandum
defines four levels of authentication in terms of assurance
about the validity of an asserted identity. SP 800-63 gives
technical requirements and examples of authentication
technologies that work by making individuals demonstrate
possession and control of a secret for each of the four
levels.

NIST is in the process of updating and revising SP 800-
63 and has issued three drafts. Extensive comments have
been received that reflect the extent to which SP 800-
63 has been adopted by both the U.S. government and
nonfederal users, including foreign governments and
international standards bodies. The comments indicate a
number of applications that were not anticipated in the
original version or in the draft. The most difficult issues
involve proposed new methods for reaching the highest
authentication level, with current technologies. Comments
on drafts, along with discussions in workshops and
meetings, raised concerns with the password entropy and
identity-proofing requirements as well as the relationship
between SP 800-63 and other NIST identity-related
activities such as FIPS 201-1, Personal Identity Verification

(PIV) of Federal Employees and Contractors, in support of
Homeland Security Presidential Directive 12 (HSPD-12) and
the National Strategy for Trusted Identities in Cyberspace
(NSTIC). These concerns are being addressed in the final
publication, expected no later than the first quarter of
FY2012.

Through NIST’s identity-related projects and hosting
the IDTrust Symposium, several areas have emerged as
key gaps in progressing secure authentication online:
revocation in complex federated environments and
biometric authentication in unattended scenarios. In
federated environments, credential revocation has
traditionally been managed by the credential issuer. In
an effort to improve credential revocation mechanisms
across federations and effectively mitigate credential
misuse, NIST researchers are exploring the broader scope
of cr