ALL FBI INFOPMATION CONTAINED 1 ’

. 2015-F-05 Doc# 77

HEREIN I3 UNCLASSIFIELI |

h DATE 09-19-2012 BY 60324/UC/baw/=ab/as l( 3“5' 7

VZCZCEIAB823LGY810
PP RUCNFB

DE RUHPSGG #7554 0430145

INY $55SS

P 1201451 FEB 98

FM USCINCPAC HONOLULU HI//J39//

TO RUEKJCS/JOINT STAFF WASHINGTON DC//J39/0PS//

INFO RHHMHAA/CINCPACFLT PEARL HARBOR HI//N33/N65//

RUHVPAC/HQ PACAF HICKAM AFB HI//DODI/DOIO/SCMK//

RUHEHMS /COMMAR FORPAC//G2A/G3ALR/GOAS S

RUEAHIC/CDRUSARPAC FT SHAFTER HI//APOP-PL-CP/APIM-DED//
nuAGQnAJCUMUSKBREA SEOUL KOR//FFKJ3=PL//

RUALSFJ/COMUSJAPAN YDKDTA AB JA//J331//

RUNMHGA /JALCOM ELMENDORF AFB AK//J2B/J35/J66//

RAHMUNS/COMSOSPAC HONDLULU HI//SDJ31// D
RAHJJAA/JICPAZ HONOLULU HI//OIW// 24?—!-!&""1"!'21
RUHDPAC/NCPAC HONOLULU HI//F405//

RJHHAAA/DISA PAC H_HEELER AAF HIFSFRISSC//

RJQVKEW/AFIWC KELLY AFB TX//CC/EA/EAC/OSK/IR//

RUDHIWA/DIRLIAWA FT BELVOIR VA//ACERT/DR/DD//

RUCBFAD/FLTINFOWARCEN NORFOLK VA//N3/N6/N2/SCID/CISO//
RJLKGXA/NAVINFOWARACT FT GEORGE G MEADE MD L AL L | _,—;??r
RJEJDCA/DISA AASHINGTON DC//D2/D3/D6// s

RUETIAA/DIRNSA FT GEORGE G MEADE MD//NSUC/I3fSIPOSVLS//
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RJETIAA/NSACSS FT GEDRGE G MEADE MD//NSOC/I3/SIPO/VY1S5//
RUCNFB/FBEI WASHINGTON DC//CITAC//

RUEKJCS/SECDEF WASHINGTON DC//ASD/C3I/OUSUIPIPSS/

RUEAIIA/CIA WASHINGTON DC//CTG/DI/OTIVIWT//

RUEKDIA/DIA WASHINGTON DC//TWI/DS#J2I/5Y/DAJ2ZASF

RUGVK JW/JC2HC SAN ANTONIO TX//DR/DVZOPSED//

RAHMUNAZUSCINZPAC HOMODLULU HIZ/fJ3rJ39y/

BT
e el e

MESGID/GENADMIN/J-39/FER 98//

SUBJ/USCINCPAL SITREP 0L FOR UNUSUAL COMPUTER INTRUSION

ACTIVITY (Ul//r

POC/USCINCPAC INFORMATION OPERATIONS DIVISION/DSN 477-2593//

1. (U) THIS SITREP IS5 A CONSOLIDATED USPACOM RESPONSE.

2 =t REC—oiTeRNY BACKGROUND: SINCE 3 FEBs USPACOM HAS EXPERIENCEL
AT LEAST TWO COMPUTER INTRUSIDNS THAT SEEM TD BE REL_ATED TO THE
ONGDING UNUSUAL COMPUTER INTRUSION INVESTIGATION. THESE HAVE ALL
BEEN HKEPORTED VIA SERVYICE AND DISA CHAMNNELS.

As =tIVREC—UHiErdeb= DI S5A=PAC DNS SERVER COMPROMISED. UNKNOWN

By (1), (B} (3) 10 USC ' 130e. 18 | 2 ; TS8R a)

MALICIOUS CODE INSERTED. ACTION TAKEN:
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-murms FUTHER GUIDANCE FROM DISA. INVESTIGATION
CONTINUING. JPERATIONAL IMPACT: -

B« =TIVRET—tHi b= NAVAL STATION PEARL HARBOR., WEB SERVER

PENMETRATED. PERPETRATOR WAS IN THE PROCESS OF INSERTING MALICTIOUS

() (17, (B (3) T0USC | T30e, 18 USC & 7O8(a)

CODE WHEN 5Y5 ADMIN IDENTIFIED THE ACT DURING

NSRRIt (P) (1), (b) (3) 10 USC § 130e, 18 USC § 798(a)

-

0PERATIONAL IMPACT: |
(b) (1), (b) (3) 10 USC § 130e, 18 USC § 798(a)
(b) (1), (b) (3) 10 USC § 130e, 18 USC § 798(a)

bo felfpi—iifir= OTHER SIGNIFICANT ISSUES: NSTR.

5 =tSRE—tiibdi-- POINTS OF CONTACT: NORMAL DUTY HOURS, POC IS

(b) (6) AFTER DUTY

HOURS s CONTACT THE CDD AT DSN &477=7227//

DECL: RADM MOD3LEYs J-3; REASON: 1.5(A); DECLON: 11 FEB L8
BT
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