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SUBJ/USCINCPAZ SITREP Oz FOR UNJSUAL COMPuUTER INTRUSIUN
ACTIVITY (uXrs/

| POC/USCINCPAC INFORMATIUN OPERATIONS uIVISTUN/DSN 47T7-2594/4

I 1. (Ul USCINCPAC SITREP 02 IS A CuNSDOLIUATED USPACOM KESPUNSE.,

2. "t¥riim—iddeiSdeiid= CURRENT SITUATION: WE HAVE DETECTED MU MEW COMPUT tR

PaE———

INTRUSIONS IN USPACOM OVER THE PAST 24 HOURS. UPDATE TO UISA=PaC .
INTRUSIONS MENTIONED IN USCINCPAC SITREP #l: DISA-PAC HAS COMPLETEL
A TOTAL REBUILD OF ONE UF THELR AFFECTED DNS SEKVERS, TWO JOTHER DN 3
SERVERS REMAIN DDOWN,. DISA-PAL fdAS ESTAMLISHED EFFECTIVE WOKRK=-AHDJN [S
TO MINIMIZE OPERATIONAL IMPACT.

3 o =tSrebe—tiveiipddig= THE FULLOWING ISSUES/UUESTIONS ARE FOKWARDED HOR
CINSIDERATION:

T i o R IRETTY (D) (3) 10 USC § 130e, 18 USC § 798(a)

Bs "tIYEE—oiiiAdl AT WHAT THRESHULD SHUULD WE CONSIDER

NISCONMECTING THE SIPKNET FROM THE NIPRNET?

Ce ™IV RE—pHallAill. AT WHAT THHRESHOLO SHOULD WE CONSIDER THE MIPRNET
AS COMPROMISED?

De forbE—giimibddd AT WHAT THRESHOLD 3HUULD WE BEGIN PHYSICALLY

ISOLATING CRITICAL NETHWURKS?

m

s TrrE—eibblge RECOMMEND DISA PUSLISH A WJRLDWIDE IP HOT LIST FIR
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IP BLUCKING ACTION.

Fo =t-briebSi—ihiblddll RECOMMEND DISA ORCAESTRATE A NATIONAL RESPONSE TC
THE INTRUSION ACTIVITY. PERCEPTIUN IS THAT USAFs THROUGH AFIWC y HA S
TAE LEAD. AFINC RFCOMMENDATIONS ARE UNFORTUNATELY ONLY GOING TL US #F
AJDRESSEES, MAXING IT DIFFICULT FOR US TO ORCHESTRATE A THEATER=AIDE
RESPONSE.

Go =tiriibi—aellAlll UNDERSTAND USAFy THROUGH 0OSIs HAS LEAD
INVESTIGATIVE RESPONSIBILITIES. HKECOMMEND NON-USAF PENETRATIUNS BE
GIVEN EQUAL ATTENTION.

4§ o =GRl POINTS OF CUNTACT: NORMAL DUTY HOURSs PUC IS

(b) (6) DSN 477=-2593s CUMM (BUB) 477-£593. AFTER DUTY
HOURS s CONTACT THE CDO AT DSN-4/7-7227//

C.B8Y: RADM MO3LEYs J-3; REASON: 1.5(A4); DECLON: 8 FEB 08
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