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FM USCINCPAC HONDLULY HLI/FJ39r/

T RUEKJCS/JOINT STAFF wASHINGTUN NC/rJdavs0rsr/

INFO RUEKJCS/S5ECDEF WASHINGION uC//fASD/L3I/0USDIRIPA/Y
RUCIAAASUSCINISUC MACDILL AFB FL//SUJe/s5043/5uldelfy
RHCUAAA/USCINCTRANS CAT SCOTT AFB IL/rJd2/J37dolrs
RUHPSGG/USCINILANT NORFULK VA fu27J3/740870/7

RJCUSTR/USCINISTRAT OFFUTT AFS NE/f/ 927437064/

LUPEYNA/USCINCSPACE PETERSON AFE CO//5CJ2/5CJ3/5Ca6// ,
RUFGNUA/USCINCEUR VATHINGEN GE//ECJZ/ECJI3/ECIn//

2UCJACC/USCINCCENT MACDILL AFB FL//CCU2/CCJ3/CCaGS/ |
RJMIAAAJUSCINISO MIAMI FL//J2/J373647

RHHAHAA/C INCPACFLT PEARL HAXBUR HL//M&/N3/Ne/S/

RUHVPAC/HU PACAF HICKA™ AFB Hi//InSUOSSC/Y
RUHEHMS/CUMMARFORPAC//GE/G3/Gol/

QUEAHIC/CORUSARPAC FT SHAFTER HI//APIPS/APIAS//

IHHJIRAP/USARPAC INTEL FT SHAFTER HT//APIN// 4 'ﬂﬁﬂ'sjfﬁyi!ﬁffk-'pgélﬁ?
QJAGAAA/CUMUSS OKEA SEUUL KOR//FK=J2/FA=J3/FK=d6//

RUALSFJJCOMUSJAPAN YOKOTA AB JASS927037064/f

Declassified by HQ USPACOM J06
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RAHMUWNS FCOMSOCPAC HONULULU HI:IaﬂJEfSquf:uJéff
RUETTAA/NSACSS FT GEOKGE G MEADE AD//NSUC/I3/SIPO/VLS//
RUCNFB/FBI WASHINGTON DC//CiTAC//

QUEATIA/CIA WASHINGTAN uC//CTG/UI/OTI/INTLS
RUEKDIAFUih HASHINGTON OC//THL/USsJ2d/SY/DAJZASY
QUEJDCASDISA AASHINGTOM DC//D2/U3/De/G0OsCH/

RUHDP AC/NCPAC HUNOLULU HI//F&4/F402//

RAHJJAA/JICPAZ HONOLULU HI//OLW/D>//

QUHHAAA/DISA PAC WHEELE Kk AAF HI//PAC=ASSIST/PC6//
RJOVKEW/AFIWC KELLY AFR TXA//CC/EASEAC/O3KIIR//
RUDHIWA/DIRLIWNA FT BELVUIR VA//ACERI/DR/DU//
RUCBFAN/FLTIN=OWARCEN NURFOLK YA//Ne/N3/No/SCIO/CISUZY
RULKGXA/NAVIN=OWARACT FT GFURGE G MEADE MO//N3//

RUQVK JW/JC2WC SAN ANTUNIO TX//DR/UV/OF/PD//
RJETKEL/IUTC FT GEOKGE ©» MEADE MD//AAG/S/
RUHPSAA/NCTAMS PAC HONOLULY HLI//N3/NG//
AHHMUMNA/USCINCPAC HONULWLU HIZ/J2/03/ 0397367/
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MSGID/GENADMINSJ=39/FER 94//

UNCLASSIFIED




JNCLASSWfED

PAGE U3 RUHPS3G 727 7 et e e it

SUBJ/USPACOM CONSOLIDATED INFUSEC GUIVANCE FOK UNUSUAL COMPUTER
INTRUSION ACTIVITY//

REF/A/JOINT STAFF MSG DTG 1318502 FeB 98s SuBJ: HEIGHTENED
IMFORMATION SYSTEMS SECURITY//

RAKS /1 o wielimieiirilialbledieigdd= A STRONG INFURMATIUN SYSTEMS SECURIT Y
PISTURF I5 VITAL T1 FulLY SUPPORT DAY-TU-uAY ANU CONTINGENCY
OPERATIONS WITHIN THE PACIFIC THEATER. TU ENSURE ALL USPACUM
COMMANDS HAVE ACHIEVED ANU ARE MAINTAINLING SUCH A PUOSTURE, IN
ADDITION TO REQUIREMENTS LISTeD In KEF Ay ACCUMPLLISH THE FOLLUMW ING
ACTIONSs IF NOT ALREAUY CUMPLETED:

Ay b Eepelobibidetg s THE: CURRENT STATU US SUSPECT. INSTALL CULRRERT
SECURITY PATCHES. SECURITY PATCHES CAN BE UOWNLOADED FrOA

(b) (3) 10 USC § 130e ENSURE THE
M3ST CURRENT PATCHES FOx YOUR OPERATING SYSTEM ARE INSTALLED.

Gy byl SPECTFICALLY FOR USERS UN THE SULARLS 2 .4
OPERATING SYSTEM, 2evica DATE,TiMe sTaMp uf ALL[(S)NEIRICAVEIORSINKTo=
TOD ENSURE THE INSTALL DATES ARF CUNSISTENT wITH SYS AUDMIN ACTIVITY.
C. (S/KEL UK/CAN/AUS) KUN CRACK AGAINST THE PASSWORD FILES ON ALL
F1LE SFRVYERS N/DR YP/NIS SERVEKS. CHANGE PASSwWORDS FOR THUSE THAT

CAN BE EASILY CHACKED.
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De =ty iE—tiiy-Edrylrgb= KEUUEST NEIWURS CONTROL CENTER> TAKE AN ACTI E

RJLE IN REVIEANING LUCAL INTHRUSIUN DET=zCTIUN SYSTEM TRAFFIC TO ENSURE

QUICKEST KEACTIUM PDSs>IcLE TO SUSPICIUUS ANUDFUR MALICLIOUS NeTwD =X
ACTIVITY. VISILANTLY PEPURT IMFOKMATION UF THIS NATURE IaW THEATER
NETWOKRK INCIDENT REPORTING PRUCEDURES.

CHE PN ST SR TS VIS L T gl (D) (3) 10 USC § 130e, 18 USC § 798(a)
SYSTEAS CAREFJLLY SCRUTINIZE THelk 5Y5TeM AJUDIT LUGS FOR UNUSUAL
NS al (b) (3) 10 USC § 130e, 18 USC § 798(a)

(b) (3) 10 USC § 130e, 18 USC § 798(a)

Fo ™I7RTTUNTCRNTAUIT EXAMINE LOCAL NETWUORKS TU ENSURE USER ACLESS

SYSTEA ®OUT ASCES> ANV DIAL-IN uR REMUTE ACCESS HAVE NOT BEEN ALTERGED
Ok COMPROMISED. CHAMGE OF PASSwORDS s ESPECIALLY ROUT PASSWURDS s IS
HIGHLY KECOMMEMNOED AT THIS TIME. PEMUTE MAINTENANCE ACCESSs AS NWELL

A5 OTHER TYPES OF REMUTE ACCES5ESs SHUULD BE 3SCRUTINIZED AND

MINIMIZED WHEKE POSS5IBLE.

AV RTINER (D) (3) 10 USC § 130e, 18 USC § 798(a)

) (3) 10 USC § 130e, 18 USC § T9B(a)

REVIEW NeTwOrK SERVICES THAT SHOULD NOD TV BE

A_LOWED INTD YOUR METWORK FAOM UFF-INSTALLATIUNS AND dLUCK SERVICES
APPROPRIATELY.

INSTALL SHADOW:eD PASSWORD FILES (IF

Ha
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AVAILABLE).

SERPERaei (b) (3) 10 USC § 130e, 18 USC § 798(a)

(b) (3) 10 USC § 130e, 18 USC § 798(a

J.

EMSURE ALL 35YSTEMS HAVE AN APPAOVED wARN ING

BANNERS. THIS5 IS5 REQUIKED IN TrE FYENT THAT LEGAL ACTIUNS ARE
REOUIKED.

Ko  eofmiifbieeiodpbiadetblin (CTIVITY FHOM JMIL AND GOV SHUULD ALSU cE

REVIEWFDs DO NOT ASSUME TRUSTED RELATIUNSHIPS EXIST.
Lo =flrvielle—tiiifibiidedil CHECK FDR THe EXISTENCE UF THE FULLOWING

FILES : ( ) (3) 10 USC § 130& 18 USC § ?98(3} '
(b) (3) 10 USC § 130e, 18 USC . .

wd

M eyt INCREAME OPSEC AWARENESS WITH SENSLITIVITY TO ‘

WAAT IS PLACED ON THE NLIPHNET., REMINUEK: SENSITIVE INFORMATIOM ‘

SANULD WOT BE THANSHMITTED OVER THE NIPRNET.

CHECKING IF THE STATD PATCH HAS BEEN (HANGED SINCE 3 FEB 98,

0, =trrete—ubrthiiy-ddi HEVIEJd OPTINNS, AND OPeRATIONAL LIMPACTS LUF,
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DISCONMECTING ALL BRIUGES AETHEEN UNCLASSIFIED AND CLASSIFIED

NeTWOKKS s SUCH AS SECURE MALL GUARD (5MG) BETwEEN UNCLASSIFIED AND

SECRET LANS.

2. (uU) POINTS OF CONTACT: NORMAL DUTY HOURS, PUC (b) (6)
(b) {6} COM™ (808) 477=-4221. AFTER LUTY HUUKS, CONTACT THE CDU AT D3N
41T-=TL27T//
CLAY: RADM MO3LEYs J-3i REASON: 1.5(A)j DECLON: 8 FEB OB i
Ch ‘
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