(o)(3):10 USC
424 (b)(3):50
USC 302afi)..._




(b)(3):10 USC 424,

(b)(3):50 USC 3024(i)
e INOFORN-
(U) Table of Contents

(UHFOUD) ExecutiVe STIIIRATY ..o oo i s sorsis e i s b s L3 assasasssnnsn 3

UL TR0 WO Y I O RCRRU O TMMNU 5o e A S R S A 6

(UHFOUO) Tipict ASSORRITBIE. v i i o s s i i e e 9

(b)(1),1.4 (c)
(U//FOUQ) Annex A: Terms of Reference ..........cococevvvvineivvcniiininiiininsnssnecsscsssninniin 19
; fFO -1 N S g 22
(;gfg 31?3?;25 (U/FOUQ) Annex B ’
USC 3024{f), ™ oe_{ —

OA  (U/FOUO) Annex C:

................. 24

(U//FOUO) Annex D 27
(U//FOUQ) Annex E;

‘ A2
(U//FOUQ) Annex F:’

....36

(U//FOUQ) Annex G: Distribution ........................... 39

()(3):1 t; USC 424,(6)(3)'50 USC

3024(i).{0)(T}A)
/ ANOTORN
7 2

(b)(3):10 USb 424,
(bX(3):50 USC 3024(i)



gkl

Pages 4 and 5 are withheld |
1in full and not included.

il

L G S 2 R LR R RS

S
f=
'¢"
e
i

syl
s 4
eraal-
brt
B

i

i

IR SRR R S R AT AR




Pages 7 and 8 are withheld in
full and not included. (b)(3):10 USC 424,(b)
(3):50 USC‘-.{3024(|)

FOP-SECRET| INOFORN-
{b)(1),(b)(3):10 USC
, 424 (b)(3):50 USC
(U) BACKGROUND: 30240} 14 (0
w | |a former NSA contractor
compromised [from NSA Net and the Joint Worldwide Intelligence

(0)(1),(b)
(3):10 USC

424 (bY3)yB6-+ ——

USC 3024
(i),1.4 (c)

(b)(3):10 USC
424 (6)(3):50
USC 3024(i),
(b)T)A)

Communications System (JWICS). On 6 June 2013, media groups published the first stories
based on this material, and on 9 June 2013 they identified the source as an NSA contractor who
had worked in Hawaii.

o (U/FOYO) On 11 July 2013, LTG Flynn directed establishment of the Information
Review Task Force 2 (IRTF-2) to acquire, triage, analyze, and assess all DIA and DoD
compromised information.

o (U/AS%E6Y Since 11 July 2013, IRTF-2 has led a coordinated DoD effort to discover,
triage, and assess the impact of non-NSA Defense material from NSA holdings of
compromised data.

(U/FOTOT As of 18 December 2013, the federated IRTF-2 assessment community includes:
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(U) As specified in EO 12958, as amended, information may be classified at one of the following
three levels:
e Top Secret shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause exceptionally grave damage to national security.
e Secret shall be applied to information, the unauthorized disclosure of which reasonably
could be expected to cause serious damage to national security.
e Confidential shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause damage to national security.

(U) By CI Damage Definitions®

{(U) Responsibility for national assessments was assigned to by the Counterintelligence
Enhancement Act of 2002 and reaffirmed by the Intelligence Reform and Terrorism Prevention

Act of 2004
(U) Four Major Categories
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Headquarters, U.S. Air Force
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|U.S. Coast Guard

U.S. Africa Command

* [US. Central Command
U.S. Cyber Command
U.S. European Command
U.S. Northern Command
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