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_Editorial

The other day we saw a phrase that we
haven’t seen for a while: "paperless office.”
It was a popular term a while back, and was
sometimes called the "paperless society.'" It
was used to refer to that future day when all
paper would be replaced by some other media,
such as cathode ray tubes (TV) or other
display devices.

Just to see 1f something was happening that
we hadn’t heard about, we took a stroll
through the local supply room. The shelves
were still filled with paper supplies, and
with things that make marks on paper.
Looseleaf notebooks seem to disappear from the
shelves as fast as the supply folks can stock
them. One can still hear serious debate about
which brand of '"white out" does the best job.

Erasers, paper clips, rulers, IN (and OUT)
baskets, sheets of press-on letters,
scissors...the 1list goes on and on. Paper

does not seem to be on the way out just yet.
Not around here, anyway.

There is a growing sentiment that we will
never reach that paperless state. It is not,
after all, a question of technology. In a
recent survey of computer editing systems, the
authors finished with the somewhat guilty
admission that, in the preparation of their
report, they had consumed just under a mile of
paper. We have no statisties to support it,
but we have the distinct impression that we
are using more paper per capita, not less.

New technology does not have to replace the
old; it sometimes finds its niche alongside
the old. Office automation seems to be aimed
at getting machines to write down, on paper,
what used to be written down by some other
method, on paper. Some people think office
automation will use more paper, not less.

The next time you wander through your
favorite supply room, take a close look at the
tiers of forms arrayed there. Do you think
they will ever go away?
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PART ONE: CONCEPT

byl —l

he National Security Agency Sclen-
@\ tific Advisory Board just published
a Report on Wetworking Architecture
which should be of apecial ipterest

—-EQUQ)_ to you 1if you are a user of termi-
aals and computers. It recommends that we
develop an architecture which wmakes {t possi-
ble to put effective acceass te data and com—
puting within reach of every analyst who can
use it. I would broaden that te include pro-
graumers, managers, techoical staffs, and the
hundredg--perhaps thousands-—of people who
deal with finance, training, travel, supply,
and other essential support. services both here
and in the field. UI5 (Usera’ Interface Sys-
tem} 1s that architecture and the subject of
this talk.

“Pee3- It seems to me that there are at
least three questions worth asking about UIS:

1 Firet, what 1s UILS? In many respects,
this fa the easieat question to answer and
we will do that in the aext hour.

[} Second, why should you care about some-
thing called UILS, anyway? The anawer ig
you shouldn’t if you work in total isola-
tion and don”t have anything to do sith
vhat wost ¢f the Agency does. If, how-
ever, you--like moat of us--have some part
in the total information flow from collec-—
tor to customer and belleve--as I do—-that
there {s atill room for improvement in how
you as a user access, handle, and process
the information you deal with, thea you
have a2 vital intevest in UIS.

USER INTERFACE SYSTEM

“SECREE-

P.L.
A Jjolot paper preseated at the October
1982 Meeting of CISI.
{} Third, what’s a UIS good for? A couple

of years age we went all over the Agency
and asked people what they chought they
needed to do thelr job becrter or make
their job easler. This is what UIS is all
about and we will be talking mpuch wmore
about that, both Inm the next hour and im
the weeks and months ahead.

~+POug)- Let me digress for just a moment so
that much of what I gsay later will make more
gense. 1 happen te believe that the way we
usually state our rcequirements for whar we
need is largely iunadequate. We as ugers (and
we’'re all users {no ane way or another) often
have aome specific end result in mind such as
the way we want to see thiugs oo a screea, the
way trafiic should look when we get i1t, the
processing steps needed to handle it, who gets
it next, aand so on. From talking with
analysts io A, B, and G, I am convinced they
undergtand and exploit the use of computers
for their work very, very well. 1In other
worda, we have some pretty clear ideas about
juat what it is we da today, what we need to
do it, aud in many cases, what the hardware
and software ought to provide us to let us do
more, or do Lt better. When we Lry to project
our future needs, however, it is often with
the migtaken ildea that we should be able ro
specify and build a turnkey sclution wich the
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same degree of certalaty--the "big bang"

theory of building systems. Instead, we end
uwp with a detailed specification of a change-
able, uncertaim, future need. We run into
trouble because the system development process
and the amnalytic process are very similar.
They are both learning experiences: prototyp-
ing, teating hypotheses, and (eedback are
vital. We bulld upon the results of our

. experiences both successful and unsuccesaful.

It really is more of a process than an event.
| Idescribed it well in his talk to
IS1 last May when he talked about the impor-

tance of prototyping and feedback——-and cthe
shorteomings of the requirements process—-
developing TSS software for analysta. [1]

. POUOr Somehow we have gotten into the
practice of specifying requizrewments in global,
abstract, artificial, functiopal, and some—
times meaningless terms when we. attempt to
fully define a solution "up front" to a prob-
lem we doo’t fully underatamd yet. The end
result, T think, 13 that the system designetr
is often unclear about what he 18 trylng to
bulld and the user, the analyat, the cuatomer,
i1s unclear about what he 1s getting. The user
thinks the acreen is going to be formatted one
way and the designer does it some other way
because the requirement simply says there will
be 3¢ many protected or unprotected fields of
information, certain "functional" capabilities
for manlpulating the information, and perhaps
a performance speclfication of some sort--all
of which has little weaning in the only terma
thet count--nemely satisfying the end user.

PBe—Both the customer and the designer
have done their best, given the requirements,
and yet the result is not sacisfactery.

G REREE—

TFUUUT The best recent example of dealing
with the right kinds of requiremeats in the
right way 1s the A2l graphics project.

=Po¥8— To overcome the language barrier
between analysts and systems designers, more
than 1,500 mock-ups were constructed so there
could be no doubt about what the analyst
expected to gee and what the designer expected
to produce. There was a aolid basis for
building the system based on a common under-
standing of the specific desired end result.

{58889~ What doea this have to do with UIS?
We need to do more prototyplag. We need to
involve the user rthoughout. We n2ed Ete be
building systems which readily adapt to chang-
ing needs--not ignore or refute them--or even
worae, rtequlre the end user to coatinually
adapt to a rigld system conceived yearas ear-
lier. UIS is designed to change and adapt to
change where 1t matters most: with the end
user—-—with pecple. I am interested in the end
result of UIS, which we are going o describe,
and not in some absgtract philosophical cop=-
cepts I am geing to be asking you to consider
UIS in terms of your job as an analyst, a pro-
graw@mer, s manager, or whatever. I am goiong
to invite you to offer any suggestions you
might have now or later and 1 hope you will
want to work with us as we begin to develop
UIS and make 1t real. I would ask you to
think in terma of end results--in the most
practical terms that youw can of what you
really need and how you would like to ses it
worlk.

~+EOU3)- By the end of this century we will
have & complex network of people, cowmputers,
and communicatlons to do the SIGINT job and
virtually everyone will be a part of it in
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some way. UIS 1s the next vital step in the
evolution that began with timesharing many
yearg ago, continued with the development of
the PLATFORM network and the GTSS/UNIX Termi-
nal Subaystems, and the now-ubiquitous
(almost) user terminal. The end of the cen-
tury isn’t that far off.

“(Fot0) Having set the stage, I will talk
about UIS especially from the user’s potint
view (to the extent that I can) andlﬁl
will talk about the UIS architecture itgelf

(now 1t“s glued together) and our plana for an
actual prototype beginning this year.

P.L. 8&-3¢

Goals, Definitions and Architecture

Feves UIS 1s the means of bringing closer
to the user convenlent, affordeble, interac-
tive, and personal access to the Agency’s com~
puting, communications, and data base
resources.

“Fe86r The stated “formal” goal of UIS is
to enhance user productivity by providing
timely delivery of lanformation and immediate
access to required data, computing, and human
FEBOULCES.

—#6U03- Who 1s the UIS "user" anyway and
what 13 his job? This model of the SIGINT
data flow system contains many functilons
(except for the "support” functions I men-
tioned earlier), all of which are performed by
what I consider to be potential UIS users.

Fo¥0? To place the UIS corcept ln perspec-
tive in relatfon te the flow of data through
the Agency, this generalized model of the
real-time SIGINT sysrem {used by Mr. George
Cotter in a recenk CISI briefing) shows, 1o
the horizomtal direction, the flow of data
from collectors to processors to product data
bages to consumeraz and, in the vertical direc—
tion, the interaction of users with the data
flow and the processors. NFAS (NSA Forwarding
and Access System), the subject of & later
briefing, 1a our uetworking architecrture
which 48 concerned with the horizontal axis of
this model; UIS applies to the vertical direc-
tion.

—P8B65- A blow-up of the right-hand portion
of Mr. Cotter‘s model 18 a falr representation
of the UIS architecture.

—£PoBe> Simplifying this diagram and putting
other labels on the boxes produces an archi-
tectural model of Ulsg,[:::E::::::]wlll treat
this in more detail’ in his portion of the

talk. ‘
P.L. 86-36

Techoology Issues

—+Pe80r UIS, 1in continuing the trend of the
past decade to move data and processing power
clogser to the end uset, will take advantage of
state~of-the-art technology as it becomes com-—
mercially viable.

=P680) The key to UIS-~the personal
computer--will soocn have greatly increasged
computing power, internal memory, and disk

Other devices included 1in
UIS are graphics cowmputers, word processors,
and office automation equipment. (Throughout
this talk T will intentionally use the term
"personal computer'" to include these varia-
tions.)

storage capaclty.

—+Fot0r Coupling this end-user power with
networking and awitching technology will
place, under the direct control of the end
uger, the capability fer him to control nearly
all of his processing and data access require-
ments.

—{Pebe)~ HNetworking and packet switching
technology will allow the user to access data
bases and processing on other Agency mainframe
computers, to communicate with other users,
and 1in general to expand his horizons beyond
his desktop to the entire SIGINT system.

—+¥over UIS hoat computers will provide a
complete ser of user services such as acceas
to PLATFORM and PLATFORM rescurces. Addition-
ally, the UI$ host will provide data storage
and wmanagement facilities, data conversion and
reformatting services, meil, file archiving,
security, and other support for various com—
munities of users and a variety of general
utilities.

—PoHer The resulting "layered” or distri-
buted processing enviroonment made up of per-
sonal computers, ULS hogt computers, and main-
frame cowputers will form the basis for a
dramatic change in the way mogt of us will
work.

The Key to UIS

<o The personal computers--or, as they
are known 1o UIS parlance, Terminal Worksta-
tions {(TWSs)--are the primary elements which
will bring about the change frome existiang
methoeds of working to the ULS environment.
Only recently has the cost of personal comput-
ers decreased sufficiently to make them an
affordable resource for most Agency personnel.
Experts predict that the price per terminal
will fall to a point within the next five
years that a productivity improvement of only
8 to 10 percent will justify the ifpvestment of
one~third of a person’s average annual salary.
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Today that’s about $9,000. However, {t 1is the
opinion of these same experts that a signifi-
cant (15-50%) productivity gain can be real-
ized from a large portion of the Agency’s
workforce as they convert to a UIS environ-
ment . .

—(F666) Just what 18 meant by a Terminal
Workstatlon in UIS terms? Briefly, a TWS is a
personal computer with sufficient local
memory, disk space, display capacity, and com-
munications support to provide the user with
local computing power and, when needed, to
connect him to a more powerful machine--a UIS
host or the PLATFORM network and the Main Com-
puter Complex. The TWS will be running under
UNIX or at least a UNIX-compatible multitask-
ing executive. The UNIX user interface, the
file structures, the interprocess communica-
tion, and the shell environment are all essen-
tial elements. Additionally, the TWS will
support, at a miniwmum, the C compiler and the
BASIC interpreter. PASCAL may also be desir-
able as well. The current recompetition for a
replacement of the Agency standard terminal
(the Delta Data 7000T) is designed to acquire
a personal computer of the type  just
described. -

+£086)- Personal computers (although not
wlith the capacity or the cowmpute power
described above) have been iIn use at the
Agency and have been experimented with for at
least three years as part of a program ini-
tiated by Mr. Kermith Speferman to explore
this new dimension in computing. During this
period much has been accomplished, spearheaded
by the Pl organization, primarily in the areas
of cryptanalysis and traffic analysis. Most
of this work has been designed to determine
just how useful a personal computer can be in
running ‘programs previously available only on
large mainframe computers or to do work done
by hand at the analyst’s desk. All of this
early experimentation was done primarily in
a stand-alone mode (Stage I, 1f you will)
although several of the personal computers
have been hooked up to Terminal Subsystem
(TSS) hosts (PDP-11/70s) and thus were able to
access data bases on other systems. Analysts
have used this facility to transfer data to
the personal computer. This was ‘Stage II in
the evolution of the application of personal
computers.

—PoBe-UIS will lay the basis for develop-
ment of Stages III and IV. People do not work
in isolation. Sharing of files and programs
and communicating with each other 1s neces~
sary. The prototype of the Stage III working
environment 1s being developed in the TSS of
today. UIS will build on this work, marry it

to the power of the personal computer, and
provide a new host with enhanced capabilities.
Stage 1V will be accomplished when analysts
worldwide

through UIS terminal workatations can directly
affect (and be directly affected by) the flow
of data from the collectors to the product
data bases and on to the consumer.

X080 Moving increased computing power
nearer to the end user will cause a steady,
but inevitable and vast, evolution to occur in
the way data 1s stored, .processed, and
accessed. The nature of the Terminal Worksta-
tion 1s so different from the directly-
connected terminals now in use, that we will
be forced to rethink our most basic and tradi-
tional ways of moving, storing, and manipulat-
ing information. I cannot emphasize this
point enough! The TWS reduces the dependence
of large numbers of users on central proces-
sors and central data bases. Data processing
and data storage and access can now be scat-
tered in a large number of locations accessi-
ble to large numbers of people and processes.
The tough challengé that DDT faces in imple-
menting - UIS 1is matched by the equally tough
challenge faced by DDO (in particular) of
applying the technology to best advantage once
implemented. There is already a good deal of
work going om in Pl, A3, A6, B2, BS5, B6, G3,
and elsewhere which is leading in this direc-
tion. i .

The User’s View: A UIS Scenario

PO Several times in this talk, asser-
tions have been made that UIS will cause a
change in the way the user works; will cause a
change in the way we move, store and manipu-
late data; and will challenge all of us to
derive the maximum benefit from the imple-
mented technology. To dramatize the differ-
ences between the system today and the system
as it should be under UIS, a scenario describ-
ing the way a user might operate under UIS
follows. The person described is a composite,
if you will, of all the analysts, reporters,
transcribers, flow managers, programmers,
gecretaries, office staffs, and managers who
will be users of UIS Terminal Workstations of
various kinds. But, within the scenario
describing our general analyst®s day, will be
some of the things you might do.

€<FO¥e>-0Our UIS TWS user arrives at his desk
and powers up his personal computer. The gys-
tem will ask for his personal ID and password.
Once the system 1is satisfied that the user {is
who he claims to be, the user will not have to
identify himself to any other computer he may
wish to connect to during the day; his TWS
will pass his verified identity to any other
computer requiring it at the time of connec-—
tion. The other computer needs only to deter-
mine that the person requesting access has
been granted access permission. Specific file
access on another system might require other
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—POH0r He might select frowm hls menu the
function that would allow him to Bcan the
traffic that has accumulated for the past 24
hours and edit some of 1it, discard some of it,
or copy some of it for later use as part of a
report.

MAIL MENU

1. HELP

2. SEND MAIL

3. VIEW MATL RECEIVED
4. TELECONFERENCE

.

20. RETURN TO MAIN MENU
21. SYSTEM FUNCTIONS

ENTER # OF SERVICE
& PRESS RETURN KEY:? (20)

#8889 He might select from his menu the
function that would allow him to send an
informal message to another analyst halfway
around the world or to read messages sent by
that analyst to him. Given that tlme differ—
ences are not too great, he might even enter
into anm iInteractive coaversation with the
other analyst.

SPECIALIZED REPORT FORMAT
MENU :

1. HELP

2. RECORD MESSAGE (UMPS) FORMAT
3. USSID ###f FORMAT

4. KLIEGLIGHT FORMAT

5. TECHSUM FORMAT

6. PROCUREMENT REQUEST FORMAT
7. PERSONNEL SUMMARY FORMAT

8. LEAVE REQUEST FORMAT

9. TRAINING REQUEST FORMAT

20. RETURN TO MAIN MENU
21. SYSTEM FUNCTIONS

ENTER {# OF SERVICE
& PRESS RETURN KEY:7 (20)

+Foo—He might select Erom hils menu the
function that would provide templates of any
one of the hundreds of formatted reports we
produce daily. After filling in the necessary
information and correcting any errors, he
would transfer 1t electromlcally to one orT
several people for coordination/comment. Get-
ting the commented versions back electroni-
cally, he would make necessary changes and
transfer

the report to the person authorized to release
it. Upon release, the report would be distei-
buted electronically to all designated recil-
pients, people who would read the report and
take action or computers that would use the
report as an update to some data base.

PROGRAMMERS MENU

1. HELP

2. ¢

3. BASIC
4. COMPILE

5. TEXT EDITING

20. RETURN TO MAIN MENU
21. SYSTEM FUNCTIONS

ENTER # OF SERVICE
& FRESS RETURN REY:? (20)

POt If our user is a programmer, he
might select from his menu the function that
would allow him to generate a program or to
revise a program which he had entered earlier.
He would have the necessary support functions
to enasble him to design and plan the program,
properly format the input, and document the
regults. Given that the language he uged to
program was one recognized by the TWS (BASIC,
€, PASCAL, etc.}, he could ensure that the
program was syntactically correct before con-
necting to the host or main frame for compil-
ing or execution.

REMOTE ACCESS MENY

l. HELP

2. CONNECT TQ SOLIS

3. CORNECT TO ULTRAMARINE
4. CONNECT TO CARILLON

20. RETURN TO MAIN MENU
21. SYSTEM FUNCTIONS

ENTER # OF SERVICE
& PRESS RETURN KEY:?7 (20)

—FOH6 Our typlcal user might select from
his menu the function that would allow him to
conveniently and interactively access several
computers where Information was stored.
Required informatlon could also be brought
back to the TWS and used to answer a query,
become part of some report, or simply be =z
working aid of some sort.
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OFFICE SYSTEMS MENU

1. HELP

2, CALENDAR

3. MESSAGES/MAIL

4. MEMOS

5. PHONE BOOK

6. TEXT EDITING

7. SPELLING CHECK

8. NOTES

9. ACTION/SUSPENSE FILE

20. RETURN TO MAIN MENU
21. SYSTEM FUNCTIONS

ENTER # OF SERVICE
& PRESS RETURN REY:? (20}

-“POU8> A manager might select from his wenu
the function that would allow him to examine
his calendar for the day and & suspensefaction
file of 1tems that should be completed. A
request for any mail (to inclyde administra-
tive messages, personal notes, reports for
comment/concurrence, etc.) would bring a list
of ftems to his attentlon appropriately prior-
itized by his secretary or staff. His
decigsion-making process 1s helped throughout
the day by sgelecting from the menu functions
that allow him convenient access to data
containing technical, budget, planning, per-
sonnel, and management information.

POH0 At any time during the day, 1f the
TWS is powered on, any computer in the SIGINT
gsystem could send information directly to the
TWS. When recelved, the user would be noti-
fied and he could take appropriate action.
This facility could be used to update the
uger’s work queues, to alert the user to the
arrival of high Iinterest traffic or mall or an
incoming OPSCOMM, or fallure of a critical
program 1in the flow. It 1s a means to get
real-time, human interactlon into the flow of
the SIGINT process. These brief and highly
gimplified scenarilos highlight several advan-
tages that the UIS concept has over today’s
operation:

[1 UIS 1is capable of beilng tallored very
specifically to each user while, at the
same time, taking advantage of general
utilities common to all users.

[] ULS does not depend on the 100% availa-
bilty of the MCC or UIS Host systems for
the user to do useful work.

[1 ULS Terminal Workstaticuns will provide
powerful computer capabilites and data
storage facilities convenlently and
directly available teo the user.

[l UIS will provide convenient access to the
reat of the SIGINT system when required.

1 UIS will not only allow the user to
affect the system but allow the system to
directly affect the user, thus establish-
ing a continuous feedback loop between the
user and the system.

Planned Evolution

-FeB6) It 1is not enough to provide an
architecture and an operational concept. This
briefing and the many papers that have been
writtean (and will be written) are designed to
present the UIS concept to a wide audience so
that systems . designers can begin to incor-
porate ULS concepts in their designs. But it
is not enough to hope that the UIS concept
will be Jlmplemented through the efforts of
many project managers. There is technology
that mwmust be developed {or acquired) and
demonstrated. The UIS technology and tech-
niques wmust be demonstrated in an operaticnal
prototype and the real challenge of the prob-
lems posed by a distributed data processing
environment must be solved. T&44, with DDT’s
approval and with considerable help from other
organizations throughout the Agency, hopes to
introduce a ULS prototype within the coming
year where the system designer and the user
can collaborate to produce a functioning UIS
environment. We have already begun to work
with Pl analysts and others to see which
"real" analytic problems we should be address-
ing first. If any of you would care to make
any suggestions or want to know more about
what we are doin I invite you to get in
touch with me. [:Ef:::::::]w;11 be describing
some of our early plans for the prototype in
the second half of this briefing. "~

P.1. 86-36

1. | PTSS( Revolution, Cryptolog,
Sep 1982, pp. 8-12.

LBy bt R A1
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"~ PART TWO; ARCHITE
by,

+¥oHe>r Wow that Tom has told you what UIS
is for and how it has gotten to where 1t is, I
will tell you how it 18 made up. I intend to
cover the Architecture (how 41t all fits
together); the technology which wakes it pos-
sible at this point in time; the components
(some of which already exist) which make up
UIS; our approach to making UIS real in all
its aspects; and especially the UIS Prototype,
which 1s our initial move in getting UIS where
we want 1t to be.

+E0Uo)- This is the basic UIS Architecture.

It coansists of three main levels of com-
ponents, with intercoonection between these
levels.

(FBb6+ At the outer level (closegst to the
user) we have the User Cowmponent which 1s
where all private data and applications
reside. This 1is the user”s private workspace,
to be treated rather like a desk, chair,
phones, file, and scratchpad would be used
today; it will provide as much data storage
and computer power as we can afford.

+FoBe— At the intermediate level we have
the Community Components, which 1s where the
individual user comes 1into contact with his
fellow workers. It 18 here that data needed
by more than one user 1s stored (e.g., a
calendar which an executive shares with his
secretary, or a frequently-used operational
data base). In addition to the sharing func-
tlon 1t 1s at this level that support to

users, above and beyond that which the
User Component can provide, 1s available
(e.g., flle archiving, high-quality printers,

extended computing power).

—£POHe— At the innermost level are the Glo-
bal Cowponents, the major computer complexes
in the basement. These must be accessible by
the user through the other elements of UIS,
and we do not envisage that they will change
significantly because of UIS.

~«PoBO> There are two levels of connee-
tivity, the Community Wetwork, the element
which connects the user to his Community Com—
ponent and to other users, and the Backbone
Network which connects all major components.
While there is only one {(logical) Backbone
Network, there are many Community ¥Networks.
The function of these components will beconme
clearer later in the briefing.

| user cowmponent |

| user compenent |

| user component |

/ Community network \
A /
I I
| |
| Community component | | Community component |
| i i
| |
| \
/ Backbone network \
\ /

I
J

| global component | | global component |

ULS ARCHITECTURE CONCEPT
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i PDPI1 GISS | [ PDPIL GTSS |
I I i |
|

PLATFORM

I I .
| CARILLON | { HOLDER |
I I I

—— -

UIS ARCHITECTURE NOW

—Febe) I1f all this sounds too ethereal, let
us look at what we have today and see how
closely it corresponds to this architecture.
As you can see the Global Components are in
place, as is the Backbone Network, {in the form
of the PLATFORM network. The Community Com-
ponents are repregented by the existing
PDP ll-based GTSSas, which are the starting
point for the full Community Componeats but
also contain the Community Network and User
Component facllities, because these are ounly
point-to-point 1lines and "dumb" terminals
respectively.

(EoUQ) The next few slides show how we
expect to develop from where we are pow to
where we hope to be at the ead of UIS.

POWERFUL
i( Y|  PERSONAL | ( 3
K y|  COMPUTERS |( )l
I I\ {1 A
\ /
{ SWITCH |
| I
f\
| ®epP1i GTSS |/ \| PDP1l GTSS |
: { I
[ |
I i
/ PLATFORM \
\ /

[ .
| CARILLON | | HOLDER |
| 11 I

UIS ARCHITECTURE
THE POWERFUL PERSONAL COMPUTER

—£Poge+ The first item to be tackled 1is to
replace the "dumb" terminals with Powerful
Pergonal Computers (PPCs) and .thus greatly
expand the local processing and storage availl-
able to each user, literally on his desk.
This process has alveady begun with the use of
a varlety of PCs 1n wany different organiza-
tions within NSA. I“1ll talk more about the
technleal characteristics of these devices
later but as far as the user 1as concerned the
Powerful Persgsonal Computer, 1mplemented as
what we call the Terminal Work Station, is the
bagis for the User Component. It will provide
the user with local, affordable, available,
and private computing resources——it 1s his own
machine, with sufficient storage for his
private data, procegsing power (and, of
caurse, software) to satisfy, say, 90% of his
computing requirewments and, when the Terminal
Workstation needs it, access to larger comput-
ers, to other data, and to the worldwide net-
work of users.

~FOH9r As a starting point, the Terminal
Work Station will run the UNIX operating sys-
tem and so will have available to 1t many of
the applications currently used on the PDP 11
GTSSs~-one notable exception being the RARD
Editor, which will be replaced by a Word Pro-
cessing package native to the TUS dltself.

~“FoU03- As a first step towards {ntroducing
the concept of a Community we shall reduce the
reliance on a single host by means of a asimple
switching function, implemented either as a
diglital switch or using sowe early offerings
in Local Wetworking.

o POWERFUL .
I¢ ¥l PERSONAL { ¢ Y|
i€ Y| COMPUTERS | ¢ y
i | I |
{ |
I I
/ LOCAL, AREA network \
\ B {
| !
! UKIX HOST { | SPECIALIZED HOST |
I 1! I
!
|
/ PLATFORM \
\ /
| !
R N
| CARILLON | [ OCEANFRONT |

ULS ARCHLITECTURE
COMMUNITY NETWORK AND SUPPORT
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—FoH6—This extended local power has to be
linked to the Community-level components in a
much faster and more flexible way than we have
at present. This will be achieved by means of
the emerging local Area Networking technology
(of which more later). We are looking here
for more than mere connectivity; we are look-
ing for some measure of intelligence in making
decisions as to which hardware component at
the Community level a User Component needs to
connect to. (If a user wants to archive a
file, it 1is no good connecting him to the
print server!)

«“Fo¥6 The development of the Community
Component will be somewhat slower, relying
initially on the existing TSSs and their look-
alike replacements. By supporting UNIX in
both the PPCs and the Host, the transition
from Host software to Terminal software will
be accomplished over a period of time. This
will be hastened by the Inclusion at the Com-
munity level of certain specialized proces-
sors, of which the most obvious are the Data-
base Machines as typified by the Britten-Lee
IDM-500, with which T3 1s currently experi-
menting.

“FoH69)~ Extending the idea of reducing our
dependence on a single host, we shall intro-
duce at this stage the 1dea of a file server
which holds Community files; when a wuser
requires processing and data, he is allocated
to any available machine and the file server
stages the required data to that machine. One
may even wish to consider whether interactive
connection between the User and Community lev-
els should be replaced by a transactional pro-
tocol. In the long term one can concelve of
the Community Component as evolving from a set
of General-Purpose Processors to become a col-
lection of specialized processors.

_ POWERFUL
| ¢ )| PERSONAL I ¢ )
| ¢ )| COMPUTERS | ¢ )|
I [ ___ |

| ]
I I
/ LOCAL AREA network \
\ /
| -
| UNIX HOST | | GATEWAY |
| - | J 1
]
| -
/ PLATFORM \
\ A
[ |
I N
| CARILLON | | OCEANFRONT |

UIS ARCHITECTURE
ACCESS TO GLOBAL RESOURCES

—FO86> A major limitation of the previous
phase of the development 1s the necessity of
passing through a general-purpose processor to
get to the Global Components. This would be
made easier by including a speclal-purpose
machine at the Community level with the job of
handling the gateway function from the User to
the Global levels. This in itself is a major

undertaking.
. POWERFUL
I (¢ 3 PERSONAL I( )
1¢ ) COMPUTERS I( )|
| | ! |
[ [
I I
/ LOCAL AREA NETWORK |
|
| ! I |
I | | |
| UNIX HOST | | DATABASE MACHINE | | |
[ i | | |
| |
I [
I |
/ PLATFORM |
\ |
| !
S P N R
| CARILLON | | OCEANFRONT |

I I I _
UIS ARCHITECTURE
THE USER’S DREAM

Fo0r If we continue with this trend, the
Community and Backbone Networks merge. It may
be, however, that this 1s more a Utopian dream
than an achilevable goal, though it must always
be our aim to make the network appear to the
user to be one cohesive whole rather than a
set of mazes to be negotiated only with
gkilled navigating.
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| USER COMPONENT |

I I

| USER COMPONENT |

| USER COMPONENT |

I
I
| COMMUNITY NETWORK | |
I

| COMMUNITY COMPONENT |

! I
I

| COMMUNITY COMPONENT |

I I

[ l
|

GATEWAY |

| _

| | COMMUNITY NETWORK |
I

I

I
I
I
I
I
I
|
I
I
I
I
! I
[

/
\

BACKBONE NETWORK

\
/

| GLOBAL COMPONENT |
I |

I
| GLOBAL COMPONENT |

| MANAGEMENT COMPONENT |

PO8e> Clearly these phases will overlap
consliderably so what we actually end up with
1s a configuration more like this one; the
elements of the previous slides can still be
seen as individual entities however.

k089> A new element, one which is vital to
UIS but which I won’t say much about today

(mainly because we haven’t defined it very
well yet), 1s the Management component. This
is where the system 1s monitored, controlled,

and kept healthy. Although shown here as a

L
G e
A
v SEAVER
O/A A
~
€ cotvs
5 INTCRFACE
Y
"

single box it 1s likely to be a fully distri-
buted function (when we can figure out how to
build it).

—FeHe— A typical UIS Community will look
rather like this (below). As well as the ele-
ments described so far there will be specilal-
ized VUser Components supporting Graphics,
interfaces to dedicated Office Automation net-
works, and local print facilities. This is
just a redrawing of the earlier conceptual
slides with some real names on the components.

<u.~Nms>

TWS

CommuriTy NeTwolle

&
“T‘ G-ENEAAL v " DATA
fo Puprost ISP"‘:"“"!’ BAse A T
b ProcLssoR PRéc1s0 R PARCINVE L
CorMUNITY
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TECHNOLOGY /COMPONENTS

Fo9¥6> Having looked at the architecture,
we turn to the question of why now 1is the
right time to be making a big push for the UIS
idea. After all, there is nothing particu-
larly revolutionary in the ideas; they develop
out of existing systems and the natural course
of technological advances.

<FeY6) The important thing at this time is
that the technology 1s now becoming available
to allow us to move usable processing nearer
to the user 1n a cost-effective manner. This
18 a continuation of a long transition from
central batch processing, through remote
access, GTSS systems, and networking to the
emerging use of personal computers. The key
technologies needed to realize the UIS concept
are Powerful Personal Computers and Local Area
Networks. Community Support Processors, while
not 1in themselves new technology (they are
developing 1n a steady progression from the
existing GTSSs), are essential components of
UIS and thefr form and function will be modi-
fied by the increased use of the PPCs and
LANs. Global Networking we already have and
will need to exploit and expand to support the
UIS method of working.

£FoU¥g>» Let’s now look at some of
technologles in a little more detail.

these

TECHNOLOGY/COMPONENTS
Powerful Personal Computer

Keyboard/Screen

Powerful Microprocessor

At least 256Kb Memory

10 Mb+ Winchester Disc
Communications Interface/Software
Tempest

UNIX

Word Processor Software

Data Base Support

€roY0)r- The PPC which we can now purchase-
for around $10,000 satisfies the definition
gilven here. It 18 no accident that the
specifications of the UIS Terminal Workstation
and the Agency standard terminal to replace
the DD7000, known and loved by so many Agency
personnel, are so similar.

—PeHOY> You will notice that the memory
requirements (both main wemory and back-up
storage) are large—-some people say too large;
this 1s a natural (and relatively cheap)
response to the information explosion. We
have never had enough storage on any computer
(and probably never will have) but at least
the responsibility for the organlzation of
this storage 1s totally with the user.

=FQUQ) TEMPEST is a restrictive but neces-
sary requirement.

—LEQUSY- As we have mentioned earlier, we are
looking to a PPC which supports the UNIX
operating system or something which looks very
much Iike {t. This will give the dual advan-
tages of portability of the current TSS
software and of user familiarity.

£FoH6r The communicatiouns interface, prop-
erly supported by vendor software, is another
key element allowing the user to access the
remainder of his world.

“FOBOr We are looking for an extensive
amount of vendor-supplied software in addition
to the ability to transport UNIX-based
software from the GTSSs.

~££686 A device such as that described here
could not have been purchased a year ago-
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TECHNOLOGY / COMPONENTS
Local Area Network

@® GHardware is availlable and cost effective
@® Software is developing
@ Tewmpest

—Fe¥69— Local Area Networking technology
{needed for the Community Network) is somewhat
less mature than PPC technology. It is grow-
ing apace and many vendors are pushing their
hardware. Clearly, this 1s the rechnology we
need and will get; equally clear, however, 1s
that we can’t buy the software (malnly the
implementation of protocols) needed to give us
the necessary functionality.

o3 To UIS the Community Network has
more than just a switching function; it is the
weans by which the User projects his image to
the world. For instance, most current PPCs
come wlth an asynchronous communications
interface running at around 9.6 Kb; this makes
the PPC look to hosts like a dumb terminal.
What we need, however, is to make the PPC look
like what it is: a computer with high-speed
file transfer and other sophiaticated capabil-
ities. The ability to drive data into the TWS
without the user having tc control the trans-—
fer 1s a key UIS function, needed to support

overnight offloading of data from the more
centralized processors, for instance.
Clearly, this goes well beyond what 1is

currently availlable 1in the Local Area Network
marketplace, and requires changes in the con-—
nection strategy of the PPCs and the Hosts as
well ag the LAN technology--but it is still
part of what a user conslders as the network.

TECHNOLOGY /CCMPONENTS
Community Support Processors

@ PDP i11/70 now
@ Replacement Host
@ sSupport for 100 terminals
@® How many PPCs?

(FOHe—The existing GTSS has served us well
and will continue to do so, as will 1its
immediate successor which 18 now belng con-

peted for. Existiog applications will con-
tinue to be run but will steadily be replaced
by applications iIn the PPC—-these may be
copies of the same scftware in the TSS--and by
speclalized precessors.

«POH6 Current PDP 11/70s support up to 32
directly-connected users; the replacement Host
will support perhaps 100. By implementing UIS
we hope to extend the support to several hun-
dred, of whom only a small proportion are
actually using Community resources at any ane
time, thereby enabling Communities to be
exactly what they need to be--all users who
work together--no longer belng restricted to
the 32 terminal users of each system.

=9 Incidentally, you may notice that we
haven't explicitly defined what we mean by a
Community. This 1s about the closest we have
come. This is not an oversight. We believe
that UIS should allow the Users to decide what
they want to constitute a Community, which may
be as swmall as an individual office or as big

ag all analvsts] L

EO 1.4.{c}
TECHNOLOGY/COMPORENTS S6-36
Global Networks

PLATFORM

Theater Networks
@ Clobal Interconnection
Global Componenta

@ Little or no change
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-€£6Y8} Global Networking 1s already with
us, in fact has been for many years, and we

see an evolutionary progression towards
greater survivability, increased throughput
and timeliness, and greater functionality.

This 1s required for reasons other than UIS
and will be accomplished through the use of
theater networks and a global interconnection
of networks.

~+PoY68> We do not see any major changes to
the Global processors in the immediate future,
though they will undoubtedly be affected in
the long term as we eliminate directly con-
nected user terminals.

THE PROTOTYPE AND BEYOND

—F8H0)- So where do we start on these gran-
diose plans?

<+F6¥6> The obvious place is the Terminal
Workstation, which is what the user will per-
ceive as the interface to the whole processing
system.

“Pet9) 1 have talked about the things we
need on the Powerful Personal Computer and Tom
talked about the facilities provided to users
on the user component. It is the implementa-~
tion of the User Component on a PPC, as the
Terminal Workstation, which is the first real
challenge of UIS. The PPC, even with exten-
give vendor software, is not enough. We have
to add specific NSA software; we have to make
it attractive and secure to store data on this
local device and to manipulate it locally, to
make 1t easler to access other machines
(without knowing a litany of FTP commands for
instance), and to generally be friendly to the
person manipulating the keyboard.

—Pe¥e It is not until we have done all of
these things that we can begin to claim that
we have implemented the User Compounent of UIS.

4Fo869> To gailn experience in the technology
and, more importantly, to be able to demon-
strate that the ideas we have presented today
make sense, are achievable, and are attractive
to the end users, we are bullding a prototype
system 1in Té&4.

“#0Uo)- We have already gained some experi-
ence by using Xerox 820s, originally purchased
as programmable word processors but subse-
quently adapted by us to support other office
functions and communications to PLATFORM.
This experience has proven invaluable in ena-
bling us to specify a much more powerful and
flexible device for the true prototyping
effort.

<Fe¥89 This prototype is a joint venture
with

Pl personnel, who also have considerable
experience in the use of personal computers.
The intent 1is to bring in up to 12 Powerful
Personal Computers and turn them into Terminal
Workstations, as described earlier.

FeYe>r We have chosen terminals made by-
WICAT for use in the prototype as they fall
within an acceptable price range and are the
earliest models to have all, or nearly all, of
the features we need.

ro¥ey Under the UIS umbrella we shall also
be getting experience with Local Area Network-
ing. We are, for instance, working with TI15
to improve the operation of the numerous TSSs
in the basement by pooling of peripherals. We
shall also use this type of technology to con=-
nect the WICAT terminals to a number of NASs
and TSSs, such as CARONA and STEPSTONE-TO3.

4¥EQU6)- As we get these components in place
and start to use them, we shall undoubtedly
run into snags, so we must remaln flexible in
our approach and try to solve the problems as
they arise. (We have already changed our
minds at least twice on how to connect the TWS
to the Community level and on how many WICATs
to buy.)

—FOBO This prototype, which we expect to
have operational by August 1983, will be used
to demonstrate the functions shown here.

APPROACH

TERMINAL WORK STATION

I
|
v
LOCAL AREA NETWORK
AS A COMMUNITY NETWORK
I

|
v

EFFECT ON TSS & ITS
REPLACPMENT-~-COMMUNITY COMPONENT
I

!
v

GLOBAL CONSIDERATIONS

=£Feto— Within the WICAT we shall demon-~
strate Office Automation functions such as
Word Processing, memo generation, and calendar
and phone directory wmaintenance; some CA
applications taken from existing PCs; and
parts of some TA applications taken from the
PINSETTER suilte.

FOH8) Our means of making the terminal
user~friendly is to use a menu-driven
approach, with the user prompted for the
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minimum amount of information. On our exist-
ing Xerox B820s, for instance, we perform
transfers to and from CARONA through a NAS and
only ask. the user for the file names on each
system and his CARONA password--rather dif-
ferent from the FTP sequence needed 1if the
uger 1s sitting at a dumb terminal.

+<Fede Networking applications will include
electronic mail (messages generated on the
local TWS but distributed using the existing
software In the TSS) and dissemination of the
TA files to the individual analysts.

-+F6Y9) Additionally, the prototype will be

used to 1investigate some of the areas which
are less well defined, such as:

distributed data; .
extension of TWS power;
new applications;

use of new technologles;

management of users; and

protocol issues.

—EOUO—-Some of the specific things we have
in mind for this further stage are:

[ ] How to use the Britten-Lee IDM 500 Data-
Base Machine as a specialized Community
Component ;

] Alternative User Components, such as the
Xerox 86038 and Stars under the Office
Automation program and the AYDEN CORE
Graphics in support of A2l (as a prototype
of Jerkin);

—Po¥e)— Most of the other 1items on this
glide are in the nature of a wishlist at
present; they will become better defined as we
get the things from the previous slide imple-
mented and have more resources to devote to
the {investigational, rather than demonstra-
tional, aspects of the prototype.

~Eo¥e—Having concentrated firstly on the
outermost layer (the TWS), we intend to move
steadily inward to implement secondly the Com-
munity Network using a full-function Local
Area Network, as described earlier. This will
greatly improve performance and flexibility
over the existing point-to-point connection.
The effect on the TSS caused by these develop-
ments will be the third area to receive
attention--by the time this happens special-
ized processors will be maturing, applications
will be moving out to the TWS, and greater
functionality will be available, thereby
allowing

a significant step forward to be made.
Finally we shall see if there are any effects
on the Global Network and the Global Com-
pounents.

=€Fe868~ In parallel with this mainstream
development we shall be studying the problems
of access, security, accounting, control, and
other management implications of an increas-
ingly distributed environment.

SUMMARY

LEOVOIn closing, I should like to return
to Tom’s original questions.

What is UIS?

~«Fe¥8) Well, I hope we have explained the
Concepts, the Architecture, and the Components
sufficiently to answer this question.

Why should you care?

—F6eH¥63 You should care because this is the
way the Agency will be doing its business by
the end of the century, and if you don’t want
to get left behind you should make sure you
have your UIS personal computer with its con-
siderable local computing power and practi-
cally limitless communications ability.

What 18 UIS good for?

—FoUe> Our answer is that it 1s good for
everything which involves a person, and one or
more of: data, computing, or communications.
If you didn’t recognize anything familiar in
the scenarios Tom went through, you are prob-
ably in the wrong meeting. If you recognized
more than a little of what you need to do your
job, then please watch as we try to answer the
question more accurately and in more detail by
galning experience with real users and with
their reactions to the prototype. 1If you can
see immediate, useful, and powerful applica-
tions to your work area, please give us a
call.
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The fellowing cusmulative index of CRYP-

g; 5 TOLOG (vela. T through IX, 1974-1982) 1is
i%ﬂ”‘mw in three parts, and is being published in
three successive issues, by author, by ti-
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Machine Course for Linguists; Apr 75;

B.L. 86-36

EC 1.4.1(c)
P.L. B&-36

Tetrault
JEWW

"‘Machine Intelligence--Promise or Delusion?;

“Jul-75;

Machine-Produced Alds for the Linguist, Part
'T; Sey 76; Salemme A.J.

Machine-Produced Aide for the Linguist, Part
IT; Oct 76; Salemme A.J.

Patnral_ﬂathine_lzanalani1 : Flnal Report; Apr
82;
Maps in Miand--4 Photoessay; Dec 743 [:::::::::]

The Marquis and the Medium; Jun 76; Dawson R.

Hatch Thew Up!; "Jul 77;

A Marter of Stylé} Sep 78;

Memorable Memos; Aug 79;

Meteorburst Communicatlons; Mar 823 |

A Method Ear Measuring Negative Intelligence,
oct 78— ..

The Micro Revolution ¢ Arthur Young Study
Comment; May 82;

" Middle-Age Spread; Apc Bl L___________J

NSASCSS Military Linguiat Program; Jan 80;
Minnle s Mini;-Jun 78; Kenny M.M.

The Misaion of the Signals Processin
Requirements Panel; Oct ?ﬁ;[:::::::f::::]

More aboutr More abour the NS5A SILGINT Summary:

“Jun 77; Boucher M.J.
More abour the NSA, SIGINI Summary; Mar 77;

More B.S5. (Before Spellman), Oct 78; [:::::::]
C.H.

More Beans; Feb 78; Pilby V.R.

More Commeats on the AG-22/IATS; Sep 76 —
Bi

More Fairbanks on Engltsh; Apr 79; Fairbaoks
5.

More Falirbanks On Englieh; May 79; Fatirbanks
S,

More Free Goodies; Sep 82;[:::::::]

More Than Worde Can Say; May 79; Gurin J.

Mpore Thoughts on “Questionable’” SIGINT; Oct
76;

More on Squaring the Page (A Crypto-TA
Function); Jun 75; Mason F.O.

Joct 78; 1

Mum”s $till the Werd! (' The ULTRA Secret’);
Dec 75;| |

Musings About the AG-22/IATS; Mar 76; Phillips
ColJs

P.L. 86-36

The Navajo Code Talkers; Jun 75;
Native Scripting of Languagea; Feb 82;

Naval Readlaess: A Basls for Compérison; Jul

79; :
NCS—CLA Symposium; Jan 81;
P.L. 86-36

NCS .0ffera Course=Equivalency Tests; NWov 75;
NCS Offera Course-Equivalency Tests,
Clarification; Apr 76;

NCS Summer Language Program; Oct 79; LLL
Never Again!; Jun 78; Gurim J. ST

rﬂﬁxss_gn_ﬂx_ﬂaxsh;_ﬂpv 71—
j

Hew Directions for the U.S. Intelligence
Community; Aug 77; Gaddy D.W.

The New Traffic Analysis Glossary; Aug 74;

Kew Trends Iln the Teaching of Cryptanalysis:
Nov 74;

The New Collection Criteria; Dec 74; [::::::]

There’s t:fff:fffif:foming - Are You Ready?;
Jan 80; ) g

News from NCS--Agency Resumes Hiring of LICs;
NCS Offers Course in “SIGINT Appreciation”;
Qe 74;

Nice Busman’s Holiday for One NSA Employee,
Aug 74; Dudley B.

1972-1973: A Vietnam Odyssey; Oct 75 P L.

| ] -

No, Winnie, You’ veEEFFlFi'UPg%de Down Toa!;

[120 78;

Feb 78: A.J.S.

| sep 78;l ]

Norwandy : 1944; Sep 82; ]

Note on FRANCOPHONEGLOS; Aug 76;

Noteg on Translatfon from the Chinese; Jun 76;
| |

NSA Cryptologle Collection; Aug 76;

NSA in Vietnam: Proud and Bitter Memories; Oct
75;

NSA-Crostic No. l; Oet 75; A.J.S.
NSA-Croatic No. 2; Jan 76; A.F.S.
NSA=Croatic No. 3; Apr 76; A.J.S5. 'p 1. 8g-38
NSA-Crostic We. 4; Jun 76; A.J.S.
NSA~Crostle No. 5; Oct 76; A.J.S.
NSA-Crostic No. 6; Jan 77; A.J-S.
NSA~Croatic Wo. 7; Apr 77; Chauvenet L.R.
NSA=-Crostic No. 8; Jul 77; A.J.S.
NSA-Crostic Wo. 9; Sep 77; Williawms D.H.
NSA=Crostic No. 10; Nov 77; A.J.S.
NSA-Crostic No. 1ll; Jan 78; Williams D.H.
NSA-Crostic Wo. 12; Mar 78; A.J.S.
NSA=Crostic No. 13; Apr 78; Williams D.H.

N3a-Crostie NHo. 14; May 78;
HSA-Crostic Ho. 15; Jun 78; A.J.S5.
NSA=Crostie No. 16; Jul 78; Williams D.H.
NSA~Crostic Ko. 17; Sep 78; A.J.S.
NSa-Croatle No. 18; Oct 78; Williams D.H.
NSA—Crosatic No. 19; Nov 78; Williams D.H.
NSA~Crostic No. 20; Dec 78; Williams D.H.
NSA-Crostic Wo..21; Jan 79; Williams D.H.
NSA-Crostic No. 22; Feb 79; D,.H.W.
NSA~Croatic No. 23; Mar 79; Salemme A.J.
NSA-Crostic NWo. 24; Apr 79; D.H.W.
KSa-Crostic Ro. 25; May 79;
NSA—Crostic Ho. 26; Jun 79;
NSA-Crostic Wo. 27; Jul 79;
NSA-Crostic We. 2B8; Aug 79;
NSA=Crostic Ro. 29; Oct 79;
RSA-Crostic No. 30; Jan 80Q;
NSA—Crostic No. 31; Apr B0;
NSA-Crostic No. 32; Jan 81;

‘Sardonyx”

DooCoogizg
HEeEEpD:@DsE
TLE L XL L8
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NSA-Croatic Ko. 33; Apr 81; D.H.W. The Perils of Being a State Department Inter-
NSA-Croetic No. 35; Oct Bl; D.A.W. pretet; Oct 77; .
NSA-Crostic Wo. 36; Dec 8l; D.H.W. A Personal Comment on Wintetrbotham’s “The
NSA-Croatic Wo. 37; Jan 82; D.H.W. ULTRA Secret”; Dec 75; Tiltman J.H.
NSA-Crostic No. 3B;- Feb 82; D.H.W. ngannal Cnmnutéf Application Apr 82;
NSA-Crostic No. 19; Apr 82, D.R.W.
NSA-Croatic No. 40; May 82; D.H.W. A Persconal Computer: A Current Cr analysia
NSA—Crostic No. 41; Jun 82; D.H.W. Support Tool; Mar 82;| - I
NSA-Crostic No. 42; aug 82; D.H.W. A Perzonal Footnote; Junm B2;:| . |
NSa-Groetic Ro.. 43; Qct 82; D.RB.W. Plain English; May 77;| |
NSA-Crostic No. 44; Nov 82; D.H.W. PLATFORM ; How Did You Say That Worke?; Dec 81;
NSA-Crostic No. 45; Dec 82; Dawsoa R.
NSa Promotion Boards. How They Work; Aug 79; The Poet’s Cormer; Apr §1;
The Polyhedral War; May 7?J |
usar for Grading Translations; Aug 76; Diesso M.
,tff:f:fftf:] ’ . EQ 1.4.{c)- Pogtscript to '?f;}ng Game”; Aug 77;
: 4 | )
PiL. 86-36 EO 1.4- 1) Ho$5C Ts Comtngl; Nov 81; ]
P.L. 86-36 r————————____S._l__I
) : Jun 78; l
s, , The -Prebendary and the Prophety H 300
- R.
An Objective Approach to Scoring Tranglations; Prizewinne i ;
Mar 76,# Processiug| |
Gbjective Satistaction Score Collection Communications; Ang /2;] ]
Performance; Nov 77; . . Professionalizing 1in Computer Systems; Jun 75;
.An October Overlap; Oct 74;| ]
Anawer to An October Overla ; Nov 74| | Progress-1:| |
J.E. Sep 78; | !
0dds and Ends;n H EO 1.4. () Project CARRIAGE: Worldwide HFDF Modernizacion
OH, Kl: Apr ao;fmij P.L. 86-36 Plan; Sep 74; Webster J.B.
13 Thece An Old Crow In Yout Future?; May 82; Project HELLPAD : An Epitaph; May 79;:
M.L. o
The 0Ld Section; Dec 743 Project SYMBIOSIS; Jun 75; “Amon.”  ‘P.L. B86-36
014 Phone Books Never Die; Mar '82; Nolte W.M. Project UTENSIL: The DDO Data .
4n Old Problem; Aug 82; ) Dictionary/Directory; May 78;
0ld Rusgian Manuscript. Ciphers; Jun 77; . A Proposal for Calendar Reform; Dec ; Leahy
- . F.T.
An Old Timer 1s Oue Who; Wov 82; 1] LA Pruposed Cure for the 'Periormance
On Being Truthful; Apr 76; Caddy D.W. - Syndrowe”; Mar 78;
On Comilang of Age at NSA: Confedsicns of an . A Proposed Cure for the Time- in-Grade
Ex-Lingulst; Aug 79;—— 1] : Syndrome; Nov 77; r_________j
Going On-Line With Information alds; Dec 82; P.S«; Feb 794
Gurin J. | Payching the Code Clerki
One Day in Danang; Apr 76;
One Chance in Three~-But It Worked; Oct 75; | I Apr 75; Callimahos L.D.

; Gerhard W. ) To Full é Ponyal .Mar 76;

‘OPELINT Is Alive &nd Well In B Group; Nov 81; Punctua More Than Meets The Eye; AugP79 86-36
| | . ! | . -
Oral Reporting: A New Challeunge for N54; Apr rity of the Russian Language--S5lavo hiles_

. 75 & ve. 'n'e:ail.:et'niantfj ?iv FLH |

Overheard in the Burnbag Line; Oct 78; Pursuit of the Mar ?9:| |
Overheard. Uhi'la ‘Standing in the Burnbag Line; E.L.
Apr 82; . Puzzle: Stinky Ploky; Aug 74; P.L. 86-36
An Overview of Project| | Max 77; Puzzle: Telephone Directory; Aug 74; EC 1.4.(c)
B Puzzle: | |oce 74;
Puzzle: Secret Messages, 'Militapy P.L. B6-36
Cryptanalytics”; Dec 74; .
Puzzle: Citlzens of the Wotld; Dec 74;
Puzzle: Crossed Codewords; Jan 75;
i N fEd n Youw Make Out the Rame?; Feb 75;
: Partoners in the Exciting Future of SIGINT; Oct
i 775 Rosenblum H.E, Puzzle: How Many Words im "CRYPTQLOG®; May 75;
. Passwords; Dec 82; | | Puzzle { ] Jun
: The Internal Performsnce Evaluation: Frieund or 75 ’
: - Foe?; Feb 82;[:::::::::::] Puzzle: CRY-PTO-LOGrolling; Aug 75; EQ 1.4. (c)
E == P.L. 86-36
P.L. 86-36
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Puzzle': Match Them Upl; Jul 773 1 " Second Sightiong; Jan 79; “Dofivm’
Puzzle: Three Holes; Feb 78; Not Secret Anymore; Oct 82‘i |
Puzzle: Who and Whom?; Oct 78; [:::::::::::::] " Secrets of the Altars—The Houscier
Cryptograms; Sep 74
Self-Paced Ingtruction: The Future is Notw!

Aug 74;
Semantic Voids: Don’t Shoot the Translator;
Sep 76; ' ’

Queationa In Search of a PQE; Dec 82; Seminar on Tranalation Problems; Jub 79;

Sentor Military Cryptologic Supervisors
Course; Feb 78; '

Shell Game; Apr 82;

BC. 1.4. (c) ’ Sthell Game; Aug B2;
P.L. 86-36 . ’ Shell Game: Counter; Dec 82; W.E. s.
L : Shell Game: AJSQUE; Dec 82; i 1
C - |swn 7950 | Shell Game: PWB WHEN; Dec 82] ]
M.R. . Looovong Shell: Jup 82ﬂ |

RAPTDTRAN: I The | ercise: A Cage Study in
) ] Jul 75;| | Spectal Research Analysis; Oct 74; Filby V,R.
Readers’ Survey; Mar 79; D.H.W. $hootout at the SIGINT Corral; Jul 79;| . P L. 8e6-3
Reductioa Ratios in Hicrographlca' Oce 78; P.5.

Snow D-. rA_Shnx£_Di;::;nzx.nﬁ.ﬂa:gen_Réneis; AR 7h; 4. ()
Reflections aad Recommendations, Jan 79; Filiby - Dec PB;1.. 86-36
V.R. .
Refle ,analator's Conference; Nov LTETNT_EiaTETLation, 1990; Apr 7B;L;:::::::::]

T4 ! SIGINT In The 80a: Two Views; Jan
Remedial Software EBngineering; Apr 78; Rich R.E., Lutwiniak ¥.

J.F. ; ?ffffff:fffff{ and Electronic Warfage; Qct 76;
I Remenber; Aug 82 ] B11.7bd ke
Replacement of the GUPPY Library; Feb 75; The SIGINT Users’ Handbook or: What’s an

| | ISHTAR?; Jan 75; Oliver D.B.

Re-psychling the dee Glerk; Jul ?5;[::::::::::] SIGINT Welcomes INKSTAND; Jun 77; I I

Research in Speech Perception (Dr.’ Ruth Day); SIGINT: 1990, Part One; Sep 82;
Aug 76; Tetrault E.W. SIGINT: 1990, Part Two; Oet 82;
The Return to AF; Jaa 795 | SIGINT: 1990, Part Three; Nov B8Z;] m
Review of “Guide to Russian Technical Sign Language; Jun ?9
Tranglation” by Salemme; Feb 75;,[::::::::] A Simpl h i Meyer W. P.
CAI. . ' oct 789 1.4.(c)
ngigz;_ln_Iha_rame of Efficiency; Dec 81; Sleep Well: Your SDO Is On Duty; DecPBﬂ; 86-36
- Sawyer E.L.
Review: The American Maglci Apr 82; 63 Days~-The Soviets in Space; Jan 76; [:::::::]
‘Review: What Do You Think?;:Rov 81; J.
M.E. . A Small Problem; Wov 78;_____ 1]
‘Revised Iechnical SIGINT Hanual in Snowballs On The Roof; Oct 79; Filby V.R.
Preparation; Mar 77; Filby V.R. Software — AAAS, 1982; Feb 82 .
Right-to-left Text Sorts Are. Not Impoesible; SOLIS: A ¥ in Search of an Engiﬂe; Jan
IR LS — 79ﬂ|
The Roads Aroind Usj; Qct 79; Chauvenet L.R. Some Background on the C/T Merger; Har 78;
The Role of the Electronic Warf: Smich ¥,
Element (EWAE) . of NSA; Jun 75; Seme Ideas about Mechanlzed Language Horking
;Rules TFor The [Canel Corps; Mar 87; Adds; Oct 76;] |

i Ce 7 Some Principles of Cover and Deception, May
: Run This Throufh Ybur Transcription Machine; 765 [::::::%:::::] .

May 79; Some Things Never Change, Jan B1;
Rugalan ‘Randbook of Spoken Usage, Vol 3; Jul Some Thoughts omn Lexicogtaphy, -Sep 74 Buck
T S.H.
g: : Some Thoughts on the Russtan PQE; hpr 77
i Clark G.L.
i Some Tips on Getting Prowoted; Dec ?8-
ome [ ]
: A Somewhat Larger Problem; Apr 79; |:I
. 7 8ay What You Mean; Nov 8l; Gaddy D.W. W.E.
£ Scraps from the Editor’s Desk; May 76; Salemme Source Protection: Our Agency’s Insurance
S AL Pollcy; Jul 79; :
& P.L. 86-36
P.L. 86-306
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ngig;_sgulrr and the Civil War; Sep 78;[ ]
| | apr 80;] e

The Soviet General Staff; Jul 78;| |

,IraffIc'ABalyais:
Apr 81;

A Traffic Analyst Looks at Computers; Apr 80;

EEEEE—

Specfalty Without Portfolio;

l I

|reb 78;
|
& Soviet View of NSA; May 76;' i

Traffic Analysis of the Future; Jun 79;

D.E. ‘P.L. 86-36
Speaking of Logging ...; Sep 77; The Transcription Skill: Conce ts and Teac“ing
A Spot by Any Other Name; Aug . . Methodologiesa; Jul 7?‘| |
The Stalrwell Soclety; Oct 8i; : Translator In Your Pocket; Jan 51- ,
Feb Transliteration or Cyriilic?; Jum’ 76,
78; | G. J
The Jtory of MOSES; Jun 70; Tribute to the Guru; Sep .77; ‘Class 327
A Story With a Morel; May 7%_1:::::::::j True Base: Two Tales; May 82; B
ition Document Review; Jan 80; TSS Revolution; Sep 82; k‘i"“xﬁl
‘1 Twenty Years of Transpos tion, 2 ?Si::::]
4 == 3.E.
. i ewrliter Random -= A New Look; Aug 75;
B.L. 8636  —
£, — —0ld Transcriber; Oct 79;
{. Towgrda Better System Development; Mar §2; and a Litcle Bic of Luck; Feb 79;
Y RN Willfams D.H.
T Establishes Human Resource Development
¢ Panél; “Sep 78; EO 1.4. (c)
‘T-Vision: The Refereqnce ‘g Medium of P. 1. 86-36
the Fature; Jan 79; Iﬂ -
T4, Baonduwaiden of CA, May H son F.OQ. .
TA Implicetions of FCC Proposal; May 78: | |Jun ?8;[::::::]
[ ] - Ty
Muage Exploitation: A Lessaon Uncle-a Sam Wantsa You!; HMay 78;
Legrned?; Oct 75; I I I IX General Assembly: Dec 81;
Teacher Learns’a Lesson; Nov 76; | |
Teachlng Computer Science To Lingutsts; Jun The Uses of Blegant English; Nov 76; [:::::]
' ?9, J.R. P.L. 86-36
' Technical Suppor( Catalogs, Oct 81-[::::::::] the Uses of ELINT; &or 75: | o
. RoJu l ﬁ}araz 1
‘A Brief Treatise on ‘Five Laws of Telephonic Universes, Galaxiea, Stars, Bars, and Other
| Communications; Mar.82; Nolte W.M. Conggg;s May 77; Phillips C.J.
Telephone Problem Hers; Apr 78; |Jan 75; [:::::::::]
:Tell Me IT'm Just a Sinoblbliophobe, Jul 78; The Uns Go-Between; Feb 78; Gurin J.
oce T ]
Telling It Like Tt Is, Aug ?7 Santiago—Ortiz
Ry A, EO 1.4.(c)
TERTA : What Is It? Where. Is It Going?; Dec 81; P.L. 86-36

TERTA ‘Word Seek’; Wov 76

Thanks for the Attaboy!; Jan 78;
|
HER 3 |
- TIPS 4s Srill Alive and Wel)l; Sep 76;

3 ;
TDB:2 TEXTA Data Base; Aug 7;; JacEson w.J.
The Seminar Program; Sep 77{ |
Third Party Relationshipa; Apr Sl;i i
e Tsep 78; ]
ny les; Jul 75;]
Tool Languages; Jul 77; Murphy J.D.

W.l.
|
]
TIDE: A Brief History; Dec 81|
A Time for Change; Feb 82
Toujours La Pdlitesse (Japanese}; Hov 76; Buck

A Vexing Agency-Wide Problem; Oct' 76; Mason
F.0.

Vich Iss R-r-right?;

Video Encr
82; )

A View of rhe Central Computer Complex in the
Late [970s and Early 1980s; Mar 77; Phiilips
cC.J.

A _VIP Tour through the Attic of NS0C; Dec 78;

Jun 77; A.J.S.

tion: A Report From EASCON 81; Jan

VORD 18 a Better Ides; Mar 79;
The Voynich Manuscript-Third Theory; Aug 75;
Milier D.E.

The Vozulch Manuscript Reviasited; Apr 76;

R

S.H. )
To Whom It May Coucern; Dec 78; Graat L.G. |
WG o l.4.(c)
P.L. 86-36
L Apr
P.L. 86-36

—5EEREE-

F.
EC 1.4.(c}
P.L. 86-36
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A Wail, A Complaint, and a Melange; Feb B82;
Snyder $.S.
Want to Play wit e i ;

The Wavrsaw Pact
l T T h L |
Wavegulde Analysis; May 76;

Weapon That Helped Defeat Wazis
{(Winterbotham s “The ULTRA Secret’); Dec 75;
Filby B.W.

Wedding Bells and That 0ld Gang of Mine; Nov
78; Sawyer E.L.

Well, Maybe a Sniffle or Two...; Feb 79;
Pactie HM.T.

What Are We About? fFra%me?tsf Figments, or
What?); Dec 75;
What Ever Does “However’ Hean?' Rov 77;

What Ever Happened to GOPES?, Jan 78 [:::::::]
W.E.

What 1F the Linguists Disappeared?;

Jan 77;

What Is a Collector?; Aug 74;
What Is an Inforreation Research Analyst?; Aug
4] —
What Is Cipher Text?: Feb 74;
What Is Pattetn Recognitgion?; Dec 3
D.A.
What Language Problem?; May 76; Pattle M.T.
What Yade Them Do It? (Lenguage Self-Study);
Dec 77;
What Prometion Boacds Hané- Aug 82 E:::::::::]
What Should You.Expect? or, The Analysis of
Cryptanalysts; Aug H
What To Do About “FANX"; Apr 80; | ]
What“s the Best Location for the Computer
Applications Fuaction?; Apr 76;
What’s The Good (Pass)Word?; Oct 82
What ‘s Wrong with AG-—?.?./I&TS?' Hay 763
D.R.
What’s In a Name?; Dec 76’ |
What's In a Non-Name? ey 785

Whea Censorship Backfires; Nev 75 |

Where Do Good Tranacribers Come. From?; May 79;

Where Does “Does’ Come-From?-
E.W-.

Where Were We?y dan ' 77 Hason F.0.

Which Numbering Systen Should We Use?; Oct 77;
“Aaken”

Which Tape Has the InﬁelllgenCe? Project
CRISELOR; Jul 77: Guriag' J.

Whither the SRA?; Sep 773 ]

Who Wants A Promotlon, Anyway?; Jun 82

Jun 79; Tetrault

Why Are These People Smiling?; May 77;
Harriscon M.A.
Why Can”t They Beaign a Good $R Test?; Dec 76;
Biorklund K.
Jan 81; | |

Why Do They Leave?

Will It Really 0g¢ ;he Job?; Oct 78; | |

SEErER

¥ W.TT" Jipanese Translation at

SRR

.EIP.:J- 86_36

Will the Real ELINT Please Scand Up; Apr 76;

Wilt Thou, Angelina ...?; Jul 79; Fairbanks §.
The Wionah: Kid Apoatrophel; Ocr 76;

Word Processing In A4 Apr B2:

Word Seek; Mar 78;

Work ?fotaa for Sovier Translators; Oct 76;

36=36
rlington } 3 1.4.0a)
Statlion; Jan 79;

The Yawn of the Computer Age or Whem Your
Terminal 13 Terminal; Jau 75;] ]

Ye GCada! %fother Country Trigraph System; Jul
78

Yes, Don, There la an ELINT!; Aug ?6'[::::]
W.L.

You Can“t Tell the Hheat from the Chaff
Without a Program; Oct 78; Gurim J-

P.L. 86-36

ZB3? What In the World Is That?; Jul 77;[___ ]
W.E.

We foq?df to
A have our CRYPTolog
sy bseriptions meved!

will semaone cafi

Neol Harold

=hn 35‘?3 ,’
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ovesmment of THe PEOPLE :
sy ThHe PAATY,

ros THe LEADESISHIP

he American student whe spends a
summer or a Semester in the Soviet
Union 1% wusually quite impressed
! when he or she 1s given the cus-
tomary tour of the Kremlin and is
told about the Soviet government. It seens
very similar to what one finds in the Western
democracies., There 1is a bicameral assembly
called the Supreme . Soviet which meets in the
ultramodern DOM  SOVETOV, the House of
Congresses.
Congress or British Parliament, is bicameral
in that it consists of two bodies: the Soviet
of Union, to which representatives are appor-
tioned by population {orne for every 330,000
citizens), and the Soviet of MNationalities, in
which every political entity has a constitu-
tionally determined number of deputies (32 for
each republic, 11 for each autonomous repub-
lic, ete). These representatives and deputies
are elected by the citizens of the Soviet
Union and they, 1in joint sesslon, elect the
Presidium of the Supreme Soviet which handles
the Supreme Soviet’s business when the body is
not in session. The chairman of the Presidium
is very similar to the Furopean idea of a
president; he has very little power but he is
the official representative of the Supremne
Soviet and the Chief of State (PREZIDENT).

D.L. 86-36

NOTE: This article was written before
Brezhnev’s death, but the situation is
still so fluid that any statements made
about Andropov might be obsolete before
this article gets published.

The Supreme Soviet, like the US-

Leonid Brezhnev was Chairman of the Supreme
Soviet from 1977 until his death in November,
1982, and his successor Yuri Andropov was
quickly elected to the post. (See NOTE.)

The Supreme Soviet also officially appoints
the members of the Council of Ministers. This
is the highest executive and administrative
organ in the USSR and its chalrman functions
in g manner similar to a European Prime Minig-
ter. He 15 the person charged with the effi-
cient functioning of the dimmense government
bureaucracy and the proper coordination of the
ministries sanctioned by the Soviet constitu-
tion. Alexel Kosygin was the Chairman of the
Council of Ministers for almost 20 years;
since hls death the post has been filled by
Nikolay Tikhonov.
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For a simplified 1llustration of how the Secondly, when the representatives and
elective and appointive processes work, see deputies do meet in solemn session, it is to
Figure 1. ratify and formally approve actions, posi-

tions, and appointments that have already been

made by the Communist Party leadership. There

1s no discussion or debate; still less 1is

Cosacil of Minislers '?"!Mhml?nsua;ﬁw there any introduction of new alternative

Chalrman |Premisr) items on the ?genda at the behest of the
-Chairmen of Ministries asd representatives’ constituents.

State Committess

Finally, since the actual functions of the
Supreme Soviet are so restricted, its sessions
are very short, usually lasting only a few
days. Thus the actual governwent functions
very nicely with {1ts official legislative
.. [ Seviet of Natlonalities / Soviet of Union _ branch out of session about 350 days of the

//ﬁ\\;~ year.
/W

The Soviet government in practice is shown
in Figure 2.

“2: Actual operation of the Soviet govermment

Eleclorate fra- 2

Symbols: > - elects —% : appoints Commuaist P“"

Fig. l: The Government of the USSR (Theory) |nomlinoes for Slprlnu Sovisl}

/

But there are some very fundamental differ-
ences between the actual operation of the Electorats -
Soviet government and the way that Western
democracies function. One of these differ-
ences should eventually become apparent to
even the most apolitical visitor: The Soviets
have equipped the DOM SOVETOV with a huge
stage and orchestra pit and the use the House
of Congresses for ballets when the Supreme j .
Sovietngis not in session. .. After thr;L or finnunﬂlnlﬂlm:hr:
four months of .spectacular performances, our
student “might begin to wonder 1f the Soviet
congress is ever in session. If he or she 1is
: in Moscow on a one-year program, that curios-—
o ity would really grow, for the entertainment
. never seems to stop for very long. '""—‘___"—“——54 Supreme Sovist *5 ————— -
. [nominess for Council
3 of Ministers|
The explanation of this puzzle lies in the
nature of the Supreme Soviet’s deputies and
their duties. They are elected by the —-—— —7 = Theoretical control by election or appoini-
citizenry, but the selection of the candidates ment.
is made by the Communist Party and those can-
didates are elected without opposition.

A

e e e — 4

——> = Actual control by selection of nominees
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It would not be fair to say that the Soviet
government 1is a facade designed to 1impress
foreigners, for parts of it are the results of
national experience that far antedated the
Revolution. For over a thousand vyears the
Russians have had authoritarian governments;
changes, when they came, were decreed by the
tsar, not demanded by outraged citizens.
Representatives of the people, when they
appeared, cam& to present a problem, not to
make a decision or demand the enforcement of
some regulation. Lenin’s contribution to this
tradition was an absolute requirement for dis-
cipline within his party. At the time of the

Revolution this was a wmatter of survival,
Without the discipline that Lenin had
inspired, the Bolsheviks would have soon

disintegrated dinto dimpotent bands of squab=-
bling revolutionaries.

The trappings of democracy are important,
albeit cosmetic. They provide an aura of par-
ticipation 1n the formalities of government to
the Soviet c¢itizen without giving him any
actual power or responsibility. These are the
jealously guarded prerogatives of the Commun-
ist Party.

| Politbare

{ Caniral Commition

Party Congress

Symbols: > = elects

Fig. 3: Theoretical seructure of the Communist Party

THE COMMUNIST PARTY

In theory the Communist Party structure is
basically democratic, with the members at all
levels being elected by those under them. The
officlial apex of the Party structure is the
Central Committee, which had 319 full members
in 1981, The administrative control of the
Party’s own agencies and operations is in the
hands of the Secretariat and the day-to-day
execution of the Central Committee”s mandates
is entrusted to a standing committee called
the Political Bureau or the Politburo. {See
Figure 3.) ‘

In practice, however, the flow of power and
control within the Party is unidirectional-
-=-from the top. The Peclitburo is the apex of
party control and the prime formulator of
party policy. It 1s a collegiate body, con-
taining within 1itself rthose key goverament
officials and ministers who will actually
implement its decisions. It is the Politburo
that introduces the legislation or changes in
the Constitution that will be ratified by the
Supreme Soviet. And it 1s the Politburo which
determines {ts own membership aud that of the
Secretariat.

The Secretariat is che most powerful admin-
istrative and executive organ In the Party.
Besides directing all of the Party’s internal
and external affairs, the Secretariat also
decides which Party members will stand for
unopposed election to the Central Committee.
{(see Flgure 4.)

There 1is little chance for serious conflict
between these two bodles because many of the
secretaries of the Communist Party are also
members of the Politbure and, traditfonally,
the First Secretary of the Communist Party is
also primus iInter pares on the Politburo.
0Oddly enough, it is within the Politburo that
free debate and discussion can intrude. The
members of the Politburo can and do elect
their own leader; Brezhmev’s forte over the
vears was his ability to find consensus within
this group.

Brezhnev served as First Secretary of the
Communist Party, starting in 1970. Therein
lay the source of his power, for within the
Party he was the prime policy maker, the chief
executive, and the ultimate nominator to party
and government positions.

While there were policy discussions within
the Politbure, all of the participants follow
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the same ground rules and, by the end of
Brezhnev’s regime, most of them owed their
exalted position to his influence. Opposi-~
tion, 1f voiced, would tend to be circumspect.
Furthermore, once decisions were made, both
party instinct and self-preservation required
an absolutely solid front to the rest of the
world and to the party/governmental structure
below them.

As the General Secretary of the Communist
Party, Brezhnev did not need to negotiate.
Everyone nominated for a Party or govermmental
position, whether he or she was to be
appoilnted or go through the formality of an
election, fell under his purview.

With that much power concentrated in his
hands, oue may wonder why Brezhnev even both-
ered to become PREZIDENT. Indeed, for may
years the post was considered a dead end for
careers and was used as an upper-echelon dump-
ing ground where an old apparatchik could be
deposited with many honors but no influence.
Brezhnev may have had some personal reasons:
he had the power, so why shouldn’t he have had
the honors too? However, belng president had
other advantages, especlally in the area of
protocol. When he was only the General Secre-
tary of the Communist Party, Brezhnev had run
into some awkward situations, especially when
visiting Western nations; his only civil posi-
tion was merely that of a humble delegate to
the Supreme Soviet (from a district of his own
choosing) and thus he had to go through the
motions of deferring to the Premier or the
‘President when one of those chiefs of govern-
ment was a member of the official party. As
Chief of State, he was able to receive 2l-gun
salutes and to review honor guards without
encumbering himself with any onerous addi-
tional responsibilities.

PARTY CONTROL OF THE GOVERNMENT

While the domination exercised by the Com-
munist Party over a supposedly democratic

"society may be abhorrent to the Western mind,

is no doubt about 1its status under
Article 6 of the Soviet Constitu-

there
Soviet law.
tion states:

The 1leading and guiding force of
Soviet soclety and the nucleus of 1ts
political system, of all state and pub-

lic and social organizations, 1s the
Communist Party of the Soviet Union.
The CPSU exists for the people and

serves the people.

Polltburo

Secrotariat

/’// \\
AN
- - N\

N

\
Central Committse P Py
P

Ve
~
b

Party Gongress

Symbols: - — ~ 3 = Contral by selection of nominees

————> = Control by selection of policy

Fig. 4: Actual operation of the Communist Party

The Communist Party, armed with the
teachings of Marxism-Leninism determines
the general perspectives of the develop-
ment of soclety and the course of the
home and foreign policy of the USSR,
directs the great constructive work of
the Soviet people, and 1mparts a
planned, systematic and theoretically
sound character to their struggle for
the victory of Communism.

All Party organizations shall function
within the framework of the Constitution
of the USSR.

This is a key article in the Soviet Consti-
tution and merits careful reading because:

1. While the CPSU is defined as existing for
the people and serving the people, nowhere
does 1t say that it 1is elected by or
answerable to them.

2. It 1mparts blanket authorization to the
CPSU to direct all state, public, and
social organizations with the society and
to determine internal and external policy
without authorizing any group or agency
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external to the Party to decide what
should be iuncluded under these terms. If
the party decides that stamp collectors
constitute a social organization needing
party direction, willy-nilly they will get
that direction.

3. While many admirable rights are provided
for individuals and groups under this con-
stitution, the exercise and ultimate
specification of these rights will be
under the guidance of the Communist Party.
Furthermore, the enforcement of these
rights will be by agencies which will be
under Party control.

There can be no doubt about the official
status accorded to the Communist Party under
the constitution. It has been given a license
to kill. The only question that remains is
how it exercises this power.

Figure 5 shows the various echelons of
Soviet government and Party organizations. At
first glance it would seem that we are dealing
with two corresponding: but separate entities,
but this 1s not so. At each echelon the party
exerts its power laterally to the correspond-
ing governmental level and down to the subor-
dinate Party organizations.

The Party exercises its control laterally
through a combination of appointments and dual
responsibilities. To begin with, all govern-
ment officials at the upper levels are Party
members and are subject to Party discipline.
Furthermore, their appointment (or nomination
to elective office) was authorized and
approved by the Party bureau or secretariat.
This is the situation that obtains throughout
the ministries and directorates and committees
under the Council of Ministers. However,
there are some key positions that the Party
officials have appropriated for themselves,
resulting 1n one individual wearing two hats:
one as a Party functionary and another as a
government official. Leonid Brezhnev was a
good example of omne man riding two teams of
horses: he was the General Secretary of the
Communist Party and the dominant member of the
Politburo; he was also the representative of
the Bauman District in Moscow to the Soviet of
Union and, last but not least, Chairman of the
Presidium of the Supreme Soviet (PREZIDENT).
Within the Party, Andrel Gromyko i1s a full
member of the Politburo, as well as the Minis-
ter of Foreign Affairs and a member of the
Councll of Ministers. Another such minister
who 1s also very prominent in the Politburo 1is
Minister of Defense Dmitri Ustinov.

Yet the Politburo is unique in its composi~
tion. 1Its membership 1s completely open, both
in number and official status. If the Polit-
buro decides that somecne’s input is necessary
or useful, he will be elevated to membership,
at least as a candidate. Its present member-~
ship includes national, oblast, and city offi~
cials. For example, Vladimir V. Shcherbitskij
1s the Ukrainian Party Secretary, Grigorij V.
Romanov 18 the First Secretary of the Len-
ingrad Oblast 'party organization, and Viktor
V. Grishin is the Moscow City First Secretary.

Also, since the Polfitburo i1is first and
foremost a standing committee of the Party, a
member does not have to hold a high governmen~
tal post in order to exert considerable influ-~
ence. We have already seen that Brezhnev’'s
governmental post was quite humble long after
he had effectively taken control of the coun-~
try. Similarly, the late Mikhail Suslov, who
was in the Politburo for a quarter of a cen-~
tury and exerted enormous influence, served
for years as the chairman of an obscure com-
mission in the Council of Union.

PARTY CONTROL OF THE MILITARY

The Soviet military establishment appears
to be similar to those of Western nations in
that 1t 1s a ministry of the civilian bureau-
cracy. It 18 headed by a mwinister who 1is
subordinate to the Premier and Chairman of the
Council of Ministers. Like all the other
state public and social organizations in the
Soviet Union, it 1s under the guidance and
leadership of the Communist Party according to
the provisions of Article 6 of the Soviet Con~
stitution.

However, there are other historical and
social factors that make the military dif-
ferent. The party, whether headed by Lenin or
Stalin or Khrushchev, has long realized that
the military is one organized, disciplined,
and armed organization with loyalties of its
own that could be a real threat to Party con-
trol; for this reason they have kept it under
particularly close scrutiny and have been
reluctant to put the military in policy-making
positions. While professional military men
have been appointed Minister of Defense, the
only one to be allowed iInto the Politburo
since Stalin was the late Marshal Grechko,
except for Marshal Zhukov, who was a member
for a few months after Khrushchev seized power
but was quickly eased out.

This 1s also one situation where personali-
ties can make discerning the tail from the dog
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difficult. Dmitri Ustinov, as Minister of
Defense, 1s officially answerable to the Prem-
ier, Nikolaj Tikhonov. But, within the Polit-

buro, Ustinov outranks the Chairman of the
Council of Ministers, both in seniority and
patronage.

The Soviet military differs from 1its

western counterparts in that the Party does
not have i1ts functionaries actually running
military positions or directorates. They
realize that such an intrusion would seriously
affect operational efficiency. But in other
ways surveillance, if not control, follows the
familiar pattern. To begin with, virtually
all officers of field rank (major or
equivalent) and above are members of the Com-
munist Party, with a significant number hold-
ing elective positions in the government and
the Party. This puts them under Party discip-
line and gives them Party obligations that
tould dilute their interests and obligations.
As in the civilian sector, there is a separate
Party organization following the military
structure down to company level. (See Figure
6) This constitutes a separate chain of com-
mand. The man at the top, Gen-Army Yepishev,
is accountable directly to the Politburo
although he 1s administratively subordinate to
the Minister of Defense and reports to him on
the status of troop morale, discipline, and
political work.

There 15 always the possibility, of course,
that the Party watchdogs might develop a cozy,
overly sympathetic relationship with 'the
objects of their scrutiny. To avoid this, the
Party has bullt almost baffling layers of
redundancy 1nto 1ts surveillance: the Komso-
mols, the local Party organizations, and the
military councils back up the military Party
chain. The Procuracy and the Party Control
Commi ttees have their own direct lines to the
Politburo....and keeping book on how well all
of them are performing are the ubiquitous
agents of the KGB (Coumittee for State Secu-
rity). If anyone anywhere in the military 1s
doing or thinking something heretical, someone
will be informing the Party leadership.

CONCLUS ION

Much more detail would have to be added to
begin describing the civil, military, and
Party structure of the Soviet Union com-
pletely: the lists of ministries and bureaus
and committees and commissions in the Soviet
Union and its member republics are almost end-
less., The various commands, directorates, and
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departments within the Ministry of Defense are
perhaps even more confusing. But most of this
is simply an extension or refinement of what
has been presented here. The Soviets are
remarkably consistent in this regard.

As this article was being writtem, it was
announced in open sgources that Andrej P.
Kirilenko had retired from the Politburo.
Shortly thereafter, the death of Leonid Bre-
zhnev occurred followed by the accession to
power of Yurij Andropov. But the nature of
the Communist Party and the way it controls
Soviet society will remain constant; the
offices of PREZIDENT and General Secretary
will not change. Indeed, a basic understand-
ing of this system will be even more necessary
as the survivors and their factions within the
Politburo scramble for power in post-Brezhnev
Russia. Without this understanding, you not
only do not have a scorecard; you don’t even
know the rules of the game!

THE GOVERMMENT THE PARTY
Presidium
Council of I Supreme Soviet
Ministers .Soviet |Soviat All-Unlon Politburo |Secretartat
of the of Party
Union | National- Congress Central Committes
ities -
Union Republi Union Republle [Union Republl Bureau
Counct! of Supreme Soviet pocty Congres Central Committea
Ministarg
Ispoikom Oblast/Tray Cblast/Xray Bureau
(Executive Soviet Party
Cammittee) Conference Qpkom/Kraykom
1spolkom Raycn/City Rayon/City Suresu |
Soviet Party Raykom/Gorxom
Conference
2rimary Unit 2ureau
Ispelkom Village Sovist | l
spe i (Celll . Saecretary

Fig. 6: Party and Govarnment Echelons

AFTERWORD

The author would like to express his grati-
tude for the advice and assistance he received
from Marc Brenner of the National Cryptologic
School, who read the original drafts and pro-
vided 1nvaluable source materials and who sup-
plied the material for Figures 1 through 4.
He also read over the original manuscript
{prepared as a report while the author was
serving as a Foreign Area Officer for the Army
ITAC at FANX).
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Orzanization of the Main Political Directorate of the Soviet Army and Navy (MPD)
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he user of a color graphics system
is frequently faced with the need to
describe or name various colors he
wishes to use for CRT displays. It
is Iimportant for the user to be able
to specify the exact hue, saturation, and
lightness he wishes the colors to have. It is
algso necessary to specify the colors in such a
way that typical color graphics systems can
realize and display them. An article in the
August 1ssue of Communications of the ACM
describes two color notation systems in gen-
eral use for this purpose, and contrasts them
from a human factors point of view against a
third system devised by the authors (T. Berk,
et al., "A Human Factors Study of Color Nota-
tion Systems for Computer Graphics,'" Comm.
ACM, Vol 25, No. 8, August 1982, p. 547).

A typlcal color graphics system can realize
up to 4,096 different colors. There must be
some system of description or notatiom, how-
ever, to permit the user to select and specify
the color that comes closest to what he has in
mind. The notation system must also let him
vary the parameters of a displayed color until
he gets what he wants. Two commonly-uged
color notation systems for graphics are the
RGB and HLS methods. The RGB system requires
a user to specify a color 1in terms of its
red, green, and blue primary components,
corresponding to intensities of the electron
beams that excite red, green, and blue phos-
phors on the color CRT. This means, essen-
tially, that the user must describe his colors
in a way closest to the internal workings of
the system and farthest away from his natural
(cultural and linguistic) ways of seeing and
naming colors. To make matters worse, the RGB
expression

for a color consists of a triple of real
numbers between 0 and 1, for instance [0.73,
0.63, 0.05]. This 1is a very cumbersome and
unnatural way to describe a color for most
people.

The HLS system allows the user a more
natural way of specifying colors, 1n terms of
hue, lightness, and saturation. Unfor-
tunately, the mode of representation still
depends on a triple of real numbers. For
example, the same color used in the example of
RGB above (a shade of yellow) would be shown
as [0.142, 0.73, 0.93] in HLS. What is needed
is a notation that provides the user with a
natural and convenient way not only of
describing the color he has in mind, but also
of entering it into the system in some
higher-level language so that it may be con-
verted behind the scenes to the RGB-type
internal representation required by the graph-
ics system.

Well, how do people think and talk about
colors when they are NOT using color graphics?
In fact, color names (and, in some cases, even
the number of different colors distinguished)
are a matter of language and custom, varying
among different cultures. Some cultures, for
example, do not distingulish green from blue as
we do, but call the whole range of hues
between our green and blue by one name. As
English speakers, we take for granted certain
specific ways of describing and relating
colors in a kind of "color sgspace" with several
dimensions along which we percefve colors to
vary. When we are talking to other people
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about colors, we can make'qse of a large voca-

A human factors experiment was carried out

bulary of specialized ~.color Qprds like to compare the accuracy with which people
"beige,” mauve, or magenta, B} phrases could describe colors using the three systems
such as '"Kelly green or "burnt umber." As RGB, HLS, and CNS. The 37 subjects were com-

the paint salesman can testify, it ‘1s hard to
communicate . ‘color .changes or relationships
accurately and operationally using this set of
words. ("Make it more beige." "I want a kind
of tangerinish color but more toward the gold,
kind of like a winter sunset!") But we also
have another more 1ogical linguistic system
for color’ dest¢riptions uging a small number of
color names which may be preceded by one or
e+g., ‘"'vivid blue," "reddish
yellow," "very dark purple.” 1In this system,
we might say.'Make it more reddish" or 'Make
1t lighter' to describe a change that would
move a percaived-color closer to a target area
in our "color space.”

Berk et al. have devised a third formal
notation for colors, the CNS system. It 1s
intentionally designed to be as close as pos~
sible to the natural English method of using
color names and adjectives. The CNS system 1is
based on a color lexicon of the Inter-Society
Color Council and the National Bureau of Stan-
dards (ISCC-NBS). The syntax of CNS is shown
below, with some sample color descriptions:

- tional University.

puter sclence students at the Florida Interna-
An approximately equal
number of students were taught each of the
three systems, and then asked to give specifi-
cations for 20 different test colors on glossy
pigment samples from the Macbeth Color Checker
Color Rendition Chart. For each response, a
distance was computed (measured in NBS Color
Difference Units) between the color on the
c¢hart and the color the student’s description
would generate. The larger this distance
turned out to be, the less accurate was the
description. A 3x20 two-way analysis of vari-
ance found the effect of the notation system
to be statistically significant (p<0.00l).
The RGB users were least accurate, HLS were
next, and CNS were most accurate.

The authors note that CNS provides users
with a relatively limited choice of discrete
small reglons along the three dimensions of
the color space, while RGB and HLS .provide a
much larger and appareatly more flexible set
of choices. It might be expected, therefore,
that users would have more trouble describing

<color name> ::= <achromatic name> | <chromatic name>

<achromatic name> ::=

[<lightness>] GRAY | BLACK | WHITE.

<chromatic name> ::= <lightness> <saturation> <hue> |
[<saturatfon>] [<lightness>] <hue>

<lightness> ::=
<saturation> :

VERY DARK | DARK | MEDIUM | LIGHT | VERY LIGHT
:t= GRAYISH | MODERATE | STRONG [ VIVID

<hue> ::= <generic hue> | <halfway hue> | <quarterway hue>
<generic hue> ::= RED | ORANGE | BROWN | YELLOW | GREEN |

BLUE | PURPLE

<halfway hue> ::= <generic hue> - <generic hue>
<quarterway hue> ::= <ish form> <generic hue>
<ish form> ::= REDDISH | ORANGISH | BROWNISH | YELLOWISH |

. GREENISH | BLUISH | PURPLISH

.Either or both lightness and saturation may
be omitted and, in their absence, "MEDIUM" and
"VIVID" are assumed. Only hues which are next
to each other in the list may be combined to
forwm halfway and quarterway hues. A total of
627 color descriptions can be generated.

'Examples

achromatic:
.DARK GRAY; BLACK; VERY LIGHT GRAY; WHITE.
chromatic: .
YELLOW, YELLOWISH-GREEN; YELLOW-GREEN;
MODERATE BLUE; LIGHT GRAYISH RED~ORANGE.

colors accurately using CNS.. In fact, the
opposite was true. Clearly, the naturalness
of the CNS method more than offset any 1lacks
it might have had in "power" or "flexibility."
Berk et al. close their brief technical note
with a summary that has wide-ranging implica-
tions for software design far beyond the lim-
ited area of color graphics: "In sum, the
results of this eéxperiment confirm the ifmpor-
tance of human factors considerations in
goftware development. 1In this instance, it
has been shown that giving a user choice from
a small set of values that are carefully
chosen and based on human factors principles
cari produce better accuracy than providing a
much larger and apparently more flexible set
of values that are not based on such princi-
ples."

Apr 83 * CRYPTOLOG * Page 38

FOROEELCIA LSRN —




JOCID:

4019695

EO 1.4.(c)
P.L. 86-36

P13

Globecom 82 meeting described a
number of related projects to pro-
vide rural African villages as small
as a few hundred people with modern

() satellite communications. The ITU
(International Telecommunications Union) has
sponsored and’ coordinated a number of these
projects, and there have been meetings in
Addis Ababa, Bangkok, Geneva, and Paris in the
past few years on this topic. Sigunificantly,
the West German Ministry of Economic Develop-
ment has set aside $500 million to finance the
development of African telecommunications
(and, 1ncidentally, to create a market for
German high-technology products). Traffic
forecasts estimate as wuch as 15,000 erlangs
of traffic to be carried over 20,000 two-way
satcom circults. An initial satellite, with
12 transponders which could each carry 600
two-way voice circuits (500 erlangs of traffic
per transponder) could be in service in 1986
1f the earth station problems could be solved.
An erlang is an international (dimensionless)
unit of the average traffic iIntensity of a
facility during a period of time, normally an
hour. The number of erlangs is the ratlo of
the time during which a facility 1s occupiled
(continuously or cumulatively) to the time
this facility is available for occupancy.

(U) 1f this African domsat project iIs car-
ﬁied_ou;, it could create a major change in
global telecommunications during the next
decade. ’ ' .

(U) Because rural Africa has virtually no
surplus wealth, it would ordinarily be impos-
sible to finance telephone lfnks to the towns
by either landline or satellite. On the. other
hand, ‘the demand for “telephone service 'is

intense; in market towns the Africans will
walt in queues all day to make a call from a
public phone. Current telephone plant 1in
rural Africa, where 85 percent of the popula-
tion lives, 1is about 160,000 phones to serve a
population of 250 million people. In essence,
the sub-Saharan African countries can scarcely
provide telephone service 1in theilr major
cities and communications into the rural area,
except for sound broadcasting, are generally
limited and uncertain.

(U) The existence of the West German fund
had put African telecommunications in a new
light because it is now possible to capitalize
a large-scale project. Apparently the aim of
the German Government is to apply the money as
part of its foreign aid program and, at the
same time, create a market for the products

‘and services of their very capable telecommun-

ications manufacturers. Some of the money has
already been used to fund ITU studies of rural
African telecommunications and if the German
scheme is enacted, the whole pattern of domes-
tic 1intracountry African communications will
undergo rapid and drastic change.

(U) Because demand-assigned single-channel
voice circuits over satellite relay are
favored as the best solutlon to rural tele-
phony, the proposed transformation would even-
tually connect several hundred thousand vil-
lages and towns all over sub=-Saharan Africa
through a satellite relay. Three or four nar-
row spot beams would cover the continent from
the southern edge of the Sahara to the border
of South Africa.  Thin-route terrestrial
links, e.g., VHF single-channel_fadio links,
would connect the smallest villages to the
hamlets where the earth stations were located.
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Between 10 and 50 percent of the rural traific
would connect into the major cities, so that
the traffic coatent would reflect the complete
infrastructure and internal activities of the
countries and the wide range of languages and
dialecks that flourish throughout the con-
tinent. ’

Rural Coumunications

(U) The problem of rural African communica-
tions has been under study by the ITU and by
private interests for some time.([l-10] Oune
proposed satellite would wuse three 7 spot-
beams at &4-to=6 GRz to cover most of Africa.
Variations on this would use one 127 beam or
four 4.5  beams. The narrower the beams the
less power needed both in space and on the
ground, but satellite complexity increases.
The satellite, which would cost 5200 million,
would have te have high power and high sensi-
civicy to allow the use of small, "cheap”
earth stations. Some of the design ideas are
very silwmilar to concepts presented by Lusignan
and hils team at the Stanford University Com-
munfcation Satellite Planning Center. (Libya
and Mexieo have adopted the CSPC software for
their onetwork planning.} The three downlink
beams would operace at 4.0 GRz with 20 watts
of power ({eirp), "backed off" 5 d¢B. Because
of the high elevation angles the dowmlink rain
loss would be negligible at 4.0 GHz.

(U} The wuplinks to the satellite would
operate at 6.2 Gz with 3-meter antennas. For
the 3J-beawm system, uplink power would be Q.5
watts and the aptenna galn of 43.6 4B would
give an earth-station elrp of 39.6 dBW.
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(U) The earth stationg are the crucilal ele-
ment of the system because of the need for low
cost, ruggednesa, and extreme reliability.
The lack of electric power in the swall tows
and villages, for the forseeable future, is 2
critdical factor in feasibiliry. More than
half the African population lives in tiny vil-
lages with neither transportation nor light-
ing -

Table : Distribution of Rural African Population

S5ize of Humber of Mean Totfal
Village Villages Pop. Pop«

0 - 400 324,000 200 64 million
400 - 1000 106,000 w0 74 "
1000 - 4000 35,380 2,500 88
4000 -10000 3,503 7,000

Total 469,000

250 million

{U) Terrestrial nets already serve 160,000
phones. A comblnation of rerrestrial nets,
e.g., VAP single-channel radic links and
gsatellite links 1o larger villages, would be
used to serve & total population of 250,000
phones. The smallest villages would have no
telephones. The craffic demand i3 estimated
at .05 erlangs for the 700-person willage
{about one J-minute call per hour during the
busy part of the day). This aggregates over
the thousands of villages to about 3,500
erlangs of traffic in the rural area, supple-
mented by 10 to 50 percent additioeal ctraffic
to the urban ceaters. Traific from the larger
towns would increase this volume to about
18,000 erlangs.

Table : Distribution of Rural Traffic

Size of Traffic Rumber of Total Demand

Village Demand Phones (+502
Urban)

0 - 400 -
400 - 100G .05 erlangs 106,000 5,300 7,950

1000
4000

4000 .15 "
10000 .50 "

106,000 35,300 7,950
38,000 1,760 2,625

250,000 12,360 18,525
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(U) Because the economies and tribal rela-

tions frequently extend across the arbitrary.

borders  of- African nations, the' rurgl traffic
will often .be. trausborder traffic unless the
national PTTs prohibit this. Equipment, K will
limit traffic . growth, . even 1f ‘funding‘ 1s
ayailable, for a typlcal trapnsponder.can carry
only 600 two-way circuits. and, to keep block-
ing below 1 percent, ‘only 500 can be used for
peak traffic. Another 10 circuits would be
ugded for channel assigmments and requests.
DAMA (Dewmand-Assigned -Multiple Acceas) will
provide geographical flexibility, but a typli-—
cal satellfte with 12 transponders can carry
only 6,000 erlangs of traffie. If such a
gsatellite was launched in 1985-6, it would
probably reach saturation in the early 1990s
and a second satellite with 12 more trans—
ponders (or a new satellite with 24 trans-
ponders to replace the 1986 relay) would be
needed. The DAMA system would be centralized,
with centralized billing. This would gilve the
national PITs virtually complete control of
all the earth stations, tariffs, and intercon-
nections._. There would . presumably be K a
regional satellite operating agency serving
the member nations as an "Africa COMSAT."

.Téblef‘§e;vice f%qmﬁlﬁ Trénébondéré.“'

Number 6f

-§1ze. of . Numbgf of
Village Telephones . Villages to be -
: Connected
.0 - 400 - .-
400 = 1000 31,000 31,000
1000 - 4000 31,000 . . 10,000,
4000 - 10000 10,000 - 1,000

(U) This amounts to providing service to
about one third of the wvillages of each: size
above 400 people, but over 300,000 smallest
villages. are left out .of the satellite system
in this initlal system. . .

Earth Staticns

(U) Once a satellite is put into operation,
the spread :and. usefulness of the aetwork
depends on low-cost, reliable earth gtations.
A critical parameter for the SCPC design is
frequency stability {n both satellite and
earth stations. Frequency accuracy: of one
part 1o 10 wmillion is required in both the
space and ground segments.  Because the earth
station wilX¥l'have to operate over a wide tem-—
perature range (as, much as 50° Celsius), a
reterence :standard’ is .needed 1in each earth
station. fThe earth station must have fre-
quency agility to tune over 800 MHz in 30-KHz
steps with _errors no greater than 400 Hz and

600 Hz on the down and_ up links- Power 1is
eritical, for diesel generators are not con-
sidered a feasible power source in rempte vil-
lages; the lacks of fuel,. maintenance, and
skilled' operators -are major problems.., The
earth station reliability eriterlon 1s 'that
maintenance calls must be more than a year .
apart. This is a stringent requirement, but
it is primarily a technical problem. = The
alternative would be a complex training pro-
gram. The difficulty 6f training, operation,
and maintenance for any kind.of. telecommunica-
tion equipment and power: supply - ‘in  .rfural
Africa can be characterized in; patt’ by:noting
that with 1,700 local languages, insttuction
and advice ahd reference manuals of ‘cassettes
would have to- be tranmslated into hundreds. of

.different! languages.

(UY Small - two-way earth stations . with
3-meter dishes currently cost more than
$100,000, not including power.. Because ter-
restrial circults must be connected into the
earth.gtation to serve feeder links to smaller
villages, {t  mwust have a PABX (Private
Automatic Branch Exchange). Each earth sta-
tion can handle up to 10 telephone circuits 1f
power 1s avallable. A difffcult interface
problem occurs where the earth station must
conpnect into an existing telephone system,
e.g., 1in a medium-sized town, because old-
fashioned manually-operated switchboards with
R2 signaling wmwust be interconnected to the
high-technology low-power terminal electron—
ics.

(U) The advocates of GLODOM (Global Domes<"
tic) rural satellite systems are trying to
reduce earth station electfonics costs to
$15,000, but even 1f they succeed the total
cost for 3-meter earth statiens will probably
not go below $30 000. If the German govern-
ment = does ‘provide $500 million for rural
Africd’s telecommuulcatlons and the spacé seg-
ment costs $200 million, some 10,000 earth
stations could be funded in the initial phase
with the remalning $300 million. This would
equlp only 7 percent of the villages and towns
of more than 400 persons, but terrestrial nets
could extend the coverage to ‘many ‘adjacent
villages.
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{(U) Once an "early bird" Africasat network
began to deliver services to the rural area,
the extensicn of services would probably
bacome a significant domestic political matter
in Africa and the governments would apply per-
suaglon to other nations to get additional
Efunding in the form of loans, grants, etc., to
extend the network. (At a 1980 meeting in the
US opne African Minister of Communications
declared that telecommunications should be
defined 88 a "basic human right,” and the

"countries expect transfers of wealth and tech-
nology to previde these "righrs.")

{U) Experience {n South America has showm
that once the primitive HF volce c¢ircults are
replaced by good-quality satellite volece cir-
cuits, the demand for leng-distance traffic
expanded sixfold overnight. African rural
life centers arcund the marker towns, where
barter, trading, and other wvital business
trangactions occur. Once telephone service to
the larger towns and c¢itles is avallable, a
"hiding demand" for telephony !s likely to be
unleashed which presently caanot be seen in
any conventional traffic studies. 1In a =ense,
the lack of transport and energy iu the rural
areas creates a greater demand for
communications——-a phenomenon manifested in the
wide dispersion of sound broadcasting to over
19 million tadio receivers.

{U} In addition t¢ business traffic, growth
in government traffic, personal traffic, and
public service traffic alse represent hiding
demands, capable of explosive growth. In Aus-
tralia medical services are provided to remote

areas by HF radle circuits, with verbal
deseriptions of gymptoms sent one way and med-
ical advice and designations of specific
treatments gent to the outstaticn. In the
African context, telephony can be used to pro-
vide specific informatlior and questions on
agriculture, health, public health, weather,
emergencles, etc., to improve health and the
rural economy. This type of specific informa-
tion 1s werth the cost of the call to the
farmer, herdsman, or sick person.

{0} An dmportant peint that has not yet
been resolved 1n plaonlng rtural African
telecommunications 18, even if a foreign grant
capitalizes the inftial plant, where will the
operation and maintenance monles come from?
In the case of potentially rileh countries,
which have oil or mineral resources, buziness
customers and general revenues can be used to
cross—substdize the rural (O&M costa. In the
LDCs (Least Developed Countries), the only
source of revenue 1s borrowing and the Western
banks are becoming wary of the loans. On the
other hand, World Bank studies have shown that
telephone stations, even in poor countries,
soon yield net revenues to the PTTs because of
the wvalue of the calls relative to other
expenditures.

(U} Major telecommunications companies have
been wvery skeptical about the business pros-
pects for rural African satellite saystems.
The World Baank has alsc been skeptical of
satellites.[ll] The high cost of even samall
earth statlons for conventional gsatellite sys-
tems has mwade 8atcoms appear a Thopeless
investment prospect for some of the poorest
nations in Africa. However, the use of sensi-
tive recelvers on the satellite, with narrow
spot beams, comes closer to waking sgmall
earth stations a feasible investment. More
{mportant, there have now been several years
of studies and conferences under ITU auspices,
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and the political 1leaders of both rich and
poor nations are now thinking of telecommuni-
cations as.a need which must be fulfilled by
transfers from rich nations to Africa, without
regard to return on investment.

(U) Africa itself is becoming increasingly
significant to the economies, politics, and
strategic interests of the rich nations. The
section of Africa running East-West from Nami-
bia to Swaziland, known as "High Africa," is
considered to be the "Saudi Arabia" of the
mineral world. By 1990.the US and many other
advanced nations will be unable to produce
steel economically unless they get manganese
from Africa or the USSR. Many other vital
minerals, (e.g., cobalt, chromium, uranium)
will also have to be. obtained from Africa.
The USSR and several satellite nations have
spread economic and political fieldworkers
into many African rural areas. There are also
military and trade rivalries spreading between
the African nations and being imposed on
Africa from other parts of the world.

—4FOUQ)-Many of these economic and political
influences will be manifested in the small
towns and rural areas, as well as in the
cities. Thus, there are East Germans, Czechs, )
Russians, Cubans, and other Soviet-bloc field- E.L. 86-36
workers in various African countries. In EO 1.4.(c)
parts of Africa the British and French have
considerable presence, dating from their colo-
nial period. Revolution and guerrilla warfare
also express themselves in the rural areas.
The continuous tension between white South
Africa and the politically volatile Black
African nations just northward lies, not by
accident, along the mineral-rich area of High
Africa. Polities, enormous potential wealth,
dynamic change, and high strategy are woven
across the continent, much of which is almost
unchanged by the last thousand years of his-
tory.

—{t€=€€63~ One of the striking features of
communications in rural Africa is that almost
all of Africa, outside the main ‘cities, is
inaccessible to the West. As R. Richter notes
in her book Whose News? (p. 241), the African
governments are very reluctant to let any
reporters, even their own, get out of the
cities to see what is happening in the rural
areas, where most of the population lives.
One by-product of the Africasat is that the /
urban Africans would be able to find out more 7
of what was happening outside the cities, and w
this 1is apt to make the traffic content more
valuable because of the dearth of other
sources of information.
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(U) The principal international languages
in Africa are Arabic, French, English, and
Portuguese. These would be spoken at a high
level, or across long distances, as governmen-—
tal and business languages. Within Africa
there are a number of 'lingua francas'" such as
Hausa or Swahili, which are spoken as second
or third languages by millions of Africans who

~originally learned localized vernaculars. In
Southern Africa the lingua francas are
Faﬁagalo, Tswana, Lozi, Umbundu, Lwena, town
Bemba, and Nyanja. Vernaculars in the same
area ianclude the Khoisan click languages such
as !Kung, Hiechware, Kam, Nama Hottentot,
Korana Hottgntot, and Bantu languages such as
Zulu, Xhosa. Tswana, Kololo, and Chokwe-—
Lunda.[13] In Eastern Africa Swahili, Ganda,
and Amharic serve as lingua francas, while
Somali 1s the vernacular over a large area at
the Horn of Africa. (But a dialect of Somali
is used as the lingua franca between the dif-
ferent Somali dialects.) Other well-known
lingua francas are Luba (o; Chiluba), Kituba,
and Lingala in the Congo “basin, while the
Niger-Congo family contains several dozen ver-
nacular languages used in the same area. In
western Central Africa Bulu, Yaunde, Duala,
Bali, Adamawa-Ful, and Sango servé\as lingua
francas. On the West African coasf\Xoruba,
Ewe, Twi, Ga, Mende, Temne, Susu, and-Wolof
are used as lingua framcas. In.the wgg 1. 4. (c)
Sudan Hausa, Songhail,-Mosi, Mandingo, Malp.1,. ©6-36
Dyula;  Bambara, and Kangbe serve the same
function. Bambara, for example, .is widely
used as a soldiers’ language and_wés used by
the French for military recruiting. Many of
the langnages are known by various different
names, and there are different spellings and
even different alphabets for some languages.
The Click Languages use/Vérious punctuation
symbols such as !, f#, and & to express dif-
ferent c¢lick sounds.” To summarize, the
.language situation is,Very diverse and compli-
cated, and the impact of modern telecommunica-—
tions will change the linguistic situation
fairly rapidly. .~
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SOLUTION TO CRYPTIC CROSSWORD #3

ACROSS

l. olfactory (ol + factory)
6. pawng (pa + WNS)

9. formula (anag.)

10. nankeen (Nan + keen)

11. plead (sample a delicacy)
12, idealists (idea + lises)
13. icebound (anag.)

15+ coma (frantic Cmani)

19. guns (rev. spell.)

20, prurient (u + printer: anag.)
23. Dubliners (dub + liners)
24+ nicer (nl + cer)

26. evident (anag.)

27. maidens (ma + I + dens)
28. digit (dig + 1ic)

22. renegades (anag.)

sAtencion |

FBIS LATIN AMERICAN REFERENCE AID

{(U) A revigsed guide to more than 5,000
abbreviations and acronyms that appear in the
Latin American press, cften without axpansion,
has been compiled by FBIS Production Group
linguists. The 1983 "Abbreviations and Acro-
nyms 1in the Latin American Press," which
supercedes a smaller 1979 volume, includes as
new entries Nicaraguan organizations created
since the Sandinista revolution and abbrevia-
tions from the English-language press of the
Eastern Caribbean. Alphabetical listings
include the names of peolitical organizations,
government entities, professional and labor
associations and companies in 41 Latin Ameri-
can countries and territories. The é4l4=-page
, book was complled for translators and others
who read Spanish, Portugueses, or French but
are not familiar with many of the local and
regional abbreviations found in newspapers and
periedicals.

DOWN

l. offspring (off + spring)

2. forge (double def.)

3. cauldron {pun: called Romn}
4., ovaticns (innovations - inn)
5. yonder (Roy + Ned: anag.)

6. panels (pleasant — AT: anag.)
7. whetstone (anag.)

8. sinks (double def.)

14. ennobling (eNNOBling)

16. asterisks

17. freshmen (reFRESHMENts)

18. bringing (bRINGing)

21. wisest (wISest) .
22. setter (Somerset terminal)
23. dread (D + read)

25, creed (C + reed)

(U} The reference ald was printed by the
Joint Publications Research Service as publi-
cation WNa. B83345, It 4s avallable to US
Government consumers through regular acquisi-
tion channels.

‘ (U) "He came close last year, but close
only counts with skunks, horseshoes, aod hand
J grenades."

(Miss Oklahoma commenting on a computer
expert’s failure to correctly predict the Miss
America of 1981)
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he single greatest problem confront—\{ ﬁive percent (5Z) in space requirements. And
ing NSA seems to have been the need jhow about other occasions when employees need
to keep pace with space develop-: ito be away from their desks? Walks to water
ments. Despite repeated efforts, fountains, reproduction machines, the "powder
however, it is apparent that only a), groom,” and the boss’s office all contribute to
concerted, highest priority, Agencywide 1ni-? lowering the need for standby desks. There
tiative might succeed to counter our failing are also meetings, planning sessions, and
space applicatlions programs. In anticipation coordination conferences. Then there are the
of such an initiative, I would like to make  Vvisits to the bank, the credit union, the bar-
several suggestions which should be studied in bershop, and the drugstore. These absences
addressing this physical space problem. (Yes, have been conservatively estimated to consume

physical space.) :

Perhaps the most important hurdle that we

must overcome is the traditional thinking that

each Agency employee is entitled to his or her
own personal desk, reserved three hundred and
sixty-five (365) days a year. Let us look. at
the facts. The average employee has twenty-
two (22) days of '"use or lose" leave annually.
This represents nine percent (9%) of the work
year. In addition, all employees receive
thirteen (13) days of sick leave annually,
equivalent to five percent (5%) of the work
year. Thus, a cumulative fourteen percent
(14%) space saving 1s possible by the simple
approach of assigning desks on a "first come,
first served" basis each day.

Once the logic of that golution is accepted

and the procedure is implemented, additional
potentlal savings become almost limitless.
Training, which averages around three (3)

weeks per year per employee, makes possible an
additional six percent (6%) space savings,
while TDY/travel absences contribute another
four percent (4%) on average. °

But why stop there? Making desks available
on a "first come, first served" basis at all
times during each day permits even more space
savings while encouraging efficiencies. Take
lunch  and coffee  breaks, for example.
Staggering these events, which total almost
one (1) hour per day, can save an additional

a full nine percent (9%) of the average work
day. On the one hand, losing your desk during
these absences would permit further space sav-
ings. On the other, it might tend to foster
efficiences as employees could compete for
desk space by coming to work earlier and by
staying at their desks longer at a stretche.

Up to this point, the suggestions have been
relatively straightforward. So consider now,
please, a few of the more innovative
approaches under study throughout the Agency.
One  particularly forward-looking example
involves the R Staff. For a year now, the
emphasis has been on recruiting people of--
shall we say?--diminished’ stature. It 1is
quite evident that these people are able to
remaln comfortable in 1less than customary
space allocations. Phase II of this experi-
ment in R 1s now about to begin. We have
become quite conditioned in this Agency to the
proliferation of partitifons vertically divid-
ing our space. But now, the R Staff is
embarking upon a new era involving the hor-
izontal division of space. That’s right: a
single floor will have platforms installed so
that, in effect, it can serve as two (2)
floors of space. This will permit desks to be
effectively stacked two (2) high--bunk desks,
you might say. Theoretically, this could
yield a fifty percent (50%) space saving,
although present implementation goals call for
a more modest thirty percent (30%) saving in
the first fiscal year. Interestingly, there
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would be noe problem with GSA space-per-
employee atandards which are expressed in
terns of "square feet" rather than the more
telling "“cublc feet™ measure. Thus far, the
only negative effect of this experiment has
been the dismal record of the R Staff basket-
ball team.

The T Organization 1s also embarking on its
own Iinnovative experiment to solve the space
problem. Soon, the so=-familiar gray and black
phones that adorxrn almost every desk will
disappear. Replacing them will be a limited
number of phonebooths strategically, but spar-
ingly, placed in work areas. The estimated
benefits are several. First, security will be
improved because of the privacy inherent in a
closed booth. Complementary to and concomi-
tant with this benefit, the noise level in the
office environment will be reduced. Second,
since there will be no seats in the booths and
since there will be queues of fellow employees
waitipg to use the phones, telephone conversa-
tions will be limited to essentfals. Third--
and this relates to the earller initiative of
"firgt come, first served" desks—--it will free
up more offlce space as employees using phones
would have to abaodon their desk space.
Latest .operations research studies Indicate
that the average Agency employee now spends
fully twelve percent (12%) of effective work-
time on the telephone.

The Operations and the Installations and
Logistics organizations are not standing still
in the face of this space challenge either.
Everyone realizes that there Is quite a bit of
wasted open space between the Headquarters
Building and the Operations Buildimg. Well,
in a cooperative endeavor, L will drape an
inflatable roof over the area after walling up
the two openings on eilther side of Gatehouse 1
(One). The Operatiocns organization will do
its part by channeling unused electrons from
collection efforts into the area. In much the
same way that hot ailr currents are used to
sustain the roeof of the Hubert H. Humphrey
stadium dome {(aptly named after a politician),
our roof will be sustained by the continuous
flood of these returning electrical currents.
After proper subdivision and incorporation of
some of the stacking and bunk desk techmology
developed by R, this initlative will vield a
twenty percent (20%) space bomus! To their
credit, however, the L Organlzation will not
stop there. Careful surveys on restroom usage
indicate a sigailficaatly wasteful amount of
space has been allocated needlessly. Applying
standards ploneered at the Capitol Center dur-
ing rock concert sellouts, L has mapped out a
plan to convert seventy-five percent (75%) of
these underused areas ioto office space.

The next space—saving innovation is already
being practiced throughout the whole Agency

although in a less than aptimal manner. Pat-
terned on the children’s game, musical chairs,
it involves perfodic reorganization and relo-
cation of functions and personnel. By a coor-—
dinated continuation of these activities,
fully ten percent (10%) of the work force can
be kept literally without an assigned office
space as desks and support equipments sit in
moving trucks, on loading docks, or in hall-
ways. A slde benefit of this action, inciden-
tally, 1s improved security through drastie
records reduction. Personnel required to move
would have an incentive to clean out desks and
purge old records, files, and tapes. In addi-
tion, movers would be instructed to lose at
least two (2} boxes per move instead of thelr
current quota of only one (1) box per move.
Of course, this then frees up even more space.

It goes almost without mention that all
records are being reduced to either microfiche
or electrical impulses on storage media. We
atill won’t ever be able to put our hands onm
the 1information we need, but at least our
records will take up thirty percent (30%) less
space in the process of remaining functionmally
useless. And, npaturally, the advances of
space-age electronics will help solve our phy-
sical gpace problems too. In twenty-£ive (253)
years, a computing capability that omce filled
a whole room 18 now housed In a one-by-three-
inch (l-by-3") box. As these gsize reductions
continue, our only problem will be in finding
operators small enough to use the devices.

There are many other ideas under study,
such as using a "lazy Susan' office configura-
tion to eliminate all need for walkways, sub-
stituting writing stands for desks, and plac-
ing benches along wain corridors. Also being
considered 13 resorting to a multi-shift
operation where all staffs will work mids.
Staffs seem to operate ip the dark aanyway and
they”"1l have little more than each other to
bother at that hour. This and the other of
the more experimental considerations may very
well find their way into use 1o the near
futures ‘

But for oow, 1if you have kept careful
track, you noticed that the Agency has proven
techniques to effect a ninety-seven percent
(97%) space reduction already. The remaining
three percent (3%) of the space that we will
contlnue to need 1s roughly equivalent to the
first floor of Operations Building Ome (1}.
We shall, therefore, retain direct use of that
space. The rest will be sublet to those
unfortunate Federal agencles and departments
that still have not entered the Space Age.
So, get ready to stretch out in plush sur-
roundings and be thankful that once again your
every need will scon be satisfied.
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BOOK REVIEW :
FRONTIER DENTIST by Phil N. brill.

The story of Doctor Perry O’Dontics (1826-
1851), a young graduate of the Painless Parker
School of Dentistry, who went west with the
49-ers and performed the first extraction in
the territory of California.

The book describes the problems that he
encountered, especially that of ministering to
unwilling prospectors who were afraid that
he’d steal their gold while they were under
anesthesia. How he won their confidence and
trust could serve as an example to SIGINT
managers dealing with other agencles that have
a certain distrust of NSA and its product.
The description of how the doctor improvised
when he ran out of dental floss, making his
own out of buffalo entrails, could also serve
as an example to field station managers in
remote siltes.

(I am reminded of the commander of USM 9999
in a small town in the Italian Alps who kept
requesting telephone wire from headquarters so
that he could do his job better, finally using

14 tons of spaghetti made by the women of the
nearest village. This worked fine for about
two weeks, but as luck would have it, shortly
thereafter the migrating season of the pasta
birds began and as they flew over his station,
they ate the spaghetti, forcing him to impro-~
vise using bird entrails instead of wire.)

It was interesting to see how the doctor
even persuaded some of the miners and prospec-—
tors to give up some of their gold dust to be
used ag flllings for their cavities. In fact,
it was Dr. Perry 0’Dontics who coilned the
phrase, "There’s gold in them thar f111s!"

The last chapter of the book describing the
problems that arose when another dentist, Dr.
"Yank" Molarz, moved into the camps and took
away gsome of Dr. O’Dontics’ patients reminded
me of some incidents during World War II when
SIGINT organization from Army and Navy units
that happened to be in the same general area
fought over the same intercept and the intel-
ligence derived from that intercept. The fact
that the competition ended in the early death
of Perry 0°Dontics should serve as a lesson to
units that indulge in internecine conflict,
especially since there were enough teeth in

- the California for both dentists.
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BOOK REVIEW :

MAN DOES NOT LIVE BY MATZOS ALONE;

The Story of the Manischewitz Kosher Foods
Family and Their Company, by I. Nasch.

The Manischewitz empire 1s so vast roday
that 1t“s hard to believe that it once con-
gisted of only Moishe Manischewitz (a humble
baker in l8th-century Oyvey, Germany) and hisg
twe gons, Matthew and Mark. But 1t“s true and
this book traces the history of the company
through the generations, showing how the same
basic techniques that old Moishe used with his
family have been maintained through the centu-
ries. Some of these techniques could serve as
models for SIGINT managers--especially if the
Agency expands in the future.

There are other similarities that can be
pointed out. It is worth noting that old
Moishe Mantschewltz and all his successors
have had to comply with two sets of laws,
those of the country in which they work and
the rules governing kosher foods (often wmore
stringent than national). The way that Moishe
indoctrinated his sona (and later aome of the
other young men of the willage) could serve as
a model for the NSA intern program.

4019695 —oR-ePETOTAEL Yt —

Although for generations the company spe-
cialized only in matzos, the flat unleavened
bread traditionally eaten by Jews at Passover,
it 1s interesting to note that Moishe s grand—
son Luke introduced diversification into the
line with pon-Passover foods, overcoming the
abjections of many members of the family
(including his own grandmother, Goldile,
Moishe’s widow)}. This reminds me of the
situation just before World War II, when NSA's
predecessor decided to try intercepting types
of traffic other than Morse code, much to the
despair of old-timers, who ipsisted that the
time and efifort uneeded to intercept printer
and wvolee would be prohibitive and would
detract * from the effort being devoted ~ to
Morse.

0ddly enough, a generatiocun later, when scme
of the other products that Luke inrroduced
proved to be money-makers, Luke’s son Manny
suggested that the company speclalize in them
and drop matzos from their line. Many of the
members of the family protested this (just as
there have always been SIGINT people who pro-
pose that we stop worrylng about Morse code
and devote ocur efforts to other means of com-
munication), but time has shown that there ig
a need for both the o0ld products and the new
(just as NSA has been extracting intelligence
from Morse and the newer varleties of trans-
mission). . . :
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Act I, Scene I

Place: The inner sanctum of the Secretary of
Defense in the Pentagon.

Time: A few decades hence, on the morning of
17 April.

"Excuse me, Sir. Here’s that staff study
you ordered,” said the young lady as she

dropped a plle of paper on the desk of Warren
Piece, the Secretary of Defense.

"Holy Mackerel!" shouted the Secretary
[except that he used a much stronger term] as
he scanned the document. "Do you realize what
your statistics show? For each soldier,
sailor, airman, and Marine in the armed
forces, we have 28 <¢ivilian staffers in
Defense Department agencies! That’s prepos-
terous. We don”t need more than 10 or [2
staffers per combatant. 1711 1ssue an order
at once cutting down on the number of staff
persennel. Miss Spelle, take a directivel”

Act T, Scene 2

Place: The inner sanctum of the Director of
NSA . .
Iimg: Same vear, a week or two later

"I wouldn’t have called this meeting unless
I thought it was .urgent, -sald Admiral T. V.
Sett, Director NSA/Chief CSS, to a gathering
of Chiefs of key components 'and this memo
from Seclef is just that! He’s highly annoyed
[except DIRNSA used a more picturesque expres-
sion] about the number of -staffs in -DoD.
What“s even worse 1s he singles ocut NSA/CSS as
one of the worst offenders. For every. person
we have actively engaged 1n collecting,
decrypting, and translating messages, we have

37 people engaged in staffwork. That’s way
above the Department average of 28. 5o, we’ve
got to cut down on the number of staffs and
staffniks in the Agency....and we've got to do
it ASAP!"

There was a simultaneous nodding of every
single head belonging to a key component chief
(KCC), but nome of them said anything. Each
one mentally recounted the number of indivi-
dual staffs in his particular bailiwick, wmen-
tally tabulated the number of individuals on
each of them, recounted the types of studies
they prepared, tecalled the number of times
that a well-staffed background study had saved
his or her (the KCC’s) neck, and came to the
realization that removing even one staffnik
would be tantamount to excising his or her

(the KCC's) own appendix  without an
anesthetic.
Finally, Hugh 8. Essar, the Chief of A

Group spoke up. "Sir, 1 can well understand
the SecDef’s feeling and 1 can agree with him
that there are a number of DoD agencies where
the number of staffniks 1is out of proportion
to the amount of work they perform. But I
venture to say that at NSA/CSS, such is not
the case. The reason that NSA carries out 1its
mission so well is that no precipitate actions
are taken without proper in-dept background
studles of the causes and effects of all sorts
of actions and activities. Speaking in behalf
of myself and the organization I head, I can
confidently state, Sir,  that I ‘cannot--
absolutely not!--dispense with even cne of the
hard-working, loyal members of any of the
staffs in A Group."

"1 feel the same way about myustaffhiké;"
said DeFarr East, Chief of B Group. "Because
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of the muletiplicity of tasks assigned to our
organization and the impossibility of any
supervisor, except the Group Chief, knowing
the details of all of them, it 1s essential-—-—
absolutely essential!--for B Group to maintain
all of the staffs it has at present,'

"I can wholeheartedly agree with the
rematks of my colleagues," said Al Lowe, Chief
of G Group. T"Everything they have said is
equally true of my organization, only more so!
Why, my Group has a greater variety of
targets, crypt systems, report series, and
product 1Issued than their groups combined
according to a recent study by a G Group
staff. Without trying to disparage the other
KCCs’ organizations, I would say that proper
staffing 18 the major cause of G Group’s out-
staoding reputation.”

"Let’s not forget the need of adequate
staffwork in the maintenance of a proper edu-
cational system," chimed in Reed N. Wrighton,
Commandant of the NCS. 'I recently received a
staff study that shows that for every person
in E who 1s actually invelved 1o teaching
classes, we have only 16 individuals engaged
in the necessary background staffwork.
this figuvre 18 considerably below the DoD
average——and even farther below the Agency
average~-1 would be loath and reluctant to
dispense with any of my staffs.”

4nd so it went around the table as each KCC
in order, from the Chief of A Group down to
the Chilef of Y Group, defended the need for
his or her staffniks and expressed a deep-
seated wnwillingness to give up any devoted
staffniks.

"1 was afrald that this would happen,” said
DIRNSA, "but we have no choice. SecDef has
sald that we must cut down oo the number of
staffs and staffers, so cut we must! Accord-
ingly, siuce none of you will bite the
blankety=-blank bullet yourselves, 1 must take
the following action: I am this day establish-
ing a new organijzation to eliminate unneces—
gary staffs-—-and I'm sure that there must be
one or two unnecessary oneg in a large organi-
zation like this--in NSA. Sioce we have used
up all of the letters of the alphabet through
Y, this new body will be called the Z Staff,
and it will report directly to me....and I
hasten o add that in order to avold incurring
SecDef”s wrath, I”1l be quite ready to councur
with most of its recommendations for elimina-
tions. To head this new entity, I am appoint-—
ing Frank N. Stein, my Chief of Staff, as the
Chief of Z. He will head an organization made
up of one gtaff person from each key com-—
ponent, whom he will personally select, to
help him ig his work. Meeting dismissed."

Since .

Act I1, S5cene l.

Time : Two or three weeks later (give or
take a fortnight or twa).

Place: The loner sanctum of Z Group on the
Ninth Floor of the NSA Building

Frank N. Stein called the first meeting of
his 2 Staff to outline thelr dutifes and work
out their wmodus operandi. "Before we can
eliminate any staffs, we have to know where
they are. Because of your backgrounds, you
men and women——but mostly menl--are in a
position to know juast what staffs exist in
each agency key component. HNow 1 know there
will be a lot of loyalty in each of you to
protect some of your buddies back in A, or G,
or K, or Q, but let me remind you all that you
are now members of Z. Henceforth, your only
loyalty 1s to the Z Staff (not to be confused
with The A Team). Don’t forget: by eliminat-
ing your old job you are making vyour own
future more secure."”

"But I've been a staffnik for years,"
remarked Conn Currence. "If 1 eliminate my
job back in C Group, what else can I do after
we finish this project?”

"The mnice part about the Z Staff’s mis-
sion," replied Stein (who, like a good staff=-
nik, always spoke in memorandum format) “is
that :

(1) we’ll be 1investigating all facets of the
Agency so a good Z operative can eliminate
the positions of certain key individuals
without necessarily doing away with the
staff functions performed by those per-
sons, so that when and/or 1f Z Group’s
mission 1s ever completed, there will most
likely be a need for a trained staffer to
perform that job.

{2) Sechef’s anti-staffing wemo does onot-—
repeat not--set any deadline for the
reduction of staffs, so we don’t have any
short fuses to worry about.

(3) DIRNSA's directive establishing Z Group is
likewise without any cime constraiants, so
1f we budget our. man-hours properly, we
can concelvably make a lifetime project
out of this study, maintaining of course
that an 1op~-depth analysis of this sort
cannot be rushed.”

"That’s a relief," said Currence, "but
won't somebody get angry 1f we don’t get rid
of some staffs?” Several other Z-niks nodded
and said “Yeah, won’t they?"

"I didn"t say that we don’t do anything,”
replied Stein. "I just said that we mustn’t
rush things. I think our motto should be
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‘with all due and deliberate speed” (which
sounds like 1t means something but 1s vague
enough "so that no 6ne really sure juét what it
does mean). I also propose that! we organize
our ~work alphabetically, devoting our first
efforts to A Group, which ought to take us
quite a long time- Then we can work on B
Group, and so on." ’ e ’

""Maybe we ought to do a staff study on this -

and consider all the alternatives, Chief,"
suggested Sam Urai, a former B Group staffer.

The roar of voices seconding this recommenda~

tion was deafening, so Stein gave them four
weeks to concretize their feelings and put
their recommendations in writing."

Act 1I; Scene 2

Place: Same
‘Time : * At least two months later.’

"I‘ve called this meeting today," declaimed
Frank N. Stein, "to report on my findings with
respect to your recommendations about the
method for Z Group’s operdtion to proceed. I
have read over the staff studies submitted by
each of you and I must say that 1 am
thoroughly convinced that I have selected  a
fine buinch of men and women to coustitute the
Z Staff. Your comments about my suggestion to
proceed through NSA alphabetically by organi-
zational designator ranged from total agree~
ment to absolute disagreement, each duly sup-
ported by impeccably logical reasoning (often
drawing completely opposite ‘conclusions from
the ‘same ‘data), and there were a few of ‘them
that I'be read and ‘reread several times ‘and
still can‘t figure out whose side they re on.
Excellent work, Z Staffers!

"Accordingly, we will now go ahead with our
work, proceeding alphabetically by organiza-~
tion designator.
Group and our mission 1is to eliminate as many
staff positions as possible.

[N

Act II, Sééne 3

Place: Same -
Time : Over a year 1ater

"Well, Z Staff," saild Frank N. Stein, "we
seem to be making progress in our andlysis of
A Group. 'To date we have discovered three
staff jobs that can be eliminated, but we seem
to be encountering resistance from many agency
employees, which is making our job harder.
Accordingly, 1 have today requested that the

Director authorizeé the ‘expansion of the Z'
Staff by at least a dozen billets and I am’

happy to say that he concurred without even
recommending a study. I°d like to introduce

the first three new members of this staff, all

of whom formerly worked on A Group staffs

Our first target will be A

~volunteered ' to serve

until recently: Because of thelr vast'experi¥
ence 1in A -Group, they should -be of great:
assistance. ‘in ‘helping us find positions to
eliminate and well-trained individuals to help
us in our deliberations.” :

INTERMISSION

[during ‘which a new President is elected and,
consequently, a new Secretary of Defense moves
into the Pentagon. Since his Chief had been
elected on 'a program to eliminate waste in
government, : he heartily endorses his
predecessor’s anti-staffnik directive. The
new Director of NSA/CSS, General Al Arm,
inspired by the Secretary’s statement, orders
across—the-board promotions for all members of
his staff-cutting staff.]

Act III, Scene 1

Place: The Friedman Auditorium, NS4 =
Time: Over a year later

“MIfve: had to -call this meeting of ‘the 2
Staff here because there are just too many of
us to sit around the office and report on our
progress," sald Frank -N. Stein happily. 'We'
have been having ‘great ‘success with eliminat-
ing the staffs in A Group. Fortunately, the '
chiefs of other key components have seen -that
we mean business so they have voluntarily
reduced ' the number of staffs within ’their
organizations, ~which makes our task somewhat
easier.  Some of them have appointed an alarm-
ing number of Special Personal Assistants: for
specilalized functions. and some.of these SPAs
have Special Assistants of their own to help
them. A special six-month Z Group staff study
has definitely determined that these Special
Assistants do not technically -constitute
staffs and therefore we don‘t have to elim-
inate them. :

""We’ve also been fortunate in having a
number of qualified staffers who, fearing that
their jobs might 'be 'done ™ away with, have
on the Z Staff. - Our
numbers have increased greatly and this has
enabled us to complete “our functions in A
Group. So ‘today we can start the task of
eliminating the staffs in B Group. I wish you
as much success 1in your -labors there as we ’
have had in A Group.

"As many of you'know,'I have been eligible
for retirement for several months now, but I
couldn’t leave Z Group uritil we had achieved
our first important milestone, and the elimi-
nation of A Group’s staffs 1s that milestone.-
Accordingly, in addition to the news about-A’
Group, there are three other reasons for this -
meeting :
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{1 To formally announce my retirement from
government service, the National Security
Agency, and regrettably from Z Group,
where I have made so0 many friends and
accomplished so much;

(2) To introduce my successor, the new Chief
of Z, Gilbert O“Teen, and hope that you’ll
give Gil the same support and backing that
you gave me duripg my tenure as Chief; and

(3) To announce that although I am officially
retiring, I have been persuaded to cobp-
tinue working with Z Staff as & Retired
Annuitant, se I°11 still be available for
consultation, advice, concurrence, and
consultation. I will be, as the saylng
goes, ‘Forgotten but not gone!”"

Young Gil 0’Teen, the new Chief, spoke
briefly, urging the members of Z Staff to con-
tinue their dogged pursuit of unnecessary
staff positions throughout the other com-
ponents of the Agency and announced that since
there were so0o many members of the organiza-
tion, he was appointing several Special Per-
sonal Assistants to help him with the day-to-
day management and paperwork of Z. Several of
the people he named were individuals wha were
not previously Z-niks.

ANOTHER INTERMISSION

[during which young Gil 0°Teen matured and Z
Staff continued to grow and to eliminate
staffs from other Agency components.]

ACT 1V, Scene 1
Place: The Baltimore Civic Center
Time : Several years later

Gil 0°Teen, a bit gray at the temples, has
called a meeting of the Z Staff to congratu-
late them on their great accomplishments In
eliminating staffs from asserted Agency ele-
ments. He 1is telling them, "It seems 1like
only yesterday when we started to root out the
growing “staff infection” that was affecting
our beloved Department of Defense. 1 can
still recall vividly the opposition that we
received when we started working on A Group’s
excess staffers, opposition that continued on
through B and € groups. We had to tread deli-
cately with D because there was some fear that
the Director might retaliate, but fortunately
the General was a firm believer in Special
Personal Assistants to the Directer and Z
Group was able to convince him to appeint a
few more=-I don“t think that 427 SPADs is too
manty for an important individual like DIRNSA.
When General Arm was replaced by our first
female Director, General Anne S. Thesia, she
managed to cut the number down to 399 SPADs
but has no staffs to speak of. The other

groups, E through T, got the message and
readily eliminated staffs and staffers with
the help of Z Group. We discovered that U
Group had no staffs for us to eliminate, but
V, W, and X Groups did. However, with all the
experience we had gained 1in our earlier
efforts, we had 1little trouble eliminating
thelr excess staffniks., Today we have gath-
ered, all 900 members of Z Group, to celebrate
the removal of the last vestige of staffs from
Y Group. I have here in my hand the document
for the DIRNSA"s signature and subsesquent sub-
mission to SeeDef announcing the removal . of
all the staffs from NS5A/CSS except for the Z
Staff, which is charged with seeing that the
scourge of staffs does not again arise in the
Agency. Now we can all breathe happier in the
knowledge that our collectors, processors,
analysts, reporters, and linguists are doing
thelr jobs as they are supposed without the
heavy flaancial burden of paying so many
staffniks......and 2 Group will contioue to
see that the Agency does not slip back into
its previcus staff-ridden days! Keep up the
good work, members of Z Staffl"

ACT IV, Scene 2

Place: The Office of the Secretary of Defense
Time : One Month After the Previous B3cene

The Secretary of Defense commenda General
Anne 5. Thesla because NSASCSS is the first
DoD agency to cut its number of staffniks go
sincerely. He promotes General Thesfa, making
her the Army’s first 6-star general, and
appolnts a staff to examine how NSA/CSS did
such a thorough Job sc that recommendations
can be made to other agencies.

THE END

N gﬁ? 2 5
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I CHESLEY

Term: chesley {(verb}

Heaning : £o get out of a difffcult situation
by convincing cothers that you are a victim of
circumscance, whether you really are or not.

Background: G.V.R. Chesley was, until
recently, a venerable analyat for a major pro-
duction group of the National Security Agency;
his J0-year award testified to his “inestim-
able wvalue."™ However, it 1s net for cthat
value that he 1s remembered, as inestimable as
it was. This account, as useful as 1r dis,
leaves questions unanswered. What was the
role of the Stairway Soclety (see CRYPTOLOG,
October, 1981} in chis affair? Could they
have been a hidden factor in these events?
Curiously, there 1is no surviviag recaord of
what G.V.R. stoed for; all his co-workers
rememher are the initials. No one can recall
every hearing what they stood for, or why
Chesley never used his full name. Perhaps
some kind reader could shed some light om
these details for the sake of historical accu-—
racy.

Chesley was in the process of being discip-
lined by his supervisor, Hardin Tuff, fox
being absent from his desk for four howrs.
Chesley claimed at the time that he was on the
sixth floor taklug care of some perscnnel
business; az he came back down In the eleva-
tor, he found trhat che c¢rush of oncoming
paasengers prevented his getting off at the
first floor. He rode the elevator up and
downy, up and down, up and down, up and down,
for several hours, each tiwme being prevented
from getting out at the firat Floor by incom-
Lng pagsengers. At last he grew faint and his
paleness attracted the attention of several
other passengers, who successfully extricated
him from the elevaror car with a varistion of
the flying wedge.

Some people have such an impact upon those
around them that their name pasgses into
the language as a word of common usage-
Bloomer, Boycott, Mae West, McAdam, ertc.,
have all been wmemorialized in this way.
There are many NSA- people who have done
things worthy of beilng memorialized, and
their names have already become part of
our day-to-day vocabulary. We believe
that some note should be taken of these
people and their concributions, and there=-
fore we encourage our readers to share
their stories about word-worthy co-
workerg. We offer here the story of one
of our fellow laborers; although he 1s no
longer with us, his name lives on 1in our
midse.

Tuff expressed disbelief and suggested that
he eould have getten off at another floor and
walked down. Chesley produced a letrer from a
physiclan indicating thar he was allerglc to
the paint used in the stalrwells.

When Tuff challenged the authenticity of
the letter, protracted and emotional discus-
sions ensued. Feeling the need for ounsite
demonstratcions, both men went to the
stailrwell, where Chesley Degan to sneeze
violently. This startled his supervisor, who
fell down the stairs, breaking his left leg
and arm, whereupon Tuff applied for, and was
granted, retirement on the grouads of disabil-
1ty

Chesley’s new supervisor Al B. Careful, who
turned out to be deathly afrald of germs, and
therefore of being sneezed upon, reviewved the
case and decided to drop the charges.
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