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. U.S. Department of Justice

Justice Managememtt IDimitsoon

Washington, D.C. 20530

MAY 2 0 2011

Re:  Freedom oflifitonméaivanA&cRRquastsNN0.235324997

I am responding om belalif of the Justice Mamagement Diwikzon ((NID) yttoypoutFeeddom of Information
Act (FOIA) request dated Aprill 11,201111, for copies of each News You Cam Ukse neswsdbetteerymihishleddonn
DOJNet. Because I deem you to be a non-commercial requesster, yom ane antiitbettcothieef fisstl D00ppgges
of documents and tie fiinst two Huwss of search time at no charge. 28 C.F.R. § 16.11(d).

I am enclosing, at mo cosit to yow, @l ttee Neavss Yicou@an Use newsletters it eemee Hezanuibishleeldoon
DOJNet, a total of %6 documents. We are withholding portiioms of four newsletters-— those from
September 2010, August 201@, Temeany 201, antl April 2010— under FOIA Exemptiiom 7/E)), wiioth
protects disclosmre of law enforcement technigues amd progsatiuess. 5 U.S.C. § 552(b)(MIIE).

If you are dissatisffied witth myy axtitom, anagypeed imayyHeemaadeppussaantdo 28 C.F.R. § 16.9 by writing to
the Director, Offfice offl ifilommtitioraadd®BhtieyULS SDBjepanternt of Justice, 1425 New York Avenue,
Suite 11050, Washington, D.C.. 20530@W0I, wiithma80ddyystfoomthaddate oftthiss letter. Both the letter
and the envelope shouild e clkeatly makleet “Freedom ofl fidormtitomAacpppeal.” In the event you are
dissatisfied witlh the nesilts of any such appeal, judicial review willl theredftartocanallibdel nntikeddintiaet
where the requester residies @r s apimdpdlplaee of business, or im e Unmittatl StatssissticetCoautf dor
the District of Columbia.

Sincerely,

Barbara Bush
Acting General Coumssll

Enclosure



Seaunityy Aweanaress<Tips

Your Golden Ticket... to Getting Scammnveld!

Beware of emails that promuite investing in galk— scammers are exploiting the recent
increase in gold'svailiee (a prevalentt mestiia topk). FResmit comeesns salioot tinAdkizioanshd
other economicc issuess Heaee
caused some investonrs to
twm to gold as a safer imuesit-
ment. As a resultt, security
organizaticotss have notiimst
an influx of hoax emailiés that
request users' persomal in-
formetoon. In ome suath scam,
the emails subject line
reads, "lis @olid Your Ticket To
A Golden Future?" and a
“FREE investar kit is offenext] to users who providie theiir contactt infermadition.

“Certaim peswraiititesasreussddnin the image for this spam camgzaden inetldiio gG&iemn
Beck. A Googlle semuth mexaiss an intenexttiggaagl @bduduEiGhen Bedbkck promattigg gold in-
vestmemts. It seems that the spammer didi some reseanath in order to know abaouit the

assodiation theftoesoprpagaiatingithépapa cargaipalgihiafHettnett, wwwwsyynaateec.com).

Contitbuting Sources: www.net-security.ng; Wwwssynoantec.corn, www. nytineseom

User AwarenessTips

Thumib-thiirge’s Fikhy... Thumib Drive Safety 101

Removable dwoesssuoth as thumib drives (@so knowm as USB sticks) pose awmnique cihedt-
lenge to Federal IT Security. While they are convenienit, parttbtdeamddogeadt for storiimg
files, they are also easy to lose, and areafféarusedd to spread maivaaee.

The US-CERT (ComputsrEnezgeenyyRReppossd daamn)
recommeznds the following measures to protestt
thumid drive data:

Warning'!

Spyware detected on your computer!

SO 1) BRIV 9 O S5y D1 TV b i

B <Do not plug am unknomn USB driie into your corn-
= puter-- If you fimtlza USB drive, giixee it to the appro-
priateecaublodti¢ies (a locatimmissssruitityp pescoretel,
your organizatimrss IT departimeaht, etc.). Do not plug
it into your compuitar ttowiiswthleecoandetsts ota orsryot ddideiyfifihthevowner.

*Talke adirxandgge of security featuness - Use passwords and emayypidommopowsur USB drive
to protexitypouddttaarach chakekeusare that you hawe ttiee informadidan backed wpim case
your dhiiree is lost .

eiKeep peeoonb bad dimisasess USB drias separate - Do not use persoma| USB drives am
compuitessavwed by yunorgaganatatioandrod do not plug USB drives comtanmggompauatate
infomradidon into your personal compuiter.

Comtritbuting sources: Www.lus-@entgoy, meewscoeet.aom

Abouit the JSOC Newsletteer

The Justice Security Operaitonss Gariter
(JS0C) News You Can Use Newslettter
strives to protesit readiens aagansst|ieer-
net cyberthheattsbpykkepiping them up-
to-ditte on the latest seecuitity issues,
vulneraditities,aadd computter user tijyss.
The tiheeass we address afféettypaddibity-
- at wortk, at themes aaddviridalbllgvevery-
whereiin between-aadd we prawitde the
informettdon you meed to know,im temrs
you cam wmdtrssdadd. If theme is a spe-
cific togitc you wouldtl like to see dis-
cussed in a futwee newsleteer, please

email us at dojcertt@issidbggov.

Cyber Awareness Tip

ersecurity M

“Onze softwmaee is instdléed on your
home compuiter, you do not have to
wonny about it anymaoee!”

e Vendoss may release updated ver-
sions of softmaee to address proi-
lems or fix wulrerabiifiéses. You should
installl the updatess (on your home
comypuitey) as soon as possible; some
softmeaee even offfess the optimn to
obtzimuppdetes autamaitatyly.

Source: US-Cartt

VPR Alertts
Seourity Adivssorees
Monitiily Wrap-Up

Green Tip of the Momith

Wortk froom Home

Worlkimg from home whem possible, as
well as utildig an Altemaitree Work
Sdhedule (AWS) significamityy reeidoess the
energy &t finee spentt commutiigg. Viddeo
and piwmreecoofdiemicingnand other wortk-
flow toalts, make fthiss aan easy, effecties
altemraiiee to tradittboabl commutiigg.
Source: www.green-umllimitteticcom

**This document is intendiet for Department aof Justice intermél use only and is not to be distrilbuteld outside the Department.**

- Lz
S| PoTRenty

Questians megaddigg Ithis newsdleteer or req

toetkdistnibesbahduld be directedto: JSOC, 202-357-@R%66




March 2011

Securitty Awareteass Tips

Warniing: Attagkess May Atkempt to Compraniise Remotke Access Tokens

A securitty breacth at a vendor recenityy caused
weakmeassasin RSA SecuriID tokers commaryy used in
remotte access to Departmesiit systmmss. As a resuilt,
attaciterss may attermgit to obtzim users’ PIN cumtbss to
access Departmmatit systmmss using RSA SecurilD
tokearss.

By remaiimiigg alert for attermgiss to reset or obt@im RSA SecuriID tokem PIN codes, users cam
assist in keeping DepartmresTit informaditon secures.

PIN code

Check the URL (aq
to ensure they are
imitztoorss that look
Exersitze cauliton
containss links or a
contzins a semse of
U.S. govermmesrit e

Please reportt suspititmss messagess to the Justioee Securityy Operattimss Center (JSOC) by e-
maill (DQICERT@usttpj.gov)) or phome (86&tI5S445EEBR)T). Users may contiimuee nonmeadl use of
systamss, keepimg im mindl the abowe requestts to remmaim vigilarit for attenmgiss to obtzim PIN
codes. JSOC will distrihui¢e furttresr informreaidon as it becomessaaaddalele.

User Awanrstesss Tip

Imftornaaition Security 101: Avoil Password Reusa

In a recemt study by the Securitty Group at the Univensity of Cambmidige Compuiesr
Laborattoyy, a comparisom was condlictteld on two websitbss whose passwadd infostmation had
been stollen. The welbsitbas had overtippigg customeess (based an email cadidress®s ))arehd of
the customezss who were registezeeld at botth sites,
76 percenit used the same passward on botth

Visit Our Websit

The Justice SeruniyyOppestition € Seeter
(JSOC) News Yow Can Use
Newslieitter strivestto grotdetteadaters
against Intenmedt cyber threzis by
keeping them up-twedaee am the latesit
securityy issues, vulnerailiiides, and
compuitsr user tigss. The threats we
address affect yow dailly-- at work, at
home, and virualyy everywieree in
between-andd we  provide the
informatoon you need to know, In
termms you can understardi. If there is
a specific topic you waouildl like tto see

discussed in a future newsletier,
please email Jennifer Jones at
jenmiffaridore8EISEdDE

Cyber Awarateass Tip

Reasorss to be partidaly

carefiil whem openitgg email
attzcthmeents:

e Email is easily circubedd -
Forwadingg emaill is so sinmpé&e

that vimssss can quickly infect

many machiimess.

Emaill programnss try to addmeess alll
users' needs - Aimost any type of
file can e attatteed to an emall
message, S0 attaciierss have more
fremdtom with the types of virnussss
they can send.

Emaill programss offer many "user-
frimmdlyy" featiwess - Some email
progranss have the option to
automaicalily dowmbzsd —email
attzntimeends, whidh immediatedyy
exXposEs your computr to any
vinusess witthim the attzctimeeatds.
Source: US-Cent

accowurtits.

Utiizigg the same-eor evem very similar-
passwardds on mulliée sites meams that, if one
accoumt is compmonisedd, they all are.
Unforttumaddbly, due to this commmum, insecuwree
practitee, “If a malicimuss renieerisisablele to get his
or her hands on @& wsatss EEswvoodd credenttidds for
one domaim, said hacker has a good starting

VPR Alertts

Securitty Adviswiges
Monthily Wrap-Alip

pointt for figunimg out the user's passwandd for
other sites” (Samssom), infoward com).

This issue is particuldalyly relevamt to Departmestit of Justicee ussrss Heeaasee, if an indiwiddaal
uses the same passwmdd at DOJ and non-warkkreteligbd sites, they are not only jeopairngg
their perswral accouwmss, but also putting the Departmeetit's netwatk at risk. At the very
least, users shoulti commiit to never reuse their workretdéddd passwomdis for any of theiir
persoma| accowntss.

Comntmitwtimg Sources: Infoworld.comm

Green Tip of the Montih

Wast= Less Paper

Whenexar appropiate, re-use one-
sided docummestiés fromm a scrap paper
bin im the same area @5 your printsr
or copier.

Source: Newdtezamorg

**This docunearttis intended for Degantimeattof Jusitice intermalluse only and is not to be distributtextioutside the Departmeaht* **
Questions regarding this newsletttesror requests for permission to redistribute should be directed to: JSOC 202-357702566




News YouCgarUbs

February 2011

2011 DQJ Cybersenuiiity Conferemee

"Lexataging a Collaborditive Defense""

The thirtl annusl DOJ Cyberssuitity Confenszoee waashhield-Eetaugry 8-9, with the theme
"lLeveraging a Collabozdtive Defemse!” This year&s confenanoee examiitesd the changjngg
threat picture @t the new dymamidss and challemgpssiin defemdingg DOJ netwarkigs. It also
empeadizetl the need to work togetihar to stremghieen the Departmestt's netwarkss and
applicatimssseearirity postunes, whilke empomeziing its mission.

Thank you to all attemitsss-- partituléahly voluniszess-- who helpedi to make this year’s
conferaneze a success. Please rememiber to fill out your attemdime surveyy so that your
feedback cam hellp sthame next years progmam. To requesit a specific topic e cowereddiinaa
futwre conferemes, péemse emaill Jennifier Jones at jenmifferijoesd@@sdmiaioyoy.

Securiity Awararesss Tip

What You Shouldl Know About
Advanced Persistent Threat |l

You may have heard the temm “Adwg
Threat” or "APT" in the news, usuall
detemiieed growp of hackenrs that co

computET users in an attermgit to steall
the long temm.

Using mettiontiiadl attzcik tedhmdagees
emplmyigg targeteed, maliciouss e-
mail nmesssagss, the attacherss trick
users into opemigy a malicitoss
attacmreait or clickitgg a link that
leads to a comprmmise of sensithree
infommeiivon. Once  inside an
organization, the attackers
quietlyy move Ilaterallly among

netwarnik resources, elevating .

privileges and stealing

information,, persisting there to stay as long as they can. The
potentilyy for years withoutt attaieess aren't tryiimg to steahiesefytining at
detection.. once. Imstemtj, they exploit dozems to

humdiegrds of computbess, logom accountts, and
emaill users, seardfigg for new data and
ideas over an extamded pericti of monitis
and years."”

Source: httyp//infoward comy/d/sequnityy-cemttaé|

The Justice Security
Operattions Center reminds
users to remaim vigilant for

Visit Our Websitd

About the JSOCT Newsletber

The Justice Securityyeeatitina CEataer
(JSOC) News Yow Can Use
Newslettter strives to prodeett resabess
against Intermedt cyber threats by
keeping them up-to-dite on the latest
security issues, vulneratiliitéss, and
computer user tips. The threats we
address affect you daily— at work, at
home, and virtually everywiene In
between-aadd we provide the
informmatiton you need to know, in
terms you can understamdi. If there is
a specific topic you woulldl like: to see
discussed in a future newsletter;,
please email Jemnifer Jones at
nni S

Cyber Awareness Tip

Good Securiity Habitt:
Lock Your Computesr

Lock your commputesr whem you anee
away from it by pressingg the
Windtomss Key and L. Even if youw
only step away from your computiesr
for a few mimutess, it's enougih timme
for someares else to destmay or
cornuptt your informeiinon. Lockimg
your computieer prevemts anotinar
persom fromn beiing able to simgly sit
dowm at your computierr and access
all of your informatoon

Source: US_CERT.gov

suspiciouss messagpss, keepimg the
folllowing im muiimati :
o Attasierss may send
conviimoingg messagss appearing to come fromn a coworideer, employeer, or other
reputide soursze to gain your trust.

e Be wary of any unsdiiicited messagge that requeests yow opem an attacimestit or
click a link, and attemgit to confimm the authemniidiy of the message via phome.

e At home, employ updateed antiviiuss softmeee and educate otienss who share your
compuitar that maliciouss e-mmail messagss cam componisee your computter, and
remiimd themn to view unfamiiizar e-mmil messages withh cautiton.

e  Submiit suspiciomss e- rmmil messages for analjsiss to JSOC via the e-mmil addmeess
DOJMAIL. v

Source: Infoworid.com

VPR Alertss
Securiity Advismibas
Montifly Wrap-lip

Green Tip of the Montih

Greem Luncih Idieas
Brimgigg luncth to work in reusatlke
contzimeess is likely the greemest way
to eat at work, since orderityg deliveny
and takeoutt usuallw leaves leftoxar
packagiimg wastee! If you do order
delivawy, joim cowortezssinn placimg a
large order (manee efficiEnit tham many
separdte ones). Also, bringg in a
reusaiiée plate, utemsilss, and napkiirss.
Source: treehuggsEtcom

**This docunrearttis intemdied| for Depantirmrent tof Jusitice intermall use only and is net to be distributertioutside the Degmatmeaht: **+
Questions regarding this newslttezror requests for permission to redistribute should be directed to: JSOC 202-3760QR66




User Awamaresss Tip

Cyber Securitty Resoluttoosss for 2011

Cyber securiity expeitts predistt a rise in economiic and job markett-
relaeet] scams in 2011; resolke to be extra vigilamt in protesitivgg
yoursalff from cyber crime this yean!

Lotteny and Swespsttidess Scams

Accortligg to the FBI's Intemett Crime Complaimt Center (IC3),
consumneess have reportted a recemt sweepsttiless scam that sends emails
and letters with fraudgutent checks beariiigg the logos of fimaniasl servicess compariéss. Expect
to see variatioss of these schemess in the comimg year, usimg text messazges and phome
calls.

Employmatit Schemes

Botth “get rich quick” and “work froom home” schemess have becoms
increasingly commam, explatigg thase fadimg  difficwtt  fimamoskdl
circumstaneces. "Commom wamming flags in postimggs for possitiee scams
Inclugte: Infilated wages, vague wordiingg or generdic job opemimggs, free
traiiming, guaranteed placement, no spedil skilks or experézmmee requireed,
P.O. Box or out-affsthdée addmess, and joib listimgps for govemmmeatit, civill
senvicze and oversEss posititTss.”.

Sociall Netwoiiing Dangeass

Social netwoiigg sites are consistarilly risky, and thressts are predictbed to incremsse in 2011,
They "proxidie an avemue of easy attacik to users who are willing to clicdk on every link they
receine”. Be sure to contact friemdts before clickimg links, videms, etc, to ensumre they are
legitfimadde.

Sources: arkkfRRetingy;Ne¢tSeuity; PC Tools

Securitty Awaxanass Tips

Cam Use

Visit Ourr Wehsitee

About the JSOC Newslettbter

The Justitze SseuuititYOPpetatien € Eeeter
(JSOC) News You Can Use
Newsletttar strives to protectt rembrss
against Infmmrett cyber thremts by
keepimg them up-to-digee on the latest
securityy issues, vulmenadbliites, and
computear user tigss. The thremits we
address affestt you daily— at work, at
home, and virtuslly everywiezee in
between-aadd we providee  the
informedivon you need to know, in
temmss you can understamd. If there is
a specific topic yow would like to see

discussed in a futunee newslettesr,
please emaill Jennifer Jones at

Imfmmaidan Securitly durimyg Imteermadioanbl Trawsl

All federd! empbypess embatkingg on intemrmtionbl travel-wbttber workretdddédd or mait—
shoultd keep the follominigg tips in mindt:

Assume You'ree a Targett, Because You Proballily Are

"Trawelers need to know that in light of curremt worldiwdide politttcdl and economiic instattiliiyy,
the fact that they are Ameniozan citizzetss and, in parttiowidar, U.S. govermmesnt emplbyeess or
contraxttoss, makess themn a target for exploitteibon.”.

Avoidl Processiing and Tramswitthigg Sensitinee Imftornesttoon

Travetees shoultd assume that their tramsnidsiioss are beimg intecegpbed and read! anywesee
netwoies are contdlideld by a foreiggn govermmreatit. “Foreiggn networkk prowidbess can disathte
molilke devicze encrygtoon and them turm it back on after informetion is intemcwgptet .

Power Dowm Whem Possilbite

Trawetess shouit tumm their mobike devitzes off whem not in use im order to
limiit the potemttza! for compramisse. It is best to also remmoxe the batteny and
SIM card, and store them separatedyy from the device.

Steer Clear of Cafés

Intermeit cafés are NOT a safe altenmahiee to utillizimg your owm electmaridc
devicess. The computezss at many such estalilgdhmeetds have maliciouss
softmaree that can captuee passwmods, bank accoumt or credit cardl
informreitoon, and the like. Never use cafés for offii! busimesss.

Be Responsiiee
In the case of a security incidemf, know the proper metioti to report tampeiing,
unauittwoidedd use, loss or theft of IT media to your Componemit's IT Securitty Stafff.

Contributimg Sources: NMWedieee; GCN

Cyber AwanaTtesss Tip

Cyber Securityy -Mytliin: Attaciesss
only tangpttpeoyp/kewitih momneyy.

Trutth: Amyone cam become a victim of
identitty theft. Attacheyss look for the
biggestresvaattd for the least amountt of

effortt, so they typt=lly target
databsses that store informedinon
about many people. If your

informeibion  happens to be in the
datalbese, it could be collected and
used for malicious purposes. It is
importtit to pay attemtion to your
credit informaivon in order to minimmize
any potentizlddamgege.

Source: www.us-cent gowx

VPR Alertts
Securiity Adviisories
Montily Wirsptlip

Greem Tip of the Montth

Envirommezndally Consciouws Trawed|

When feasiies, make it a habit to take
the traim, bus, or subway durimg
business trawa], instead of a rentall car.
If you must rent a car, opt for hybridis
and other high-miiéemge vebluldes, which
some nextiahbggercicesow witeffer.

Better yet, utiilizewideooofdeecingqrahd
other techmoltmgiozd! solutimmss that can
reduce the amoumt of employee trawed!
when possible.

Source: Sierra Club

*¥*Thits doawmentis intemiteifor Degpathneehbf Justice int=nsh use only andlis neftto be distnithutbedoutsifie the Deartinerdnity <+
Questions regarding this newsletteeror requests for permissiom to redistribute should be directed to:

JSOC 202-35/702566




Securitty Awaratesss Tips

About the JSOC Newslettbrr

‘Tis the Seasamn... to Get Scammmszt!

The hustte and bustiee of the holidtess-- with shopgezss
lookiieg for great deals im a hurry— provitess an excellenit
opporturmiyy for cyber crimiimaids to strikee. Dom‘t be fodéed by
the commman scams below :

Free iPadl Offens

Witth Applee prodlustes being iin high dememt thiss seasom, lots
of phony offers for free iPads and other mermttamitise are
circulkgiigg  onlimee.  Somee  users receiivee  spamm  emaill
messages that offer a free iPad witth an onliime purctiease. Those who attempit to make a crediit
cardl purdhmse receiwe neitthar the producit they suppassilyy paid for, nor the free iPad they
were promisseld, and their accoumit infommation
is in the bhands of cyber crimimzdds. Othens
have encoumtbeedd quizzss on Faceboak and
Twittear that promisee a free iPad in exchamgge
for answaiigg a few questooss. To receine
theiir fimal resuitts, indiwiddiatsls must enter theiir

B g

g

Free Applie iPad! See Detaiils cell phome numiber, whidh automaicatily
hnﬁti/m.ﬂ / subsaritiess them to a cell phome scam that
#U chamgess their accoumt $10 a week. Maliciouss

nowlUBroke #mm #chile PS3
— linksaamd other countafédit offenss for iPads are

also commun on suié | netwarkkigg sites.

“"Hellgd! I've Beem Robbedi”™ Scamn

This scam appesss in the formn of phomy distresss messagess from someaTee you knowy, claimiimgg
they are out of towmn and in need of money immediabsly. Do not falll prey to the messagpss
sense of urgmmoyy-- first, call or emall the supposeslyy stramdded frienmdd in order to veriify their
claimrss. Cleacessamge, theyfee fime and youxee encourtteedd a scam..

Fake Gift Cardts

Cyber crimiimteids use phisthigg scamss with offers of free
gift cards to steal users’ persoral informmidbon and
momey. The offers can appear as pop-ugss, emailts,
bammzss on welh paEypss, and more. “The ruse may say
someittiigg like 'The first 200 peoplee to 'Like!’ [imsentt
wellldaoowan retailit] on Facebook willl receinee a $500 gift
card!’ Them, to claim the prize, you have to enter
persara| infomraioon or take a buncih of onlite quizzes.
The persoral informedivon is used for identityy thefit
pummsess, and the quiz resultss are sold to marketbess,
netiiirgg the croakss evem more money”.

Charityy Scams
Witth incressset] giviimg, commess incremseeld swimdlingg. Whem carssideringg domethigg to a chariity
onliitee, rememidzer to:

o Carefllyy check the name of any charitty: Charitty scamms wse names similar to the origitzl
charity in order to cause confusoon and obtdim your donaficmss, i.e., Natiotl Cancer
Societyy (scam) insteat of Amerizan Cancer Societyy (legittimasde).

¢ Check the emaill addmesss of any messagge fromn a charitty. Charittéss
sendimg out emalss shoultl have top level domeitss like .org, .com, or
.net and the emaill shoultd come from this domaim, not a free proviier
like hotmadlil or gmail. Howewver, as a generad! rule reputable charities
dom'tt spam and you waom't receive an email from them directhy witamutt
your priar inquiry.

Contributimg Sources: ftc.gov, newsroom.mcafee aomny; eldergadgett comm

The Justice SeuitityOpeatiditnS alkerter
(JSOC) News You Can Use
Newslettter strives to protestt nezatbzss
against Intemmedt cyber thremtss by
keeping them up-tweddeeoon the latest
securityy issues, vulmeradbiiites, and
computeer user tifgss. The thrests we
address affect yau diEljy-- at work, ait
home, and virtualyy everywtezee in
betweem-aand we  provide @ the
infommagivon you need to know, in
tenmss you czan umdkrsitadd . If there is a
specific topic you would like to see
discussed in a futunee newsletiesr,

please email Jennifer Jones at

‘ Cyber Awanzmesss Tip

Power Surge Protesitoon
Incllemrenit winter weather is headed
our way— keep your lmmee PC safe
fromn gmovee s srgeearahd vlatpeselsyby :

o Imwesttimg in a power strip that
protextss agaimst power surges;
mamy strips clieeitseaupgrsasiation
if they do not effectivedly protecit
your comjputter.

e Durimg a lightmigg storm or

o v S TS

Monttiily Wrap-lip

**This doaumeenttis intendietifor Depatimahbffustice intemah luse only andl is nottto be
distniiuteeido utsivie the Degaatrioevehyt’*
Questions regarding this newslittezror requests for permission to redistmibuttes should be directed to:
IB0C 202-37762866

Greem Tip of the Monith
Greem Holidsay Decorathivgg

When deckimg your halls this season,
keep thessegreeertipgps in mind :

¢ Reuse dizoorations ffliom yesar to year
to save money and prevenit
unnNecesSayy Wwestte.

e Buy energyetfiiidentigigstssuaich as
LEDs, and put themm on a timer so
they arenmtt glowimg hours longer
tham mesesssayy .

Source: ezathl®#31lcocom




Novening;

Securitty Awamratezss Tips

Thanksgivigg Threaits

While plammimg partiess, primtigg out invittdiioss and
fimdiieg new recipess, many peoplke forgeit to be
particuitalyy carefiul bromsimyg the Intermredt aroundd the
Be aware that cybermintiails are utilizivgg
searcih resuitss for comman holidiay termrs to attawk

holidiaes .

unsusperthigg users. Intenmrett searctess
for "Turkesy , “Tiea nksqgiviimag
"Imvittditbons” and “Priimitdbde  (cardis))”

oftem yield malizicoss searcth resuitss that
redirestt users to fake antiwiogs sites.

Once dowmitzmiged, the softmaaee will do
"a numiber of annoyinyg thimgss, such as

What is Fake Antiivivas?

A fake antivilus is a warnimg
message that pops up froom a Web
site and claims the user's compuitesr
is curremtyy contamiireieed or not
runmiingy ropeelly. AflSsocalidied "rogue
antivimss” and "scarewans," fake
antiviuss is a dishomestt attemmpit to
cause a user tm purchase amtiwioes,
registyy cleaner or some other
softwaree that repairs problemss or
enhances perftormaacee.

Source: penEgoCaom

hijecikimg welb browsiiyg sessioms, repestetyy playinyy messagpss over the speaterss (E.g. 'Your

computezr is infectest)’), and generaihingg popumps”.

S T - Tihamks Dimner GRS Hins Tipss...
Laam how eiSy 1l Is to make Dy Sulfftireg for Thankegiving dinner. ... Trsdtional
Stuffing Redipes. My GreatiGrandmother's - Chestoit Stutiing ...

abouit

ng1OLitum-(Gacheg - Similan

Mom's Tu St Recipel| Si R

Classic hankygiviog tukey stuffing radjpe made With Franch breidi cubes .:: like they will
auktia tun@stic dimension to thes failly tradisonal

elise. i _lurkey s mmnsww Cacheg|

camtd Turkey R : Sitke D Desserts, izers ..
DiscOvéitideficious sRd emsy wo-prepare Thanksgiving redipemiociuding MThatiGing ...
mwgg Tumsay with Miles Sandish Swifing and Gravy s
i - Caghes - Spmitar

Traditiohsl 8 reci
o be, mmmmw mﬂhg redipe up intoas possibly

o i SEiVing ...
'ms.-y mqmmwummwwmmmmn
Imditiomial Thankaghving stfing recipe is not orly deRIBUS. ...

- Cachen

i dwmmwmgmm

It is importanit to examiimee any link
beforee clickimg it to make sure the URL is
relatez to the searcih yow condusteed.
Whilke this does not guaratieee the site is
safe, it is a good prevartbiitioe measuree
that can hellp you steer clear of malicicuss
linkss. The best solutitory, howewar, is to
type the spedificc URL of your intemdted
destimaibon in the addhesss bar ratiner
tham conductting broadi searciess. “By
manuelly typimgg the URL in the addmesss
bar, youw can verify the infomraivon that
[your welb bromsmi] uses to access the
destimadibton Web site. To do so, type the
URL in the Addhesss bar, and them press
ENTER".

If you encoumter an antii virus pop-wm,

immedimbaly close your browssr to aveidl unimtstitboabyly dowmbzatiing the malwaes, and
contactt your Compamestit's IT securitty stafff immetizaéaly.

Comtmibutiimgy Source: pandasequnityy.comy microsoft com

Fake USAA Phislhitgg E-maiiks

A recenit phisthingg scam has used the name of the
United! Statess Automubiide Assoditoon (USAA) to
lure victimss into handliilggy over their credit card
informredibon. Recipi@riss of the emaill are asked to
click a link to fill out a "new versimn of USAA
Confirmegtbon Form." Once they click the link, they
are redirentted to a phisthimyg page witih a fake form
(see image at right)) requesttigg their onlime ID,
passwaxj, name, e-mmal), USAA carmdl numibar,
expirgtoon dates, securitty code and PIN.

There are sevenal warmimyg sigms indicathigg this is
a scam, howevar: a small mistadee in the wording
of the messame, the use of shortared links (to
hide the actus! destivaibon URL), as well as a
browsmr wammingg that there might be a probilem
witth the destiregioon URL.

Contrmitwitimg Source: net-secqunityy @t
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About the JSOC Newslkiteer:

The Justicee Security Operatomss
Center (JSOC) News Yow Can Use
Newsleftter strivess to protecit
readmss agaimst Intenredt cyber
threstts by keepimyg them up-tw-edade
on the latest securiity issues,
vullrezebbitiétes, and compuiesr user
tips. The thresits we addesss affect
you daily~- at worlk, at home, and
virfusdlyy everymteeee in betweem—
and we provitte the informzdibon yow
need to knowy, in temms yow can
understtaradifIf theme is a spedific
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discusssetl in a futuree newslteer,
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jenmiteridoesd@@rumiojpuoyv

Cyber Awareness Tip

Safe Online Shopgpiing

s Use antiwives softmaee, a
fineawadil|, and antiisgpyveace
softmeaee. These are vyour first
defense agrinsst viruses, etc.

¢ Do Dbusitesss witth repuitdidide

vendiwes. Verifiy that the vendor is

reputidtiée and establishedi before
providlingg any personall or finamcia!
informadioon.

Be wary of emaiils requestting

informaaibon. Legitimette hussimessess

will not solicit account or personal
informedinon thraugih email.

Source: US CERT

Green Tip of the Montth

Smartear Recydiitngg Dos and Don‘ts
o ohittcrusth camss. This is no longer

necessary fforppooessisigg.
Dghlitt thomugityy cleam every

empty jar. Machinery at the
recydimgossmicewilitletean jans.

06 sort recycitiides. Some
recydliimg centens  throw out

recycldties that are moitsoteed.

090 recycle glosmy paper.
centenss mouwaacepp magayazases.

Miost

Source: bestgresmihomatigsscom




Securiity Awaretesss Tip
"MSIL/ZZsreart” Affectts Imttenmestit Explonser, Chromee, and Firefox

A new fake anti-wiogs scam im the form of a browssr warmingg page has beem spotiget by the
Microssift\4ate@re®Ritettiction Centear. The rogues, diddbedd “MSIL/Zavea,” has been spotitet on
varimuss compronisedd welbsiteas, and is able to detect whetthesr Imtenmedt Exploterr, Gtiiooree, or
Firefox is being used, them generadte a
malwanes warningg page very similkr to
these displeasd by the respraitiee
brows=ss (See phomy  Interredt
Explomar page below)).

It is importamt to note that all “the
‘updtates’ point to a copy of A e e i e mis s sions
MSIL/Zxeen that promisess to prowidie
'‘a new apprath to  windoms
detecticon,” but Imfewrrett Explancer,
Fireffmo¢, and Chrom= do not offer
such a solutiton whem a website is
blochezd“ (Micresift Malwicaee
Protectiton ~ Centem). Addittoovadily,
many of the pages have obvimuss
grammear and spellimyg mistz{ess, such
as "Get me our of here" (imstezsd of
“out”) in the Frefox warminygg page,
and "Pmoaezn antivirus protextioon fim ome click” (ratter tham “im"). If yow encoumter such a
warmimg page, hit Alt-f4 @n your keybosdd, whidh willll immediiately kill the browssr (Selet
"Cancgll” if a dialogg box appears), to avoidl uninteTiiboalyly dowmlbzmiigg the malwaes, and
contacit your Compamestis's IT securitty staff rightt away..

If a user clicks the "Updite Now" or “Upgradie” box on the page, their computerr will be
infecieetd and the phomy "Win7 AV" producit will the instalésd. It startss by conducttigg a fake
scan, indicaifigg that it has foumd maliciowss Flles, lnfetdtams and the like. While the scan

: appearss legitimmte (see image at
left), it does not actusllyy inspect
the users computeer, and the
reportt it genemabss is completbdly
false; “the feattuess don't worlk;
evenyttgg is themree just to look
nice, not to offer any kind of
protestioon (just like in all other
rogues antiwiogs prognamss)"”
(Micrasadft ~ Malwanee Protecttorn
Centen)). After the initidl scan, the
user is informeed that the progmam
has detextbed varioouss protbnss, but
cannott eraditczste them unless they
upgradie to the fulll versom of the

getreese Aggettng o

Y ottt ot e “hop camomepn ot be exsare. memare . prognam (i.e. pay money)). Even if
Py T — = . i ’ the user chooses not to purchesse
Pyeeavinny | the productt, the MSIL/Zween

malwaree is alregdly on their PC and
will dlsmiaw remintbess and warmingg messagess statingg that the computker is infecteet. If the
user does pumttzsee the productt, they will be payimg for an ineffethiee scanmer, and their
crediit card informeitoon will be im the handis of cyber crimiitadds.

Contributing Smuree wwww.blogs. tedhnet. com/lbfinmppt/

**Tiis documerit is intendtet for Department of Justice interndl use only and is not to be
distriibutdd outsitte the Departnvemt. **

Questions regarding this nemslettezror requests for permission to redistribute should be directed to:
JSOC 202-3W753322
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Center (JSOC) News Yow Can Use
Newsletiter strivess to  protexit
readyss agaimsit Interedt  cyber
thweetss by keepimg themn up-tomeidde
on the latest security issues,
vulimeedliitities, and computesr user
tips. The thrests we addhesss affectt
you daily~- at worlk, at home, and
virtuglyy evemymvieece in  betweem—
and we provitte tihe informeiton yow
need to know, in terms yow can
undensttamald .

If there is a specific topicc you woul
like to see discusssrd in a futwee
newsleiteer, please emaill Jennifsr

Jones at jemmiiéejooes@@rdaiapyov

Cyber Awarsteass Tip

"Free iPhone” Facebosk Scam

Bewaree of iPhonereidated status
updattss fromn friemtds on Faceboolk,
witlh  claimss like: “Just testiigg
Faceltook for iPhone out :iP Reueived
my free iPhone today, so happy
lol... If anyome else wantss one go
here: (link))”. Users who click on the
link are asked if they want to
"Allom” the applicioon to access
their basic informaidon. Clickimg
"Allow"” enalltss the appliczivon to
access users’ persoms| informeinon

as well & to post on theiir walll. Eaci
click earms commigssgion for the

scammmezss. Immpemstbed users shoultd
immextiziégly deletee refemmwess to
the free iPhomee from their walll, @rdd
remoxe the offendyg applicztoon
fromm Accountt/ Applicaidon Setfimgss.

Source: wwnw. net-secunityy.org/secwaord

VPR Alertss
Securitty Advismiees

Montiily Wraptljp

§ Green Tip of the Montth

Switcth out your disposdiie plastioc
handl soap contzieess for refilkide
handl soap pummgss. Most bramdis offer
bulk soap refillis, and youw will be
saviimgg botih momey and landffill space!!
Source: wwnw. bestgreemmrretips.com




Septermiberr 2010
JSOC Issues Two Alertts to DQJ Compuiter Users

Computar "Wormm'"’ Attzoiiss Fedenal Agemiess

A new computar "worm” attzuieed severd! feders! agemciess and Fortwmee 500 cormpmaTiéss
yestemityy. The malicdouss emaiil messagres contsim the subjectt line "Here You Have" or “Just
For You" and contaiin a link to a seemiimgly legitimzate PDF fike. If a user clicks on the link,
they will be redimexiteld to a malicituss

websitee that will prompt them to
dowmload and installl a screemsaxer
(.scn) file. If they agree to install this
file, they will becomee infecteed witth an
email wonm that willl contiuee to
propagaite througih their emaill contaatts
(see Computmr Wormn defimitoon above)).

The Departmatit of Justicee receiwazt

Comput=r Wonm:

A softmeree program theitiss diesigrmeedtdcapypyitémslié!f
froon one computesr to anotimer, withowit humam
interaativon. Unlike a computssr virus, a wonm can
copy itselff automettocdily. \Wooms scaanreplpdatatenin
great volumee. Forexeanppde,aa wosnmozan semd out
copies of itself to every comtmttinin your e-mmaill
address book, and them it can send iliself to all of
the contzetts in your contacts e-maill address

over 200 of these emaits but the books (Microsofttczom)).

Justice Securifyy Operattomss Center

(JSOC) actiwatted the OCIO Incidiemt Respomse Action Team and blockss were instituibed at the

TIC Intemrett gatewesyss. Additooradlly, Compomertss were requireeld to update all antiviruss

productts in use, whitdin minimizeeld our expaswee to onlly six infecteed macthiezs. Even thowgh
the Departmesmit is now protesteeli, sometimes the adversaiees chamge the
emaill to look slighttyy differamtt so they can get past defemsss.

The Departmesit asks that all users carefullyy watcth their emaills, botth at
work and on their home machiiress.

Attadicrss Attenygit to Access Departmeent Systenss Through
Maliginiss E-maill Messagss Ex-erXpHhon HCE)

The Justizee Securityy Operatiooss Center (JSOC)

Departmamit systemss. Due to the recentt incresse and nature of these tamgstted intmssoon
attenmpits, we urge users to be extra cauticuss whem openiimgy e-mmaill m at worlkk and at

home.
Typicalyy, users will receive a malicicuss messagre disguiseed as a legitimzite e-maill contaimngg

links or attacmestss, oftem referimgg to U.S. govermmestit inforrmatoon, repontts, confergmess,
or meetingy agemdtss. If a user clicks the link or opems the attzcthmesmy, the attackear cam gaim

fulll contrad| of their worksitdioon and informeidon.

To reduce the risk of compromisigg your DOJ wortisitaiton, be alert for unsolistited

e-maill messagpss and keep in mind the follomingg trailss comman to malicitiss e-mail

MeSSAYES:

o Subjerit matter related to recipiEmtss worlk, possitiily cont@ifiigg actus! U.S. Govermmegnt
infonmegttoon

s A sense of urgemey to convimee the recipiEnt to opem an attacHvreant or click a link wittiim
the messagee

s Convimiingg contemtt such as upcomiigy meetiiy agemdtss, repontts, informeEaiion on curremt
eventss or policy issues

s Seeminglyibgdithatate

sender (govemmmetit and commectabdl addiresses,  includimg

@usdoj.gnw) using legitimeadée signatiree and contactt informatiom
s An attacihmenit (typicallly a .pdf or .zip fil®) or link

The Justizee Securityy Operaticoss Center would! like to examiite suspestter malidouss e-maill
messagess. T presemes the hiddem messagee informmaaioan typitzally inviiiide to average users,
suspiciouss e-mall messazgess must be sent to JSOC in a certain way. To forwatd a

messa@a: for
http::

analryyms plem follhww the msmumtzmss avalmée on JSOC website:

¥*This docurmenttis intemded for Degpartnrenttoff Justizre intermal| use only and is net to be
distributestioutside the Depantimest**

Questions regarding this newsshetteror requests for permission to redistmilbutee should be directed to:
JSOC 202-30/758332

What is the JSOC
Newslette??

About the JSOC Newslietber:

The Justicee Securitty Operaticorss
Center (JSOC) News Yow Can Use
Newsletttar strivess to protexit
readkess agaimst Imsrrett cyber
threetts by keepimg therm up-to-dizée
on the latest securiity issues,
vulimezediitities, and computesr user
tips. The thresbs we addiress affecit
you daily~- at work, at home, and
virtugly everywiezee in betweem—
and we providte the informeinon youw
need to know, in temms yow cam
undiensstaad .

If there is a sgpecific topicc you wouitt

like to see discusssed in a futuree
newsletttar, please emaill Jennifear

Jones at jenmiffer. jones3@usiitjgowyv
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Greemn Tip of the Month
Think Beforee You Print

Cyber Awararesss Tip

Safe Onlime Gaming at Home

¢ Be cameful when dimwnloading free to
play (F2P) clients on your home
computter. If the client sufftvesee is
maliiciouss, yawu could be puitiigg your
PC at risk.

e Dont give out your logim
infomaioon to stramggEss. In fact,
dont give out ANY kind of
infomrettoon, personal or not, to
people yau meet gamiimgg.

o Avoid fallimg for the old "FarmVillk
Secrets” scam. You will either
dowmllzsedi 2@ Trojgan or expose your
Facebook llogin imffo to crimiimats.

Source: www.gizmodo.com

Advisoides

Securit

Montihly WrapAlip

s Ask yoursslff: could this be read or
storedi onlime instead? Make it a
policy to post employee manuals
and similar matenass aniilee, rather
tham distrithuiee print copies. They'e
easier to updigte that way tom.

¢ Request to be remowstl from
maillimg lists before you recycle
unwentesd maill.

Source: www. sierraclub.typepad.com




News You Ctanlds

Securitty Awarsatesss Tip
Inmseese in Sociall Netwaridiingg Scammss

In its presemtaitian to the House Judici@yy Subcommiittee on Crimmes, Termmissm, and Homelkntd
Securitty last month, the FBI reported a signiffczarit incressse in
the use of social networidigg accoumts in Intemmedt scams.
Gordom Snow, Assistatit Directmr of the FBI's Cyber Divisiom,
stated], "The surge in the use of sociall netwmawkiigg sites over the
past two years has givem cyber thiexes and childl predatoyes
avemusss to take advanmtmype of unsusjpemthigg  users"

faceboelk

new, highlly effectinee
(v et tve dakvta|d . com)).

A couplte commman tactioss used on social netwankiingg sites includie :

+ Data Minimg, in whicth cyber crimiireés extractt bits of informztoon aboutt victimss and them
use it to scam them. A comman examgpée is a "getfimg to know yow quiz" om a social
networiking site; "Whilee the answess to these questions do not appear to be maliciouss on
the surfasze, they often mimic the same questitwrss that are asked by fimarei| institdtioss or
e-mall  accoumt provigkess whem an indiwidilagél has forgottben their password!”
(wwwr. Tt tvedtvandatl dooojm ). Scammmezss can thus gaim informaitwon that willl allow themn to
access the victimss emaill, bank accoumtts, etc. Additiraily, colledtingg persaora! informetoon
is made evem easier because many users "offen accept into their private sites people that
they do not actuallly knows, or sometimess fail altogestieer to propetyy set privaxy settiimggs on
their profile” (wwwv.networiweostdccootn). Friendts of friemdts shoullti not be able to view your
birttiattay, cell phone numiber, or any other informaditon that could be used to impersmrmite
you to crediit card companiéss, credit unimrss, etc.

e Data minimg can be appliexti in Phishiingg, in whicih cyber crimiimeés attermpit to acquiree
passwads, accoumt numibenss and other sensitiiee informettdon by pretemiiing to be somemTe
else, oftem througih persomaiized, legitimzateldolikiong
messagess. One examplee is a wammimyg message that
appears to be from your bank, requesttigg you submiit
your accounmit informagiton, for veriffezgipon pummsess
(note that most banks willl not contact yow via emaill
to gather infommattoo). A recemt phisthifgg scam that
has plagussti Facebook and other social netwarkiiigg
sites is the "Help, [ am stramdbed!" scam, in which
victinss receiiee a message appearimg to be from a
friemd], claimingg they have beem robthet of their creditt

cards, passpartf, money, and cell phome, and are in
immedimte need of money. Whilke the simplke solutiton to this scam is to call the suppossilyy
stramdted frimmd in order to veriffy their claimss, many usersftll prey to the messagess sense
of urgemcyy andl send momey. Phishitgg scams can be foumd in messagpss, links, or videss
(appeaiigg to be from friemdty) withim the site, oreemadids sent to users claimiigg to be fromn

the sociall netwaikinmg site itselff.
Witlh the growimgy numiber of soci@! netwm@kinyg scams— annua! crime compliinss have

incnesseed 667.8% betwemm 2001 and 2009 it is importaTit to utillzze soci! netwakiigg sites”
privazyy settinggs, bromse cautimusdyy and contzctt the message sender before clickimg anytiiimg.

Contributimg Sources: www.networkward aomimage: wwnww.gizmodo.com

User Awaramnsss Tip _

Wamiingg: DOJ Users Targetted in Parikiinng Permiiit Phisihitng Scamn

A number of Departmarit of Justitee users receiivezt an e-maill message disquissed as a ﬁ
with an attashment The attaghmant isiiof'

G but instemd redirentts users to a site contaiimigg malidouss softwaree. If yow encoumter

a messagee of this natunee, DO NOT opem the attacthmeemt, and contact your Compoments IT

securityy staff immedistbdyy .

«*This docavwnerttis intendietifor Depentbneahbffustice intennsd luse only andiis nottto be
distnihuttetdbutsidie the Depatiment ¥

Questioms regarding this newslkttezror requests for permissiom to redistribute should be directed to:
JSOC 202-3W7253332
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vulmeeitiiiliéles, and computmr user
tips. The thmresits we addmesss affectt
you daily~ at worlk, at home, and
virtugdlyy everywiezee in betweem—
and we providie the informragibon you
need to knowy, in tenms youw can
understtamid.

If there is a spediffec topic you woullt
like to see discusssed in a futwmee
newslettter, please emaill Jennifer

Jones at jenmiiferidoes3@Q@sduj@ogov

Cyber Awananesss Tip

"Keep Me Sigmexti Im™ Box

o« If you are not on your personal
laptop or home compuiter, DO NOT
select the “Keep me signed in” box
on websites.

¢ Althougih your work compuierr may
feel like it belongs to you, a
snoopiingg co-waorkezr could easily
open your browser and access your
accounts if you sttay sigmed in.

¢ If you sign iim tio aaparticuléar site, do
not just navigate: to anotiher page or
close the browser-bee sure to sign
out as well.

Source: wwnw. gizmodo.com

Montihily Wrap-lfp

Greem Tip of the Montih

Water Conservatinan

Be sure to tumm off faucets complet=liy,
ensurimg that they don't drip. A ffaucet,
leakimg at a rate of only ome diayp perr
second, can waste muree thaan235 liters
of water a day — thats about 10 000
litens ayyeeaar.

Source: wwnw.abouttcom




Security Awaretass Tip
Zeus Botnet Imammsibeld to Exploit Credit Cardl Veriffication Serviness

The Zeus botmett, a Trojfan horse that stealks bankimyy informretdon, social netwarkiigg logiimss,
and emaill accoumts, was first seem in July 2007, and has beem widegpeead since Jutee 2009.
Zeus is particrldalyly difficuiit to identtffy, because it is
reconffigueedd more oftem tham most malwares, due to its
creatoss "...allowmigg other cyberarmmiakls to license the rigtits
to use the malwaree. As a resullt, themre are mamy differstit
gangs rummingg theiir owm licensext! versicotss of Zeus and
distrithuting them indepedetitly” (SC Magazime).

As you may recalll, Zeus resurffmeed early this year as a
series of emailts targeitigg Federall emptypess. The messaEss
appeaeed to be from a repuitdtide CIA figuree and wanmeztl agaimstt a Russian phistiimg attmu,
them encowemged recipiestés to instzlll @ "Wimdbowgs update” to protectt their computtess.

The most recent incammativon of Zeus, howewesr, poses @&saa
crediit cardl veriffozgition page. Omze dowmtzalded, the malwaee
waits for the user to visit a bank website, them emenggss
(appeariigg to be assmmtiated with the bank)) and asks the
victimm to filll out an enrollmeent form for the Veriffeed by Wisa or
Masterzadd SecureCode progmamss. The phistingg page statess
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on the latest security issues,
vulmezedliificees, andl compuitrr user
tips. The thremits we addesss affect
you dailly-- at worlk, at home, and
virtuslyy everymizeee in betweem—
and we providie the informeioon yow
need to know, in temms yow can
undensttadd.

If theree is a spediffec topicc yow wouikt
like to see discusssel in a futwee

newslettéer, please emall Jenniffer
Jones at jemmiiteridoesd@@sduioogov

that “Due to recemtt chamgess in FDIC Depositt Imsweamee Rules,
all awr customers must be enraléed in tihe Verifeed by Visa or
Masten@add SecureCode prograam depemdiigg on type of your
check cardl.” Once the customear submitss theiir informeaioon,
the data is wsed to registter accoumtts witth the veriffozaition
services and perfamm fraudluéent trarsmtions.s.

Withh 15 US fimamedaal institutiooss affecteet! and an estimeaéed
1 in every 100 compuiters infectee], this has become a o )
widespreadd pratblemn. If yow encoumiter an unexpentéeld Visa or Mastezadd verifoeaioon page, it
is recommeswigdd you close your browssr and contzstt your bank regamiing the issue.
Contriboutimg Sources: Www. v3.C0.U; WWW.SCMagazineus..com

User Awareresss Tip

Fake AV Vendons Offerimg “lLive Support”

Fake Antii Virus softmeaaee or “Fake AV” consiitts of phomy alertss or warmimggs that typiczilyy
pretemdt to scam a victim's compuiter, them claim to fimdi some form of makwaee and seek
paymenmt from tine victimn to remoxee the (nom-exiiséat)t) problam.

As if thiss scamm wasn't decepiiive enougih, some fake AV
develygeess are now offeriimg “live supportt” to users, in
order to conviioee potemitaal victimss of the legitimasgy of
theiir prodiuciss. Research fourd that there was in fact a
person - not a bait— respomdiigg to questicrss about the
producit, and "They are offerimg supportt by emaill, chat,
and phome and are very welll orgaTized.Yvoucaan get
unimsttdidess for older variamits of their produstf, and also
tried | versitorss for theiir newer prodiuctss”

Cyber Awarateass Tip

Safe Inteemmedt Publisthimgg

Althougih peoplke arectypiviaibiiwavary of
sharimg pezssorab |iméomatdiowitkith
stramggrssthiegy meet on the stresett,
they may not hesitateetto pasit that
same informettoorootitiec Be&fee
posting infommredioon online, rememidzszr
to:
. View the intenmett as a nowell, not
a dianyy : @ssumee that people yau
have never met will view the
informredivory 9o arerephitsishing.
Think atezat: once yaow pulblisthn
sometthimggooiitieg, it cannott be
talkem dzmbk. It is availablketoo
other people andi to seanth
engimes, arid may mexar be
complietedyyrearovectd.

Source: :US_CERT.gov

VPR Alertts

Security Adviswites
Montily Wrap-tlip

(wwaw . securaisst. com))

Rememniiezr that scammrezss are constamilyy honimyg theiir
attzoies to ensures they viclimdze incressingg numisesss of
computesr users; phame or onlites "suppantt” does not prowe a partiséar antixitgs softwmearee is
legitimate. If yow encowntter an antii virus pop-ump, immetiiésly close your browsar to aveidl
uRinteiiooallly downltsstingg the malwares, and contactt your Compoments IT securitty staff
immediegebly . Contributimg Source: wwmx.securelist.com

¥%Thits documaenit is intendet for Department of Justice interndl use only and is not to be
distrithuteld outsidte the Depariment:**

Questions regarding this newsletteror requests for permission to redistribute should be directed to:
JSOC 202-307253322

Greem Tip of the Montth

Redux= E-Wasite
The wiorld genenabss 20 to 50 mmillion
metticc tons of e-wasies, witicth makes up
2 percentt of solid waste im the U.S. aamed
is the fastest-gyowwiggeggerent of U.S.
garbage. Be sure to take ail electmwidss
and computers to your local faillity
along with your usual recycling.
Source: wwmi.pcmag. com
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Securitty Awanarnsss Tip

AT&T Securitty Breasth Inmpectss iPadl Users

Early imJluege, just two monitiss simze the relessse of the Apple 3G iPad, AT&ITwass made aware
of a breach that expassetl the emaill addressssaadd associ@bed AT&T netwark auttneTiidatibion
IDs (kmown as ICC-IDy) of thoussawlds of iPad owmenss --mmamy of wham are Federa!
emgllygess. A group of securitly reseautieess called “"Goatsze Securitly”
o (winasze motiiress are cunremityy in questiton)) discowereeld the flaww and
U extrantbed 114,000 emaill addiessess beforee spreadimgg word of the
protism. Goatse Securitty has beem avoussdd of informingg outsitte partiess
of the hole befoee AT&T et patairest it, potemtzll)y allowiigg hackess to
access more iPad users’ emaill addiessess. In its defersse, a Goatse
——— Securilty repressititive stateetl that "We did not contaztt AT&T direcitiy,
but we made sure that somezmee else tippezt therm off* beforee spreadiimg
am wordi of the hole. They also statexi that they were not paid for disdiosimyg
informredinon to thindl partiéss. AT&T adbseed the hole shorttly after beimg
notiffesd, but an FBI investtigdition is curremtyy undemway to detemmiiee whettar illegsi | activitty
was invaived in the attaimmestit of the emaill addirasess.
Accordiimyg to an articiée fromn arsteattmiiaacoomn, ...the worst conssquseness of thiss particuéar
leak are most likelly increzmsed spam sent to or spooffet @& comiig fromn a particukar e-miil
addme=ss. Howeweast, it's not entie)y
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unresesoablde to suspedt that hackess
might attermgit to crack intw some of

tie e-mmeiil accoumtts reveiéed, whicth

. . SHILHINS29I R eiininel : AT w6314
includie officicds fromn the FCC, FAA, 89DU41080422 Sus . oxmy R
w 4 H s . AL
NASA, and the Armyy’.. !f youw owm an :’ng;:f:;xim : ey
iPad, theme is @ possibiliigy that your 290141042432 : apERY B
: . ol 32 : Army mil
emaill addnesss s beem made publlic aoraios R armyinil
thraugih thiss breasth, and it is 80611 ammy.. ik
recommeeniddd that you remeiin 850141044331 Snm il
particuldalyly vigilkntt whem checkiing 8901 22 gov
emaill. If you encoumter a messagee 850141024922 a Hazgow
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pose & threzit to DOJ comjputter ﬁ:.:momx‘:ffa— : et— U sd0] . GOV
security, please follow the 890141042438 #maaiil . bouae.. gow
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emaall at JSOC s D@.lmmt welbst‘ee

Contributimg Sources: www.arstechnica.com,; www.gawker.com, http://security.goatse fif

User Awaanass Tip

Protexitivygg Your PC fromn Spywarxe and Adwarie

Spywaree and Adwane are types of softmaee that, whem instzilkéeld on your computter, may send
you pop-wp ads, redireit your browsesr to certzin web sites, or monitar the web sites that you
vigitt. The presenuee of spywanee is typezalyy hidden from the user, but some indicationes that it
is iinstallexonn your computeer are:

Endless pop-wp windiovss or Windowes error messagss

New, unexpesatéed tooldzass in your welb browsar

Your browsatis home page chamgsd

Your compuitsr suddery seems very slow whem opemitgd progeanss or prosessigd tasks

Whethtesr or not you suspecit Spywaree is instaléeld on your compuiter, it is wise to Fum anti-
virugs softmaree and to adjustt the setitiggs so that yow are perimditedlly remiiuded to rum a full
scan.

Contributimg Sources :: www. US-CERITgoav

¥*¥This documents intemdbetifor Depatimehbffustice interviai use only andlis pette be
distmiuttecbutsifie the Departtacaht.
#Quiestions regarding this newslittearor requests for permission to redistributie: should be directed to:
JSOC 202-3W72533322

Cyber Awarameass Tip

Remaviityg Persomsd | Imftornaakion
fromn Old Celll Phomes
Before dispaosimg of an old cell phone,
it is impaorteatit to ensure your personall
informedidon has been removedi. A
recent study of 2,000 recycled cell
phones foundi that 99% of them had
personal data stilll storedl in them,
includiingy senssitieematateaial like bamic
accountiiriformatidionB8fefergegtttmigl rid

of your phone, be sur@tto:

o Notify your cellular provider and
terminate service= on your phone.

s Remove your SIM card-- the tiny
card inside your phone, which
contaimsddaasskimedd in your phone.

¢ FErase all the histonyy fromn your

phone thraugih a hard reset.
More informzdioanoon performiigg eeath
of these siexss czan be foumd in your
phone's ussrr mamusd|.
Source: www.planetgreem. discovemny.com

VPR Alertss

Security Adviswites
Montihly WrapAlip

Greem Tip of the Montih

Greem Packagiing
When shoppiimg, choose products witin
smartesr packaging--ée., less packaging
and use of eco-ffiéemaltity nmatereaisls-- and
writee to let menuifstiteers know when
you don't like their packagimg.
Source: the Daily Green
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Securiity Awamrsatesss Tip

DOJ SPAM Mailthax

The Justicee Securitty Operattooss Center (JSOC) providdss the DOJMAIL-SHPANY
maillbox to allow reportting of e-mail messagpas that users suspestt may be an
intrussoon attermptt or a thredt to computeer securitty. JSOC analyzes messsmgss sent
to this maillmx and dewveltgss mitiggaidon and detectioon metihmdts to help protecit
Departmmeatit systemss fromn intmssooss.

There are sgeedific instmottioss that need to be follomesi whem formadingg suspertted
maliiiouss e-meill messmgm to JSOC for furttﬁrmr analb;ems vamhh are onlmre at JSOCs
DOIJNet websitee: & S

email-submnitittial . pdf.

Please note thatt JJSOC does not analyze or block spam or other nuisance
messages, unless they pose a threzttto comyputezrrsecurity.

If you would like to block spam, nuisamee, or other non-maiiioss e-muill
messages, sevenal optim s exist:

1) Contact your compaomarit IT Helpdesk for informratidon on the Proofpoiimt Mail
Digest and end-usar mail filter settitggs. Whem enalbibet by your Helpdiesik, this
servitee provitbss end-userss witth the abilityy to manage spam settimgs, includgiing
blockimg speciffic e-meill addressess, OR

2) Contactt your compametit IT helpdiesk for informeidon on how to block spediffec
sendenss withi your e-mmaiil applicagioon usimg built-in toolks (e.g.,, "Junk E-mailt"
filtezimigg in Microsofft Outlook))

User Awarenass Tip
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Cyber Attaxiies Center Aroumdi 201@ Worltl Cup

The FIFA Worlil Cup 2010, like most events that receiwe heavy medita coverage,
has provitthel cyber crimiirzads the opportwmify to attask unsusmthingg computesr
users In varimuss wayss. Using hackimyg techmiouiess, attasierss have managset to have
their maliciuss sites listbedinn the top Google seauth regsittts Adssseernnin the image
below;, the top four results --out of over 17,000~ for a World Cup-rstased query
led to malicionss welbsitbss. Clickimg on any of the top resulltss causes a phony
“Windioves Security Center” notiffezaioon to pop-wm, a comwman Fake AniiNiogs
techriomee. Users need to be cautiouss whem conducting popular searstes, and
immediziedly close their browmsmes if they
receinee a suppasezrd “anttivmiogs alert.” (For
mere infarmaldan en Fake AV aHags: e
the Februawy 2010 issue of News You Cam

pulltonet:{Workd Cup diitw tssst - | Traduei este pigina

2010 Worlf Cup 2010 ~sisstbens: Tickd® & News All nghls: = 2 phis 5 Sigroup for our Use_)
fiee alen seracetant:be the first 10:buy W~ Wmess Cup Tickets ... —_—
nevaqcys php?mmwarid % 20cup tickats - D caotdl o N
1€ com World Gup gt - Tchath | et s Cyber criminas are also sendimy out
ST — cause soncerm 010 Wortd O 2010 : 5 td S
st et et i had emaills with malicious PDFs, claimiing the

s comiaetpt phe? wumwpmp Mtckes - Excashé

attacimeends contaim free Worlldl Cup ticketts
 deheorcon Wodd Qup e - Tl | Tetcrsusiens) | or @ Worlld Cup Trawedl Guide. Usenss stouldd

use their better judtgmesrit whem famet withh
offenss that are unsdliited and/or soumd toe
good to be true, and refraim fromn opemimg
such attzsthmeenss.

Contributimg Sources: ESET Threat Blog; Networkiortd net

¥¥This docunnenttis intended for Depantimrenttof fusitize intermalluse only and is net te be
distributertioutside the Depantmranty**

Questions regarding this newsletteeror requests for permission to redistribute:should be directed to:
JSOC 202-30753332
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Protexttingg Persomsl| Imfornaaiban
As long as you have a compuitar
and connect it to a netwakk, yow
are vulmeebide to sommemTee or
somelittinigg  else  accessimgg  or
conugitigg  your informagioon.  To
minimizze your risk, adhere to the
follovingg rules:

- Lock your computerr whem you are
away from it.

- Discomrentt fromn the Intemmett
whem yow are not usimg your
comyputisr.

- Check your computteiss securityy
settiiggs to make sure they meet
your needs.

~ Back up all of your data.

Source: wwnw. US-CERT.guow

VPR Alertts
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Monttily Wrap-tlip

Greem Tip of the Montth

Top Three Offite Pet Peewss
Resultigg in Imueeseed Wasts:

- Mindlesss, unmecesssayy primtigg
~ Leavimgg lightts on

- Lack of recydtiigg bins

Source: the Daily Green
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Securitty Awaretass Tip

DOJ Contimwass Monilmiigg Imitibiee

DOJ is in the process of movimg to a model of contimuomss monittoimgg of assetss,
vulmeeaditisies, configguatition chamgess, and threstts in order to fullfill operattitgg
requiireneeinds, mimimize risk exposwes, and improxe computesr incidemt resporsee.
The Departmeatiss curremt risk managemeetit modell fimusess largely on “smapestnodts”
providied by periadiic assessmeeniés and audlits. This modil is not only reactireg, but
the operaitting envimommeent is also ever-aifzgygigg, resulttiyg in securityy assessmezms
that are quickly outdiibed and lack a real-thnee evalustoon of risk.

Due to this defidiemyy, DOJ made the decision to implemeartt
Entempisee Lifecyatte Managematit System (ELMS) BigFix. TiHiss
techmulbmgy will providke situastiooadl awaremesss and greatily
improxee our curremt risk managemarit mettronids.  Contimuioniss
monitoyimgg  willl providie real-tinee asset invemtwiees and
endpaiimt visibilityy to the Departmestit throughh a centnadiized
manageEmeet consalke. DOJ Compometiss, OBDs, and systsm
also have their owm consalke to monitmr and evalumtte systemn

owmenss  will
vulimerediitities to detemmine appliozdiility withim their envimommeent. Havimg an
accurate understtadigg of DOJ's securityy posturee willl enaidée uss to assume greataar

risk levels whem appropiastée. Additimralyy, new FISMA reporttig guidkliess were
releassd] last week, whidh requiree changiimg to autommteld data feeds, and ELMS
supportts tihese new requireameerts.

Continuouss monitaringg techmnabmyy will allow decision makers access to key
informatiom quickly and efficiettty, and streamiiiee Departmestit comypllzaTree
reporttigg. DOJ will now be able to fulffill data calls witfiim hours --rather tham weeks
or montis~- whilee elimiirettigg the uncerttantities of self-megmotitigg.

User Awarensass Tip
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Cyber Awarastass Tip

Post-laax Day Email Scams

Aprill 15th has passel], aadd many taxpayess are anxiouslyy awaitiing their returrss.
Not surprisighly, hackenss are seizimg the opportuniffy to scam s many users s
possitike by sendiimgg out fraudiuéent emailks martkeet! as notiffzatkinss from the Imtegrraal
Revenue Servicee (IRS). Many of these emaiilts claim that ta S must submiit
fimametzd| informmaibon such as bank accoumt and crediit card
numiess, passwaragds and ATM PINs in order to receine their
retwrss. Some are intended to frighteen taxpapess by
claimiiyg to come from the IRS' "Fraudi Departmett’" Othens

statee that taxpapyerss will receivee money for filiimg out a
customar satisfaition survey. It is importeatit to note that  Deparmentiof tie Trsasuny
the IRS does not initiate taxpayeer commumicsiomssthroug/i  intermal Revague Serviee

e-mail.
If you encountesr an unsoliciitdd taxreddaddd emaill fromn the IRS:
¢ Do not reply.
¢ Do not opem any attzctmeends.
¢ Do not clickam any links.
Click trezee for a list of the top-12 IRS scams of 201@.
Contributimg Sowrcee: www.IRS.gov

*¥This docuwrenttis intended for Departrrest off Justiice intermaluse only and is not to be
distributextioutside the Depantrertt **

Questioms regarding this newslettzror requests for permission to redistribufe should be directed to:
JSOC 202-30758322

Emaiil Attacthmeent Safetyy

An emaill attachmenit is a computer

file that is sent alomg witth an emaill.

Attzstimeeatds are convememt, but

they cam also camyy vimusess. Follow

the tips below to protexit younssdff:

s Be wary of unsadlaiitdd
attzctimeaids, evem from people
you knoww.

o Keep softmaee up-todddde in order
to mimimizze your vulmencdiitity .

o Turm off the optimn to
automraicalily dowwm teetd
attacthmeatds.

Source: wwww.US-CERT.gov

VPR Alertts
Securitty Advismig

Monthily Wraplip

Green Tip of the Montth

Go as Papetbzss as Possilibeé!
o Keep copies of importiaTit emailts;
files, mamusés and more on your
comjputesr
¢ Review any documeztiés onliimee
instezat of printiingg them out.
s Send compaty updatss thmugh
emaill instezatl of on paper.
The aaly Green
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Operatiiom Aurora

Mid-Decemideer 2009, hackass initicibeld a highily sepplsistateted attack on
Google and more tham twentyy other comgmatiéss, witih the goall of accessimyg
sourte code and gatieiimyg infomrativon about dozems of U.S., Chinese amdi
Europesn users who were advocztbas of humam righiss in Cliirza . A
comibiimsitoon of encrygitoon, stedtth programminigg, and explaittéiton of a
previousyydokdowwn ("zem-oigy)’) vulmeeddiitity in Microsofft Intesmrett Explorear
allomezt hackaass entry into two Gmaill accoumtss, but Googlkectéaimes the access
was limiteet to accoumit informeimon ratiher tham actus| emaiil contemt. Upom
investigzaitigg furttfeer, howewat, Googlke discowazeeld that hackess had
successillyy gaimexti entry into targebed Gmaill accoumtss via phistiiigg scamms
and malwzree on the users” compuitess. The attaclk was tentziivedty linket! to
China due to the presmmee of an obscuree algorittinm in the malwees, whiicn
had only beem publiggteed in Chinese awdweas virtualyy unkmomm outsidtte of
China.

Referemeess im the malwaee to a file folder named "Aurors)” eanmed tihe att=zeik

the name "Operattoon Aurora!” The incidettt has resuiteed in considkereblde
contamttoon betweaan Googlke and Chima, witth Google refusiimg to contiiugee
censoriityg certzim search resultss on its Chineseseaachh engime, statiimg
" these attaciss and the surwailéamcee
they uncovered-eamivibeeed witth
6 ) ’ ”’ attempts over the last year to
, Rl RIIRRNSinRSref s pRelah S the web
‘ in China includiitng the persistemt
' blockimyg of welbsiteas such as
Faceboaolk, Twitteer, YouTxuthre Googllse Docs amd Blogger-hhdd led us to
conclude that we couldi no longer contiftuge censoniilgg our resuitss on
Google.am” (The Official Google Blog). On March 22nd, Googlke annowrezd on
its gy that users visitihgg Googlke.cn are now beimg redimtbed to
Googlecmmhkk, where they will receive uncemsweeld searcih resuliss, and
whictn willl “mmesaTimydityly incresmee access to informeivon for peopleim China.”
China maintzitss that its Intemett safety policyiss tramgpeeent and consisttant,
and resemts the U.S.'s accusatioon that it had any participation in the attzui.

Operadtion Auranaa servess as @ cogentt remimdtar to the general public to
rema@m diligenit on patcitingg. Microsofft issuedl am out-affbaadd (outstte the
norma| schediuly) patcth for Aurana on January 21, 2010, but as wordl of the
Intexmmest Explorer vulimenaditity spread], hackess scramtiiée to exploiit it before
users were protexteed. It is thereffoee crudi! to apply patciess as soon as
possittlks ; JSOC relksmess\WPRSs for softmaree patatiess resolviimg vulmeedilitidies
withh 2 CVSS base score of 7.0 or above (as determineed by the Natiors!
Instittiee of Stamdizdds and Techmalbzyy,), and sets patcih implemeantaton
precedioee izmeed on publicc exploittaibon of vulmeediititiss, if applicziiide.

Contribuwtimg Sources: T Official Google 8/ogy, Wired e

#*This documenttis intendexd for Depantmenttof usitice intermal|use only and is net:to be
distributextioutside the Degantmeoht: **+
Questioms regarding this Bulletim or requests for permission to redistributie: should be directed to:

JSOC/MODEERT 202-307253332

About the JSOT Newsleitber:

The Jusittee Security Operattonss
Center (JSOC) News Yow Can Use
Newsleltber striness to protesit
readenss agaiimstt Intenmredt cyber
thresstts by keepiimyg them up-tm-etdiee
on the latest securityy issues,
vulimezedtiifiétes, and computesr user
tips. The thme=iss we addiresss affect
you daily-- at worlk, at homs, and
virtuslyy evemnywieeee in between-andd
we providée the infomreadivon youw need
to knowy, in temrs yow undensttamd.

If there is @ spediffec topic youw wouitt
like to see dismusssddiina futwnee
newslettéer, please emaill Jennifar

Jones at jenmiifsr. jones3@usitdhaov

Cyber AwamaTtezss Tip

A passmarddiss oftem the onlly barrier
betwezm other computesr users and
your persural informaioon, yet most
people createe passwmdds based on
persama! informzioon that could be
guessed] or easillyoraskéed by a
hacker. Follow these tips to create
the most effecttvee passwa:

¢ Do not use @ passwmdd based on
persama! or easilyasceesibible
informaioon.

¢ Do not use wordts that can be
foumdi in a dictimmayy of any
languegge.

o Use a comitiitesiton of letterss,
numibess and special chanatées's.

Source: www.US-CERIT.gov

VPR Alertts

Securitty Advismries
Montily Wraptlip

I Greem Tip of the Montth

Energy-tHfficient Lighiting
Replace incamitsweent light bulbs witth
compaxnit fluanessesnt light (CFL) or light
emitttigg diodke (LED) builiss, whicth give
offf less heat tham incamibssenidarhd
last longer.

The Daily Green
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DQJ Cyber Securiity Conferatoee Recap

The 2010 Departmreatit of Justiczee Cyber Securitty Confenermmeavasshbield Februany 2-3,
proviimg our largest turmoutt yet. Thiss years theme was "Keegp Our Infrmadivon
Secure” amdddissasssed new Departmeatit securitty initichiess, emergimyg techmbgdes
and securitty capalbillititss piloteed by DOJ Compomaeriss, as well as futwree directioon of
the Office of Managemssit and Budget and the U.S. govermmesnt. Thank you to all
attemdbess-- particuléally volumbeess-- who helpedi to make this yemtss conferezicee a
success. Please rememibar to filll out your attemdbee survey so that your feedisaik
can help sireggee next yearss progmraam. To requestt a specific topicc be covenet in a
futuree conferegioee, pidasse emaill Jennifiar Jones at jenmiiferjdoes3@@sddajayoy .

Addititorzdilly, Compomariss will have an opportwrityy to showazsse their own securiity
advameess, measuness and progranss at next years confenencee; Infomadioon
Techmology Security Staff (ITSS)) willl calll for abstramtss durimgg the fourtth quarter of
the year and notifly Compaomemss of their selectimn shortlly themesfeer.

Security Awareteass Tip

Google Image Search Targeted by Fake AV Attacks

Antii-Vimuss fakealerts-pipdhony wammiimggs that appear to indicatee a viruss scan is
rumming on your computeer and them insist you purctiesee a prodiuctt to remoxe the
suppeser “infection”earan now list Googlee image searcin as prey to their atizoiss.
Untill recenttyy, Fake AVs were primarily locatesd om Trojan Horse applicatonss;
howevar, due to the success of thiss particuléar attzeik, hackess have now migraited
fakealbatss to browssrss.

As discussed in a Webroot.com blog, am
image searcth for a telkewisoon actreess
yigltbeti phomy image links leadiimg to a
suppossz Microsofft Intemett Explorear
“warmiitgg” whicth statest that the users
system had been compamigedd (the typiczdl
Fake AV baitiingg tactic)). Stramgedyy, the
Google sezacth pane remaitss at the top of
the page, whilke tihe fakealertt rums in the
lower sectimn (see image at left).

See full sizeiinzagmpe
267 x 400 - 21k - jpg

Image mayy be subject o copyrigt
Below is te image at: %% &2 &

Once the user clicks the fakealkett, a rogus
antiviiuss (witth 2 name such as "Total
Security” or “"Securitty Tool")) hides tihe
desktap with its persoraiiedd wallpsgeer, intefteess witth the userts ability to rightt-
click theiir mouse or use its scrall whed|, prohilitss applicativoss fromn rummimg
(incluciingg Intenmrett Explorey), and blamess all of the problemnss on an infedtiton witthiin
the machiitee. The purmse of this elaboragite Fake AV or "scarewwee attack” is to
conviiteeeusses's to spemdi $50 to $90 on bogus antiwiiugs softmeaee, contribuiligg to
tihe milllorss of dollanss in profitss generatbed by this scam to date.

If you encoumter a fakealstt, hit A4, whicth willl immedigtedyy kill the browsar
(Seledt " Cameel” if a dialog box appears), to avoid — .
unintsnigRamly dewinieamiog the makoaee, and estast | T661
your Compomantitss IT security stafff right: away .

*¥Thiis docwment is intendet for Department of Justice interndl use only and is not to be
distriibutdd outsitfe the Departrvent. **

Reference: Webroot Threat Blog
Questions regarding this Bulletim or requests for permission to redistributieeshould be directed to:
JSOC/TICERT 202-30755322
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What is the JSOC

Newslkstte??

The Justttee Security Operatimss
Center (JSOC) News Yow Can Use
Newslettter striiness to profexit
readieyss agaimstt Imesredt cyber
threstts by keepiimyg themn up-tooeidaiée
on the latest securitlyy issues,
vulmezebbilie¢ses, and computiesr user
tips. Tihee threstts we addresss affect
you: daily—- at worlk, at hommes, and
virtusdlyy everymieeee in between—
and we providtte the informattion yow
need to know, in temrss yow can
understtanad.

If there is @ spediific topit you woulld
like to see discussatiiina futunes
newslettber, please emaill Jenniitar

Jones at jenmiiterdoes@@sdkyjoj.gov

Visit Our Website

only losimg the macdhimee itself, but

sometimess the informzivan on it.

Follow the tiips below to mimimizze

damage: :

o Passwondi-protecit your compuitsr
or PDA. Alsm, winem entering your
passward, ensure that othens are
not able to view it by ™shoulidtar
surfiimgg.”

¢ Do not leavee your deviese
unattermaged.

o Downglay your laptop or P
avoid using it in publiciff possibide.

o Backup your files.
Source: US_CERT.gov

Montily Wrap-lip

Cyber Awareresss Tip
Losing a laptqp or PDA meams not

Green Tip of the Montth

Ditciih Dixiee Cups
Rather tham usimg a Dixie cup each
time you make a trip to the office
water cooler;, brimg your owm cup and
encowemge collesguess to do the
same-itt saves loadts of paper!
The Daily Green
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Securiity Awarateass Tip

JSRA

JSRA is aVirtuz! Privatee Netwaork (VPN) which providiss a securee andl encrygited
conmeition to Departmestit of Justitee informetoon resouess via the Intermstt and is
part of the DOJ Disastar Contiimggareyy Plan..

+  Whemn utilizivgg the JSRA netwmid, users shoultt follow best practices,
DOJ Securiity Order 264@2F,, and DOJ Generall Rukes of Behaviar

FYLD.
- http: /01723 . 2. 12/4t0¢edd essiclo 8264 0f tipdf
-  http [/gm1VB32212/ZZQO]QM@?Zm_alQm f

- DOJ guididiiees for JSRA users:
- Do not connectt persaral compuitess to the JSRA Networkk.

- Ensure the compuiteids softmaree is fully patchedt and the virus protestioon
defimitiooss are up-to-edaée.

— Do not use Peer-twPreer (P2P) file sharimgg on the intemett, such as instamit
messagiinyg, Skype, BitTomeent, or eDonkay, etc. P2P is exprassiy
forbidtiden througifoat the Departmemit unlkesss a waiver is obtaimed from
the Departmest's's CIO or his desigreze in each Compamant.

-~ Use only autimrizeed thumib drivess and diskattess, only downiteat files from
knowum and religiiée sources, armd emplay vinussotieekkigg toolks prior to use.

- Do not allow familly memibenss access to your govermmeent laptem.

- Govermmantt laptugss are only permitteeld to connectt to the intemmestt
thraugih the JSRA network.

E xovn paon
(E)

of Wastice i il Use only and is not to he distributedonuiside the Depariment. 33
Biiléeiin or req for permissionttoreddistiibuig ishatd dbaidiveches 10:

JSOC/DONIHRIT 2002380753332
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Visit Our Website

What is the JSOC

Newslette?r?

The Justicee Securitty Operattoss
Center News Yow Can Use
Newsletter keeps readess up to
date on the latest topitss, securitly
vulmerediiitities, and computar user
tips to help protedt agaimst cyber
threatts on the Intermeet.

These thrests affect you everydigy in
every way - at the offiee, at home,
and in betwesan. This is informmtion
you need to know, writtten in tenms
you can understaold.

If you have any subjstts, or ideas
you would like to see addiresssed in

futwee newslstéess, please emaill
Curtits Johmsamn at
curtisw . jofnmsoT@ussdp].gov.

Cyber Awareness Tip

Malwanee Campaign Disguiseed as
Swime Flu Messagss

This canmpsgn sends e-meill messages
contaimigg informeginon regandiingg HH 1 N11
vaccimatbon programss, pumpertiigg to be
from the Centens for Disease Comtobl
and Prevention (CDC). The (fake
messagpss attemmpit to enticee recipiiertss
to click a link to a malicious ffide.

Users who click on this link may
becomme= infectext witth malweree. Public
reportts indicatte that the messages
contaim subjjeatts includimg
"Govermmeandbl registrediton  program
on the HIN1 vaccingtont” and "Your
persom | wascoiatition profilee!”  Subjectt
lines rel@ted to this malwaee camypaigm
willl likelly change over timmee.

Click here for more infommeoon .

VPR Alertss

Security Advismigss
Mon Wr:

Green Tip of the Montth

Don't Dummp, Donatee

The next time you upgradte somettiiimyg,
can no longer stamdl the sight of
sometiiimyg hideouss, or simplly need to
dowmsizze, thimk “"domatte" instead! of
"durmp.™

The [R#\yGseean
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Securitty Awareatesss Tips

Hidden Dangmss of the Welb
Sociall NetsunHinhgg

Pro

e Enables quick, efficiemt
commumioaditon

* Network witih friemids, coworlteess,
frimmats of frimmits, classmatss, the
worlhtl...

Con
o Wide usentizsee provitbss attrastivee
target for attackerss

e Can unintertioordlly leak sensitiire
informrainon

Faceboalk Targetting & Exploittation

FaceboukHassaa "search by compamy” featune to allow netwaikingg with
cowoniezss. Over 500 proffigas witth DOJ listet! as employar on Facebook.

Search by Company

—  Compatyy; Departvecbof Justce

Allowss adversaiess access to your privatee life &t informstidon that can be

used to target DOJ persommetl.

Your fulll name can be used to craft targsited e-maill messagess or for other

nefariouss purmusess.

Facebodk disaleed numenonss fake profiiess that includgted & link to a
purpoteed videm but which insteat displyeed @ fake antiviiugs alert. Scam
desigmesd to get credit cardl informeakion fromn victimes for identityy frau

purpasess and instll spyweaee.

Mitigaitbon: Don't includie place of employment on publiic prefiites

Drivety Dowmlseits

Downleantingg maliciooiss softmaree withhouit the users knowlkatige by

explaittngg a web-zaeed vulmerdlityy

Can occur whilke visitiitgg legitimeate websiteas (Facetbouks, peessnails, news,

searcih engimes))

Poses securityy risk to Departmeetit by givimyg attzckerss remotke access to

systemss

Mitigattbon: Limit persomal use of the Imkanvastt whille connestted to
a DOJ system to minamiizze exposutie

TS ITIS 7N

Centributing Source: BT CyberFest 2009: Emerging Threats Presentation
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Visit Our Wehsitie

What is the JSOC
Newslbttée??

The Justice Securitty Operatooss
Center Newrs You Can Use
Newmsbttéerkeeps readlers up to
date on the latest topicss, securityy
vulmeeadiitities, and computeer user
tips to help protestt against cyber
threestss on the Intemret.

These thresss affect yow everydtay in
every way - at the offitze, at home,
and in betmeen. This is informetivon
you need to know, writtten In temms
you cam understand.

If you have any subjeitts, or ideas
you woulltl like to see addmesser in

futuree newsletteess, please emaill
Curtits Johmsan at

Cyber Awaxanesss Tip

DOJ guididiiress for JSRA users

¢ Do not conmexitpeessnalal computbess
to the JSRA Netwaonk.

« Ensure the computteiss softwmaree is
fullly patcteetandd the vinuss
protentibon defimttinssaee up-to-
date.

¢ Do not use PeertboPBee(RERP filkle
shariimg om the intermett, such a&s
instamit messagimg, Skyee,
BitTomestit, or eDonk®y, ettc. P2P is
expressiyfddviditten througiougt the
Departmesnt unless a waiver is
obtziimest from the Departrmresnit's CIO
or his designeeim esxthClonppoeent.

¢ Use only auttrerizeedtthumith drives
and diskettess, only dowmlteatififdes
from knowmn and reliable ssnucess,
and use viiussehbeldkin pmeetkdeses

prior to use.

Securitty Advi -- DOS A (JSOC)
Security Advisory - RIM BlackBerry SW
Ypdate(JSOC)
Octother VPR Alertts (JSOK)

Greem Tip of the Monith

Turm your computmar off at night

Shutitimg your computtar off before
going to bed eacih night will save
an averagge of $90 wortth of electriotiyy
per year.

The Daily Green
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Securitty Awazsnsss Tips

Five Ways to Meet Complitatvee in @ Virlusll Envirommesnt

Five steps for securimmg and lockimyg dowwm virtusd! envirmemmeenés and meeting

compllz@aTree requireameends:

1. Platfiormfisaddeiming Configuee the virtualization platform, both the
hypervissor and admiimidtestive layer, witth secure settinggs, elimimstte unussst
compamenss, and keep up-twddddée on patuiess

2. Comfingnnctoomand] Changre ManraggereventExtemd! your curremit chamgee
and configguedgivon managemenit processessaadd toolks to the virtus|
enviromrreeht

3. AdmmEtethiedlccess Comitpdl-Server admimittesdess shouldl have contridl
over virtus! servenss and netwonik admiimistaadrs;s, over virtuel networkss, and
these admiimittadds's need to be traiiveed in virtuaitiatition softmeaee in order to
avoidl misconffoguadition of systeEmss

4. NetwookkSecunityyand Segmaribakion Deploy virtus! swittttessaadd virttusl
firewallts to segmenit virtws| netwarkss, and use your physitzal networi contrsiés
in the virtuzsl netwarkes as well as chamge managementit systanss. Be sure that
machiimess handliimyg protextteld data are isolateet], samd deploy virtus! IDS/FSess

5. AudittLoggimg - Monitar virtue! infrasttocttitere logs @amt conrellete those logs
across the physical infrastmetture, as well, to get a fulll pictwee of
vulmeregtiitieees and risks. Adapt autometeeld toolls and SIEM systemss to
integrate logs fromn botih envimmmeeitds

Contrifnutimgg Source: Dark Reading
Computar User Tips

Paremitd| tips to keep childitan safe onlime
¢ Keep your compuiter in an open area
e Set rules andl warm about dangers
¢ Keep limes of commumicetibion opem
¢ Considmr implemesTitigg paremtal contrds
s Considir partittooiigg your compuiear inte separatee accoumts
Contributitngg Source: US-CERT Cyber Security Online
Keegiingg Laptoypss from Gettitngg Lost or Stolen
Keep these tips in mind whem you take your laptmp out and about:
e Treat your laptop like czash
o Keep it lockedl
¢ Keep it off the floor
« Use a non-desmigt carryiigg case
s Keep your passwmtds elsewezee
¢ Password proteutt your system
s Backup importm@tit data before traxgiigg
Contribwtiingg Source: StaySafeOnline.info

To view the Iateslt JSOC Montily qup&.!h) vlsit our wm at:
: fin i ) ) 1

#%This die is intendivt fior Dep of Jastiveis bl inly and i5 not 10 be distributed aussidarbOBsnrTEAERL ™"
Qummmlwgaddmghismﬁllélmn or requests for permisssion o rediswithutesshonldbbaivaetedio:
JSOUDOMERRT 202-307-5332

Visit Our Website

What is the JSOC

Newsibttée??

The Justicee Securitty Operatoorss
Center Newmss You Can Use
Newslbdétéerkeeps readmss up to
date on the latest topitss, securityy
vulmeediitieles, and compuiter user
tips to help protectt agaimstt cyber
thregtts on the Intesrest.

These thresits affect yow everydigy in
every way - at the offices, at home,
and in betwezsm. This is informaaiton
you need to know, writtesn in temms
you can undensttaad.

If you have any subjpmits, or ideas
you woultl like to see adtitesssdd in
futwree newsletéess, please emaill
Curtits Johmsmn at

curtisw. j sdpha@ov .

Cyber Awanansss Tip

Protexthngg Your Data

o Use and maintzim antiwioss
softmeaaee and a firewell
Regulatyy scan for spywaee
Keep softwmaree up-tmedade
Evaluatee your softmaaee settiimygs
Avoidi unusssti softmeaee programss
Createe separatte user accoumts
Establissh computesr use guidisiimss
Use passwmardds and encrypit
sensitiree files
o Propetyy dispas of sensittiee info

Comntribwtimg Source: US-CERITggov

VPR Alertt - Adalbe Aaaitzt (JSOC)

VPR Alert—- MS Critiizl t
2009 _(JSOC)

VPR Alert-- Cisco Firewalll Sewmitess
Module (ISQC)

Greem Tip of the Monith

Say No to Paper or Plasitic

You don’t have tm wait untiill grovezyybbgsgs
are bannedi: Say no to plastic or paper
ones now. Instezd], bring your own
reusable shoppimg bags. Consider an
entite set of reusable, double-tramiited
hemp bags that work great for a large
order;, and reusalhle orgmmecooitdannmeebh
bags for your fruitt and wegpttdtdes.

Remember: BYOB (Brimg Your
Bags).

Own

The Daily Green
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Securitty Awaraesss Tips

DOD Urges Less NetwookiA nomymityy, Mere PKI Use. Black Haft 206D

IAS VEGAS -- The age of network anonymityy may be comiimgy to a close,
accordiimg to a top defemse officizl chamged withh cyber securityy. The Unitedt! Statess
needs to be more agilke im defemting agaimst attzciss from cyberarimniakls who are
constamttyy infilfizsitigg domesticc netwaiss, said Robert Lentz, CISO at the U.S.
Departmegtit of Defemse, durimg a keymoite addresss to Black Hat USA 2009
attemdess.

Lentz said the govermmreattt contiimuess its reseamcth into attack surfiEsess to prodiwcee
an agile, dynamicc defemsse capailiée of not only detecttigg but being aike to take a
proactiiree role to prevemt futuree atizmciss agaimsit govermmeent infrastmottuee befane
they happen.” Its all thresdte in this area of drivimgg anonymiiyry out of netwaonk)"
Lentz s#dd.

Contrifywtimg Source: Informatiom Security Magazine Online

To view tlne Iateﬂt JSOC Mlontihiw Wrap—ULtp visit our websitee at:

Compukar User Tips

Sociall NetwooklkigdSite TwitleerOffline, MiMions Frusinatssdand Lost.

The popular social netwaniingg site Twittear came under attzek Thursity August 6,
2009 and was out of servitee for the better half of the day Senviceewaas eventusly
restoneed by late that evenimg. The site was compltdyy inacuessiie for all of its
users amdl analystss beliexe the denidl-of-samicee attaclk may have origiitateeld in
Russia or Georgia.

Social netwankingg site Facebook and searcih engime giant Google fendkt off
similar attzzkss on Thurnsdigy as well.

At about 10:30 a.m. E.S.T.,, milims of peoplke worldividde receineed e-mmill
messagess contaiimingg links to Twitter and other sites. Wieen recipiEanss clicket! @n
the links, thosse sites were overwtetimedd witth requessiss to access their servess
causingy massiee netwankk trafffoc that createed the denial of servigee.

Contritwtimg Source: The New York Times Online

SpamrmassExploiting Free File Storagreon Websitess

Automaieed accounit creaticon exploit lets spammegss hide behimdl legitimate file
storagee servicess. An unususl| attack techwigpee has enatitl spammerss to
distritbuiee more tham 1 million messages an hour using legitimmee, free file
storagre servicess availkdiée on the Intenrmett.

In a blog publisgieed earlier this week, AppRiv®r, a securityy servitess provitiar,
descritess the unususdl approsmcth. In a nutsinl], spammess have creatsd an
automebed mettad for creatiimyg accoumtts in popular free fike storage servisss -
includingg groups.yahoo.com, groups.google.com, and livejournalcom - and are
using these accoumtts to host their spam contemtt. The use of these sites makes
the sparm appear to be legitimaste, thus enalblimg it to bypssss commaenly used
blackiigdss.

AppRivarr has twemles] its owm defemsss to detect the new spam attask and block
it, but tradiitvoabl spamm tolls that blackiist IP addressess or domaiiss willl not block
the new attzaiss.

Contributimg Source: Dark Reading Online

% This de is intendied for D of Justiueii il bly and Is metttoteeddistibibetedinstiidnd e apsviment. **
Questions de:gghfmlﬂdléenn or req for p innttorredistribwie sshaulbbbaiidizected 19:
JSOU/MDOIEBRT 202-307-5332

What is the JSOC
Newsibkttée??

The Justiee Securitty Opergtooss
Center Newes You Cam Use
Nesgbdtéerkeeps readess up to
date on the latest topitss, securityy
vulimeeabilities, and computear user
tips to help protect against cyber
threztts on the Intereet.

These threstts affect youw everydisy in
every way - at the offie, at home,
and in betwsan. This is informmredtion
you need to knowy, writtean in temms
you cam undemnsttaaid.

If yow have any suibjjexts, or ideas
you woulltl like to see addmsseed in
futwre newsletttess, please emaill
Curtitss Johmswmn at

Cyber Awaranrsss Tip

Usimg Cautiemm witlih Emaill
Attacthmeeaids

Take the followigg steps to protesct

yourssff and others in your address

boolk:

= Be wary of unsadliiield attzctimeents,
evem fromn peoplke you know

= Save and scan any attacthmesmss
beforeapeeaitigg them

= Turmm off the optimn to automzidadyly
dowmibzat attacthmeends

= Consid@ar addittooaéal securityy

praciitess(iiee., firamval))
Contribwittimg Source: U/S-CERT.gov

Securitly Advik - Mozillka (B017)
Security Advisary - Java (JSOC)
Security Advi - 0SX (JSOC)

Top Ten Scamrs (JSOC)

Greem Tip of the Montth

Greemiingg the Commuitee

American worleass spend @m average aff
47 hours per year commutingg thrmughh
rusih hour trafffec. This adds up to 3.7
billien hours and 23 billiem gallers of gas
wastel in trafffec each year.

We can ease this strain by cammmdiing,
takiimg publicc tramsitt, biking, wallkimgg, or
a creatiive combiimettoon thersoff.

Consider car altemssitives, such as a
hybmidd or electniic vehicles, motwoygtde,
scootmr, or usimg @ car shariimg sevidee,
like Flexcar or Zipcar.

PlanetGreen
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Securitty AwaraTesss

Incidentft Dashboards are now available to Compamerts throug/h JBUCS
Remedy Web Portal

Compomantt speciffcc Incidiemt Dashibosdds, availkddée witth a JSOC Remedly Web
Portall accoumtt, providke Compomariss witlh an easy to undersitannd graghiozd! view
into their incident ticket statuss. The informeainon displajced imtiddes totz|
incidemts opamn, incidetiss reporteed by categanyy from the previcaiss montth, and
real-fimee opem and closed! incidemit ticket information by categmyy for the curremt
montth.

The Incidemt Dashibasdd is @occessible by clickimyg the dashibaadd butioon at the togp
of the JSOC's Remedy Welb Portallss naviggtivon bar.

For more informedinon about your Compomantit spediific Incidiantt Dashibasrdd,
contactt Curtitss W. Johmsmom at curtisswjdbhssa@@deidgbwaov, or visit our websitke.

CieqomEmon
B pidsautheirb Mooem
dalirrbgia: Usagh.,.

00 restiyatipn
W Rints | e
Bo0Blosk List

[ Previous Month's Data |

Computer User Tips

Guidelines to follow when publishimg informatimnon the intermett

s Be careffull what you post to the intermezt. Make sure yow are comforttiide
with anyome seeing the informetion yow put onlime, because pepide youw don't
know willl fimti and sharee it witth the people they know.

s Realize that you can't take it badk. Once yow post someitthigg onlims, it is
availaiiiée to other people and searcih engiimess. You can chamge or remowse
informedtdon after someithingg has beem posted], but it is possitie that somesme
has alreadly seen the origjita! versiom.

Source: USCERT

**¥Tihigs dyewment is imtenttell flor Depantneent of Justive internal use only and is not to be diisttbhwaad outside the Deparsment. *
Questions iegandling this Bulkesinernaguests forrprrmission to radfistribute should be divectadiitn:
JSOC/DOJCERIT 202-307-5332

Visit Our Website

What is the JSOC
Newsl=tbe??

The Justicee Securiity Operatomss
Center News Yow Can Use
Newsleffierr keeps readmss up to
date on the latest topass, securityy
vulmerediiiites, and compuibssr user
tips to hellp protestt agaimstt cyber
thirestts on the Intermedt.

These thremits affect yow everydigy in
every way - at the offices, at homs,
and im betwesn. This is infommradinan
you need to knowy, writtken in temms
you can undiestband.

If youu. have any subjpmtts, or ideas
you wouittl like to see addiesseeld in

futwee newslettéess, please email
Curtiss Johmsmn at
curtisswigd] doj.gov.

Cyber Awaremsss Tip
640,000 New Fake Antixioss
Variantts

Researctterss are expeciting 640,000
new varie@nés of the Fake Antiwioss
(Fake AV) malwaee in the thid
quartemr of 2009. This incressse is
due to the ease at whicth Fake AV
campaEgmss can be desigmeztd and
distnibuddd whem compaeed to
bankingg  Trojn  attmoiss  whiidn
requiree profésssooab| programmmesss.

Source: Dark Reading

Crificza| MS AT MS09-@3 Patch,
7/30/030
(JSOC)

MS Criticza| Patches, July 2009
(JSOC)

Adotbe Flash Patch, 07,
(JSOC)

Oradlte CPU Patch, 07/17,
(JSOC)

Greem Tip of the Montih

Select 2-Sidketd Printiitog
The U.S. alome uses 4 millloon toms of
copy paper annualyy, aboutt 27 poumdts
per persam, whitth accoumts for 25%
of all landifill waste.

Source: Tine Daily Green
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Securitty Awanzamesss Tips

JSOC s End of Momith Regpantt

The JSOC Momntily Wrap-Up providiss an end of monitth summanyy of JSOC cyber
threat activiiy highligghss, VPR alertss, CTAT brieffiygs, user awaramesss
pubbiczitboss, and blockesi domaiitss, emaill addiresss, &wd [P addiressess. The reportt
also comtt@ssaan incidemtt dashibeadd that bregitss dowm incidents by categamy,
prowitiss furttrear anallyssss of Malicimuss Gonlde incidiemtts (tie Departmeen’ss most
identfiféed threatt categony), and includbss a list of the most popullar intemmett hosts
visiteet! by Departimeetit users.

To view the latest JSOC Monthiyy Wrap-tlfp, visit our websitee at:
http: //itgireet. doji.. govliimd/irm/lisseau rity hi .ph

Compukar User Tips

Cyber Crimima’ls Roll Out Fake MicramsdTtPatoh Ma/ivarecCampaigss

Be on the look out for the follomigg malwaee campsiigrs desigmet to emulkte
legitimzaée Microsofft (MS) updatess. If you encountmr any of these updates at
work, recordi the URL and notiffy your IT Security stafff as soom as possitite.
Home usezssskbaldld only accept MS program updatess throughh Microsffe's websitee
at www.migcossdft@om.

o ImpanttahtWindlonss XP/Vista Secumityy Updafiea: This fake update is
oftam sent via emaill witthh a fake Confickear remoxal tool that can oftem be
identiifeeld by Conficiear beimg misspeléed ass "Conflickeat”.

¢  Outlok Re-ComfiigusdinonCampaigmn: A fake Outlook Updatee executtie
file (outiak uppdete.exe) is beimy postet to legitimmte websiites that have
been compramissdd. Outloak updatess shouittl only be performeeld througih the
MS websitee.

e Critiical Outtfooodk Updiates: This thindd malwaee attzoik shoultl be familiar to
most users a@s it's delivereed via am emaill attactmrestit (officeeqpKRRI00ZP-1-
FullFdeENllexe). Do not douthke click attacvresnss, espedailly .exe ffigs,
offerinyg any type of softmeaee updatee.

Contributimgy Source: ZDNet

Adobe Implenmerit Quantezifys ecunityy Patching Updafiass

Adobe relezsexti their first quartestyy patcih that addmessess 13 criticzal PDF
vulmerediiiliies to Reader and Acrobat 9, and earlier verswms of this softmaree.
Adobe recommesuids users upgradie to the newly relessset 112 version as soon
as possittke. 1f yow are rummingg an older versimn of Acrolbstt or Reader, amdl can't
upgradis, visit JSOC's Websiite for altemaite versom upgraiias.

The Departments's IT securityy stafff perfanmss softwmaree updatess to your work
compuitsr, but chedk to make sure your home computar is set to perferm
automeittc updatess. 1f not, change this prefeescee, or perform a mamusl updates.
Softmaree that cannott be set to automaidedlly perform updates shouldl be
updaiezd manuglly on a montiily schediuée.

**This d is inttontteld for Dep of Justice i dl wse only and Is not to be dissnihutadoaussidentp pepartment. **
Questions regardimg dhis Bulletin or reg for permission to redistibute should be direstatitn:
JSOC/DOJCERIT 202-307-5332

What is the JSOC
Newsibttée??

The Justicee Securitty Operatooss
Center Newrs You Can Use
Newslbdteerkeeps readens up to
date on the latest topitcs, securiyy
vulmeditities, and computeer user
tips to help protecit agaimst cyber
threzits on the Intenmedt.

These thremits affect you everydiy in
every way - at the offices, at home,
and in betwmemem. This is informadiban
youw need to knowy, writteen in temmss
you can undensttanald.

If you have any subjpmits, or ideas
youw woullll like to see addiesseed in
futuwree newsletéess, please emaill
Curtiss Johmsan at

curttés. w.jolfnmson jj.gov.

Cyber Awanamesss Tip

Twitter Users Targetted witih
First For-Praiftt Antiiituiss Scam

The first week of June intnamhicedd
Twitter users to theiir first antiviioss
forqpuadfit scamn promisingg a “best
video” via a fake YouTuibewebbiie.

This is the same antiwiogs scam that
has beem circulidirigg on other sociall
netwakingg sites and througrh emaill.
The scamm dirextss the user to a
maligituss site that instalés the virnuss.

Contributimg Source: The Register

MS Crifiozal Patches, Jlure 2009

(JSOC)
Choosiimg and Protectiigg FPassvendds
(US-CERT))

Greem Tip of the Monith

Phantom Load

The EPA estimaéss consumezss spemd

$10@0I0 a year on electraiiyy used by

electomiiss that are turmezd off or in

stamdi by modiee. EPA recormeedsds:

¢ Unplug power adaptezss, battemyy
charggzss and other similar itemrss.

o Use power strijss so youw can tum off
electmondiss compplistedyy .

o Buy prodiwtss that are highily ratedi
by the federesl Energy Star progmam.

The Daily Green
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Securitty Awanratesss Tips

Intenreé Surfimy Damgpass

Cyber attmuiss origimsttigg from unsafie websitss and emdail are
becomiiyy increasimyly sophisttiedédd and focus=t on everydtay
commumdasition chammetés as more and more revemuee is acquinesd.
Maliciousscodeess are desigmimg their welbsitess to be exact replicass
of legitimatite websitess, and them advertising these sites waa webbadssaadd Imitenmedt
searcihess. Fake seaobh engimes and misspeléed websitee domaiin trafffcc are big
busimesss, espedalyy in the fimamtdl and social netwarkiigg markett, becausse
visitares thimk they are on a resll websittee and share their informreatioon witihouwit
suspicimn. Users are at serimuss risk of encountmring one of these phomy
websitess if they spend time surfirgg and shariimg informetivon over the Intemett.

The Departmezmt will begim implementing BlueCoaRM filteess in actondiamcee witthn
DOJ order 2740.14 to help protexit its netwarkes agaimstt existimyy threstss and
non-wmarkk related Intenmedt usage. Non-waik relaeet Intenredt usage contimusss to
be one of the largest threstss to the Departmeen'ss informeinon security.
Rememi@t, netwoni securityy is everyamess respomsilitity .
NewInfornnzitoomPhishing S chennes

Fake informeioon gattieigg schemess based on popular topicss, themess, and
games are beimg createet! by identity thiewess to enticee users intw entenimgg
persoma| infomeEivon. These types of grouwgss or discussimnss oftem require the
user to input their first pets name, mottetss maiden name, street addresss, first
school, et. to joim/feegister before the user can particifzide.

Disclosimgg of thiss kimdl of persmradl identiiffyigg informmeidon is very usefull to
identityy thiexess as it's the same type of informidon requireed by web email
accounmits, legitimzée websitess, and bankimyg instituiiboss. Be carefull witth any
persomal informEaibon as it is very difficwtt and expemsinee to rebuilttd a “diigtta!
identityy” once it has been comprmamigsed.

If you encoumtesr this kindl of requestt for persoral informeiioon at work, do not filll
in the infommedivon; note the URL, and reportt it to your IT securityy staff as soon
as possiflee. Infomzidon solicitdivoss receiweet! at home can be ignoeed by
closiimgg the browser windiow or navigatimgg to a new websiite.

Computar User Tips

What is the JSOC
Newslittbe??

The Justicee Securitty Operatomss
Center Newsrs You Can Use
Newslbdteéerkeeps our readens up
to date on the latestt topicss, securityy
vulimeebliilicses, and compuiesr user
tips to help protexit agaimst cyber
thregtts on the Intemmett.

These thretts affect yow everydigy in
every way - at the officee, at home,
and in betmezem. This is infomradibon
you need to know, writitan in temrs
you can undensttaad .

If you have any issues, subjpmiss, or
ideas you woull Ilike to see
addesseeld in  fulwee newslktéess,
please emaill Curtiss Johnsam at

curtits . wr. jothrssodieddpj.gov .

Updiatecand] Patch Your SystemS oftweaeeOften

As soom @& a securitty patcih itss annowreet!, maliddtuss coders are hard at work
writingg code into their websitass and emaill attzciss to exploit infommeattoon fromn
your computesr, beforee they can be patciteed. Coders have reduszei the time it
takes them to writte code to exploit a new vulmensdiiiiyy fromn weeks or days to
hoursl! Microswift automaticc updatess are perfarmeeld every Tuesdiy in what is
refetreed to as “Patath Tuesday”. The Departmeent's IT securitty staff perforrmss
these updatess to your work comypuiter, but check to make your home computear
is set to perfarm autonmatic Microsofft updatess. If not, chamge this preferenee, or
perfaim a manus! updatee. Softmaree that cannot be set to automiiedlly perform
updaiess shoultt be updatezt manuzilly on a montiilly schediuée.

bl use only and Is not te be distrithuted owtsidle the Danativeant**
s for permiission to redisshibhutesihaidebbalidinaetedb o:
JSOC/DOJCIERIT 202-307-5332

5 Thiss diy is intemttell far Dey of Justticeis
Questiinssnegearditigghtisi sBBulé e

Cyber Awamatesss Tip

Socidl netwmkiigg sites are
defiveeiingg malwaee 10  timmes
more effectiiredyy tham emaill.

Kaspersi{eyy Lisbts's Malware Evolution
2008 reportt indiczéss that 10% of
all malwaree delivereed via sociall
netwarkking sites are successtully
instaléed onto memtberss” computbess.

Kaspetteyy Lab collecteed over
43,000 malwaee sampéss from sociall
netwokingg sites .in 2008, whilke
McAfee reporteetd 800 new varia@Ttss
of the Koobffzmee vimuss.

Contributimg Source: eWeek

JSOC frake Antiwings Infformesidon

(DOJ)
Why is Cyber Securitty a Problem?
(US-CERT))

Greem Tip of the Montih

Junk Maiill

Each year milllanss of trees and billiarss
of gallarss of water are used to createe
jumk mail. To be remmoweed from the
naticnz| maillingg lists-- send your
name, addiesss, and signattuee to:
Mail PreferencecSsericece
c/o Direct Markethigg Associatoon
P.O. Box 643, Carmet), NY 10512

Source: nationalzoo.si.edu
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Security Awaratesss Tips

Conficker Worm
The new version of Confickeer, idemiiféeld on Apriil 9, 2009, attemgts to

@ install new maliciouss code, scaremaee, and Walkstiec 1 Dowmadiyp onto
=2 nfecttet! computbess. This new version is espedalyy dangemuss as these
@ softmeree additicorss are desiggreeld to scare amdi trick users into navigettigg
to maliciouss websiteas that capturee persoral and fimarotid! infomeioon.

If yow tediéeree your home computear may be infecteed witih Confickesr, theress an
easy way to find out. Confickesr blocks ame=sss to welbsitbss that contaim softwaree
that may intexffree, block, or remmxee its instligioon. Opem your intemett browwser
at home and try to visit the follomigg websitss: www.midtossdft@om,
www.mzdéee.com or www.swiemdec.com. If yow are unablke to reach these
websitless, your computear may be infecteetl. Please click here to read USCERT's
informmettdon on how to detect J remmxee Confickezr from your home computter.
Contmitutimg) Sources: USCERT, CNet, Washington Post

Malicious Email (Spam)

Spam accountssf for over 97% of all emaill, and is still a maim delivenry vehidte for
maliiciouss coodess who propaggte their malwaee, botmetts, and vimusess over the
intermedt.  While there have beem successful shutdtowrss of spam sendiimg
compamiéss (A¢Cotds'sclokasare in Nov. 2008 resulteeld in @ 60-7AD% reductioon in
malicituss maill and botmett deliveryy in the US durimg Nov. and Dec. 2008), there
are othens that have steppes in and alreadly increseed spam deliveny rates
above peeMdCom delelels.

¢ Fake Confickar Imffsxttion Alertts
Scaremaree email campaggss are circulkdiigg that try to scare the recipimt
into acceptityy fake antiwiinss softmaree by sayiimyg the recipiEni’s’s computear is
infectee witihh Confickezr. If infextte, the computear will attempit to dowmibead
the Waledizr botnett and spreadi the virus to other computtess.

o Stimulliss Package Offers
Maliciouss emaill is circultigg with the IRS logo and pictwess of Presidenmtt
Obarma that advertsee availbidibe stimuiliss packagre money for cash strappued
indivictiizdds. These emaills requessit persoradl, credit cardi, @t other fimatutaal
informaivon to veriffy that the recipietit is qualiifeed for stimuliss fumdts.

¢ Tax Returm Solicitztkion
Fake tax retunm emailts are beimg sent that offer "casih now” in exchange for
the recipi@mit’'s tax retunm), or chamggss for servitzss to expediite a tax retwrn.
These enailds are desigmeet to collet your Sociall Securityy numiber, date of
birtth, motinenss maidem name, credit cardl informeivon and the PIN for your
ATM card. Tip: The IRS newvar initiates contaait withh taxpayens via e-
maill if it has to do withh your acomurit or private informatiom.

Be very suspiciouss of any emailss you receine fromn stramgess, comp@tiées, of
govermmanit agencies that requestt persome), finamuiadl, or credit card informaidon.
if you receiveam emaill that directss you to a websitte requesthigg youw to dowmitsai
or update a program, do not accept the offer and close the web browser
window. Cliatk here for instruatiioss on how to report any malisitugs Y spam emaiil
you have resediedd at work to your IT securityy staff or JSOC.

€ontributing Sources: SecurityFocus, SecurityPark, CNet, ZDNet, MSN

This ssvunient is wigrided for DOJ empily and and is not to be diswrithuted outside the Department.

Questions regaidiingthhis Bulletin or mequests flor permission toreedisttibnete showld be direatetiso:
JSOC/DOJCERT 202-307-5332

Click Here To Visit Our Websitd

What is the JSOC
Newslstte??

The Justim Securitty Openratooss
Center News Yow Can Use
Newsleftfiegr keeps our readEss up
to date on the latest topits, securiify
vullmeredlliiétes, and computesr user
tips to help protesit agaimsit cyber
thregtts on the Intermet.

These threstts affect you everydiay in
evémryway - at the office, at home,
and in betmemm. This is infonmadibon
you nesdi to knowy, writtten in temmrs
you can understtamld.

If you have any issusss, subjpmits, or
ideas yow woulld Ilike to see
addresseed  in fulwree newslkitdess,
please emaill Curtiss Johnsom at
curtiss. w. jol pj.gov.

JSOC'S NEW WEBPYGEE ONLINE

JSOC’s new webpagpe on DOUNet
contziitssadllitds cyber securityy alentts;
cyber brieffiggs, user awar@Tesss
papers, and newslkitéess. Please
click here to visit JSOC's welbypsgpe.

s Incidenit Remwttioarm

s Malicimus EnadilS8bbrittiétal

s Incidemit Res| Mréam (IR
Informatitom

Critical WuirezedbilitARiests
VulneraihiiiityAdéeists

Cyber Tt idsoees

White BS

News You@an Use Newsletttar
CTAT C DB

(Microsuitt)

Greem Tip of the Month
Turm Off Your Gamimg Consauite.
A gamiingg consalee that is left on
twemnty four hours a day, sevem daysa

week, willluseeaas mundh electmaiiyy
annualyy as two new refrigeresdss.

(Greem Lliwiingg Tips)
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Securitty Awarartesss Tips

Sodcia| NetwwikiggWehstessand Jold Boards

There contiugss to be a surge in mahwane, virussss, and botnetss
direstted towaard and residiimg on social netwonkingg and job boardi
websiites. Maliciouss coders have tummest their attemition to thesee
websitees (See USAJobs Advisoyy) because of the wealth of
informeaidon availkidide, and the relatinee ease at which memibens seenm
willigg to share it.

If you are @ memibar of a social netwaikiigg or job boardi websitee, chamgee your
password today, and change it often. Use a passwond that is at least '8
characteess long wiith a comiivedivon of upper and lower case letienss, numibenss,
.and special charactbrss.

Maliwimous Web Sites EnarypitLocal Files

A rush of new fake antixiogs websitess are beimgg desigme to emullste autthemitoc
sites due to the success they have had at trickimg visitmss into dowmlbeatingg their
maliciouss contemt. Some of these welbsittss conta@iim "scarewane” progremss that
attermpt to scare the visitmr into instalingg their malwaee or vims. These
websitess are nonmally identifféeld by wamiimg messaypss or pop-ugss that telll the
visitor a software upgradie is needed or sometttingg bad is happeningg to the
visitmtds computear, and offers their softmaee as the solutimn. Unfortwreesly this
actiom resuitss in instalingg the malwaree or virus the visitor was trying to aveitti.

A few scarewsee sites have introduced! a new featwee into their malwaee -
encrymivon. This new versin attemptts to encrypit and scramilite fikes
inside the visilmiss "my documemtss” folder whem installkeld. Once the
encrygioon proa is complete, the visitmr must purciesee an encrypticon key
fromn the malictusssitide to access their filles.

If youw visit a websitee you thimi is maliciouss, pleasee reportt it to your IT securityy

staff as soon as possiiiee.
Camtrblotitin § oS osencéliadNastiimg®ost Post

Computar User Tips

WebsiteePasswords

Two-ithiidds of compuiter users use one or two passwomis to access all their
websitess. If you are ame of these users, dio not alloww your web browsar to
autormatiozdlyy save your passwais. This practioee allowss anyame witth physiczl or
remoiee access to your computegr, access to your web site accoumtss. If your
browser suppantss an encrygibed master passwont], your saved passwmuds may be

more secures, but there are progrenss desigrest to break this encrymioon.
Comtrbbatind Swwouece NY Timass

Secun= Your Wire/l=ss Roufierat Horne

When instdlingg a wirglesss network at home plezse take the proper stems to
ensure it is secure. Llawk im the manmus! for how to change the wirgbzss ID (als®
knowmn as the SSID) to sometttimgg uniguee. Turm on the Wi-Fi Protestt Access
(WPA or WPA2) for authemtitetiion, enalblle Termpwedl Key Intagriyy Protos!
(TKIP) for encrygitoon, and use Media Access Contrabl (MAC) addiesss filteiing. An
unsecunsst wirelesss netwontk allowms other comput@r users to use your bandwititth
for free, antd possiblly use it for illegal activitiées. If the paiitee come lookimg, a
persom witlh an unsemweed network woull have a difficultt time provimg the

activityy didn'tt come from one of their computtess.
Contributimg Source: SANS

This d is intended flar DOJ empll il ddsis not to be dismibuted outside e IRgnavimeant.
Questions regandiing titiss Bull beiinanmegqessssffoppeniisssion to rediisvithuees Woalddbbalifivewdd 10;
JSOUDOQUMEERT 202-307-5332

Click HereTo Visit Our Websitee

What is the JSOC
Newssllsttée??

The Justicee Securitty Operatomss
Center Newss You Can Use
Newsbtteéerkeeps our readens up
to date on the latest topicss, securityy
vulineredliiliéees, and compuierr user
tips to help protect agaimsit cyber
thremtts on the Intenmedt.

These thressiss affect yow everydigy in
every way - at the office, at home,
and in betme=n. This is infommadibon
you mesdl to know, writtten in temrss
you can understtand.

If yow have any subjpmits, or ideas
you woulll like to see adidhesssed in

futuree newslettéess, please emaill
Curtiss Johmsmm at
curisswjgb joj.gov.

Cyber Awaxamnass Tip

Fake Wallsiiac Coupan Welbsitbss

Couparmizezr.com, a legitimadd¢e site
used to optiniee and gather
couparss, is the latest target of the
Waledizz: virnuss. Fake Coupomizzr
websiiess are now onliime that utilize
IP geoloztivon dataizssss to locate
websitte visittoss. This soluticon is mew
for Waledtmr websiibss, and allowss
coders to furttheer trick the visitmr by
offenimgg natimreél and local coupars
based on the visittiss locatiom.

The Waledax viruss, whichh infects
computesr systemss to collect emaill
addressess, is delinezeedagsaan email
or Ecard that directts the recipietit to
a fake welbsitee that instalés the virtus
whem clickext by the visitmT.

r Threat Advit
(JSOC)
Adolbe Acrotsit and Reader

Vulmensddilitity
(JSOCQC)

Greem Tip of the Montihn

Public Tramspanthdioon
A person ridimgg public traTsgrotaétion
can achiieve am averagee annue|
savimggs of $8,4®i1, based on today's
gas pitess and averagge parking costs.
(APTA)

USAJobs ©
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Securitty Awaxamesss Tips

Cybarr Crimne in 200D

Data captureg, passwattds,amdd accountt numiberss will contimuee to be the target of
maliciouss coderss in 2009. Whilke the Departmestit of Justice is utilizingg all
resouwnsss to proteutt its users against these risks, home users are expected to
encoumtegr a drammeticc incressee im fake emaill and malicious welbsitess.  Indiusityy
also predictss mobilke cell phone netwoiss are the next targett due to the
advamuess, populartyy, and the varietyy of ways smart phomesagee beimg used.

+ Daila Caplurnse Maliciouss conldes sasre constamttyy modiffyigg the schemess they
use to gather informreaibon from unsuspestingg users. Be carefill whem opemiimgg
emaill attactihmeenss, acceptiiyg free offenss, and surfimyg the intemedt. There is
someome out there tryiimg to collect your infomeidon.

o Smanit Phonmes: Voice and touctttoree phisthiimg (mucth like emall and web
phisthingy), malwanes, and celluiar botmetss are predictbed to becomee a serimuss
threeat to the molbilke netwankk in 2009. Malicious cudie is beitgg writteen to take
advamtape of the growimg tremdl in mobike interactiwtiyy witlh compamess that
requinee social securiity numibess, accoumit numibess, and passwmdds to veriify
identityy. High value targetss will also includie individiadds that interactt witth
fimamaizd| instittiivoss to tramsffar funds and stodks thraugih molbilke devices.

Comtivbhwitia & Guraece EmenginggCihydreltiThr eakeRep éot 20T, GeongjéaT detin infommatibec S deuCaptar

Social Netwmov¥kingdgRisks

Social netwariigg is oftem used to fimdl old friemds, createe new friemits, and
netwank witlh peoplee of commam interestt. This free excdhamge of informidon
estalblisdtessadafatssarsese of securityy as the user thiimkss only "friendts” are viewiitg
their postedi informetoon. Malicimuss cooigess exploitt this vulnersbiiyy by inviting
contamtss witliim the netwankk to click om their page. Once clicked], the emibbedhibed
code infediss the visitimgg user$S computear and directts it to collext persmral
informregtoon from the user, the users frimmids, and users growms on the netwenkk.

Fake AntivinussS oftweareel pdafess Wresdk Havex across the Intenneét

Maliciouss softwmaree disguiteed ass a legitimete Antiviuss Updatee is triiiing users
into dowmmmtingg and instalingg its Trojen virms. Recentlly, there has beem a
signiffozantt incresesee im Falkee Antiiiuss (AV) Trojem Horse softwearee that is utiliziimg
sociall engimesingg primeigiss to fooll unsuspesthigg users inte compranidirigg their
owm machimess. Do not upgrate your antiwituss software thrauggh hypertinikks
offeneed by unkmomm websiitee or pop up windtwes. These softwwaree updatess are
automaitocdly providked by the DOJ IT servicee providizss at work. If you beliexe
your antiuinss softmaree at home needs am updatee, opem the progmam fromn your
desktayp and select the buttmn or link provitked to perform a mamusl or live

updatte. (JS0C White Paper)

Compukar User Tip

A Trick for Remnemilzeiingd ong Passwonrdis

When creatingg a passwadi, users should avoid comman wordts, proper names,
and randomily generatbed passwardds such as “GrTIkRIFKES$!”, which wouldl be
impessitite to rememir. Try usimg a phrasee that is familiier and easy to
remenitar (exampée: “1BowlkedZEER"f"). This passwort meets the Departments
12 characir passwarcd requieamestds by usimg wmmeecesseaddd loweesse lettars,
numibenss, and symihsiss.

Contributing Source: SANS

Click Here=To Visit Our Wehbsite

What is the JSOC
Newslisttée??

The Justicee Security Operatioss
Center Newmss You Can Use
NewsHbitéerkeeps our read@ss up
to date on the latest topicss, securiiy
vulimeeedtiifiéees, and compuitsr user
tips to help protectt agaimstt cyber
thresstss on the Intemmett.

These thre=tss affect yow everydigy in
every way - at the offices, at home,
and in betmemem. This is informziton
you need to knowy, writitesn in temrss
you can undenstbadd.

If yow have any issues, subjeatts, or

ideas yow woull Ilike to see
addresseei  in  futunee newslittéess,
please emaill Curtitss Johmsmn at
curlissw . johmsnn@ussibhHgov.

Fake Greetiitng Cardl emailss are
distributéeld to captuwee data and
emaill addiessess.

Interrett scams, charityy fraud], fake
websitess, amdd unsaliciiedd e-mmail willl
intersdffy aroundd the Valemttiee
holiday. Exerdgee caution whem
visiitigg new websitess or opemimg
emaill offerigg free items, gifts, e-
cards.

Malwanee writerss and spammezss are
desigminyg incremsimydgly  conviimooigg
emaill and fake websitss to fool
visittwss intw acceptingg theiir vimnssss.

D i Il n PD.
Agai Al
(US-CERT))

Greem Tip of the Monith

Donate or Recycike Old Celll Phomsss

Cell phone upgraibss cause CONSWTEEESS
to throw away over 130 millleom
workimyg cell phomesezsbh year.

This d is i tel for DOJ emploress and
contraattors, and is not to be dissrithuead owssiitte
the Depmminvent.

Questioms mezgaddigg i BRIMIn or requests for
permissieom to redistrilbade sShondiliifeedirvetdddo:

JSOC/DOJCHERIT 202-307-5332
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Securilyy Awaxansss Tips

MallvaeeTargets USB amdl RemoxsidieMediia

In recent monttixs, JSOC has ideniiifteld a significzanit rise in the numitber of
dangemuss malweaee dowmlosds targethigg remoxaiide media devicess. This rise
has beem attittutéed to maliciouss coders writingg malwanee focuszt! on infedtitgg
USB amd remoxdide mediea stormgre devices to sprezdi the virus quicky .

Thumb drikgs, exterrl hardl drives, CD/DVD-HRYWY, and flasith media (digita!
camerajfploooss) are targeted because they are portzide, and ezsilly exchamgge
informmattoon betwesmn computbess. When infecttel devicess are conmextesld to a
computear they attemgpt to installl Trojen softwmeare that rums in the backgnunad
unnoticed by the user.

Steps you can take to help protexit your home pc:

e Disablee Aute-fum. It's importtatit to disalike Auto-fRum as this featuree allows
remoxatdide media to autommttiadilly start or instzll any softmaree programmeed
to rum whem the device is insertted into a computesr. This allomss the TrojEm
to spread throwgiouit your computeer and conmextbeld devitess. Plkmse s the
help instruattongs on your home computtar to disalite AutmHRum.

e Imstslll Firewzddll and Antiviiuss Softweaee. Windoves XP and VISIAA come
witth a fireveadll that protextts agaiimsit most intusionss, please make sure it's
enablext aold updatezt on a weekily basis. Nortwm and MacAfss, alomg witin
many otiners, also offer "off the shelf” choices for botih firewedlll and antiwiitss
protexttoon soluticorss.

e Create= a User Levell Login (withmutadmimistnetiive privileges), and use it
as your: maim logim smooounnt. This helps reducee your risk of infecticony, and
deniess fulll admiimisttasitise access to your computeer in the event your logim
credemtads are componisedd. An Admmitedbied ogin shouwld nexerbe
used] whem connediimgto the intermsdt.

Compular User Tips

What is the JSOC
Newslsttée??

The Justice Security Operatomss
Center Newrs You Can Use
Newsdbéteéerkeeps our readers up
to date on the latest topits, securityy
vullmeebiiliétes, and compuiesr user
tipgs to help protextt themn agaiimsit
cyber threzss on the Intenmredt.

These thmemits can affect youw
everyday in every way - at the
officee, at home, and in betwesm.
This is infomaditon youw need to
know, in terms yow can undensttaadd.

If you have any issues, sulijjectss, or
ideas yow wouldl lke to see
addesssetl  in futlunee newsleteess,
please emaill Curliss Johnsam at

curttss. w . jolnrssr@ussd pgamoy .

Avoid Maliciouss Code amdl Softweaee

Curremit web techmatomyy makes it possilee to emibed! additeoradl code inside @
primany webpspge. Hackens are able to misuse this techmubteyy to camy out
mallicious actiwtiges, such as redimstiigg the userts web browsar to websittss that
secrettlyy dowmload intrusiive softmaaee. A numiber of popultar welbsittss have beem
impadted by these attmciess because the code is sophisicasted and hiddem fromn
plaim view .

Steps yoou azan take to help protestt your home pc:

¢ Upgradie to Microsuiftés Imiewrett Explorar 7.0 (EE 7). IE7 includiss many
user friemdl)y enhammneatds and new securityy featwsss that help protect
against malweee intmussonss.

¢ Regulanlly Update= Computtess and Applicattooss. Ensure Microsoftt
Update is schedluéed to chedk weelkily for product updatess. Applicztooss that
do not automeitadily performm weelklly updatess shouilt ibe updatezt! mamusilyy .

o Imypravee Your Passwandd Secursitty. Inaremse your passwadd lengtth to a
minimum of 12 characteess that includte upper and lower case lettess, and at
least one numiber and speci@l characteer. A longer passwortd provigiss
signiffazantiyly higher protectioon fromn unauttiwiiedd access.

*WThis d Wi atl for DO,J employeees and ¢ and il not 10 be distiltused autside the Depaviment. **
Questiomwreggadiliggltisis revsketter, or reguési-for prrmmissionn tn redispribree should be diieeted to:
JSOUMDOILAERRT 202-307-5332

Facelbwsiss users are targetbeld
by a vires named “Koolbftaes:’.

This vimuss spresdis wiga @ note from a
frimmd that might say, “Y@wre really
funny in this videm." If clicked], the
link conmextss to a websiee whicin
asks yow to dowmbzad an updates to
your Adobe Systemss Flash player.
This link willl attemgit to install the
Koobfizzeonn your comjputisr.

Koobfame madifféss user profiless to
redirextt their visitwss to malicious
welbsitess.

Dealimg witth Cybenthulillies
(US-CERT)

Obama, McCain
Lessom in Cyber Security
(Securitty Focus)

Greem Tip of the Monith

Recycike Your Fluoresazent Bulbs

The Mercuny from one flumesnesht
bullb can pollutee 6,000 galloms of
water beyardi safe driimkiimeg levels.
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