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FBI Employee Pleads Guilty to Acting in the United States as an Agent of the

esg ermment

Defendant Collected and Caused Sensitive FBI Information to be Provided to the Chinese Government

Fun Shan Chun, a native of the People’s Republic of China and & naturslized LS. citizen, pleaded guilty today to &
crinninal informstion ¢ hanging him with scting in the United States &= an agent of China without prowviding prior notice to
the Attormey General.

Az sistant Attorney Genersl for National Securnty John P. Cardin, U5, Attormney Preet Bharars of the Southern District

of Mew York and Assistant Director in Charge Diego P. Rodnguez of the FEI's Mew York Field Office made the
snnouncement.

Chun, aka Joey Chun, 46, pleaded guilty before ULS. Magistrate Judge James C. Francis IV of the Southemn CDistnct of
Mew York. He wes an employes of the FBI| until his amest on March 16, 2014

“Fun Shan Chun violated our nation’s trust by exploiting his official LS. Govemnmment position to provide restricted and
sansitive FBI informiation to the Chinese Govemment,” said Assistant Attormey General Carlin.  “Holding accountalble
those who work as ilegsl foreign agents to the detriment of the United States is amaong the highest prionties of the
Mational Security Division.”

“Amencans who act as unauthonzed foreign agents commit & federal offense that betrays our nation and threatens our
secunty,” said U5, Attomey Bharars. “And whan the perpetrator is an FBEI employes, like Kun Shan Thun, the threst
is &ll the maore senous and the betrayal all the more duplicitous. Thanks to the excellent inves tigative work of the
FBI's Counterintelligence Division, the FBI suceeeded in identifying and rooting out this cnminal misconduct from
within its own ranks.”

“Mo one is sbove the law, to include employees of the FBI," said Assistant Director in Charge Rodnguez. “We
understand &s an agency we are trusted by the public to protect our nation’s most sensitive informniation, and we heve
to do evenything in our powsr to uphold that trust.”

According to the complaint, the information and statements made durning today’s court proceeding:

In approcimately 1987, Chun began working st the FBI's Mew York Figld Office as an electronics technician assigned
to the Computerized Central Monitoning Facility of the FBI's Technical Branch. In approcdmately 1888, and in
connection with his employment, the FB| granted Chun & Top Secret secunty clearance and his duties included
scocessing sensitive, and in some instances classified, informiation.  In connection with a progressive recruitment
process, Chun recsived and responded to teskings from Chinese nationals and at least one Chinese govemment
official (Chinese Official-1), some, if not sll, of whom were sware that Chun worked st the FBI. On multiple ocecasions
prior to his amest in March 2018, st the direction of Chinese government officials, Chun collected sensitive FBI

informn ation and caused it to be trans mitted to Chinese Official-1 and othears, while &t the same fimme engagingin a
profonged and concerted effort to conceal from the FBI his illicit relstions hips with thes e individusls.

Baginning in 2008, Chun and some of his relatives maintasined relstionships with Chines e nationsls purporting 1o be



gffiliated with & company in China named Jhuhai Kolion Technology Company Lid. (Kolon). Chun maintsined an
indirect financial interest in Kolion, including through & previous investment by one of his parents. |In connection with
these relstionships, Chinese nationsls asked Chun to perform research and consulting tasks in the United States,
purportedhy for the benefit of Kolion, in exchange for financial benefits, including partial compansation for intemsationsl

trips.

Batwesn 2008 and 2010, Chun's communications and other evidence reflect inquinies from purported employees of
Kaolion to Chun while he was in the United States, as well as efforts by the defendant to collect, amaong other things,
infiormn stion regarding s ofid-state hard drives.

In approcimiately 2011, during a trip to ltaly and France partislly psid for by the Chinese nationals, Chun was
introduced to Chinese Official1, who indicated that he worked for the Chinese govemnment and that he knew Chun
worked for the FBI. Dwring subseguent private mestings conducted sbrosd batwesn the two, Chinese Official-1 asked
ques tions regarding s ensitive, non-public FBI information.  During those mestings, Chun disclosed, among other
things, the identity and potentisl trawel patterns of an FBI Spacial Agent.

In approcimately 2012, the FB| conducted & routine investigation relsting to Chun’s Top Secret secunity clearance. In
&n effort to concesl his relationships with Chinese Official-1 and the other Chines e nationsls purporting to be affiiated
with Kaolion, Chun made & senes of false stetements on & standardized FBI form related to the imvestigation. Betwesn
2000 and March 16, 2016, Chun was required by FB| policy to disclose anticipasted and sctusl contact with forsign
nationals duning his intermational trevel, but he lied on numerpus pre- and post-trip FB| debrisfing forms by omitting his
cantacts with Chinese Official-1, other Chinese nationsls and Faolion.

On multipke oo casions, Chinese Official-1 asked Chun for informnation regarding the FBEI's intemal structure. In
spproximately Manch 2013, Chun downlosded an FBI onganizationsl chart from his FBl computer in Manhattan, CThun
lster admitted to the FBI that, sfter editing the chart to remove the names of FB| personngl, he saved the document an
& piece of digital medis and ceused it to be transported to Chinese Official-1 in China.

Chinese Official1 slso gsked Chun for informstion regarding technology used by the FBI. In approcdmstely Janusny
2015, Chun took photos of documents displayed in a restricted area of the FBI's Mew York Field Office, which

summ anzed sensitive details regarding multiple surveillance technologies used by the FEI. Chun sent the
photograghs to his personal cell phone and lster sdmitted to the FBI that he caused the photographs to be trans ported
to Chinese Official-1 in China.

In spprocdimately Februsry 2015, the FBI caused an undercover employes (LMCE) to be introdused to Chun. The UCE
purported to be g U5, citizen who was bom in China and working &s & consultant to seversl firmns, including an
independent contractor for the Department of Defense, amaong other entities.

Curing & recorded meeting in March 2015, Chun told the UCE about his relationship with Kolion and Chinese nationals
&nd later ex plained to the LICE that Molion had “government backing,” and that spprosimately five years prior a relative
met & “section chiel™ whom Chun belisved was associsted with the Chinese govemmeant.

In another recorded mesting in June 2015, Chun told the UCE that he had informed his Chinese associates that the
UCE was & consultant who might be in & position to sssist them. Chun ssid that he wished to sct 85 5 "sub-
consultant” to the LMCE and wanted the UCE to “pay” him “a little bit.”" In July 2015, after coordinating trewvel to mest
Chun's Chinese associates, Chun met with the LCE in Hungary twice. During one of the mesetings, Chun stated that
hie knew “firsthand” that the Chinese govermment was actively recruiting individuals who could provide assistance and
that the Chinese government was willing to provide imnmigration bensfits and other compeans ation in exchange for such
assistance. The UWCE told Chun that he had sccess to sensitive information from the ULS. government. Chun
responded that his Chinese associates would be interested in that type of informetion and that Chun expected a “cut”
of any payment that the LCE received for providing informstion to the Chinese govemment.

The count of acting in the United States &s an agent of China without providing notice to the Attormey Genersl camies
& mig imumn saentence of 10 years in prison. The mssimum potential sentence s prescrbed by Congress and s
provided here for informational purposes only, a5 any sentencing of the defendant will be determined by the judge.

The FBEI's Counterinteligence Division imestigated the cass. The prosecution is being handled by Assistant ULS.



Attorneys Emil J. Bove Il and Andrea L. Sumrstt of the Southermn District of Mew York's Temonsm and Intemsational
Marcotics Uhnit, with assistance provided by Trial Attormeys Thea D. B. Kendler and David C. Recker of the Mational
Secunty Division's Counterintelligence and Export Control Section.
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