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becoming less, not more, susceptible to the various forms of corruption and interference. A race will
always exist between those who try to ensure the security of information-based systems and those whe
seek to overcome their security measures. Yet, the trend favors the defense. In part, this is because of the
relative "hardness" of the new generations of communications equipment, Fiber optic cable, for example,
has physical characteristics that make it inherently more difficult to "tap" surreptitiously.

Third, there is a robust redundancy to the emerging American system-of-systems, This redundaney
works against the possibility of breaking the whole system. It also means that if there are ways of
successfully attacking parts of the system, the overall system would not collapse but rather generate
"work arounds" or gracefully degrade. In one sense, this is faint praise; we don't want the
system-of-systems to degrade at all. In another, it suggests that an opponent would be impotent befere he
could defend against, counter, or defeat the capabilities we use against him.

Clearly, none of this is cause for complacency; we need to continually bear in mind potential
vulnerabilities and work hard to find and end them. Neither can a compelling case be made that the
vision is flawed logically or that moving to the system-of-systems carries more practieal risk than
sticking with the status quo and traditional way of doing things.

It Applies Only to the Last War

Some argue that the system-of-systems may work only in a conflict similar to Desert Stormn, with
relatively open terrain, an inept opponent, and enough time to amass an overwheiming force. Future
conflicts may take place in terrain less open, against a motivated force astutely led. Urban areas, jungles,
and mountains are as likely to be future battlefields as open deserts. Under these circumstances, it is
argued, the system-of-systems is less applicable, and relying on it in place of a more "traditional" foree is
unnecessarily risky.

However, the system-of-systems applies across the full spectrum of conflict. It promises a better,
although different, way of doing things. Americans will always seek to use military force with speed,
precision, effectiveness and minimal risk to our personnel. The dispositions, movements, and
capabilities of an opponent's forces may be easier to discern in open desert than in downtown Megadishy
or triple-canopied jungles. But this is no reason to refrain from trying to discern enemy characteristies.
The fact is that the system-of-systems will give us far better capacity to do this, and with greater
effectiveness and lower risk than we currently have. Furthermore, it is obvious that it would be highly
advantageous to the nation if we found alternatives to the large manpower base and force structure which
was the hallmark of our military forces during the Cold War. The system-of-systems and RMA helds eut
the promise that in the not too distant future the pointed end of the spear may be smaller, far sharper and
able to pierce the opponents jugular vein on the first throw.,

The System-of-Systems Reduices the Fog and Friction of War

Conflict is chaotic, confusing, and messy. We will never have perfect understanding of a battlefield, our
systems and weapons will never work flawlessly all the time, and the forces we ask to wage war will
never do everything correctly every time.

The system-of-systems does not offer omniscience or omnipotence. It has demonstrated the ability to
reduce the fog and friction of war and promises to do even more so in the future. What counts in war is
the relative influence on the opposing side of what some have called the fog and firiction of conflict. The
side that can reduce the effect oftthmtffogantiffiictionssigritficantly, mdlativetoittssppamsant, willwin.
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