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Relevance to the Warfighter
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Reach-Back Support for the
Warfighter
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The IW-D Systiem

Organizing IW-D as a system begins with a
broad vision implemented by colliaboative efffoits
that move the vision and concepts from the abstract
into a focused set of questions and answeaksem
specific aspects of policy and standards. The five
critical components that should be imdludied iimatiy
attempt to implement an IW-D system are iintegrity,
authentication, mom ngpudiitiion, cavaltdblityy aadd
confidentiality. TW-D implementitivmiis designal
with an objective otf imflonmuiioonassaeinoe ¢do
protect accusssttotiinelyy ascarate{cand defedarant
information wibanwaramiiwhieaeeve noedded.

At the mational level, tthe IDepartment of Defense and
other elements of government are wotlking witlh
industry to ulttinaitdly thult besneasnsd oo
appropriatielly prottettantdboid eaNsill haa DD,
using a managed-risk appromsth. Tie tie extetand
implications of IW-D are only visiible inaloppléaed]
implementation model. This model is sealkiblie, asiitgs
applicable at all levels of war and across the range

of military epeiiiviss.
Elements of the Model
e ool i wiith adidiivediaand
appropriately protected and defended informatiom
environment. Interacting with the piotecied
environment is a process to identify threats, attacks,
or other degrading conditions and to disseminate

warnings whem and if these occur. Attack detection
initiates both restoration and respomse Prossssss.

sive edge in war

The Protected linflommaticom
Environmentt

The protected information environment is it
an impenetrable fortress that guarantees absolute
security, because that is neither practical, affordable,
nor even necessary. The focus is on diefining real
needs and dependencies. The enviromment is
bounded by what is critical to mational security. it i
a combination of physical systems and places, as
well as abstract processes such as intelligence
analysis. The protected informatiom @it
is rooted in a sousd apymosathtbomaangirip gisisk.
Risk management processes include consideration
ol’ imikonrmatiom mesdts tHeevahileod fritdommutonl thiat
may be compromiised o losttiiff the profectiedl
information environment is breached (10ss of aweess
control), system vulnerabilities, threats posed by
potential adversaries and natural phenomena, and
resources availalble for protection and deflemse . Iim
additiom, the vallue of imflommuttoonctiaagge snin
each phase affmillitryyoppe ntitnn and duki Hde
considenatliintheerisihomaangeeiaend essss.
The protected imformation emviiromment moit@illy
provides the degree of protection commemsuititte
with the value of its contents, but alko @swies
mechamitsms areeim ke tonegponk toatroadd
range of attacks.
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orgamizziitosontininie thahatadierise tholeidving gpepgseceditipgmuididdd humanprwjiaditgletedetect,
threat—adiynamicmsiserothshatustusdjasust to analbyze and disissenainatemiapsid &sW & Wnatidboat occur

changimgtthreatwahideions. witlheuteotilbboititivegevenmentdistystfpre fort.
To getaitttieecsssanco bhhethratatepeuesesnan N
undensttanting b flitae el eteenesits: Attack Miéetioon
* [Hdartities and iirnitmtiiz_rnuswﬁbpmibﬂbwmhcl&rs. Defemsiineed ot sordedeteandndeidifiytify
* Passililie attack techmigessamddmogthdeds. adversanyaattvitigeserpgui daose lditabooation
* Ratential targets, extentingdifronthtirtsicategic (0 among wovarnmeentinddisyrpnardsiotjety. A
the ttaticahldesisls. critical element of the detection process is
Indicati i identifyimgimticttos0bh ddecamay g ctititity,
dicatimmss zaradVWalatimg g analysis of those il nbidiSseensasiion

Thheatkoovidddgdsisrammpd sopacprssehsthat of wammingss. Thissppooesssaggurires krinolededgd of
anallyzesatittak knididicate nndulkskissemticrates wagnin ghe tthrea bbili lipgpon forfoatatibvorfrean vasious
to persans cogganiattonsgadgrpressssehdhateare souraesinetlddip plawnénfercemethtc thiellitetiigence



L he decisive edge jnowar

Community, system providers, and users. Fimailly,
automated attack detection capathilities arc
necessary, given what may be extremely short
timelines ffiomn iimttiiontodbhe alirmatiton bitwticks.
Defending against an attack, whether against a JTK's
intelligence data base or against an automated
component of tHe commmencd ed | meti wned | pawerrgrid],
is predicated on how well the intielligemee thmeat amd
associated indications and waming processes
function and om theagilisyd ks gscensgpoovikbess,
users, amd adtmimisttonsi i inpplenveniimgppostetiive
countermeasures.

The potential subtlety offczmtlyiivd ctiionsadf
adversary prestrike reconnaissamce and exploitation
techniquies, as well as the speed with which a
powerful attack can proceed from initiation to
culmination, mandates a need for automated
intrusion detection capabilities. These capabillitiies

must aufemmtitcilydbeéet bystdnnirittusisinsor
aberradiomsamniliinshani genacrtetalakests.
Additionally, aultemuticctbireedtrmiitgg titbon! thiali haits ts
the extent of damayze e sprezatioftatttekkmuss bec
selfiimitatiing.

Restoration

Attack detection mechanisms trigger reactive
processes. T finsit off thbss ppooessseisis
restoraticm. IRestbonsionn elitiesnm ppoze-
establistieel lunad esstndihin afoth éldestestr beb by els
and conditismsoffsysttempeféomanocand d
funetionallidy.. Priotities may be then derived for
restoring access to and awailkability @/f csssantiidl
information, as well as diztextt wihem sanenmallous
conditions have degradbd] spstemssamtipmoesssss
below their desired steady-state perfiormumuec
thresholds. Procediuss flor mestonatimmafl’

Restore

i of
\mebk//

Protecteil o Y Detect
Informutiion " epgpe
Envirommuent LN

*ﬂ T
T S Y
Threat indicators

- Industiny antussess

- Intelligemneze
- Law enflonccaneeint

The lespeldmanesiéf wtompoenipnsiie indicatiods cndwesmingl paarning prillkesss

$



A strategy for pease...

telesommumidatitionsxaxisoftcteDepactinent of  jurisdictiondlceniiromuein ¢ hespespenyoprscess.
DeffensenandithdNatiohaloGommiuaiicatiSiys System In thepessant Wi rerivoronenesthdhibeotear
(NCS). TheNNGS fadilitatessexativt vadint bechalical identiifisition (of otiotivesdad astord] wotl lewd tead to a
expert didlogudbotweemihdustandidahMC A simpliffiedseeoofaotontatic spspenpecprosessexland
throuygth thDNatieh SkSextrify| Relovomeationstions Options. Thisifstredbevatsthtxesoahviyetoreery divil
AdvisasCGominitegNGVSTA ). the thibinfatnmtionand millisayyolekes imntiatiolrel seyrithlistotlimédein the
age, theNNSIPAG ootitineretotpl playvatalitaledidhin thecase of IMVED Amttack gigast steonummsadial
Nation’s totall | WWEDppststuere. system tthatmnififestisesit al XODOBwotlvorisanises
legalamipphiticisdsendhuighlightighthemted fised for

Response Process - Watives
and Actors

Attack dittecivommdehanisnreserve togizigger
the nespossgprosssd ihichelgerdet¢ification of

incressat iterpgencyocrdidinat andyodnjeivileivil-
millittasyresppanseppatationd hoghghl ol dbithis,
the limiitsodfi e poppearahkd ¢egitmeatel cole of
govenmmztttoppronic éofah¢lveconomdafdesense
must thereeoppnizddiad despeptede dnsmsoging no

motivesanthatiorssiththeoommtostont afeefifvetive  violatitonodHprexsmidl dededumsdnighrightpof privacy.
and prgretlfdogssedespspoaskn kimkithe tra kel ytic
resullts aff tthel E&AWppooess sotoatatiohd el el
decisionmahkess.

The efffiestinarsssoo fibhaaespossprpoessss is
dependenttuppor titicientirtegrat ohavtaktack
detectiomanihanblsisisagapabiidtickinlihnely

Thettreanatrire bfhintotévendadtacsengagedeed response is essemtiiall twiinTlvermceaath versany
in attadssoor] 1§ SniiofonmiadioRy stestsn; pnopessessesperceptions, establlidh user conflitionse 2t

of mattomdinniritsty hdibthdodusiesde or maimitziinppaobili e upgpyds-t.
inkernatoonhlpeennk tnamdedeasdindimigtf the
Government
- Indmlm}y‘ Societyr
Restore /
B X ,wf‘\ . /1774
Protected ‘{ i‘fﬁ:" Yy " Detect
Information W1y A T A k™
Environment TS
\ h\

Attae; déteetinniand: dese owal reqedneis esataadhefoeff sty papgbbsedubonationnation
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INTELLIGENGEE - o

INDUSTIRRYY

WHITE mmmﬂ

LAW ENFOROEMENR T

Effecttieaasponserseqiiings balfaborddibe interagéndvieffoesscy cfforts

Attacks themselves do not inherently point to
the moti\ es and actiors inanwumamibiguous way.
Apparently similar evenits @riiticdiionsnaayHave
completely different causes, spomsorship, complicity,,
and severity. The dif Kerainrimplicttionsdonmaciamal
secutity point to he witsdlom @fprovidiingdisdision
makers wiilhttheluesg ot mes cconpedhansive
information available @nwihidhitolhaseddesisions
regarding resporse: optionss. As sugh). the: mezetifon
full cooperation between C4 technology and
intelligence processes and capabilities isadlzar.

An Assembledd WD Systestem

Warlighters depend upon information to plan
operations, deploy forces, and execute: missionss.
Additionally. adivanced ivformutiontcebimadbogiss
havessgmificaribyodicevet Hesseprovessess. Complex
information systetms suppaittjpoweidliidfrastnet tress
that diramatticallly erhance\watlightarceypdbllitdss;
however, increasing dependemez: wpom these rapidily
evidhiingttethndlogies mable) joimt foccssmore
\ ulmeisble.

IW-D) is a comprehensive strategy being
implemented to protect and defend imformation and
information s\ sitems. When combined with offiensive

IW, the net result will be the @pportunity to use IW
to exploit sitwations and to win.

Offensive TWVIWMOD )

As with the IW-D system dlescribuct latiovec.
IW-O capabilities are employed at every level off
warfare and across the range of military operations.
The employment of offensive IW capabilities tto
affect an adiversairy's information and iinffonmaiion
systems can yield a tremendows adivantagectw LIS
military forces duiting times effwrisisumdtd-oodtides.Xs
a result, combatant commumidbessmuss oesreClitiy
consider dlhe poteaitiia f I fberadeéeripgnd d
rolling baek eriisiis.

When viewarlassamimegrating ststtegy LW\
weavess togathee retd teddlibiciplphoscsndhd
capathiilitiesstownndd stisfy ingasttaddbleetive. ¢.
Offemsitve: W appmbles ttaditionshpexoapiomin
managememidissiphihas sycke b PSS OP)ihand
informatiomssxsséamasiaak kaprodutea synengististic
effect agaimst e memui ningeeddomenty ©6 hnn
adversary'ssinftenmations s sinfdomativon
transfer linkss. andlinfeematioo modek:s.

. |2 S



A siratagy for peaca...

Examplies aff WV Tengppa$s
Leadensitipp Militeryyinfrisisictureire
- Key Personmell - Commanders
- ADP Supporit - C2 Comm Linfks
- Strategic Commres - C2 Nodes
- Power Base - Troops
" Intel Collecitoess
Civilllhifasttotarte: re WeapanssSygiemg s
- Comms (Liinhes Mbmhbess ) - Planes
* Indusityy - Ships
- [Fimamaiéd| - Artill gy
Populace - PGMs
- Air Defense

Nttaekthh énfofmaion isystemslandsproudspes tharssitppore thegej1aréetlsess 1aragel sels

IW-Oim\illitaa OPeratishs Gtigher
Tham W (NGDTVY)

Offensive IW related plans with thesir
associatedeapathlities may be employed in

preserve the peace, deter escalation of acsonfiiit,cavdl
prepare the battlefield sottutt ficerisisssaldttddao
peacetime to deter a crisis, control crisis escalation,  conflict, el USmmiitanyycane Btkietislylyreplplof W10
project power ayproonacéppaaecThehe capabilities imawaattimesscansiio FRamppls o b ibutier
employmentt off sffansiiecIW cppdiiilitde sintkbese  potential peacatimeagliciioos b6 tifiesisiy MWW
circumstances may require NMCAyppeoaliwitih  include thecenplioymenttodf Mcapphbititis sordidinpipt
support, coordination, deconfliction, cooperation, drug cartellaommumizatiioss iiesdrinwopparelafrdgg
and/or participation by other USG departments  interdiction effffenttscndicopalduttiggn’BY 9OP

and agencies. AlttwugthIW O appbitititicseabbe campaign againsitzbbdiligametisppatenaldl ilises whith
employed to umdiammiime am:atharssary s ieegime e the goal eifssvermpaktenabicoeesianiillitary,
primary locus of IW efforts imNIQOTW should ety economic, and poliiticalssyypott.

I | - J




Wartimme Employment of INA@

Beyond the thresholld! off cniisifs, IWV cam e at
critical force enabler for tihe jfoimt waarfighter. In
addition to protecting infkommation systems wittal ttot Hee
US military emybyymeen i IWO tappbliitities
can afikadteveeyyasppecoimndadysasasy s
decision cyelke by imypruttingg itsifbenmtiion
centers of grawiiy. MAnn oo thdhactivividses
associated with wartime employment of IW-©
capabilities focus om ttemiiitayycoommuandloand
control target set.. Htweseerthher@rganaap otitber
important infiormation sy:stem tagets ffort Hee
warfighter to focus on tro fiullyreediife the power
of IW in wartime.

One type of informatiom attacik couild e dhe
application of IW capabilities against an adversary's
automated information systems to disrupt production
of critical war supporting imdustries. Another
application might be the wse off IW capabilities to
sever an adversary's commmumiica timms metwarkss firom
the external imilitany. ceconomic catippdiitcad]
support-base:.

Deterrence

There are two aspexttsoff dbtéerencee
associated! withIWY Thb fikistsisi stib d ebetaerent
effect IW-O) cypbiliiiiecsamhiva own pgrohehdial
adversany duHibegpease ant dxislsish srenc W W
capabilities continue to cmerge, theirjpetartiidl
usefulness to deter technology-dependemi
adversaries musd be leveraged! as musthas possitik:.

The secorid] mvreappeititiaspyeects ihthe
deterremce off amintsmnasioarbhssd dttticick
against tive UniitalSthaées Dowinring PWWttdtke k
requires the application of boith fffemsive and
defensive capabilities. Strong IW defenses help to
discourage casual threats, thereby narrowing the
playing field to a more diistinct set off actors. Wihem
faced with an infiormation-based attack, the ability of

.. The decisivie e¢dge i war

the Nation to respond quickly, effectively, and
decisively will infilence pracagtimmsanthassisinn
deterring future attack. Iin tthits neegad, iidformetiion
joins economic, political, diplomatic, lkegall, cand
military power as am dlomeniteff tettdlmditondl
strength. The preservation of iinKenmaiiom cantimibuttes
to the total power of our Natiom and]sowiatyy Thee
result is a mew form of strategic deterrence for the

informatiom age.

The Vision Comes to Clasune

Nationall leadkenss ave athike to cliwasecffooman
broad range of options that are flexible and
combinable to achieve the desired effect in most
circumstaness . THeelWVvisisanddos ot
demonstinatteanttiontta issivoidoeablldbut
rather ome dthuttisswijgiihang ddeisisio;candid
prepared do resjmicboany vhireantidoeigg v
domestic. That reality contributes to strategic
deterremee im a comiext approprisstctootiec
informatixoim .

Thel WY isitsion...
Suppuntihg i HiPiagic
datrfarice
til ihwldfobimifvaiion AU
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"We must have Information Superioniiy..|hfgomadion:5Sperioiity will ité quirei ot/
offensive and defensive information wanfare.."

Taking It to the Troops

A commen{tocsssisssesdimlab tmemure a
credible W wisoorbbecomeres watd}ity HiFhlerdleree
principlles off the. [Foint tS$446Fs imyglenmeart kition
vision awres:

* Retheective opportumitiiesypessattddctpponsintial
adversarissby e dduatatin gratwaming)ydund ieayeas-
ing ttheaswansaess lof amaoridrs ol verhitatubidities
and pratectvearmessmes.

e Iingrawe informationatittak k qapabiledandnd
measures (toypoatectggaisistrahdadectatatthck
on iintormatonrahoh infonmatisyskystdms by

pursuing:anergingthobhwliogicapehpabd ithel and

the symeryycorattddbiniogegieded
defemseimddegilsclolutions.

» Bultli the necessaryrekiitiosiihspsyithi than\gowern-
ment andit Hrooggbauththd Nutno ) socemtlethe
infomnatitoneedd s tdl atboss tetusacidsaleal
those arnmygematy i lntasmndpd policgsutasng ting
in megonstittedd anton aledetemente pocpeeserve
peace, seeuityyjahdstabitity.
Effortsarcamddenwatototirgtegeal® [Waatb all

Defense
n oo
Depth

User Trarvng «. SystedarAdivimshationtion
AccesssControlsise Energengy Regdensconse
Multilevet Seeuarityty

Joint Visiom 2010

-

Education
Training
Exercises

Organizational

Assessments
Infrastructure

Policy Doctrine Tedtnoldogy

aspects aifj gonn tvadrierel ichko ioti hta$tatf, in
cooperatimonvwilltith& Seivesemdiddeldefense
agencies,iss dousisig groaoumomapppprbach
toward eypordioondiinind W TRfons dix six
major sens:axecoonungd ¢ggdthe rotougupport
the wamffighiteer] Themdhelade:

* Hebhoatiom, traimimg cadd exenseses
* PBibyy

* Dottiime

» Assessiments

» (Mpzmizationallindfasstciorare

* Thalmology

Educatiom Tramimggaach & xereiseses




Education, tizaiiing mnidegeevisise offtie r
the greatess refumn o imwasttneant Higphidesk|
military education aittHe-NNutomad I Ré¢Eases Imveessivy
and Service professional mmillitary edlicatinm
institutions focus on tihe studly off I'W comcepts,
policy issues, doctrine iintegration, and the mole
of IW throughout the range of millitzmy bppeatiooss
and all lievels of war. Additionally, the DOD Inter-
Service Thaiming Rewitaw(Oregarivztivon] ittt ed dor
Joint IW Training ()it 1] connses flor
DOD persomnell. These counssssmamgeefiomseamiare:-
level awareness to ttadbmicall teaimimg (forsypseenss
administrators.

The D11 M ¥Tissaagnent success stonyythiagt
epitomizes jpoinhness AMdititinalad ourgescarare
forthcoming that willl centiimueteogeeraredceandi{6ocss
W siudy tUhieughout the) joir e ioommentt.

Information systems imcidiemit regpntssooontimiee
to reveal that most imtrusions result firom a lack off
understanding amd improper implementation of
security measures by imformation users. Awareness
and training modules are being inserted into a broad
range of offffizest coisseel] amid oiiliine ermciehiontheitat
explain wulhemhllitessrihberetinimfoforatiamon
systems, describe potemtiiall advensany thnezts, amil
educate peoyike iim propar systermusee.

Training for systam andlmstivorkk
admimistratanstoidanttfy anthmiiligase
vulherabiilitissiis auttiverivestitomny el didin ¢
high dividends. Industry plaves a premim em amdl
commits a great dieal f eesoinoes toangineamitit taam
specialisisteaganiinsieeand driviecminforatition
systems souiity psdiiciss TTied Rppainnean o6 DBtfiastse
should flllvwssuitnrthisiarerea.

At the oiiganizational lkewell, the o SSadtfiss
accelerating the iimte@taitiom @if W iirtt] joint
exercises. Demonstiradion off TWY cenuegyossantd
capabilities in CINC-sponsored exercises willl help
planners and users better integrate IW into
operations. Lessomslkenred iffoen i ivooppoatitig g

L

sG i war

IW inte joimt exeartissnis ontilhtiglpcretetatate
and shape peilicy andldbat tiisee.

IW Policy

The Department of Defense is partiicipating im
interagency discussions that focuses on IW policy
issues and has created internal executive and
working-level forums to identify, develop, and
implement policies and comeeypits. Acnasssa e
range of issues, IW efforts are examining DOD’s
role, the role of government in society, and the
potential impact of enmerging tecdhmologies and otthar
factors. A Defemse Scinee Broaddsttutyyissaiso
helping to fuse mattiomal-lewel amd IDOID efifonttsim
broad aress.

Given these considerations, approgpriatie
policy positions and designatiomaffresgpmssibliiizss
are being thoughtfully considered aind nefflctedim
DOD and CICS psilisy dboonmanisThbddirint
Staff is parfidiputting intheereeiskinwhéxisistim g
poliey in addidion to devadbypiigomeenwl IW
instruetions whwaremsatbel] Coonisstantvitihthbose
efforts, Chairman of e Joumt Chieffs of Staff

Defense Science Board Qljjctives

s Identifying the information users of
national interest.

s Determinimg the scope of matiomnal
information interests to be defendd].

s Clharacteiriag Hecppoceddrrespprosasses,
and operations! amtanganeensseegisedd oo
establish a comprehensive national
defense-im-digpthsstraseyy.

» Idendifyimg e reasomsthite moikes off
govermmstittand! die privatesettorim
creating, managing, and opereting a
national [W-D capuathiility.
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Instruction (CICSI) 321001, exttcti stteckd T bonn TIW
Policy™ to support warfighting. Also, CJCSI
6510.01 A, exttddlidhad IDettosive Infomiaiiion
Warfare Implementatiom," thatt focusssss om key aress
of protecting amd dletfemdiimg iitomtiom
imformaliiom syt anss.

IW Dagpttimee

The Jomut $ttfffissthieddaddhgeentolor
developing joint doctirie flor imflommutioom
warfare. This doctrine willl imeldieBytth
offensive andl dbftessive d VWAppiricipipse ol ot TWW
doctrine will cover tihe ongamization for ¥,
responsibilities, coordination beitween levelks @i
command, IW planning considerations, iin@aiiom
and deconfliction of TW aciiiitiss amdd niediligeace
support to IW. IW doctrime also willl exqpandlupm
the principles of thheclmmtBuih3313 3,1 Jdimint
Doctrine for Commandl and Conntroll Watkire
(C2W)." DO experiences will assist iim il [Lumitaiting
broader IW comezpitsexttandingeeywaddiibbhase
doctrine of C2W. To complememnt tliis dioctirime
effort, the revision ko tthe o« QpeedtiomPamiingg
and Execution System willl fidliyiimeegedcel Wiitodhhe
operations planning process.

Assessineats s

Capability assessments focus on the
programmiatiic asypeustisoff W e Jhshintt
Wartightiing Cappbliilite Adsssinundiinorossss,
under the guidlnreecof filib d JimnRBpejnéneenen ts
Oversight Cowncill amd] wiith CINC patticpasison.,
serves as five prtimuryvana iy i ¢dolodd ewppgrert
the Chairman in articulating joint warfighting
requirements. This provess achiewassits objiestivne
by zeroing in om itwo ey imiilesiomes of the Planning,
Programming, and Budgeting System (PPBS)). Hirsst
is tihe Chiimman’s Program Recommendiations
leading tio focused ltanguageiimthied Rdersec Phamnigs
Guidance. This is followed later in e PPBS

process by the Chairmam ssHogrramASsessamant.

Orgamnizattomahl hivaastrcicrere

Many compomentts fawe begpunto ongami e to
support IW activities. The imterageney coordination
requirements so central to IW effectiveness require
careful attention to current organizational
approacihes.

Services and Defense agencies have initiated or
expanded some caputhiities toregpadlto seiitiy
incidents and perfiormn wulimenaibillity assesssmenis o
fielded systems. These capabilities will play a wital
role immitijgdtngevulineabllitides vordrtine.

Most of the comthetantaommaadd Hagee
formed a tailored IW cell to meet the challlenges
presented by this emergimg anen. Tooppovidddibe
support the CINCs magpiies, e lsmSitfTHass
focused responsibility for CINC/operational sujyort

Buiitlivggnfinfmenioniwarfara fogansicans
mengdtigrédinibhially dépayape distiplifies iplines




e ir wWar

Advamic ed informationbased techinoldgies:s. ..
a key enabien affth&dWiisiomon

aspects of[Wwiiblmntec@peeasions diecatonte e to meet thesijmilfecaicbhilteggsshthalnlaglutuehih iDATW .
through the creation of an IW cell that mirrors those
at the combatant commands. Technology

Intelligence underpins IW operations in peace, Information-based technology is a principal
crisis, andl wart. Citited ttotHeecomtimmudduocassss  enabler of e TW wisoon THeclbdm (S$tffEontitiner:s
of IV D Deéfbots swill Ibb ¢ltb avaidabilithitof o f to develop and maintain ties witlh gowemmment and
intelligence to suppoot tacomppehbusivio thhengat  industry 1aboradeniss to kexppathreess taflthbd dtsst
awareness. Ongsiny Indellligemse Communiity discoveries and to explore ways to levenag:
efforts have produced initial assessments of tihe technology to support IW requirements.
foreign threat, and other efforts are under way to Maintaimimgtitesttoaeaidonic and d sicietifidic
expand that work. A comprefemsime andirigmnauss organizadinnsrovidd eaptilinpps at thih teedihin o
understanding of tthe totall threat is a critical edge thinkimg thettmuyyinfitleses fufbutmere

requirement to develop a credible risk management  warfighimg sty andidbectbee This ppooesss
strategy, effective and flacused teimimg, edincation, also provides valuable insights that can diirect cumemit
and awareness programs. IW capabilities and architectures in favor off

The Intelligence Comimunity allsoisssopppinupp emerging trends.

to the unique requirements of targetiimg: amd batile
damage assessment. THesecefftorsswilllnaxgpine mew:
processes and techniques to link tihe iimttellligemee amd
operational communities. The net efffect will heeam
intelligence community that ik pregprmedian fanset

e |




Conclusions

An Assembled Visiom

We have entered an age of information whete
nations and miflitarycorgarrzationdhyecoppporniiics s
to gain decisive advantage through timely access to
accurate, relevant imformation. Information is fast
becoming a strategic resource that will dirive a @lolbsll
competitive environment and permeate every facet
of warfighting iim tihe 211" costuty.

Warfighters depend upon imformation to plian
operations, deploy forces, and execute missionss.
Additionally, advameed iiffomatiiontestinadhgaess
have significantly altered tihese piegesses. Complex
information systems sugppaontt paweniulliiffastrneturess
that dramaticallly erthamee wanffiitercagsdbliitss;
howewer, immessiimg deapendence upon these tapidly
evolving technologies makes joint floioes imoiie
vulnerable. Conversely, many of tisyse s
vulnerabilities extend tomuraaiarssaross odEeiigs
new opportunities to use offfemsive capabilities
help gain @ frierd byaalivaricage.

IW concepts are Heingimpiéemennsddogpoatect
and defend imfionmation amdliiifomutionsyysemss.
When combined with offensive IW, the met iesulc

will be the opportunity to use IW to exploit
situations—and to win.

IW is a realiity today and iin Whe fuitie; it
impacts societies, governments, and the range of
military operations, and alll llsvells affwiair.
Implementing the IW wisiiomissiacbhiktoggigdasikk.
Warriors should undiexsteond] IWY andliiss riellewanuectts
survive and fight, mow and imthe [futie . Tihisceomspt
has set forth acommon vissiontlbatswil bgegeaeeinn
awareness of theesthertgyyamttthe munyy comppdax
issues yet on tihe leiizoin.

The Joint Staff, in cooperation with the
Services, combatamt commuandls and! Defsmsee
agencies, is woulking towand inplomenting e
common vision highlighted intthidbecthuee Biftsts
are under way now. Warriors must help implement
these concepts to capture the latent podentiull eff
Informatiiom Wéatffarve -msttoabegfdor
peaee..ttheedbeidiie eddgininxar.
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