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An ImmmmwvwiHﬂ’Eem'ﬁ Samtaviaca,

NSA’s

Terry Satdavicea, formeidly chief of DDT's staff,
has become DDO'sfifust Chief Informaiton Officer
(CIO). He hassereedhasiiief of the DDT staff, Degputy

Chief of DDT%s Telecommumacatoons GroliP, and CHisdf

of the Offiice of ADP Supidut{

Why wass ttiee CIO positiom crestteid?

«FOYE)-It arose fromthke studly commiisioandd
aboutt a yearaggdpPDr. Muellter (them DDO) to look
at the sstate ofirififormation systems and ADP (auwto-
mated data processigy) within DDQ. He felt that
there were a lot of ADIP+eédttéd actimiiess goimg on in

DDO that weremit welll coordliraatdd andl thiaat theazdic

ture was “stosegpppdd.” p .. 86-36

+FOUe)-So the DDO com "mdd whats some-
times aled the q ﬂt fildy: |
chief of J, and| | was in DIDIPatt the
time, spent severall montfhstidtkingota latlot of differemt
people imsilteand dowidad®IDDO. Of the manyobbserya-
tions amdimecommaddtitions of the reponttiegyppbhilishid,
the key comewsashtitat DDQ needed a CI)wiieoregporedd
directly to thhe DID@). Dr. Mueller, who agreed, ran this
by his groypobhitfs, who cancuredd, and shottlythberefif-
ter Iwaasaamrtdsabeehe DDO CIO. (Shontly thheefifter
Dr. Mueller lkefft, toutMids. McNamara, the mew [DIBYS), has
been ewanythitaasspppaitivg.)

FOUOY 1 amimeethhereotaktakep tpe (HKOGIDijob in
late Fdbmusayy. The iitieawaashtitat somethmtiyaat a senitor
level in DIDOwenilddoplilicggbtirahthéi dispecatetacitieities
in tthe ANDRyfifioforataticry ssystemsriderld tanddalieoordi-
nate amdlimeeffacevwit htbehde k epropmponeatsipprappro-
priate to warkkthkesd ssseres.

How hawe tthe other dirsttonatescoeacded tocthe
establishneent of the CIO?

—FeB&y-! think wayywetll. In my view, part of the
strategy of assigming me as a fforneer(addobagaind) T

T PIL. 86-3%

persom tB DDO weastéatyyctbofgegectietterdiostbetween
DDOQzawtl DDT iim particular-thtisese being tietiveonmirin
organizatifonsinnvbleddn Hyssystemsvadepaloptnent, ADP
and progessingg, etc. So I comsideriitpart of my mamdlate
to dintblasat, but in owdlarttoaacoomipdisthahat I've tried tto
expand coureent or initiate mewfdnmmio tallaliahathat to
happem. For examplle, the ADPX(ARPExExucwtive
Committes)), which had existed for some time, did
include represemtaiionfifrom T. Since I've come on
board aadchavoehathair the ADPX, I'we expamdsditithe
ADPX to imdlulderaeprestntativfrofroatl all key conppe-
nents. More andimoee of the ADP issues antlaachititec-
ture and neetwdrkiggndmd co rexilyreatly are corponate
issues antimeetitto be worked in a compomztewayy.

-(-FOHQ)l:Iand 1 e mgeedd dacatediair

“Hnew boand] cdllettheeNSS Mfiforataoio S S ysten(SrGupup

(NISG)), a high-level IS dlicettion and, policy board
which will] have CllQeegnvidentsréromaeach of the ey
compomzitswioweoid dideiaiveitharprpotateyarossgarga-
nizatiomdl ADP-odienttetl issues, something like the
ADPXthut at a llewad] higher. The ADPXwenddld oxviork
issues, problems, standardls, and ssoondrdnoms itvdkvel,
and tHeenthh&NISTb Gowlduletedetierniinel final policy amdd

implementt @1 pronwiggat e ggeagywidade.

GEBHOI- Also, as ttheeCQUDO, I repressnt DDO on
the Tedmiced] ArchitsttuscRdeatd{ARB), whicthissppiri-
marily 2 DT forum thwtre¢batesdo DDO'S Requinemeents
ExecutiiveHdoadd KRBB), which lamidsa aieneeber. I
know, more acromyms, but the poimt is there are
renewatieéffortscior DO and DT to work more atostly
in coooddinttingeqeieimentents, architectress, and syys-
tem dieradbppmeats.

Do you see amy puiteritihLcofiflictmeitDDDI?

(U) Well, the Kiintl of issues we'ire workiing arerwot,
I think, thosetthatazecthhermaiibinbimiseness of DDIL. It's
more architectmral strategies, and hbowthélegetget net-
worked iinwittttheesest of us. When we come uppwitith
agency sttankdadds, we wanitttonmbhkewere we coordimate
with themasas well: standardl workstaion issues,
and so om.

—FOR-OF I USE-ONEY-
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Simse yow menilivn stndlagd wotdstations, is
NSA going o aonitiniceteo “see’ycle” older teimiindds,
or willl eveny amadlyst everitallly have the sanre fupa-
tiomal capatiiligy?

(U)) Brezanse of the TIPW2Zootmasct, this is a bin of
a qoreptidoagsiscue, The HPW-2Hassbbern in effect for

sowme tiimecnowvb it it hasmost reallly trkleen off very wedl]

evenm thhogghhtheripesoes on the contiadl are vegyy, very
comaiiitiec. Butt hecasa:ppeplslbavaedicen lsskkstked
inte Sun, have: gestearsedafnmiiil arithithethotkstakiorations,
and because OWF syswmadmdiministiation is oriemeed
towandi SBon, wewe: had aveenhdidrdminiekinkingyat an-
tage of the HIPWconitaakct.

(U} We're makiing repasvest effortstoo belwrr inte-
grate the HPW-Z inte our enviwmman: bul as a
lomggrretecmn visiton, to gett badk to youlr otginedi ques-
tiom, | wouldhitt liketeo sex an HPWWV33 comraatt bid
camneetinekyly.

You thiwk that more weightt ouglhit to be given to
integedstigy a future HPW with what is bexe, rather
than the basic cost of the next HFW?

(U) Yes. Well, 1 think we have ttowamyrgbabbut
cost, but wiat we don'tt wamt to dvijsadbbotlkeRddtonto
anyame vendisr. Andl of course the vendorss strategy is
to tryw ttoltskkygodnin. Butt if NSA wants totisdim pqrisi-
tiom o klleeaddentitage of the vepyffistippacddeduiniolyyy,
the Hessi thats out there, we have timbbilid dnaeneneiron-
memd thattwilll] be heteroganesnss.

(U) NowIithakkhb eightwayap 1o do that is to figue
out how we can integiaire a variiy of vendons’ produess
in this exvifromrsent. And | think teeriibh wey yao do that
is 10 define our envinanmesit in tevmas of stamdiuds, the
stamdactisthhat it would trdledcto fit into our envirommeeit
and epperate iinaamspyrnint way. Now Bhatssadilileleibit
idealigiict stadaaiis are movimg in that diimetiopn. We
can'tt yet defime suathasreamirivonmeént, but there ancesttan-
dards, for exanpiée, a simgkeUNESwraduddid: the UINIBK
world is comvenginggoom a single UNIX amibladdol of the
vendas arevwtiikingoweasdird it. SOLARIS, Sunfs ageer-
ating sygsems is on thhht pathass well as IBM% AIX
operatiing syptam.

 There is certdimijyaa Jot HSte @uniti-

there"

avaikitie in the non-UNIKwaddld tham in the UNEX
woirld. So inthedormiensrive we neediter be ewrdhl @
beild am enwirenment and a swatagyythhar willl be ablleto
take adieninagce of all the Midds of things that are cwhi
there. Thait may mesan we have wifigirecopit how io inle-
grate Wiittowss NT inte our environment=sesce, { saidl I'd
get comyessiibl. | know thitidl ]! make peeipiess hair
stamdlup, but | honestilyUsticwe dhdfat we eannpit elese off
any of our options. | meam, five yepassfeormarew UNIX -
might not be ascondd, it might not be aviablbley sestem.
When wardisssideciclop aapapabiiyitheths juabiydby develop
it first on e sysiemss ihat have tebreeddsst maifial, and
that typieallyisis not UNEX. So we needteckdegopuiur
minds opan 10 menlDNKaasveltl| as UNIIX

ngih: ke to use what th@ynae comifutthhde
with on iR outiite.

(U) Thatss right, and ttemaagoitity of NSAwspiabh-
dtly have psesémd| compuwssatt hom, and theyiee not
likely tedbbe UNEX, so we dowtt reallbyldesuagspehathat
people lbearmuahdsasmdnd kiew how to ussclirandrome
when thezy cometo work. That's anetiteer disadvantage=-
T ieaim, UNIX. does Hiaecaddon of good thingss goimg ftor
it. [t alwapsbbern very good in aneétveskkdd envinem-
ment and it's a venyridbhoppemtitin gysiee m on a woletea-
tiom, whereasmsaddtn of these ailder sysitonss like DTamre
very tasebhotieidated, you coulditt do multifijnenssiagng,
but now the nesét of the wastiliiss cawlinge up m@thwees’s
not as muikh of & diffeennse.

(U) Pea not anti-UINPK, by the way; | just want us
10 keap our optines open.  UNIX Bres sersat) us well and
will contimisctor do 89, But, the diredtitormasadidaysoiol
only ail NSA it the entiteeconmunitity Is COTS prod-
ucts, and ttegee are a lot of COTS producits owt there 4o
pick ffrom, and the majority of themn are not on ke
UNIX sidie,

Whak skill mix do yeussee the vawivis com-
putur<drindd. speatididies at the agewy needinge”
For instamee, hiow cobithiisidistic are havdcosee pro-
grammsss going 10 be about-weill), the tenm ”‘Wﬂg
shrisliwegp” has been heardl,

=RSEOr Yes, I can widisstendd why there might be
some curesenmirihtaerea. NSA hasaltoghissmry of in-
house devellegmeott of major capalyilitéss, major sys-
tems. Dinmk the ponthllomids swimgiing away from thatt.
I think dhereewelll] alwaysitse some subseit of our capabilii-
fies thntr, because of the unifpeeress, will have (o have:
in-house deelippment of at least paits of it. T think we'lll
have tiwlbeanthtrovioldodobettrrtter joby of integratiimveni -
ous soiveaecppekdgnsdo gothethier huilliA kY siegysicn. The

—POR-OFFICHAEHE-ONEY—
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emphasis isstd@nencougage peopllettdohik)k for software

that’s dlrealdyanadilaleleathehi¢hahdn llhiﬂhiiml_(tdrrrmrms of
writing new codle: reuse libraries aswedllaas(@IT B prdd-
ucts. I know tthene aressometffort g gmingomisosame of

our @xganizationgddoddishimdind of software receeggi-
neerimg, WWe've been hoddibgglidéssussions of perhaps

setting uppssprialal servers on aur networks that have
shared litbratissoonhthamndnch enoageapeoptopleate take
advantage of them. Even mow, through soneesyystems,
you can go im amtifmill off software.

System administrators will prohdbjy hawe to
become more versatile, too, if theyire goimg to be
worlkinpg with a greater vaniety of predluets.

(U) Yes. The SA problem iis anstieeraaeeathatcon-
cerns a lot of people, considering tthevearteyy of systems
that the SAs Hmnectoossppprrt. Now I weartttéobbe araiaflu]
how I say this, butt fieequidliyy of our SAs iis wamy umeereen.
We've sonmtinesppikke pqrpipltothetieAS Amfnodimdimin-
ishing skiill fiidlts anidnmeed ditbemnintey syste aadmsais-
tration because ey weerert’ hneddéd dlsbsehdrererahcbsome
of them Hrweaanitt had all the traiminggthhat they prabdbly
could use. '

(U) We need, thirongthppidlugghbeigiphpoegdplehehe
right kind of trainimg, and tHeerigight kind of tools, to
make our SAs more effective than they are today.
Because the enwiironmeanisg givig gotgegehmonoogrieplex,
and thke technology is goingtdo get more complex.
Although thieegearzreosoepe proddscts tha dhsidatside and
some tools hemmmiippaavadbid¢htitathehdd lchmhaktbd [BAS A
function easimr. Right mow;, every vemdlarswott of has his
own wagy of doing sypstemndidmisisttianomdrassets of
tools that apply @rlyteahtheysystessbathat they provdde.
But there areprodutis cmmipguout now dimt will sit on
top of, and waitkffor, a waiigty of different systemms. I
know I3 is lookimg it soneethinggsinowyhdtbtirersveanan
take advamtage of some of them remmiinsttoteessean.

Do you envision the average 'amalyst hawing
mulfinreldia access at their desk?

—FoUe)Well, I don'tt know abautttiwcarecrggeaana-
lyst, but yes, we dio eenvisggaanilysthalvavgnguitintime-
dia capability. In fact, weire in the process of
coordinatimg aanmiailtindéd #r Beoject Baseline SSummuayry

FOR- O USE-ONEY—

Summenr 1995

Now iit&snnot clear dimtt NSA at the mmonwent is

funded attaléeet! that can syppotitthatdshthdedegeee we

think iis xedllyneeesssayy. But we'we put togetiimra HESS
and tthe reswirifformitioreseplplaitatiofufdindingteategory

i lookiingadt that very limxizanidhhasidiifinéd acepiple off

whafwee call overguiidiance paklkagss ddnyyotgeget more
money tothiidd up the infrastructiure syppott.

<FOUOYA littlethibdf a digressiom: another ome of
the recommendieions of ifhel ly was
that once tihe C{Dppsisitiony wsassediiiblishhed, one of the
things it needed toUreggyeanvamsenglpfininaimdial con-
trol to it some teethinnoahh€EXCIOufanotions. In line
with that, the eategories involved wiithtire/AATPP arerss—
the ardjpstppoddutiion, the liapgazgeeapplaitation, and
the dliseemibnsidon categories-héhave all three Heeenpput
under the (JI0). The amdlpstpprddutinomnahdhetienian-
guage-exploiitailonhhav ddeecrowdmbihedointinglsingle
category callstl Informration Expleitation, and it%sthat
one tthaS sspowsormhdhauitinitdiediatimiviative.  (The
CA commumiity sstillhbasthhaioow dufudidin gavagegprandnd
they fund theiir@mm ADP, so thatsmustiiedhdddd. )

P.L. 86-3.

Doesnt mnlﬁmmﬂaa requiive . tremwniboms
amounits of bamdwitith and stowge?

(PBS)|

PL. 86-3%

. Video-tellecwmiifevencing ‘is another capability
that some see asathsdbutbly essential and others see as
mendhy affiill.

(U) I dhindkttétecntfeconaipg aahdiplp lmtlot but it%s
not the comphatesebitivon. - 1 thimk tHeeeeanr dimiaseshahat
sitting ttpgthieer face tivfiacdctovavbrdubut things ifstlihe
right way to do it. So I wouldnitte@e of those that say
that the futune of communicationsitsttdteoeeypbdgywilill
stay att their diedkaandyssst teleconference. And aggim,
teleconferemcimg megpiiresaaldot of bandwidth.

TFOROFFIKINT-USE ONLEY—
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So we’'re not just talking abomt savimg
TDYnmangy.

“FOEO)No, in fact, | know Q looked at that, and
concluded tiat the ammwunit of money it would take to set
up, a reasomalble ttdbecorfbeeanaggy appabitit ywewhd dufuch d
alot of TDYs. So it’smmitlikeeypoucannabkea acoplple of
TDYs’ worth of money amndiseet this up. Even iffypou
could easily swiiicth tiremoregyffonmooaepotedhhediber.

You mentiometl infornaiion exploitafion; what
other aress relatel to that have you gotkem
involved wiith?

(U) I'm amazed m;yddy)atat the'tiinggsthhat the
CIO ggtsiimobleédvitith! 1 think simeethhe@osioivn’s
been established iifstpeenaataagget of opportunity. *

(D) One of the piimapylojejectives 1 have is to
encourage teamiing taithwyibiin IO ad dacres o rggaini-
zations, especially IOTIT, but wherever appropriate.
With tiheKiinds of things thrat NSA mow ggessiinobledd
with, everything dloemift always ffit nicely in an organi-
zational structure, and wee can’t afford to reorganize
every timessomthhiggltdrgazes, so tire ocureent philoso-
phy iisteatriryotforfinrtaa tes taswiorknisskeisandssahd solve
problems and work projects wherever possible and
that’s sometthing et I'm encouraging people to do. 1'm
mentoring sseeead| different efforts that are usingthhat
approach and peojplke e cconeetconmeaanidsaadd, Wekeaaze
working wiibhs sompeppple thisthis other organization
outside couss; here’s what, we'ire working wm, but we
don’tt kmow whisececblséa@gooto, and the CIO ssems]lkee
an Wmmmaeddcstﬂmn, so cam youhbépffadititate
our project?” So I'we, taken ¢ aacumgjk: of those to help
facilitate cmm«mmmﬂmmi locoppeasition.

(D) Ome of the thiilmgi;tﬁmtllthhihk in general NSA
-doesntt do aveeyyggoddojmbiof, 1 find after disuussions

with e ABIDYT, is that we d@lonift plan well for sicesss.

By success [l meeanooneeve € @omeup iith gogdadipapa-
bility, either developed inHimuseampehppsbpooighhtitiinn
from ttheootsslde, weee not very gyomtl at figuring outt
how to meeeiit available im aabppaddmayy in the agemcy.
We'll take it into ome @yganrzdtion ppitioosGomenana-
lyst desks amiissyyhheze, maybe tihisIl] help you out, but
what if wewesrdotdegépioy, say S of a swouesshil
capability? We just don'ttdinthaatveeyywetll. We'll brimg
things along to a paticdlarppon taddthemnot do a good
job of making iit available im attometyymmanaenahdoren-
ducting all the associztted ttra mirgg.

Do you mean in the sense of acquisifiom, or in
the sense of dissemimitigg the informuition that a

capability is availaBbe?

(D) 1 think all of the above. How many times hawe
you flowmdloomt about some met thing fixomssombbdgy
who saidl, “the guys diowmstdissbboogbhtitisisipp and. put
it on my desk andtmyy, is it nice.” Amblypusaay, well,

_ why.dimes1i(t everybody Haeththisagapability? We just

arent geared flar deploying dhimgs in a sigmificant way
when theyresuiocesssiill.

This is a cultmrdl prolilem, too, isnt it? For
instamce, compuiterssppprrt people might say we
don’t know how lemgiitwauild take us to learn this, so
we don’t know whether we can sign on to suppontt it.

(D) Yes, that’s ppatt of it, too. We don always
fund flar it, we dlonift always comsitberwithds’gcgoini to
have tio Hecinrplakeef # pragecject succeeds, so weddart’t
plan for te ttedmimggthiaat might be needed fforppeppedo
take athearitege of it. Sometimes we digpenidowththe
developers to show tieir prodinctt arount. -

So we need todloa better job of maltting. -

(D) We do. We need to plan early im thee QM ens
for how weeddphipyifif weressuceesiflil. I think tirere
have been mnmvaywhﬂabﬂﬂahinggsld&lehmbﬂdwm at
NSA that mnmtasseéféeuwéjwmdmamﬂwy)bﬂdld haVe
been, not as broadily umﬂbbeaausewwhdmnonot done a
good job of deploying them.

Ate you iinvilvedwitith amy ofthhe’glmeessere-
englmmlgeéfﬁoms currenlly umhlwug'y SN

.éFﬁ‘UUYI m mentori

you'me rmostffamlitia ittt h
little and g]m}ynusmmebbakggmuddDDDO s@nme tlme
ago 'defined its tﬂm@ecomq)lpumméssas acqvumvgg data
(eelle@ti@n); adding value todata (aa /eis)) and rep

ing (dissemination) ttothked customer.
an effort that looked at the reporting side, @ COE{PIBEESS
review of the systoms? ‘and mnmsmsnmhzl&éd)mﬂhelhe
reporting siidie cantd hOW to immptrones, and to comssbiddate
systems. ’I‘hey.deﬁned a single meypontiing wadtiidbethadtadl
reporters wulld ussessoithat you wouildiitt have *jpprgp”

in one organi amd] mnmihngeéieelmmandibeggopp
! S the consohdat@&i ﬁqpmﬁngmhmhe

—(-FGEQ):FS ﬂlimomeeppmesssemeww of
the analysis function within DDO.  While the
boundaries are allitiéebbifinzier, it incbrporat%wgy—
thing from the collkctied dataumil] you get readly tio statt

the mepontiing ppooesss. The [ team Hiasreppee-
sentation ffoomthimoeglghout DDO aaddDDIDT.  They™we

APIL. 86-3%
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been operating mow for sererd imuortis, amdl axe hugpingteo
finish thedir process meneowththisafhll, but again, they'me
looking at all the processes imvolved in the analysis fumc-
tion amd theesypstemsinnobledd, looking for opportimititss
to re-engineer and comsalitiate, iy teel boddungg at and try-
ing to didime tHecldegayy sytetem aah hthenipigrationssys-
tems ffor tiweoreeasons: one, for internal NSA pumpossss—
that is, which legacy systams do we want to stop putting
resources ity, and whidhanzdhhsysyestesnyeweamtant to
migrate tio, that is enmplivasize ankiboaidd oof dfothth éufutrere.
This is being dome botth ffor NS ppuposes antHrecasseant
the IDdDceommuitjtyevevel Intelligence Sysitans Board
(ISB), there’s an effort to do this across the imtdliggewee
commumity aggencies. Each apgengy is being adleed to
define iits lbggamyyaandmgigtaciosysystams. These wiill be
looked att acoss tie commmumiigy antlceettamazgewotsswilil
be givem tihelbealdicoddéfindhhe Bertsb b hlaeed ihngigtation
system in a jpartiiculkar axen. They will get funding to pro-
ceed amd prawiitie thedtcappbbiiliyy 6othhecoommuitity. The
implication of this is that those systems determined to be

legacy systamswiill have money tecon savayyfifoont hidrem
and jprowiidied] to the agemdies wihiith haecbbeantdsiskédoto

lead the charge wiith their migrafion sysiems.
Ate you imvolved wiith NNEEINNK?

FOUOy Yes, INTELINK in a semse issthheneidili-
gence cummuiiyySsnig gatitio s ysststenfofodi sissematiation,
since it’s been déd¢ctermmnddhtitat all agencies will use
INTELINK for diiissemiintiion.

What is the value of NEWSMAGAZINE? Is this
somefhinpgypou think every amilystnedds s comvection
to, or is that the sort of thing that can be limitell to
stafifs?” 1 kmow seame people think of it as “hellls
and whistles.”

(D) 1 think at the moment it certainly isn’t necessany
for everythody to have, but & thimk tthene Sspeseentid ithkece,
as we mremuoecaaddmmorpipresentadions, briefings, etc.
available on NEWSMAGAZIINEE. Especially when we'e
split wp aammorpbbuiddiggs, it's very Heaxdl to get people to
get up fironn thir day ttoddyywookkaardsgo to various prre-
sentatioms. As our infrastructure can support more of this
I think we coulld wse it more ffor deskiop traiming. Even if
it's mot available emeveeyyamlylstst'dedksk, if it were ait
least . available in a number-of places scattered
throughout, people could jiust go down the hall tio accon-
feremce roomm-thhat would teehbéppilil. There axenmany
occasions wheenl 1111 see abbiiéfiggoos svetbihingdadver-
tised it I'dl be interested imtmit then I hemr ittdsoweeinn
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the R&E tilttlingg, and adidiing tHecttazek! time mualkesiit
hard to squeeze into my sdiwdite.

What about thingsllikce Intermitt access? Whiich |
you find préferablesas far as efficiency or anomymiity:
bringinmg Intermet newsgroyps into the agemcy or
encouragingpeppetg®o out on their own?

(D) There arcaaldot of thorny issmesHeere. Ideally
one would like people to be able to go out omto the Inter-
net on tiigir oWn; there’s wettdijyaaweeklth of informa-
tion availablefVee attended a couple of briefings
where pooylehavectdllkddiadaut very sigmificant things
that have come offff thire Internet-bbut I think wee Hemeetto
be very cantfill in how we appreadthitt for secmmity amt
anonymity reasoms. The kind of things that weteecagppa-
ble off dinigginmestedaksnahsbston, you assume astieer
people could do if they reallly wamted to.

Net exploitation ggoddbld FA term.

—FOHO) Right. But I think there arcppegpicant the
agency might now looking at the wholke ppittuee of what
our pollicy stlemitidbbevetitbhehntmeanet, and 1 tHiikkwee
will arrive at something ttmi$s: zaompromxisecbeteren
everyone g@itghiionor her @wm wagyarahth¢hepppgiosite
extreme, which wauitibbommeffiffice, such @ E3 (the
open-source authority) being thieeconlylpnene permitted
access to tthelhtéenset and everyome aisewoolddhhmee to
submit requirements ttwthkem. 1 think tHeoppaiissomcee
people will have the capabiflitty to go out and do research”
for us, but 1 think we willl dlso Hrawcee teeakbiliyyi maawetH -
defined, structured way, for amalysts ttoggooott and find
information om e mt. Theres no replacing tie abiliity
for the target analyst who hass the ability to follow
threads through tie m¢taaddfiddbovinfifioratavion. But 1
think welll have to lhemee ssomeweHddfifiad dprombdieses
on how thhat will happem so that we dont make
ourselves vulnerable.

What do you hepettchhaveceropiplistidd/ by the
end of your first year in office? Hawe you amy very
definite godlsyeet?

(D) I guess my goalls waowill thee ttoHiareermaaldeaassgg-
nificant improvement im changing ttheanlitresttormooeeod
a teaming colfituce, having ooggamiatioss think nmooee
corporately, rather tham anmcmg@unmlﬂmnmnng up with,
say, “the Alpha-123 orgamizaifion ssstantladdosppdlégyonn
such-and-such,” tocthilinkn iarterms of “OK, we tHiirkk
there"s a mezdi florsinthaasstanidaddoossubn ppbitigywe'dl 11
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take tieimitisitvedacgget it started hut letstipvtoomedelitit
2s a conpaattcissec a4 l¢asktideeloippt ininuahch waydhahal
it cam be builhitboteeazcooppratatdehal alehitii:| e,

Get rid of the culture of “dintis not how we do it
in Allplea7389.”

(U) Yes, and I'd like to dw tHecssamedhinig ddiowhdnen
an ogzaniaswnracehd neakmiday elep el oppabdayability.
They shiwiddryrio thinkink, “Is this sometthimgpthhat has
broadier apppideationssthshat we @anddevklpit it not just
for owr gwmliittéecommppoacnth b hdre rd sdstodssacuah a
need exiisl? Maybe wecasnidoma teaeawithipeqplopie in
other argzaizatioons.” I thinkkseome of the ffwrmsghidiat
["wee trifetitboppint in place florstaaigg i ffonativivlikikbehe
ADPX wiil lHedppiiadibae ¢hisis.

(U) Amethrarttinge] waahhpipig gotaczorophiphish ts to
make someehheddaminidefielimgrspmeme of the stanldadds
whidh coan in tumm ddéingeovnr envimonmentit. That,, as 11
mentiomiceakider, will help ustskkaddvitagege of tech-
nology bt it willl also mekewsimureféificrnt; it allows
the dicvedippessemetbibin waite pimprewiddarmifyrmity
across e agpengy. For exampie, the OUN standdadd. The

graphizd] user interfaee (QUUI) standimdists sometttim
that mawiisbseiggooutidiataibdgepeyeyidadeadtghugh we
haven(t officiallypprowlgitated it yet. It's beemfliify
coondiitdeed]; the anljythinggefeft is tmddeiddevhelibther it
shoulldiireaastanddatdon gyididuléner armanaalual, i.e. how
are we goimg ttopponmidgetetit. But it is now amegptddhas
an NSAstetmladdrd, and thats sometiing that every
projedt showllippikkuppaddsese. They stemiddbbableltoto
giveiit out to aontrattossiahdele|| them ttocoomly yishith
this NSXssandaetd. So it makes usmeoecetififiiienandit it
makes the developurss jolb easier. And it certaimly
malkes thecugsess of the systtenssmog e Biticitmnandboom-
fortalblke whear b godrirompumsysiete o imathether orone
softwancecapghubiihitio saomather; it makes the ldenninigg
curve ailbstcaaiiemhdien, say, the exilnitoorddos s xactyly
the samethiingeoomill of therm.

Mayhe: the HPW-3 contiwit won't be with the
compan)y that has five diffferent keybhomeds,

Yes, the mumbber of keybomndishhaslzteysycbiean a

problom aiitbkeaggeayly !

And speakimpof informesidon..
Tech Trend Notes pulblisthssaaGidaddan dEkyentspponsetcdy NSA, academia, and professional sssaationns.
Here's a samplle of what's bagpeanimgthis year:
Event Date Location Where to eall:
DoD Database Colloguium ‘%% 29-31 Aug San Diego, CA (703) 631-6125
Information Superhighway Summit 11-14 Sep Santa Clara, CA (800) 225-4698
European Conference and Exhibition 17-21 Sep Brussels, Belgium (44) 132 2660070
on Optical Communications
Electronic Data Interchange for Government 18-21 Sep Washington, DC (301) 445-4400
17th Annual Satellite Communications 20-23 Sep San Jose, CA (800) 828-0420
Users Conference
C31 Systems Technology ittt 27-28 Sep Ft. Huachuca, AZ (520) 452-7493
8th International Symposium 16-20 Oct Monterey, Mexieo (52-8) 328-4197
on Artificial Intelligence
0SS %5 ~ith It 1| Bunpemiium 7-9 Nov Washington, DC (703) 242-1700

on Global Security and Global Competitiveness
ACM Conference
on Mobile Computing and Networking

13-16 Nov

Berkeley, CA

(617)332-1101
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Whitting #1591 Comtinuation of 'Akadfsiss

by] =]

(U) SIGINT peoplke waeuwltd agroee et grmskeamdyysis
is essemtiall twoppoddetigeaggod depport. Yet, wihem pre-
sented witbha prpfofolyl in adeqieafearpoeport, most are
inclined to aiiiddiscthkereppuitigg, i.e., the wmiiingstitts,
the argamiadiion, the lkad({itheadsionsie), or ttectitide.
Rarely divthhyymerelyl ¢its tndoophyternadpaiy sisths the
pioblesn. Abmost mever imsswdhcassssldesvnadiérmaththe
compatier axiom, “Garbageiin, gadbageoont’”” Maybe
this reflects a habit of thinking thaft negpest wariihggissgim-
ply documenintiion of a complkindianmdigsis. I so, I sug-
gestt that it is avwwooghbedddddiibit, that finishing s
report-andd that alone-skehidkdld be viewedl as
compliction of the amallysis.

(U) Reaypieteadd to thinlk of amaltysis andireppotiigg
as a linesar operation-fitfirst the anallwits, then tie reepott.
Even expananveciaaajsstyepportessmithadaofot actuallly
do iit that waty ssonettinessddesoibehhpronssess inntaear
temns. At besit, tose whsotakiéhshbnkae patpemeoo too
setiiouslly czanppedducseumprptottgyeyelaglag ngpraports.
In the warsdicaase, they puit auittheethhibhwhhakier NEESS
woiksteps antdlcdisssesused e khwvh g qusbd peptingng
iis mot done. These ane: ety ogganizedeesmpleswittih-
ot leadis, orwiithtwi¢dd daddspomaiilii titkcsheiat do not
reflect the lead.

() Swthreppotislididatot hapipem st becars thiee
amallyst was apposrwsititer. Tihey gest dhalt way beeamsee
the anedpst stopiped titinkingganabyyiticd il pdieforochogin-
ming e waite, wikich iis thee wesssiwayy to wirite anptthingg.
Hiawimg asssenbtibedandd awmashdbthehdadala, the anedpst
neglecid to agphy tie mustsoveet fib llood innthseanntf tiic
Kitt,, the: sdffariifedkkinld of witing tHedtffoeces appoirters
o question tie evilivmes, redirak diepreomisss, do mone
ieseanch, and offem come to a diffferentt canedissiom. Thiis
is wltatt 1 qdl) writing asscaceotirinativion of amalysis. it
deswiithes a pihillosapiyy theit L hedioveangdtittooivecneann
ovemiding thtmee im triminggniotéPépeace amilyss to
be TIPS,

(U)) Im titeenasst, we hemeetrpaineedonahy sits to tepont,
allmmosh ass iif it wene asegparecfingtgon. I, om die attiesr
hamd, we dbdfimsivwitigmas eonsimintntion of the -
liytiie promesss, we wanliinnot jusst teacth amlyssishbhow o
wiiie reppoits.  We woulld teagbtihdenthahat waiitiing thie
repait is part of the analysis-ththe mostt inmpontantt jpat.

Thiis apessthcannabbbeppipdibd to near-real-time, fact
repottiing;, where thieconhylyupstistisrareare, “Did it hap-
pen?” agdd ' PDeredt it meet the aiteipd?” It is profharlly
suited], however, to a ssitsiicon in wikicth ttweoonr more
facts aresubijetddddanmiybysis, research, synthesis, and
Judigmmnit to report 2 meaningfillevanitarrdiseoeeyy.

fifie pen is the tongue of the mint.
on a Wiai beer bottfe

Inspleation is winene youtfied it

(U) Disciiplimed! writiihgg siareduticioy e fdetinition.
The wureantivaaceestddectutigipses of SIGINT Nuurnwdl-
ism confformtty, and layont a pattenn for, conmplizting an
anallysis whinidomeititiga epepiort. Theiddasobfhihinking
aritiicall by altwoutwalizsatypoaatomaititigg, o thawe waritem, is
mot mew. Good witers, imcludiing good! SIGNNT regontt-
ers, hawe diveyyssddompeitit. Tihe paint is theittihis is acto-
allly am zavdjyiecppooecsss wititthceanbbeddesotibdd, tauglt,
and Teaneet. Usimg it imgpromas botih fhe amadlisiis andl the
wiifitg. Duwiing tHeeppoocess, the anadlyst may dixmwear
et the dddtassimpl Waelsesorot wamant a regpott. More
offiem, the precssswilill opem asepneewhhi diifferent per-
spedtiive tiyam theeanmeewiibhwhhdébhtbecannly ssbbggan.

(U)) Pllace ypousstif in the poosiioon of am amalyst
wihe hhasbbeew orkirkgngn anpar pavfiupaotpeoblem.  Youw
hawe ddons mmnecsesodrend pd sl ledk out some sseen:-
imglly nedhitetiddasa. Now you wamt to do sometiiing wiith
it. Asanamdiyst, you Haweetoo orgemize i, just witt tiee
SIGINITjguumakilist has to de. You may Hevecseomeohf
your negprittdigrills, buit o willi npre to amalyze them to
figune oniit how manyy of the orittéahl Ws (Wino/ Wit/
W WHeo Wiy FHow ) you have amidwiehiat they ares.

UNCILASSHTHID
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This will hellp you sdbatt, at least mitially, which organi-
zational forme: (Inverted PRyaniidd, Lead Phiss Equal
Facts, Chronology, or edlkatiic))ypouwilill use. [t should
also suggest & wankingbealssunmoazyy.

(U) Almdi(frecassddaeadhll it the UGN fac) isis
the most comcise stettonmntymssibéc of what the reportt iis
about. Having reeatlitit, every meatbershboldcdbdablble to
make an informed diwiiomtoraaddwnroonot. Picking
out a lkead] attthippoinmama yeeenmprpoeatintere, but it willl
give dingdtigmttotthanalylisis. Just remember tadt you
will probably chhaggdhthteddad, maybe sevecadl times,
before you are dome. As a natural owtcoime of projecting
your analysis into theewwitinigphpbase, you willl know
more at the end them weu didwhsenypoussearedd. Now go
ahead wifthagoughptiraftaft; you willl not know wiit is
missing until you layawit what you Hevwe.

They say ttisat Willlam Fanilliomer anerecosveeddhibie
Kentucky Denthyfdor Spewtts lisatradiedit was a
beautiful work aff descriptive jpresethiadt made mo
mention of the winning Horesa.

(0) Now wmucoansttart working on thoroughness,
remember, this ikamadysiss. Do tiheddesaidsepppurt the
lead? If yes, what quesiions arel¢éfuonanvwrrddb vhihe
details? 1f no, what lead do they suppori? [Desshaddedd
reflect what is mwstt important in thireddtadd? If not,
what is? Parggtilec deddganinsthhaldudNnad dhhel detdsls
against the lead; kegp dioting iit wi itheeabhoblaaggeoraddii-
tion. Focus andineffesiss. Expand yowrnesseanth. Write
and rewrite. The goall iis to get the lkadlamtitieeddttalis in
perfect balkmee. That iis aqpidskwayy of saying thatt the
details should adill uppttmwitstthied daddssayspaddhd deldd
should be a summmetiom of the details. It is like reconcil-
ing your dinaitinedk. If the two anenastcopreonant, you
must find out wizitissweongaadd fix it. This may mesan
looking flor meswddita, reinterpreting thee diday pahdrave,

or eliminating doubtful data and reconsidering
your conclusion.
Where tfiere is a surfeiit of wofis,
tfiereis affumine of ideas.

Absvonspmonns s, copiedifrom an Hiir Force VLG ‘BHef(@ 1980

(U) Once thereppotthhadakke ssipge, start tighten-
ing it up. Tight writing is the penfietttomd] for delectimg
the less obvious gaps in your report and exposing imoem-
sistencies in youn anwhysis. Fat writing worlks lifke sseitic
on a radio; it diodistheeftatuah]l and covers the spuniiouss.
Tightening the nexrediveccliimibaiecsshhstatacic. It allows

UNCLASSITTIED

you to see wikait iisreed]pythiesee. You can tell wihat waonks;
and wihat dees mott. Get rid of the latter, and build on the
former. Exclude examywondd, phrase, or senframeethiafi
does mot commituie. What worlks florr yeiu, when you aie
thinking analyticallly, willl worlk For the neacdbsr.

7 With some custoneess,
the title is yaunr arijyatiaaced dssoore

(U) Now resieswihthwhelmle report. Have you
answered all the qpastiioss you eamaadddahaeckthehe
details wiith theelbed?? s it the riglht fead; does it work?
If so, write your title. The lead hadi tmtivetheennosticonn-
cise sunmaditon of the mgpott, but the tidkeskboldd go
even muwecbhixiBffytortheteorsore of the leadl, invoke the
most significant element(s) in the report, and compel the
reader to dingk tieltead.  With some readers;, the title is
your only dhamee tosssore.  Finally, be sure that the tiille
lines wp wiibhthhdehd dnshith¢liteidels s imalinadidpabby as
they align with each et

(U) There itsnnmerddo tiofoloyousthrobghihh the
necessary fiirdll edit for readability, punctuation, spell-
ing, ete. The report is wriltiem; your analysis is done.

(U) The adivaminge: of writing as a contimatiion of
analysis is that it quantifies the analytic process. It pro-
vides ateenppdsectithat displays the amditiéciraskionaa-
tion of intellectual concepts imtio ameessunhbde, testabie
thesis. That templatie it medéeupp of procedures alveady
imbedded im TGN dommakiligm. Thus, it comprises a
system thhat is already teamghiit as the cowreett way tio

write repoits.

(U) Maybe eunrghhltsspplyy of how to traiim intedlli-
gence amallysts to and jyeeomghlittoccombbaae and dverdalpy
our method for teemdhingothbanteovwititecrppists. Writimg
as a continuation of analysis offers that kind of
approach. The outcome to be hoped florr wanithectsetear
analytic reswlts mweectdeniyand dagenttylpresenteded in
more widely read andl influential nepoits.

UNCLASSIFIEID
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The National Infiexmeatiiom Inffras oot tarve NYDD)

by

e pLse366

(U) The NI is a Presiidientizd] Initiative whose jpumpesse is to expedite the mpitiddgpdyymeent of advanced com-
_puter amiicoommmiieations nififrdstretoneracveedetbfor a stromg cevomonyyinithhaawxt century amil makkiggoonnataoion
more cunymttitiecinntithenintematiodal environment. According to the NIl vision docunmntt, “Agenda ffor Action”,
which was puibllisted] iin SgpeamtieT 1998, the Nlliis the s bessiineggraioonos foconmmmiatidorinewdrksc oorppleess,
information, and people, which will provide all Americans wiith thre piivdecamnkdsennrdififonmacio ththe pasekd, when
they neediiit, where they meed it, at an affordable price. This paper desaiiies theezadipgoomidaadd etititioaslipo bitihe
NII with mesypestt to the forming of an Information Infrastructure Task Foroe (IITF), summarizes NS Nl pattocppa-
tion during ltﬂmpnﬁlymr,, and highlights some of the key NII outstandiing iissues fixom anmriond landNNSWpeesspettiee.

Backgrennd

(U) As the focal paoiimit fionr INII zxti iwitipes, thee Wiitte
. House Offficeo6{SSeivmzenshlictbobhodygO8PBTP) and
the Natiomal Economic Council (NEC) formed the
- Informatiom Ihfifvsstracterd dFhskofwrce (ITTF) in Mdby
1993 tiw aaridoidateraddnipipleanént the Adimimistration s
vision ffor the Nlll. Commerce Seorttary Ron Brown
chairs the I1TF (see Figure 1) which consists of Govenn-
ment senior-level representatives, three muajor opommiit-
tees, a security issues forum, and a private sector
advisory coumgil:

Telecommunications Policy ((Oommitittee- - formu-
lates aconnsistant Administration posiimnoon key tele-
commumicafioms issues, such as radio frequency
Spectrum mANIEEmRILt, U werssd | Auesssttossem (s, gt~
work reliiahility cantivaliwendbliiyy, international perspec-
tives related to the emerging Global Information
Infrastructmre ((5I), legislative aatitoms, and atbeprate
competition among semwice[provitess.

Informattiom IRéligy(Oomitinee - addresses arittical
informatiom jpdloyyisssaeswsich as intellectual property
rights, protectiom of individual privacy migitts, and the
dissemination of government information to the
public sector.

Committee on Applicatiions emd] Technology - coor-
dinates applications and ttethmdbegyppbticeftfforts to
develop amdl appiysstatecdiiheantteekhaligigicsn nrersas
such aas héalth coace, government services, education,
manuffactiuriingg, electmamiic COMMENTE, and

other appllicatfianrs.

NII Security IksswessFBownm - coordinates seeuriyy
cross-cutting cfffottsazcoossith € Glomittitesesndnd dMork-
ing Gromps offtithe IITF with respeatt to confidentiality,
integrity, and availability of the informaiion and systems
carrying the infonmatiom.

NH Advisory Courill - as established oy aaPPreki-

.'dential Executive Qmdlar, advises the (CommeeceeSSenre-

tary em muatéessrakiatddotchehde deloglopmeent of tie NNII1.
There are 37 diistiggushhdd members from inwdustyy,
labor, state amdildoadl governments, and puibliiciimecesst
groups @mn tHee(oanndil. This bodlyissconneattatitiggion
three maim MiegatPjjets: NII visioms @t gred bsddivean
by spediiiic apppliastdons; NII access amtiumnveesshl ser-
vice; and privacy, security and intellectual

property rights.

(U) In conjunction with tixe ITTF, there is a host of
other Govermmenmtt organizations who hhaee a vessted
interest in theN¥Ill. As illustrated imFiigure 1, these
include: ) .

National Sdienwe & Technology Council (NSTC)) -
reviews amdi [prioTitrzesRE&D: Kifustacaososh¢ticeFeddral
Government. The NSTC is a Presiidtortid | @ourndil(§$im-
ilar to the Netiionzd] Security Counrill or Nafiomal Ecoe
nomic Councill), and it comsists of nine committees, one
of which is the Committee @m [hfformastéonaaddComme-
nications R&D. The relevance of this committee is that
it oversees the High RefformrawecCompptitiggaddCCom-
munications (HPCC) Presiittentiidl Iniitiatiee. The HPOC
bas five R&D component areas, mainly: High

—FOR-OFFICIAL-USEONEY—
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Nafional Science &
Tech. Council (NSTC)

Commitice on 1nlo, &

Comms. R&D
Anita Jones, DDR&E DoD NIT Working Group
Neal Lane, NSF Ken Flamm, DoD
HPCTIT Sulecomm.
u nlormation Infrastructure Task Force
John Toole, ARPA Ron Brown, Commerce m
. Education Systems Sec. Committee
. High Perff. Gammss. B> (NSTISSC)
.IOTA Emmett Paige, DoD C3J]
- Sci. & Engr. Compo US Advisory Council —Taformaation Policy ] “ NI TosEForce
Delano Lewis, NPR, || Sally Kattzen, ONEB Tom Burke (A), GSA
Ed McCracken, Silicon Graph- . Govermmmanit iformtadion Rich Riley, Treasury
Federal Networking | - In.t‘ell. PryperyyRRijghis
Council (FNC) Securily Issues Forum ’ 3
Sally Katzen, OMB

Neiwork Secuiify

Workiag Groyp 5> Telecommunications Policy —Nat Comm. System (NCS) |
Steve Squires, ARPA Applications & Techuology Larry Irving, NTIA
Dennis Steinaurer, NEST Arati Prabhakar, NIST . International Telecomm Committee of Principals
. Govt Info Tech Services e
. Rel. & Vulnerabili ~“®H—NITFocus Area Team—
. Health Info & Application 2 ocus Area feam

. Universal Service
. Legislative Draft Task

|Fon:e

National Secunfy Ielecommumcaﬁons Kﬂvxsory Tommitiee (NSTAT)

Tndusiry Execuiive Subcommittee

Johm Okay, USDA

Federal Wireless Policy - Technology Policy

Committee (FWPC)

Lamy Irvime, NTIA [ 5>
Dennis Bodson, NCS

NIT T5K Force -t

Carl Rijpa, Ballure Lowell Thomas, GIHFE

Performance Computing Syystenss; National Research Science Foumdlaiiom. The FNC has fiive waonlking gnoyps,

and HddwativonNeterkiievidvolvidoitite the Internet);
Advanced Ssdftvaacearahd €fhoblodygy; Basic RRsseacbh
and Human Resoucees; and Tnffommatiion [bfifrastrotinye
Technology amd Aypplicateons, which is dimectjyretdatdd
to the NIL

High RefformuarceeCoampuitiagnandotiomniunica-
tions Information Teckmalogy Sithcommiteee [HPRCTTT)
- jpllams fforaadd nyplelerTen tthehld BRCID Gntiledivadender
the auspices of the HPCC Neattiiomall Cooxtliveti om @Fffie.
There axcttenAgpntiesothed IRTTIT, and e NS
Chief Sciemtiist, Mr. George Clotter, represents INSXoon
this panel, as well as the NSIC.

Federal Netwentiing Coomecl! (FNC) - administers
the Imemmett in principle amdl iiscbhaieddpyhh® Natirahal

and one of these groups, the Netwouk Seauntty Wokkiingg
Group, is addressimg amdl ffoxmulatiggaassecnityypplarfdor
the Internet.

Federal Wireless Policy Committee (FWPC) -
addresses Héelierd] Government concerns antlisssgeonn
wireless conmmuundasitdnns. There areféonr subcommit-
tees andl aausserdofivmam, and NSA ppatiécppaessrimlhil of
these arenas. Wireless communications willl go HeartHim-
hand wiithcatalele, satellite, terrestrial, and ffier optics
media as comdiuits ffor Nl lappploastiansaandseridess.

DoD NIl Working Group - serves as a focall point
in DoD fdior NII activities and interests. DISA,
ASD(C3I), JCS, DDR&E, NSA, ARIPA, andl QASDES)
participate om tthits grouyp.

FOR-OFFERALEHE-ONEY-
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Natiomall Secwmity TRihzrommumiccaidonsanddnfnfor-
mation SysemssSSectititf GomittendNSNERCSC) -
national pelicy for the ssecuriyyodatidoahl security sy
tenas with respect to telecommunmizaiiimnss anddaancomiatdd
information sysiroms.  The NETER consisissts of more
than 21 parigijpinge AR geaidesrahdbobiserseers, van@uts
working groups, and am NI TR FReoxee.

Natiomal Conmmuicatizons SSyseems NESE) - owar-
sees amtl adddessseg thopepetiniions, security, and waykle-
ings aff thieeULRS. commumicaiionss sysstems, such assthhe
public switidhed naitwarkk. The INCS Hassrmayywodtldgg
groups amd an NI Foows Anass Tkeam.

Natsonall Seowriiyy Telecommunications Advissaopy
Committee (INSTAC) - adiviiasstblecPPeesident on niaithiss
wiidh rmmltmm&eomﬁmn'rﬁ&ﬁdbms, netwonks, natiomal
security atnteengeggonypyepqrecaissss, and attwraseass.
Members of the NSTAC are firomm @he privatte sedtsy, 2l
there ane numescvssworlchi g g appsahgapatiels, one of
wiivich iis tihe NI Task Fones:. PIL. 8635

NSA NII Parttisipaiien

~4FOBO} Realizing tHeciimpuriance of the WIT and
the potential for NSA canimibiboims, the Direcior
endorsed an initial NSA:Plan ffer NI particijpatsion iin
Scptember 1993, A nesudlt of the NSA pllanwasghhd dor-
mation of an Agency W1 Steering Giroyp, wiidh ifsltdd
by the ADDI, to provide guidance and ddicctnoroto
NSA’s NI related astiivtidss, as welll as servimgass a
florwm to coordimaiie anddressbiveNTI] cross-lkey coompgo-
nent fissues affimypottanee to NSA. Similadly, the Dies:-
t@rappmwdiﬂmesﬂaibiﬁﬁhnmfﬂmfﬂhewm
Mamagement Office (NI FY0)) It@ idientify, plan for, and
provide the required ddyytaeldafofosps, suppont,, and
coondimation of NSA NNHacictitigies comsistgonl wiith

Agency mijssivnsstracegses. The JXHI PMO wiggindeelliin
V8: &vshved g fé@@é it Vil Eustomsr
Support Services. the chief of the NNII

PMO, replacing who is mow Chif, VI
I astitliiton, an NIT Working Group of key aconppoeant
membenrs was Fomigd imHedneayy 1 D995 to assis dhe INII
Steeting Growp and NII PMO addrhsss NI iissues,
develop strategies, amd nconmenticoussss of action.

—BBHOY NSA isaldsomedskiggyithitth¢eh Natialnal

Institate of Standands andl Tedhmology (NIST) to suppont
e AXdminiscasionrs NN imitizifives aaddaomiphplesntnt

tihe reccommeenddiions of the WieeRessidansNMadimalal ¢

Perfformance Reavgew. It is Hedleswedthhnt our nasiomahl
iinfonmaition ppesestiionssatage ynanist mot be liniicedtao
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only govenmmant syystanss, but must accommudlateatteer
important national objectives axswedll: the amaildhiliiyy,
reliability, and inieggiity of systems whitthssppport our
economic iinfrmttnottuee, the pretttiion of public saffty
and the provision fforllawaritoreoneen; hkeppovismo dor
foreign intellligene, cmsurig santenbhuecngs bitepprraayy
of ali Amernicanrs, and facilitating @ ssone: NIL

-ROV@Y During the past year, NSA represeniatives
have aomitiicedatamnanyny of the didiitscasioonsodf the
Administration sITTFad d araoiceN N1 working goaups
(see Hignure2?). In particular, the ffollowivggssmmmeyy
describes s of the meonereecant contribuiions to the
T amd mwrsasd] bnesniss W fag it viidss :

a. Couggressionhl Offfice of Technulugy ((FFA)
Assessmanit - Over theaast year, the NSA NI PMO
and Legislative Affais Qfffee warllasiattisedjywiith OTA
to provide indéommtidon, participaited innvarieions work-
shops, coordinmedippatijeppaibon by other NS¥erss, and
reviewed ddafift portions of arepport on "fififommttion
Security amd Piiwecy im NespwaokkEntomoneants)’. A key
objedtive of that dialog wamsttocensuectithat the saope of
the INFOSECp prbtslenw asatulfyl bndarderstbod by OTA
and that the ifssreaffernepppionnppdiéyy, a principall focus
of dhair regpot, was adithessel] in a bellmstiaacdnmenn -
ingful way.

b.  Sexwnripyduseres Fonum - NSA adteenidsmmett -
ings as the mypresenitiiive of the Nationl] Swauriiyy TRite-
communicatiions aad Infommaion Systems Security
Committee (NSIISKC), NSA prapard] areguottomusse-
full securiity tolls amdi tadhmigpess;rrdisedtbec] boved loffooma-
cemn amdl iinitagseddh g guemmerdrividiziefédfort to increase
security ttraamiggrahdwasareskess of compuier systems
administratons; and provided siisstantiid locommmeetdsonma
dirafft NI Saazuriiyy RRgontt.

¢c. Privavy Wollingg Groyp - NS¥connthbiedd
sigmifficanilly to waonlkimg grewpdiscussiorsied ioel] 1o pri-
vacy andipriregyypprinipides. In adidiiion, NSA prowidisd
adivioe: aminfdonaacioseserityittedenh ingdimgiendipdagrac-
tiices, CLIPPER,, andl diffarsiec NHEOMWMAR.  As a tesulkt
afirour patiicipimm amticoontibbitions, we Haveeceaneed
the tmsst of tite: Govenmment!3spprivayyceomuminyt ynand
are akad to providie aurpesgrettieesonnwonkkigggropp
and oither iy antiniidss.

d. Rdiibileyy andl Vulmewdbility Worling
Goanyp (R¥VWG)- NS¥ppoviddédsibstatitibt aormuetsts
om te weritingg of am RVWG actiiom pitem aaldidesssivgannet -
waontk medfidtillipyaadvulnasrbbiility eoerrerns. In adidiiiom,
NSA is a pattreerwibhNISS Tiri theh & RWWG BrBredéiction
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~iP.L. B6-36
. > -
T | R NSA’S NII
NSA;I I o :‘ .
(DOD (CH), Emmeat Pl (CMS: Vacomf . Steenng HPCOIT SUBCOMMITITEEE
SECIRITYT S FORUM | _EL ""‘-;1:;}»’, GI(DIIH) ' NSA, George Goteer/13s;
NSTESSC(NSA), —INT; DY T see2e0e:T7)
By R re—

NSA Primary Rep. Ivi
NSA Alternate Rep., n Johnson,
Stamdladd SR eqS Fulsromuly NSA, Rich Dean, 32

Comiltee of Pricsipats 69, | J,v
Commiittee of Represendaitioves - NS_ vi

AT195, Rax 5

of the Networlk suth-waokkinpeegonpp, and wemﬁa:dpmg \\ offered Mlm@'ms 11tmm1rﬂ!sym‘€éi$efﬁ§rth@6§e€6ﬂﬁégg-

to identify commumity-wiidle mtineotki idfaastmettuceppro-
tection issues and recommemiiingg soilitiforss.

e. Risk Assessment - Under the RVWG action
plan, NSA wasnuniipstdd addthehelfodéiod pliprimary
responsibility ffuranse of the actions en MWl Tridklassssss-
ment. In particular, this action calls florr the idimtifficion
of risks to the reliability and availability of NII networks
and services, and it is conmomeed witthneowusses of exist-
ing technologies and uses of emerging technologies.

f. CommiitbeeconAppplisadivms and Technology -
NSA resvéeveekarmhdricjtieghedl all of the committee’s
applications, services, and teatinmigyddocoremistansnd

-“FOR-OFFIECINEUSE-ONEY-
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\Jn@ efforts. We 80 participated in a survey of NSA pro-

graems and progedss whidhmaay enthanse the acceleration
of the NII and sulbumiited) mone: thham 20 cansd it ceaffortts,
LastQifad]l we paitiicifpatted withNISST to evaluate and]
offer mput on the Worldwnde Web NIl home page.

g Misge]lmmous‘ Amtmss-
(1) IITE -t the requessiof the Administration, the
NIl PMO rewstyinty-ouitdrked with Commerce personnel to

have IDIDI[, Mr. Eiﬂalﬂ‘&ﬁ)mbecome a flommall member of
the panel. ~ .

PL. 8636
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(2) NII_ Security Ibfifsastragtre - NSA asssistdd
NIST and GSA ttoess thihiibna fovearmemn tvididscseitity

infrastroctine of foecaarddnwtegtett N NS Aepersoeine] into
GSA’'s new  Security Infrastructme  Program
Managementt Qfffice.

(3) Federal Wireless Policy (Commitittee - NSA
chairs theeS StadataidsndiRle eqiiremse StsbSubaoaittmittec
and took tike lkeat] in writing the Wireless StanbiaddsPPlan.

(4) Federal Netwaokiing@owadk] NNS As iscouritrib-
uting im thiiscconmuititywidde fiffartd ddesleppmndater-
net Secumity Fkan.

(5) Informatiiom Réieyy@Comititiee NNIS Aagornityib-
uted to the document on intellectuall propenty

rights primcijploes.

(6)  Telecommumicaitons Policy Commitiee -
NSA wasinvititdddoerdeve wndml foffeoroomnienis tha the
visiom dbocoumatssofor the WII and @hilad] Informatiom
Infrastructme (@] paddpremdeddinpubfehéedtonmmit-
tee’s IFYY95S Wokk FRamn .

(7) National RofformeanecRReicewWNRERININS A
is syppotingeOOM BnaiN INTSSE an at least four actions
with resppett to sseouitiyyinfnforatiatidnchechagiogyl and
tasked to tidice theel éeakdonmandibe e &fort.

(8) Briefings @il Woklsblopps: NSIS Aahadsribfieted
key Ml leaders ambotfficadds, e.g., OSTP, NEC, OMB,
DoD, Commerae, GSA, OTA, GAO, etc. on jprofisctiing
unclassified tut sensitive iifffornastoammad théhenindmera-
bilities of our national systems. Similardly, we have

helped emepprzeNNSAA(nemebebets beghe ginaddraskress

new security/meggengy preparedmess isswes and
arranged fforthheS GtatD&Papankment in prowiitlipgaanNNII

internatiion ] engganrzatoonbbiiéfigg e thNSSAGGH Tdlele-
commumicaitons [BetinodbegyFBomm.

National NII Issues

(U) Throughomtt much of the dliscusitonsonthehe
NII, questioms aisse, such a&s, what is the 1], who wiill
buildiit, is it here mow, what dio [lddowititinlill this imfor-
mation, and wihat $imdtiteetbheobde of the Federal Geow-
ernment im tteeNN11?

(U) To answiuer severd] of these comoems--thieeNTIT
is aliadlyhkecen nmeleteeneamtafprform.  One dieffimiiion
that [ like itsthhaat the Nl issaacoorhbimaoion of the plhone
system, cable sypstems, private ne¢tvookks, the Ihitereet,
video dirdl ttome, wireless, direct broadicesissaedlites, and
the infformsitomesereesesnd rg pdpplicatiohst that will be
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carried om tHessesyystemms. Much of these madizawiill be
interconmectiedi in Cyberspace, however, some will not.
The privadtessectowillil] be tuiltiipganddnipipheenemiing
the NIL, wiille Goeermacats’salsl arah desgsprsnisibii tw it i1l
be to provide leadtarshijpimoeettanmacaas sseveaas d faid:]-
itator and catdlyst in removing lkegd]aanldreggiatoy bimar-
riers (e.g., the Telecommumications Act of 1934),
promote camypttiioon, provide tettteraacessso&Gevern-
ment information, improve Governmemnt procurcmemnt
and distitbution of benefits, and promuteppiitisieshthat
will support a wiihlesseonzdnifofonatativmiinftastiucture
for public amd! jpriwteimstitidons.

(0) Some of the muoee pressingnasibonhl NII
issues wiithazeconregmggmhbabavetyet to be mosdiedd
include:

a. How muih of a leattesttijproleishchddldicthe
Government lewecimtbheddéifittition, architecture, devel-
opment, and implementaion of the NII?

b. How shouitticaureen Féctedal and Statteldavss,
regulatioms, and policiies recthagged ddbbenmeratattienicd
to thke NII (e.g., computer crime, First Amendment
Rights, etc.) and the InffonmdtionAdgs?

c. How dimuiltithhe Ubinirsrdal Service” comegpt
be ecttanidelttensnsathathat informatiom ressonress are
avajlable and acoessiitettoadl | AMmekiean ?

d. ~ Howwillll intellectmal property rights
be protected?

e.  How will privacy lirecensirddiha/hehwilbill

provide #t?

f.  How willl infomﬁimnsseunht;t)arﬁ]dehﬁoﬂork
reliability be amsuret antiwhoowilil bpreiddet it ?

g Who should diewad lgpsstanidadds dorthdN¥l hadd
will it be fintoxyperdibe? '

.h.  How willl e N1 lntdecoonaectmddverdrky atith
the GII?

i Is there alDEhaddnlatkliegendeoGommitpity
role in the NIII?. .

NSA NII Issues

BFSPOYNBIBA interests intitheNIVII appear to tee
multiple amd muilirdinvenstonhhaddencoppsasbdibtthehe
SIGINT amd] INFOSE mssions. Within NSA teereiss
also amoonggoipglatebiateithithspespect to theefddiidoniniag
issues and comzemms: '
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a. How dimesNS$3ANNII participation fit into tir
overall Agemcy missiom strategy (e.g., Equities,
INFOSEC, INFOWAR, Expot, SIGINT, Computer
Security Aat, etc.)?

b. What ane tiee NS\ ppeififigalalorarbjbgtisiises
for particypeiingiinthheNNII? Why sheulHINGPAcooneenmn
itself wiith e NH1T?

c.  Should NWintenessstin thet AElINII be fhemaan
INFOSEKZGJﬂprmppeumenﬁhshdd:lﬂhe ba mgeéngyncy-
wide perspaaine!

d. Should tiiee NSA: Board of Directorns tecnoonee
involved im aditiesss gV b rysssommyuantrisivesds?

e. In mwamy pukblicmmestigpmiw hibichespaniitici-
pate, NSA takesalivt of criticism and] ' fRanmess’ bbeusse
of whoweeareramhwhatat we dlv. [f we diwnest have a
position emthiessccoititisizmerisdusags, that is a posiiiion
in itself-fafbinerc to malke a dieeisioniisaldenigion.

f. Does tie ComppuieeiSSeutitit A aiooiof S8BT i jt
our participrtipmiintheeN¥IN? 1f it does, how should it be
changed? What role skioolddNSS Aahave frofprotegting
unclassiffied bt sensitive in fiomataomw mn tinetﬁ‘m\(énvem-

g.  Should N$3oniy yarpisifizipate in thke DoD
Defense Inflomusitonldfifrsistiectues(IPI pettidn of the
NII? What aie: theesppeifii NS B/Ohjbgtistes dorf panpientici-
pating in the DI amd camthinssetiscapppitiddadhib N 117

h. Other GovenmenitAgenvitesseaniadbbgetniag
more iimvalheed in INFOSBC mesegethand dleiolopypenent
efforts. Should WWbbdalahmmmeond af BRFDIROSEC
leadiexsthip rotde for the Governmenmit with respect to
unclassiified buit senmsiiiecifoativon ?

i. What impact will the Adimiitisstastdots’ S Sty
Policy Bhardfseouty PPladic FoFonuhatmon NANSA, as
well as ourr inwelegnentt in the NII?

J- The Nlliscncdiviggimocthhe3BGI, What are the
NSA interests in the GII?

k. What is the NSWsutateey fdonsisinpaaténter-
net? Do we lirnecamyystntegisicnionint into seuniggouar
Internet hosts? Htww do we ppllam tepceasl ynippsort infor-
mation from e itenestibecons dntesralad wyeronts?

The author waulllicdisolikikdao Wik
who recently left the W1 NI PMO,J fariksscontuidiblitios.s
to this paper. (N.B. The esegiexpressed in this papar

ment and prifatte setcorddominiag? are theose ssdéély of fheeauthor and do not necessarily
represent any MSfaumegunization o entity.)
PILL. 86-3%
For mare jidormatidroorothd MdINil:
L Iconmibuﬁih@,naqmmmhv‘amiﬂmﬂé\m{

of Events, updated mentiijy:

August - Qctolber 19955

related mestiings and decisions, zmtl[pmmﬂngmmssaam&esoorthh EN‘III [. He also mainitains the€W] Kaideddar

* (Updated 15 Augg)

15 August
7 Septemiber

20 Septemibar
21-22 Sepiemitesr
22 Septesmbear E
TBD ‘

"~ 11 October
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What's Theis New Ittaxegptl imSeeiin@?

M l e P.L. 86-3%

'i?o 1.4.. (c)
-SECRET- P.IL. 86-3%
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The Unfocused Eyei

O T I

~~FOLeYk was thdififth of January 9%t the
Alabino Al ForessTEsstiggdGronddveatst of Moscow. A

smiling, overcoated RRuskinrbireneauarat in @abbdakiufur
hat, hammﬂw&haaﬂaakppakkadtdiamhduémmmﬂnde@by
uniformed fifigures, was dancingupmmhdbdmvimn the the
snow. That evaniingaaféemsseandsds of hismmotrcadgyidor-
the-Bolslhiajj performamce weeeesshwwn on national Rus-
sian tellesiistonneews, and mExt morning mledl Russiam
newspapers canietaanaacoount of his oomunmntss
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Finding ThimgsiinttieDakk
(U) As a youngmeeniitinrntithdNbiay R Reserye, 1 was
taught how ttwssaam a sectorodfhthe stalatiphghtDEDo
not, wuaststeiytyltbldCHbakrditbretly apaipaint; let your

- eyeés mdlaxaayyou scan awrosstthecstotor, and wait for

something técatittraict your attemtion.” This had sonee-
thing to din, I suppose, with trediistithttion of rods amd
cones in the lmmnegye, but also wiith tHeeffact that the
eye canffoosowpninlynonkithing at a fime. Once wee
focus, everything cédsecbdmonnses peripheral, and asbker
things @ muttssd ikikblyd bbronietidarhtihtil we relax omr
gaze or refocus iit.
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Fram the Jistony File:

(U) Dr. Sydney Fainlbemblss, for 3 yeans e aeliioor of one of CRYPTOLOG 's predeces-
sor publicatiionss ({fhe WSS TRdhntadl Inuradf), was, besides a cryptologist, an academiciam
who gttt languages andissiduressint St. John's amdt Hdayuadld, a marsibonr, an accem-
plished musivican, and he keld anumibor of jobs in the diplomatic and! jjuliicmdiveadings. His
editoirials, pulblicdied] iin tthe INYA TRt hviccd L bourvad {ffoom 1956 to 1959, are entertaining as
well as informative, and surprisingly applicalble today. For example, from Aprill 1956:

(U) The ity officehhiveh] magazines at NSA is
not unlike that of the city of Troy, which was, we under-
stand, destroyed by fire and rebuilt on at least five differ-
ent occasioms. This is a matter from whidbh both
pessimist and apimit can dizw [bepitimatcinffmaess,
but speaking, fforr thhee [battar wecssgythizatthkc ddecviddanltyy
has extraordimary viiadliyy, and weehbppdhttiat its lattesgt
incarnation willl e wedkeommeed.

(U) Part of this vitality may be due to a certain for-
tunate fiwzzimsss that shelters aavyiddeh] until the tie
comes ttweembbdghitit. There ifs advaypsthibel alngmeth that
what tie supppoteerthhasnmviddsis pyonnhdbifull of arti-
cles on i @wnsppealfyywheehich, of course, any right-
thinking persemwilll understand amd enjoy—phins a few
outlandish diiggisgiboas on athleer subjects, which he
necdntmedl, “Even with a Technical Journal devoted to
one speciily,” wecansadlld, with perfiacti ttnith, “no ome:
reads AILIL tHecaatiitdes.” Unfortunately, any attempt to
edit the Jounnedl on this basis, but without bias, would
result in pethempsfivec iliit eyuprsettidsesaehatontatiigng
about one-amd-aiwlfaatitdbss, and united by mothing bt
the aowar. It does mot seem diiffficultt to prophesy tihat
such a pulhlicatitm wonlibfédl] apart. Unless at least half
our articles are iintaxesiing to at least half our readers we
shall be Huarjynmorer¢hsham rathether clumsy unefflicial
adjunct to the existing system of reports.

(U) To concede or admit this, however, is apt to fill
the air with sswbhchdioice missiles as “popularizers,”
“intermediate traiming panpiibts,” Wriitigoddewng, ™ Eloo
you mazmadl fduheidal Journal or a Swmomiific Admeiri-
can?”... all of thesm carpiigasceetdinbdrio Hfiwthth, but
shaped w bedidereeifrom mivisdedarmstdiniing. At least
two-thirds off theumesddibiiliyyothhaveregeptethohdtbal
report is due mest to unavoidable saphisigeatoonbbut to
casuainess. An expert writing flor astieeresppests in the
field cam copganizechissnataiéaial poorly, express Wil
badly, avoid decidiirggwhhat his besic asssuppidonstee,
and stilll e rezldwithhinitecastst, because they canalbaostt
unconsciously supply what is missing. To reach a wider
audience e ned! medt " Swriticaddomts’; he need omlly wiiiee
better. If enough of our contrilmtiors teme thivet tineeandd
the energy to dio this—aand let no one underestimaite tthe:
time amdl theecparggyhtitat it takes—wee believe thatt we
can achieve the mecessany vl aff grarerrd limeeesst.

(U) As for the remaining obscurity, due to what we
have callled unazediddbbdes splpisiscatioimn, obviously it is
no barr teoppbtilietiion. The Journm] has been uspeetitdo
avail itself of the best minds in the Agency as spreialisits
and referees, and readers cam the comfitiatt thiniithiegy witki
not be deprived of any article merely becanse: thre Eitiimr

is not bright encugh to understand it.
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e Amlpsis(@ff-site and Open Forumm

by

~FOBPO) The Intieiliigemze AodysisCareerPPart | [MIED hkbddanobffsiiteoonr222add 23 May 1995. In these open
sessions, the IACI @il fforiinput on several issues from the DO Group Chiefs, £l and E3 Manegemsenit, Tiecth Tiracik
players, interns, aspirants, and proffessiomaliized [ netligemvecAdnhiststs. The pamell reached sexard! decisions aboutt
where the 1A Carear Idiinezetls to be going, the need for corporate participation in and understamdimg off 4, anditiee
necessity of involving the IA technical population in reaching decisions about the health and future of the career field.
The most significant deciisiom of the off-site was to rebuild the Intelligence Amalysis Career IRt arouwtithee {piliass™
of Intelligemes ReseardhaaddRR ppotiting (RR), Traffic Analysis (TA), and Information Services ({B9). Professionaliza-
tion criteria willl e adijisttell to reflect this orientation. After acquiring a strong base in the aspects of e camarffalld
that are commom to allll thxee il less, iintiv ithe kswiil ffeossoomonre of the three areas. With the help of the approppunte
senior managens, we will be guidimg imdiviidiuzalls ttomeattithlwoseskklll| areas which are in particular demandl.  After the
proceedings of the off-site warepitisbieet] jthe panel felt it was meozssany to hold an
Open Forum to giive fregpéethkeoppponinfiiyyiddikisten to the results amd reconmmmmitions of the off-site and tomkee
any comments or suggestions, voice oorréems,, ar ask quessitons. The Open Formm was halttl in the Friedman Awdifio-
tium on 11 July; a summary off e quesstiiom-amnt ansveersesssoon is included here.

L' State of the IA Calmr-Field analysis and nepontiing.  This decisiom waasconroureddrin
i - by the DDO Growp Chiieffs, the Chairs of the IR and TA

(U) In eperingreamacks] |I panels, as well as DDO, DDT, DDA, and the Diiesttor.
reviewed the incentives thatt promppisll fhe offfsite, Over A TamsiiiomPRack] was estdtilidfeeld in February I988
the past 6 moutths, a Wmﬂm@mhég@p:p with memibers ffromthke IR and TA Panels, representa-
had been mm:ihgtmppsﬁtfmﬁﬂﬂ)bqvﬁvdidimvww- tives from FRdilogyarmhd Career Development
of the [Mcrititeiria. During thwresidew, several organizations in M, and teNGSS. This
issues mgpertetljyssoifacddhtitat could not be panel worked atioséfywitith all parties
resolved in the regularly heldTACP meetings. affected by the atharpge. It purposely
In addition, the IA Tech/Track Reviiow Pandis moved slowly amitiddthberatbly to make
(TTRPs) had beem Haiirgg scomeedd oo H s aovd]- sure everything was mgftt! The IA Carear
uating ampihnmimtlhm fell outside tie tizadliitond] Panel was established in February 1990;
realm of the IA Hrmi&a@@ssmr fields of Intelligence while the Career Field iitsdH of ffixtid] }y ccameei indo

Research ([IR)) aanITaﬁiﬁﬁcAAml@lgdsrs (TA). These prib- being im Januayy 1ID991. The frst Intelligence Auwa-
lems mewdbetlinmmditiate, concentrated atterition, hence lysts were certified in the beginning off 1993.

the decision to holid am open afffsiitettwt waud ttiigg all

the major players togetther. ~FOBOY By 1998, the IA waccerfiftihhdddmen

around llomg eenmgghththat the P waasalakeosome
(U) For the sake of those it hrave eittivar forgoten judgements akloouit its strengths and weedlaeessss, or

or never kmwtﬁmreaamsfrfothhmmer of the IR amdl perhaps its advantages and disadivantages. One of the
TA career fields, here is a reviiow of the start and sulwe- significant conclusions at the criteria resvdemcomnn-
quent progress of the IA Career Fidid. ducted diuiingg] 9993varas that it was unrealistic tto
expect aspirants to get through ttteeddeeeroNEECS

—(EGIH-G} In the late 198BS, several groups (Project courses required fior aetifficaiion. This prommpted te

Reload the Blue Riibibon P Stuldess, thecFrntueeS S5 - JACP to stiremgsiiem tiecooeeconmeesvithtththeimim of
INT' Capabilities Study, and e MA4ERutin S1SKill Mix creating @"jjomragymati’atat professiomalizatiom, and
Study) concluded| of diimiintimg theeraguireraent that an aspirant spe-

cialize im e of the IA skills. The I, howeyer,

' Furtherm«me, there was a need mndiw&ih;p continued to empivwsize tiemeedd to pursue additiomal

future ana]lysit‘s’/ir‘qpmm;vb vilithrfagHeetid-based ftindamen- training which would serve tio dfinearrddeetbdpponns’s
tal SIGINT Hamowibetige9Oappdddvittith higlighéevidvel of expertise iin wreobfltheaertAl Aisdiptipdinese(i.e. spe-
analytlc skillls. TFheamajor initiative tiat resulted fixom cialization) and, accordingly, developed appsisppyo-

these stmﬁmswmsthhecmaunn of a new caneer fTedtifbor fessionalization program-tithe Agency’s first such

:P.]L.. 86-%6
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program—wiitich provided a stmutiurewhkecblyanahlststs
and their sypemisosswonilddimeet with am [M(FPegrenu- \
tive to develop acoiteeeent “continuing sehhweatoon ppian .
after certifficatiom (@ditiiionrd] details are awedlbditeinrthhe '
Panel office). Also at this time thieennamesmhdetiofini-
tions of some of the IA skill axess werpectiaififdd|

E | Other mew progrramstithat have beem disvedi-
oped over the past two years awe thean thee[WA ppoticon of

the AgmmoyTEeblilccPrBpogmram, the MAanddA Agency ,
Cross-Training Programs, zmdi ttieermeevesstomee thheSEKiIHs !

Enhancement Program.

II. What is Intelligence Andlypiig?
Is it serving tibe mestls of the Agency?
What needs §® be dome next?

=(FOYO)-During the offf-site, the IACP efftem ffondd
itself discussing the question, “Wietis I?" Thh éufudada-
mental conclusion wasthizat [A is addyveesse, broad field
made wp of analysts wiith avwarteyy of skills amdi assess.
This beaivdtive-although often difficult to describe-isis its
‘gratest strength. A summary of other actionss amntireee-
ommendations follows: -

PI. 86-F%

33



DOCID: 401204%

CRYPTOLO®
Summer 1935

IIL. Assessment of the IATEath Tradk

" -488340) The TTRPs have found sevenall signifficant
challenges as thegyhhaveeodhietbthehpepeesvievisws of
Tech Track aspirants. First, their job is made more diffi-
cult by the breadth of the 1A carearfiidlil. They are com-
cerned fiortttesse on the perjpheyyobfilthd AAverbdid: the
staffers, those wionlkimg pimarijyimnALIPPasstitalelatesoto
IA, those wiho mjght be monecommeectdddahtheigigdals
aspect of the 1A skilll amszn of Signaling Technology, etc.

‘Secondly, each TP, as well as the INPitiskilf, is

determined ttcommiaittimith¢he integrity of the IA Tksth
Track program. There was exttensieeddisousmamoitihe
need to aulimatteaabbttitenndelstatadidingfaheHeA IBedlech
Track program wiithadll parties comzamstl. The diisous-
sions led to several datiomss, muny disanitied] im e prewvi-
ous section, such as identifying tiixe IA Career Field and]
its parts, developing a milditonshppwithhtitheT TRRParahd
the IA Masters, developiing sabbettennddexstadidia gvithith
senior managers on their techmical meedts.. Other actions:

+  Better define the “timigditt”odftHeesstppomeennedds
to take to gt iinto TEeblil TaakK daiction: TTRPs
and [BAexomuibses,  then reeconmeendsition to

~ full IACP). -

. H&ﬁlp 1As see the benefit of applying to the Tech
Track (action: TTRPs amdi 1ACIP).

*  Incorporate more spesiificesanpbssimeothied M
Tech Track criteria to give more guidance to the
TTRPs (action: IACP).

* Resolve tieiissee of Technical Leadership ait
the Memiimar level. This iissiehhanowvbebaen
resolved. The IKTP, with itsnaewsst TTRP
members presemt, decided mot tio mrce TRedini-
cal Leadership anmaddatorgatagegpiprfor the
Member lewell. This wiill affect approximatelly
16 individuals who were denied titles in the past

based on- the

technical leadership.

perceived  lack "of

-+ Initiate ways to encourage amdl cypzanizenman-
’ toring of 1As pursuing membership iim tihe Tech
Track by senior members andl mastess(¢attoan:
TTRPs, IA Masters, Senior Management,
IACP). Until the issues of feedback/mentoring
are resolved or changed, the TTRPs still meed to
provide fisettbadk to the IACIP Hieecfdor Tech

Track aspiramts.

* Discuss the pros and cons of Tech Track posi-
tions (action: IACP wiithinpput to and ffrom
DDO/DDS THAB and Senior Management).

Followaup: The 1A QypanHoormn

I hﬂbﬂy&él the fotlim with a
review of the proceedimgs of the off-site, adding:

“We Ibalifewes tHaat having flexible traming reeguice-
ments will better meett the needs of all aspirants. This
isn’t & ssuldidenskhfift in midstream; it is a move tiwat will
enable an agpirant to take courses that are nmone disstily
pertinent to amesccureentgbb in the 1A field. We're not
asking for muone corddjfferant courses; we' e cakkinggyyou
to take a major role in developing your career within the
boundaries of IA. This diiestiion is also more iinliline
with the NCS ttrimigepbhidospplyy. It will eliminate the
problem of taking classes merely to become profession-
alized, and will alllow agpirams to take training that will
enhance the siills thesyneeed for their current and future

A jtbs.

“The idiza of an integrated 1A Caxsar ligd{tf6orthke
cryptologic ssystem of the futwre is not dead. The A
Career Panel has continued—eseencreneededeorhinfi-
dence in the interdisciplinary and multidisciplinary
vision emcompessel] by the Agency's dienison to create
the field several years agon. From time to time, we make
additional course awrretitons, but these shoullinoot be
seen aas the reason féor individuals to féear that their
careers and jprogramms willl be harmed by constant tinker-
ing wiith thieesgystem. We’ll do our thest to ensure it
professionals and agpiraritswiwemeethhepprocessindder
a givem ss¢t of rules wiill be allowed to professionalize
under those rules.

“Now, one morethingg: from some affthhe armidil
we received, there waas some amorffusoon as to where
someone might fit in the whole scheme of things.
Briefly, there are basic professionalization and post-pro-
fessionalization progrants.

—EOR OFFICH-USE-ONEY-

34

86-F%



“Professiomalizaifiom aimms 2t anestinggaa) pournsyynasnn
in the 1A career field. With the bueadith of the proguamm,
there is a diffmite adanibaectoocentfifingdrndAA; it gives
you a broad base (wiith semm speetidlzastéon X foormibhdbh
to attack mumpmauss, varied I/ chhilReggss. Those witm
are allieadly podfssitomdlizdd in one of the [A predeces-
sor fields have other choices. Am individual may dhoose
to get a sswamtippetdessioakivigiomn A lhdatudtifarther
develop the broad wndiensttndiing of all aspects of the 1A
career field. On the other land!, he or she may disgidie to
deepen an already' acquired siill. One can do that by
aiming toward a posi-professiomaliizatiion certificate.
This program emplhesiizestiemedd to pursue addiitionyl,
advanced lexall training affarppodéessinaliiadtoovivieith
will serve tio mffine ardésebippoons’s xpgreitésininnenef of
the IMAskKill areas. Individuals interested ibnthdsis path
must be centiified imIBY, in one effiikppeddecsssofifiklds,
or in a related field, and must be warkimg iim tee I firdid.
Again, we stiess tHecabbebltadnivebbmentn: of the inddi-
vidual and is/ther sipeemisonr  in tihe ddoeddppocsnt of a
training plan thait willl @minit theemi nassppetitaddicetition
and cater to his/her personal and professions! npsedis. Quir
IA Tech Track Program nesngiriressthisepposppotdesicion-
alization program wnder te cdtggoyy of Advanced Edu-
cation andl TPraiifigz. By tihe ssomectolikien, Tech Tradk
also recogmizes alll the wanlk thait goes imiw angyiitinggaa
second ppoféesidonblizution. You can get additional
details on these programs firomn amy off thee prared]esecess.

4 e e

happy to answer any of ¥Surqgustiions and afitivess
your concerns,” -,-P L. 86:-36
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Conc maaﬂ:mﬂfawdaam NCS classes

What is a messonbblpgieibd of time iinwihibh
one might expaititoggetithecouesesnpgquibédrforopio-
fessionalization”? ! have bbeenweditingugaitensame
time t0 get canttainconmses.

The delays thait mamy prespieesperidancdnggeitigg
courses may be due to a lack of space and/or instrectons.
The NCS, like the rest of the Agency, is being asked to
do more with lkss. They hawe: to depend om1Bsfifvom
DDO and DDS to jump in the woid and! beecoesadgjontt
faculty members for e I} cenrsssreqyitiedd do pysiefes-
sionalization. In fact, the IACH regyldalyeremmagrges
and solicits imdiividliedls ttobbeonmeadljneict faculty. We
firmly believe thait one muwst “give badk”tectltheaanrer
field by mentoring and teachimg. 1t would be wondenffull
if we could guarantee that you would get a course within

CRYPTOLOG
Surmmer 1SRG

months alfier wolvesigpadd up for it. We ean't do thait
rightt now but we are working very closely witth the NCS
to workamitppebitenss, to develop courses to meet the 1A
needs, and to prioritize our requirements.

Thei iisawasdfilildskk of conrse amaiiidide at the

NCS ftontthosevivhenightht be itesstediin pursigg

the DnfoimpitionSSeivivepipilar of 1A. What is the
IACP going to do albsouittbanl?

We have been looking into outside classes that wiill

provide the triliiigneeeldeld by someone working iinthse
1A anea of Information Servikes, We acknowledge tiait
we agecollbigteted (o provide thiee trammg ffﬂIimOT(hﬂTcr
sources iff it is not availlablie alf the NCS.

" How is the IACIP gwivgttoreseoleetbhid wagobfuanr
betwesn gpuralionhheeewsisitpahdasebbfdrafnaiging ?

This is an age-oid confllict. The NCS is: loolking: ait
new wapgs of bringing uriining to the indiiiliall when
and wieie teyyneeekliisechihat training will be an mene
integrated part of one'%s dhilly husiiness. The flexible pro-
fessionalization ppoggaamweeranroprsposihgpdivpbtulty
will go a long way toward resolving some of
these problems.

How do auursesldeatingy lithi Siatrlke Resehreh
fit into the Post-Piotesimpdliaiidon progisim
(courses %wtha&shﬁso@epﬁmﬁtd or offered Hyy the
old ES)?

The TACP hess always felt that the ceowssss on
understanding networks, packet switching, etc. are
exactly iinkkeppiggvehburureededs to attack tieecbhbi-
lenges affthiseGilbdlal Intelligent Network., They Heuwes
always been amgegpeedinithehe Post-Professionalization
Program and will contimue io be accepted.

Tech Track Quesionas

Why div thhestadiddeds and procedusss for the
IA Tech Track progiamn in A and B Groupssseemico
be so different?

When the IACP first wrote the standards and i~
ria for the VATEethTTaskk weesppehind bbb firim e enfefer-
rihlg with the different. players to gef their opinions. The
resulting docwment purposely gave the TITIRIRsthigel dtiti-
tude to deal.with teevandehanhirdadtdth of the 1A
Career field. Since the first document, the TTRPs have
had the time to work with the document and have fund!
that it needed some adjustments or fine-tuning. That has
been dione andithec [ TRRF swerdefefindly workifgnigofirom
the same:ddsonmsant, However, there aie ssongeisistres
that are langes tHeanthod AGP Rngnthahe TTRPs-isisgags

—FOR-OFHAECIANEYSE-ONEY-
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such as wittheer or not to doiniteriéevss fhkerotde of man-
agers in tech tradk aitc. Thesseissessaacecomeatiybbuigg
addressidl ty theoKeyyQonmpoeiinT Jde bR dht A ddvisry
Boards (THABg).

Does staflf worlk (A03, BUS, 1005..) oaphly towanrt]
Tech Tradk? A number of people are under the
impresseon that staflf work dozsntt countt,

The IMPHefle|s stromglhythint “siaff wookk” deffi-
nitely is a pant of the 1A caeeedifddd. Editing, develop-
ing the USSHIDshhat govemlbawedek, preparing wikdeo
repoits artheeSTHTNT DR Esest, and diewedlypingetlihe stan-
dardss furthhccaeaerfidldldrard]all vitall aspects of the 1A
field. These asechinadaionpngssagsimenierbnithat enable
one to vnderstmdialll aspectts of the [PAppoocess. M
Goldsmithadsmaistbthahat individiwdhs ppobbabylywhhadid
not spemd] ttetircoaeeess in stalff posititossssineeoonanedss
to refirediiimmeansis skiliflanin targagerftifficenshconsritrib-
ute one'sexpeentieahilihialeleslddmn e gedal babissis,

Wy is dhore sudh a time lagiirvehaluaging
IT apiplications?

Most tech ttagtlappplitutionseare evabiacel fainly

- quickdly. B Grougp Hesstiaadbhd daggesinuhber of applica-

tions camichambeboen ovkankididi ghitige ol ¢l¢or clear up thiee
badklog. The molBbsmisshantithe TTRAP willl newigswtiveo
applicaions and féunr mese willll come intedhthPaRahel
offfice. Tie: appostinattcpprindd of time meedietttoesvdi-
ate thiveapppdicitisns fiom mombiers of B WWoopp is 3
momtis. One of the dirmggesveybrceenthtinagadeasvas
1o sttt i imdbaldigps ppeififi fefistiskcl ivhi tha o niitifivation
letter. Thisswill] at teléeastddesgessthehtitine differem-
tiiall involved in getting frasibakk to the imdividiwdl.

Wient tyjpe of imcmnitives is ¢he DDO THXAB
phmiwg for TT menibers [in coompisisow to dhe
DDT iinitistiees]?

It is wanthnosinggitiatheh D DO DHABE thothnzized
expondiituess for tedimiod] semiens and cooffemoets
ower tteeppast 18 morbhshthiat exoediud theeIDINE prpro-
posal. Thiswesgldoasvigichout the rerediit of a gpefiic
tmcemtive [p lanamedddetil bl e bdssepoptasded thefledech-
wmiicall Tiradk ttypiconrERnghren. Al the sanectiime, they
have teeenwoddckig pron compnepretséns ive dngentprenplan
that wouililinakldele tochmicd] enhanconmnt initiatives
swacth aasbboklpyetebyases, etc. Appenal of such aappeo-
gram isscoompplictad b shehtadhct dheit im ondior ttoppeovdde
tie [OD 1T memians witth azpgedcigepsipitailar to the
DIDT pradlegee, it woulltlepviadlil am immastinemit off rowgllly
$2 3 coomitnasedd to the DIDIT $230K. A buddetliice of
tihits mrepgnitddcant a tiimeewhheoverargreormimigre poresics

has addififivitlt .path to approval and musst be reoudyy
suppartizd antlcoxeé fitlivaacountadd. This is an issue thnd
requiires [prtifenceandumidessiaddige. It is not one dhait is
being or hwassteeoni gooozdd. (input fim. Dale Robatts, P04
Tech Track Plm Diiettwd)

When will mamsgentent inconponide techmivdl
leadtess as a partt of a devisionmaklkipgetoaih ? '

Thiis issadvrarparart process. First, managets musst
recogmize the vadlge of using thie leadership skkils of-
technicall experts amppojdetss; those exppettsshholddde
tapped amthheskhelddranhdshstdd be berpart of a team.
That is hepyeninge in some gantts of the Agemoy, but not
all. By tieessamdakden, the teattmiicd] expert must sitep
up and voimtizeer. Hefshe shivoldidvebinteteiottakake on
the leadiasitipprotde in a project and "8l hiddiacwershth
to manzggess. Eventually teetimoad| leaders willl become:
an integnal] pretiadfreamgeemahtagams.

If 1 mpoeef foonrDDB S0t DM, is the TRedh Trandk
tifle Mreeceiedd in DDS stilll wallit? '

Yes, this is an Agency ppoggaam. The tiildey qou
receive iimnn Diiceoiatate is absoluslyreeoggiedd in
the otffrs.

Professional Develapreemin 1A

Wht level of competenyyddoesithe IACIP expaast
at e jjoumympan lebel?

As ome is professionmized], we expect that you
shouldtreaitide to come nightiaut of the starting gasecamdd
tacklke & ctedlbovgdingg LA problem. You might mott teeaditite.
to suonzed] Hieorerpyasgpet. but you willl know wisne ant
to wiimmtooggo. The thxwatireagge of skillls pssesseed by
an 14 wiil| enable youtoeappdit ndaageet withoust havimg
sommeore Huddypus hhadd.

Howddees PositiRoifestiockizativtit fit m with
the resommrendédd b tieh e cnmterdd?

(Hownmappifidtars will therebbgy) Tiiks is ssill]
undier difsnsssonn in the NCEP.

Wihmre does [layoit andl design, video oppotiting,
and] SKGINT Digest-ityee workk Hit imtm thire 1A cancesr
fiel? s it consitbered pattt of IA”

Theese fetlisareakiseblittl anre sssental pant of 1A.

Wiren willl dthee clivapgesbipel pjrheroenstid ?
We hope to have any dhangges in place by the fall.
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The IACP hapes tolhoitl an Open Fenumailbeos issemanyiwally as appitblicoedhcdgaovide e conoms. In the
meaiine, ffedlffeecttocontuattithe IA Pandlofffice(G863 1B Bvoh HOld@nsayremany of the membors of the IACIP:

Biilli Moltee, PO
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The IR-TA dehate rages on

B When | disiitietitoontiordMbiadagagngnBuTses-

day’s QiFSit aff tiec[hitdligeesceANahy yid Erree PRugle]
(IACP), I was unprepared for the evident polanizaiiom of
views with regadd to the Intelligence Analysis (IA)
Career Fidll. Since becomiing an IA intern iinJbage of
‘94, I've become convimeed thwdi the decision tiomeegge
the Thedfiic Aadypiss(THY,), Intelligence Resseardh(IRR),
and Information Services (%) CaacesrHitdidswaasggodd
one andiwass hobd khdndrestiediingrinoivaitneasiep step
towards eggpijppinanalistts with theebbeaddth of skills
necessary to meet present and ffistwee SIGINT cbhid-
lenges. Not all share this view,

eOn Monday, some weasll members off thisel AA
Technical Track Review Pamalts (ITRRD) waideekiconacenn
over the need to place a clear definition of what an IA is.
There wassalMscseneeatinfisivaverarhathat constituted
analysis on the jobr. (Keep iinmmiddhtiat most TTRP
members are not IA's. They are proffiessiomallly asetiffied
IR’s, TA’s or both, and occupy IA TOSCS)) The prob-
lems arise wihen ifhese preplearcreqyiicdd ergeigeviittie
experience and edlicatiiom of a techmical frack ajpipllicanit
and gramt thesm Mbontesr, Senior Member, or Mastier 11X\
status lasedl on a very geswend] set of guidieliines. The
guidelines wezecppippsskyl wiittitchathat way to allow
flexibility im dititamiimingz whhnt experiences aind activoea-
tion agppiéeonr developed thee skills associated wathh
Intelligence Amallysiis. Unfortunately, not all agree om
what those skills aie anstiseyesth] applicants have aam-
plained thinit they didinatt receive tihesttutas they fielt
they deserved.

Semandics
£556e0-Take the i ““@adyssis aaagenaplple.
Which of tie: fiditovingaceanbbeoosisldead ddnalabisis” as
performed by an [A?

a.  Develioping UNIX/PINSETTIER slstidéls and
computer tolls usad by 1A’ to anallyze waliiic.

e. Working wiithdakadlflvwpepeosashel to try teo
determine iif airescent drop-off im aiiifyy rmghlithhace to
do with the change in field reporting format.

f. Conducting resasrethindhheesesvoecee @it in
response 1o a Request Por Inffonmatiiom fraymam@fikeeoff
Primary Interest (OIP) anallysh.

(U) I youre atrpineilBA, you'ie liledy to say that
each of these asampbestiliswidhhinlh ol dowiniw biniglel -
ligence analysis. IR’s and TASsenftentabonit agree.” p . ..

e of the first graduates from

the IA Inseearpinigignimnsnpr prievis gowwilicil chairman
definésam Tntedigsnce ARV as]l [ 77 ]

- it ms@ﬂmss defini-

tion, and when | eompare the above emmﬁl%% I find that
cach one applies.

- The semanties pﬁ@iﬁmm is not only one of defi-
nition. It is equally one I call bias of association. What

I mean is Hisdt whenwe hear the s Reppotitiggadd
PL. 86-36G
EO 1.4. (&)
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Traffic Amd}ysis; " weeetehth toéaivisiomlgsal yiindoing
very spedifickiintis of things. The twojjibsddaii’t even
appear to be related iinamgfywwytyvlwhén We .conjure up
these tradiitiom! imeges. Some Wmﬁﬂmmmmwo

- : believe that the skillls assoiztetwiithcaabhmare So differ-
ent that ome canmut sweessstiljyddo jusitiee to both disci-
plines. I would agree, if we had unlimited resounazs zmtl-
well-defiined, static ttaiggetts, but in our current reality, \

I disagree.

Generalists On $§jpedidlictS?

(U) We have tmreehinkkthevayayeudodmbosiness
(you'lll hhezar tinis a5 nmucth & “noorewsibhl bss$ ) paddcaaceer
field architectures of the past (readt: IR and TA) are, for
good reason, casuallies of necessity.

The 1A CaneorHHidhit: Again?

(U) As with amycceopisleisi nenewndadenyor, the
field s endured gromingppains. There iksrassistance
from tthessbbsumddazrer fields, the amibignifty of its
definition, and a lack of understanding of its content and
objectives on the pant of the rest of the Agency. Further
complicating matttens ifs it weeddm't’ h v e vooglg fiafasts
(rather' than oppmions) upon whlibhhwwve can ppoppelyy

. judge whether tie mew coaeeeif ftdd  sraeetig ghthergnga-
nization’s and owr matiion] msts.

EO 1.4.. (c)
P.IL. 86-3%
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Whither Now?

=€rFor at least the thititimeessineciitsineppidan in
1990, the criteria of the IA @aeeer Field axce under
review and wiillllked}yunddeggakhapge. A decision lirs
already been ttlanttoddopp Tdelchinalal Leadership” as a
requirement fior Mientieeribaetlssatnsinrtiibe IA technical
track and wearenmoinpgdoramrdmdedifingng IA based
upon e sstnettwee of its “THhreeePPlilllays. THasesiRiltars
are identified as IR, TA, and IS.

(D) I'm apprehensive alipotit using tihese teermsssso
aggressively when discussimg our architecture for
two reasons:

1. The Bias of Assediaiion which @xauss at the
mention of IR and TA and...

2. The IA prgrram((pquinad d@usesesnahdxprperi-
ence) encompasses so mucthmmwreantlissgreeaeerthhanttve
sum of iitsppatts. What about Signals Reseaxdh, Target
Development, and Colllsztiior?

P.L. 86-36

(D) While psitmpshhainggsmanyngegernaéral skill
categories as we carremtly do is somewhat cumihsrsomee
and confusing, | feel we dio muredianazgethharggodd by
using the terms IR amdl TA to describe the Pillass of our
career field...unless we'weeereddanddmsisictggbabokck to
the past, that is.

(D) Of cooursseththss is all my ojpimiom, and as I've
attempted to show, everyone has ome. 1 think, however,
that there are ssomecvakitidpipivionstistill left unendi—
those of e IAIbn¢enss, and especialily gieatiudess of the
program (and their supexvisors?). It is our responsibility
to make smre tthwit our mentors know whethieeroomadtvee
feel as if we're gettiing the Kimdls of experience mecessany
to carry tthifs Avganyythtmoglghhhuat dirtiesesnd ndtartte the
21st Century. I urge yaouadll to let them know

immediately.

1.4t "~ The Mhwatiix HF: An Editorial

byN.C. Gerson, R52

(D) A mzmait note imNWATIY S Sengifiifid ctbohedtal
Planner (STP) axdimowitedgssithat HF is not dead butt isaa
gelkable contender ffor long-hawl communications. NATO
found that omn a custibasis(fpemmessggooppeysahHE is
cheaper and about as effffectiive as more costly and sophisti-
cated safdllitecoicuitits. In ghott, NATO discovered wiiut

40
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NSA'’s “Lessanslleeared?’ T atbhase

"RIL. 86-3%
by Ben Cwalimeg N25

(U) Would you like to know what lessons NSA has leamed lately? If qllmwel(  Hvilftable on your computeriheniits

easy. Look at the Directorate for Plans, Policy, and Programs (DP)h{gmeppggeaddctickkonrnt ke’ WDW” it
, ton under DP PRojects and Publications, or, under NSA Projects/Programs. | —_— - |

|After entering the database you will see the menu that provides the categd"ries

of lessons leamed: Crisis Mamagementt, Security, SIGINT, Interoperability, and Communications. A very iimppottait part of thg
database is the “keyword” search. You can place any wond in the search area and within seconds, if a lesson was everr wiittien using .
that word, tihe lkessom wiill a ON your screem.,

--'{ Here lisasaanple: EO 1.4. (c)

P\*l"_r . BR-35

C 1. (U) TITLE: NearReil Time Intelliigence (NIRTI)
P.IL. 86-3% _
2. (U) KEYWOIRDBS: 1537, 1536, 1519, 1539, 1543,
1549, 1539

3. (U) OBSEHRWATITON: On Decenther 19, 1994, the
Washinggtton Post reportted that the USS Kirty Hawk, a U.S.
battlegroppacderier, had locatel and trailel a Chinese
nuclear submaiine opematingg in the Yellow Sea from 27 to

29 Octathar, 1994.
5. (U) LESSON LEARNHD: New tecdhmibggy dis-
plays the value of SIGIWIT. :
PL. 86-%% -SEEREF— P.L. 8636
EO 1.4.. (c)
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The 1995 Joimt Meatthamutibss\NVéeeinngs

ed. by |

(U) The Joiint MEzttizanutéssNUettinggs of the Amerii-
can Matfhemraficd! SSwoteyy AAM S )ad dhhd MMheheatiatical
Associatiion of America (MAM)are the annual ewanttifor
mathematicians inthh & himteStBtates. The 1995 mmet-
ings took pltaceimSSantFaantisopCalfifornidy drodndanu-
ary 4thtfoscgtpbankamyaty 7, and offéeeekh a panoply of
happenings wiiiihazeetocthoadetsty of interests of the
4000 registirantsanadd0C kibibsasrs. The dhottocomsses,
invited tallks, and commiibutetifpyper sessiomsaildoweddius
to leamakloont current areas of research amtlinfeegsst in
both acaldesiammhihdndostry. But the llomt Meetings
proffered muobhnmmicer¢hahaheteesappappings of a tieabli-
tional tectimicHdl aorféeeence. Many other sessomss, orga-
nized by individwals as well as professiomal
organizations, didheetintearctdttddsimseres. The waniigty of
other issues alittesssedniloliribtbdehctipgndidataarging
(titles imdhudte: Calculus firmggamphiadl, numericdl, and
symbolic pponnts of view, Learning sspytssippprsicto to
mathematiics ~ instructiom, Teaching with original
sources), career aursideratonny Nivitidrentatatal prepara-
tion of the techmicall warkkfbocee, Learning abeuttttokdys's
job mailett for mathematics APbDss, How ttohhipy oour
students prepane flor antiffind) pblss [ ififeafifte ratteremmny ),
Internet usage (lntarmettoodds: what are they antifmowddo
you get ttiram; e-MATH on tiie Wiaritl WiikdeWAED,), com-
petition and rewardls (Watrenaaicad coompptititionsoibnig-
ing out the best?, Recognitiom and rewardis in 'tte
mathematical sciences), and special issues facing
women antnindtitresicholinnigventnspaponsdied by
the Missocaaorfofor Women'iim Mdtitheriacics and thice
National Association of Mathematicians). An exhibit
hall full of prospective employers (includiimgNNSSA),
software ffimss, publishers, and prdtsssoonhl organiza-
tions effterdtiazldditionhl information ttonmarhbers of the
U.S. mathemyatics cormmumiiyy.

(U) The 1995 Jbount Mathematics meetings pro-
vided @mneaxetidant opportumity fésrAdgeoe ynnthacheatiati-
cians to develop and maintain contacts with
mathematics andl matieenasiiciarsoiththeosidide. Atten-
dance at this cmflerenecabilved NBIS Anattathetiations
to keep abreast of the “hard-core” mathemriicdl
research betiggialone on the comsside. Other sessioms,
such as those On teachimg anddnariatheatiatical career
opportunities, gave Agemcy attenidessaaggoddedeahin fofor

42

the ifsswes of importance to our natiomal mathematics
commumity. Sessioms cnnweorIeandndinniikyrikguissues
allowed wss tto grarggethkecoonerrns of these specific popu-
lations. Many NSMmaththontiatizians used tiifs as an
opportamity téonmaintaimdedpenpahdirtheir network of
acquaintancess in the U.S. mathematics community.
Many Myganyycordafenencitattendecs staffed tiee NSA
information booth in the exhibit hall, discussing
employmentt opportumiiiss withtprospspeictdvep pppditants
and disnithuiigoggaacrhl informatiom twthhesemthoverere
Just cunioussativon twhhatweeldo. Several Agemcy emyplloy-
ees comdluxttetinntevidew svivht i degenycapppplicants. The
reunion hiebdcbp shetfiteStoeriGgnioitieritice of the INSM
Women iimMMidshentatics Symposium (WiBI$) (funded
by RS1)pproviddcariniioformial opportumiity fforadll inter-
ested conferemce attendees to learm about Agency
employmentt ((mweeconttinevesnhfdhibios)s).

(U) There waasaaninnordiib] yalzrgaumbeber of talks
at the amifecewee, with asimaypal(26vemsntsnninging
simultamsourdly, ranging ffoomversriccteckalcal to mooce
general. There wene tdkssaieeneekioowmaddntibemacidal
research, fheonss, anddbhistoyyaaswetl hasaik didmesmsing
the Intemmett. There wass ameenppliasis on the relationship
betweem agaddend ammhihdnsustry, with amnerTpphwisisron
curriculwmrefeform.  The Agency representatives
attended a vty of talks and activitites, nedidmngg:

(U) Mathematics and the gmmewl public:
What do they lnow? Wibatbbolddibey know?
Panel Discussiomtyy the Joint Policy BeartféoiMMtdthe-
matics (IPEBY)). The panel imcdhdbetimutitenaidciansiadd
several members of the pmpuiar press diisusssigghhow
math iilivesaaddldiscosseresrartdataded perpendéral publi-
catioms. The panditssstesssddithaemtdofonanheheaniati-
cians to te¢ll others (e.g., via newspapers) about our
excitimg meews. Suggestioms ffor getting nmshh articles
publisthediinnbiddédcbegngilkinying gengatieraliztltesults
(even ait the miigk of distortion!), focusing muwecoarththe
humam-intaxest aspect (e.g. how diwss this mmthreesitt
change peapssmdderstaditiggolifefetyty e, ynaiddenrn-
ing to. state ttreepprblelento the el solivied|dnglerpguiige the
generall reader cancoompmkdiedd. One pemilist thought
that the philosopihicdl aspects of math weniddbde of
particularineeesstaahhgegenatal public. He even wom-

"P.IL.
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dered whmtttoer' (Goddvesms matiatheatiataiciashsince, és Ihe
put it, math is ahikettodisscitboonmwdd dswelkll.

(U) Internet tools: What they are amadi Hoow
you get them, Wendy Buwri (AMS). This prosenda-
tion inftxeethweekippepel ¢otsosmme of the ttmmistdofifididing
informattiom oorththintbmternet: gopher, veromica, archie,
ftp, telnet, WAIS and WWWW. Gopher ifsaanmeanuddrieen
index of various on-line sseviiess (suchaas card casda-
logues for somelithraiess). Veronica (Very Easy Rodbantt-
Oriented Index to Computwmyzed Archives) is an

indexed ddashaaseddior gopher sites; it retunns aaggplpdrer

menu. Telnet allowsoretdécconnaectota ErertHsy Sesiem
and executiz commaandsas if one were attieereenontesite.
The fipp(f(leratrsfusfer protocol) allows uploadimgaadd
downloadiing of files firomanddotgoyour own lhmad] file
system. Archie issaannifedededatibtaizase of ftp sitss; it
retumns site ambfifdmameses. The sseachhsipepnformhed
only wnfifile names and ddsscippioors; for a seanthown
actual text owenmustssSVWKAI SWWidA rAada finfoatation
‘Service), whigthreetunssaaraahkddibist of documentts thased
on the muniber of occurremees of search sstiiggs. WWW
(World Wide Wielb) dllomssoonet dosseaiclg gguiptier, ftp, tel-
net, WAIS, and Wb siitss. Some amlinchhldpsiavantil -
able for commuaidssukhasratdhignaindrarienidarthgiugh
the e-math tdimetssicewhhiblisioppetatetybtheha MBS,

(U) MAA Session on Teaching with Original
Sources. The xedllyinmerastipghthgngabout this ses-
sion was the umiformeoondlssionthatithererenent dchene-
fits to teachimg ffromoorgginhisourses. Chris Stewans of
St. Louis Ulitiversity filt that the wse of primany souress
in tihe citassooonempiphisidedd thethedtndent how gowtl/
bad nosasissarheedfisihdaders progress on mmtthematidal
problems. Professar Storensttitssdccemphrsizehthectela-
tionship betweem mathemwiics and the culture of a
period to stiowhbowmtithdkmeleltgige of mathemrissddis-
tributed iinssotioty. . Sthe feels it this illhsstastesvirdiat
the practical uses of mathematiics were (and axeg) in
everyday lifife, and sevess as a gwtexaapiple of how
mathemaifics anteeussdd nrtith e ovmeckdemivoriorld. In
one [patiooiidakyyinintesestingssigsigenient, she adleekhdrer
students tio ppidkaayyenininhthpapasmdrfihfindtonhavhat the
mathematiics curricullumcoosisistéd of at their college.
She repontiedi titsstuldent swer a ststondrdetd rdndahat in
the year 1875, students took 2ygenidoggoumeses in
arithmetic, followed ssegeantitill pbyeyehorigrgursenses
in aligehr, geometry, trigonomstiny aaddsvesdnmg, and
finally caltnilid! Professor Storeenssnntté dhthahehmatinth
universe seems to be expandimg. Today’s college

CRYPTOLOG
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mathematics couriiolrheevehhiftede thoe fofumnftben the
student and iinsteatirusksihtorgaighabizsicathathemeatics in
order to cowar asmubnddwnnod doatateaizisgsopersible.

(U) Math in Industry, Avner Friedmam (RPPL),
Paul Davis (WoraesterPRdy ieebhividnktititaje). This ses-
sion dhttaltelihihecredtslts of a memmrit industry sstuldy. To
summarizg, industry ddssicsshthéofultowgngatraitstie the
mathematicmmstteyyhhice:

O Broad badkgrommidwitbhddpfithinn enmebsquect

O The abillity ttowookkiirt¢enms .

O  Commumicafmm skills (speakimg, writing,
listening, meatlitpy)

O Promise of continued professivailggooulth -

O Computer siills - ‘

(U) Bottom lhiree:  industry is lodkaggfdofl fidbible
problem selhvenss ((Wiaaegeer we call owrselves) who can
communicate with nom-math comsunens. Industry is mett
nearly so iimpressetwithhoan nmét i degreessasuwnababijity
to work witltlotbthers to gget answers that are “good
enough.” The gpetlernatddihammmnin imdndwgtfgafear
that mathematicitarss have amintetes¢spbrdylin.iprronging
theoremns, mett ned borzant tppobbdems. He added vt emaoim-
ters betwazen asaader amd dhihdostyratndiredtbyg byogeo-
graphic prosimiiytéockhancenantatgsgs. Mathematiicizamns
need to be ahikettounddesstad dhheprasticgirpbdbtem, and
commumiczte thieei ssbitoionsledebrly, without generaliiz-
ing them tw tHeceox¢antthathihe yrarm incopmgrehadehie to
others imiinthsstyy. He adidiod] tHatrmetiberaaticststiedents
undergoing mooneyryaamiateshihip imdinthystry; like tthut
program estdi istveldblyyPRofefessorieikdanan, have foumnd
their limesathaggdd. Such am eypeitencoprovicethtiem
with tifeessHlfzonfifiderendncfedftestodmsteecceed as
mathemafticizasiini industyy.

(U) MAA Minicourse: Teaching Env'lon-
mental Numeracy To. Liberal Arts Students,
Martin E. Walter (University of Colorade, Boulder).

Walter is a mathemutitiran and aan environmemtdlist; .

which passionisssatoopgewoutdiebditfitfiduio toltell. His
goal is to make mraheemsniissoomalaliy éofdnihiststiedesnts;

his axgenidaisishthenenvmonntent. The cenibussaasmwithth

which Heeeerhbrace shtiesaubjrjsdts aiplaapleasure to wit-
ness, and tieddggeee to which Hmcoommnsﬂ)ﬁmrqudmite
remarkablle, as are Hisoconsobons fifostsotal bjathehiediear
of mathematiicstithat some stuttentshimve. He wsestithe
envirommentt to teathnmétbermacicsnantt sessesitheathe-
matics ttotdsalcundedetstdinking of the emiironneant and
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the muetifdor an “ambient, func-
tioning eecoyypstem to carry our
civilization.”

(U) The primary abfijectyee
for the course is the completion of
a project on an environmental
topic of the studemts’ choice. By
allowing theesstdeetts to choose
the topiic, he finds ey aarermwehh
more likely to be motivated to

UNCLASSIFIED

made by people likeRReBH ihim-
baugh.

(U) In reflecting on Walter"s
style of teaching mathematics, one
attendee flound a liott theit Sire aoonléd
take away. Our agenda, of course,
is not the emiimmeent, but per-
haps we coulll wiegp up our teacih-
ing of mathematics with our
agenda just as effectively and with

«

conduct researth antl¢aannnmeth-
ematics. The students make a
claim aand attempt to prove it.
Walter makes extensive use of open-ended emviiremmmn-
tal problems to stimulate iimtzeest in both direanyionn-
ment and the lkeamimg of mathematics. For examplie, a
discussion of pojpullation growtthprovidssaarestrreénitito
logarithms. He also challenges stulbeitts to try to comme
up with amuoldt! to control the popuiltiten, or at least
keep it from explodimg. This leadis to the need fior swdl-
ing, or "how to lie with gnepls” Other emvinemsiitd]
issues thiett provide comttentt are: deriving armepgyffoom
junk mail, acid rain, and oil slicks. Health issues such as
AIDS andimutritoon(dgg. milk amtinmsside: how Hiigh
can you climb on a liter of milk?) are also faiir ggamee.

Can math

(U) To allay student fears, the class begims by con-
fronting “mathese.” Theeqpesstdan isiakkedd, Fidowwold d
a mathematician saythiaa??” The counse issoppartdetstu-
dents at all levels effmashbemtitiehl experience. They
begin the course by taking a mock exam that Walter uses
as a diagmostic tioall to assess the studientts” level of abil-
ity. To accommodate the widterrmpge of experience, the
level that students attain @t the emdl of the cownse is not
the focal point; rather, the critical factor is it asstidberit
makes progress.

(U) Walter wses aavaaretyy of exercises to redhaetdo
his stodients;; his notes eanttdinddsscippions of personal
experiences andlaaceddatss. He alsousssseramplptes of
poets and architects. His material is current; he ewen s
an exercise thut gets studiettsonot on “theinfdommttion
highway.” Students become miimi-expattsonthkeiteppic
of choice. Along the way, they leamn to think citically.
His goal is to create people who can and wiill aniiiges,@r
explain, articles i thieeNNewY YdrH iFienes or assertions

explaiin HiE?

similar Ievels of enthusiasm.

(U) MAA CUPIN SSibicoonmiiftéee on Service
Courses Special Presenttafion: Reform in Engi-
neering Guritedda. While coonimgaat the puitibem
from a diffferentt prrgpetiin, tHissparedccanee to many of
the same coowdissionstlihat the participants off tee AMS
CommiitteeoontithPPofefeisivRisentatintion discussion
on math im iimdiustiny. Delores Etter (Electrical Emgjinsar-
ing andl (GomppteeS Sererece, University of Colorado at
Boulder) noted ttut the CHEDobMutanti M Miatiet teachad
come up wiith thieeftdl bowiningg] iis b Febfomms dothtberepigi-
neering cumicuwlium of v 2/t agarttumy:

1. Emphassize the basts;, indlbingg
appiitaiiooss with handls on  expearésceg, and
expaniezvedn mamuffatitingngnarabsigsign.

2. Develgptéaansigislls.

3. Teach siumbrtésabbotitenpahitiddl gabpessess
and hows to presamia case.

4. Developpcoovmumioatiati skills.

5. Teach system engieesrigdo empadéize
the coontlinatibroof diverssediisipipiases.

6. Understtmmdiméaradidiah domrmundasbens
since we ane moving towards moane of a waonltl
mantkedt.

7. Emphasizeegyeatdredidenssity.

8. Incresmsme commmithvesint to  comiimungg

9. Educaticon shouldl be affodidideamt of
quaiithy.

10. Enginesimgesbaid| Heee mastezis Ddgrpee.

UNCLASSIFIEID
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The Dheector of Engineeningaat the NWaitonidl Sci-
ence Haumaddsonnc o ap p ithi thet Fiel Holling iegmparipari-
son betwesm todlays and tomomow's engineeming
approaces:

Today Tomorrow

wvertiiea] thinking laterall thinking
abstrau ity experientia |eanming
reduciitomism integration

develup outer cormelate chaos
undenstand ety handle amibigyityy
analysis syntthesis

reseangh design/process/memaftmituss
solve praibess formuizie praiifkrs
develop it formuliziie: iitkees
independenge ' teamwark

techmalhgjeigaieniiticobase societal context
engiines g seee

(D) Mathemgiticd! preparation of the teckmi-
cal work foes, MAA spomsoretippand idiisaassindeldd
by SusanIl.. Forman of the Matihemeatiicd] SéeewessHdde -
catiom Bomattl. Panelists presantaditttirvicewanddeppe-
riences relatimg to the need that business and
mavufactmingarweas have today féor employees with
higher lieredds of mathematicall sophistication. Employ-
ees aneneeddddvhdioanmeadadartsansdaydpiraphs, solve:
problems, estimate, use ccomppmécss, use amkfinietpnptet
probabillificss and sstaissicss, collabeorate aadd@nmmmini-
. cate matfteenwatocdlyvidnweititigg. Discussioms foauraetiom
the ttralfiténn of tracking sstudents into nomtboevetiiakl
math conrsesat andldtiedyeealyvagge. This lmited tindir
ability o mukicechhapgsdamter, to comtimue ttosstatdynmath
at the commmumniyycotiiggdelesledobdyeyahd, for examplie.
The viesw of one sypeaibcrwaaghhiat if the cumimnlfimids
fundamenttilly theereticad bapnghh, people will be able to
move imantomt of the education zmana. It was stressed
that it is eritiicz] to teach tile tHesomythronghlthheelibicle
of the applicaioons. Another gpediarsstesssddithtat life-
long lkemmiigg is a reallity of the wenkffuxe. Examples
were also cited where changes such as these have
already beem muatke.

functiomal core enginaeriing

, (D) One panel member stated thhat quite often
important results aneobbaiindd by the sopfiisiicatetiusse
of elementary mmotbemtities. (An NSMaatieddedetiels
this sllewisghbheasasatat NSA; many times ocifiged! prob-
lemns ane sedveddwitit aththal elmmtramathath, but with
the mutiteenasicahl maturity tokkoowmthtltat the anewar is

CRYIPT(H.«!IG
Surnmmety

right) Ome of the reasanssthivaimath segramsestmprpetieti-
cal to theeausmpgbipipichobbol studiot is tril collkegee-
prep-type schools emphasivze theonetiidl knowledipe
rather than thecapphiccds kiR saagletht in techmicall sethwols.

(D) The Information Superhighway. and
You, panel dlzensssoonspposamddp ththyMA Ediimmitait-
tee am Coomppoteysn iMuethttveatintidsdEchtvani enditdriom-
mittee omiEEctminiSeBdperces.  The ffisst speaker was
from SilicamGrpphdss. His paiittsweree:

- Netwoidks weeesslshoarer in the passt but we weeee
only teandferrngessmill ASCILffikss.  Systemns axe{fistter
now butt weeddmrf sseannacresstdiéifficieychcbauaase of
the huge filkes (wittten etec) jinvbledd.

- TheIhteeneet has altot of good Stfff in it but the

majority of the imfumeaticonisgyokk. Like TV, the Inftor-

net could e useeliffrticomordos sdulintiniodsldadnsrgage
but the mamegyiss in entertaiimneni, so, as wiith TV, the
Internet is dedicated more to amusement tham
to education.

- World Wiidie Widh (IWAWWY jesarieicesrarty pypitlally
organized wanyeeoly. He alvonnieedthhat it is easy andt
fun to it up @ hmnﬁeppggd)bnmrgfrglﬁiﬂﬁdumdddutaborb
ous to propexly mraittamiit.

(U) The ssaconibppebbemaairdromeBe(l Labs. His
main guiits were: The infGommttionupepeighgtayais is
more thean jjussithhd dieeretet; it also comprissst¢dtpphonc
lines antbothhe caoumumicatistionediadialitable, satelliti,
etc). He mentiomed Wice Besstdoi@Soes'siarhititinddio a
virtual equivalemt of the muiéwndl highway sysétemhikis
father wasinnstanmeirthl in buildimg, but said thet there
was nonpeddofor the “toonstuoatioh” of such asyystem
since it is already ouit trercamdinmase. It grows as usens
increase. In his opimion, thecbigopporblsterwitlt hthenleter-
net is tiedt there is no one imatiagze; it is nunmimgiiself.
Furthermene, siimeeiitijsgidbhbinin scapes, there is mo gow-
erning bodly cpiiite of enforcing reguikiiiss.

(D) The ldsst speaker's points were: There are
major potentitdl commeeecihbisesdothihEnlntoxtet if secu-
rity concerms can e mesdireetd. The ability to ppost anmoryy-
mously is @mx of the probllenss. In fact, right before tiee
conference: someone postedaan item thhat stated that
Microsoft hadi baugititons thh<(@dbhi Citheich. While it
should tereebbeambbroicrthahat this wasaasppobf, many
people on tire Inttanettweeed otdd b vt inrmssd/idiosofitt
claimed whiegnitil issued anoffiicahl denial. During Hiss
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talk, the speaker asked! haow mrany pegte in the audience
had never Ieznd of or knew about puibliic-iey anyyitiggra-
phy. Unbelievably, in am audliznee of 150+ mathemyati-
cians, approximtiely 307orrassettbeerhhanids.

(U) Ingenious Eiithematiicdl Amateurs: M.
C. Escher (artist) and MaajjonicRidéize (home-
maker), Doris Schattsdinmitter(MomavaanCobdegp). A
very imeeesstivgep presemtadivnnospwitivibations of non-
mathematiiciams. Escherswwikiis of course well known
through His insoypwedteon of various types of ssymmeetyy
in his ant wankk. Schattschmeider prsseritet seorcerd lsaam-
ples firamhin snatstebokksnandi sdisevestede n clidssification
system Escher dievallymetl. Rice, a housewife from Hior-
ida, became infrorestetintifiggsififtererelidingmartciicle
by Miantiin Ghacdeer. She devaliopedi hieeroowmrc lssdifica-
tion system fforpeentaganswivivichitdlchthel phenendndas as
responsible fior discowaning sserarrd Ineswt tilinggpereniggons
which hadl mott theen iithertiffeetiprovoossiy.

(U) Synchronous Frieéliies, Steven Strogatz
(Cornell Uniiversitty). This talk was jpat of a contributed
paper session @n Chaotic [Byranidssaadd-tatal
Geometry. The spedisrddesciioddimay s pyistemshtiat
spontancouwsly syywbhooirige, and Stwoveelhaewverearcan
model this mathematically. The talk included a fascimeait-
ing vidieo aifomtt South Asienfiie¢Hesstithat flash im ssyn-
chronicity (NotithAAeniericdirefiiefies don’t do thiss)).
This ecanpte of a selifangmiiingsyystenwasnssasew to
illustrate a discussconoorthbevsysyaichronititycoacursiout
of apparent chaos.

(U) AWM Workshop. The ittt of e wookk-
shop was to giive wemenggradudeessindantsiandposidoe-
toral mathematicians an opportunity to present and
discuss .research watith other women mathematicians.
Postdoctoral womem grare2Z20rmimatetiltks, and graduate
students diigplyadposeess. The lumch tuffist weaseeppe-
cially miteeass it provided ttineetdonmetet and wissiit with
various muathemeaticiiams.

(U) AWM Panel: AWM (The Association for
Women in Mathematics): why do we need iit
now? This was allietjynmetitipgttedetdd pypgpproxi-
raately 100 jpaoplle, primarily women({addrenbabgby).
The fommet was a jpans| discussion folllowed ty saqques-
tion and amswerrpericd. The first speaker, Sylvia Boze-
man (§pptimarCaltdpege), commented thhat there have
been a latt of changes simee thhe fioumting of the AWM in
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1971. She mutsiltbhst, accordimg ttoaswmesetakeken in
1986, less tham 2% of the studientts in the mettiremreincd]
sciences are Affrican-Ammrican aanddddddihatiberésia a
lot of attrition at each educatiionrd]lkwadl. She ponted ot
that 1.7% of the mratieenaaiossPRI sogo Adriddnican-
Americans, 15% go ttoweomean, and 20% ggoteoweTrIen
who aare U.S. citizens. She Ho¢i¢sess that there is a
serious meed fformeenttosstdothdresevomeanen, and that the
AWM can jprowitteaaf dounnfdodidéssuasion of such com-
cemns. Professor Bozsmanppaimddwut the iimpottanee
of summer methppoggaamdikik ¢hthenerechk]dijointly by
Spelman antiEBypriMtawr.  Such progranmsppoviddamn
opportunity ffor women ttoeeteter into mmthenasidss, as
well as an excellent networkimg opportunity. She
believes that the AWM provides athatl}ymeeddddpppor-
tunity for minority womem to belong to a

proactive orgamization.

(U) Ruth Williams (Uminarsiyy of California at Sam
Diego) was the nmext panel speaker. She dlisoussedha
Women in Probability Corfteeancevhiliichy 1H il
October 1994 antiwhhibisixher gmgemited
served aas a qpawd| speaker at this conferemce). She’
pointed @ut that a lot of young wamwen, both gmﬂmee
students and jumior Eaailyy, filled out the liist of approwd-
mately 60 atttemdises. This mmﬂbﬂaunewwﬂéanbpppbf-
tunity for mettwaniking, allowing peaplettoggenddidcenn
subjects sucthaabibiximig gctemere. Women iim gﬂtieahl
need to be more adiive dtaotteraness sseviipgasppeak-
ers and ongamizing speidlssssoons. Professor Williizams
added that research institutes (e.g. Institute for
Advanced Stuiy) zreggoddpflacesdo wisitarhyliy imole’s
career, but such things as e absence of child cam sttandl
in the way of making this a viable ‘,:‘éltemative
il ormen - - L;E L. 86-3¢

(U) During the questiom-amt}ansveerpeii ibsevehl
interesting points were made. talked

briefly athoutt the WiomeminnViththeataticSySympiasium
(WiMS) which weas held @it NSA in November 1993.
She noted tihat tthe coorffeceneewaa hiblel ddioththel titrstistic
reason it the Agemoy weascenremtdbabout how fiew
women are pursuing matheneissasacareer,anad fotthke
more selfish xeasom tthat the Agemoyissconneesnddiaboit
a ffutwee absence of women nmtthemtticians in thiesir
applicant pool. She motaditbhat one of the suggresitons
from ttieeconfifiereoee, to meddcetitheercuitiitinigtditenature
more informative fior an audience of women mathemii-
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~ des, had eemimpilemattddnin anoneapagedatdkmdum
' which waas available aat NSA’s raecniitigghdodth. Dr.

Fotedhoted how impontant jitweasféortith Wi Sattand-
ees to keep wsing tHrensewwodrkhitat this comferemeeccoze-
ated. To that end, she aameomoedd XVIWiSASunéamion

which would the HeditWeedieeddgyn bt drapipbisided

that all were weloomrettoast¢end iimmddiatel Yoldbhoimmng
her remarks, another waomvan ggutugpaakimnsistddhhathhe
purpose of the AWM is for wameenttothanid oggtithe nadd
not work for places like INS9).

(U) Ruth WillizansmeeattiorddihéNSSAVomen in
Mathematics Symposiumwhidbisshhdddiwteleded. She
specifically mentioned ttie Proceedings that came outt of
that conference. She ffedistithat it is wenyimppotdant to
document comfemenmssinthidSfdsino totesassarh ¢ e diest
networking and disseminetiion of material.

(U) e-MATH on ttree\Wéoldd/Wilid é\V\aleb (AMS
presentation). Currently, the Jamuanry 19%5 AMS Notices
are availablle edbectomdadilfyand dswoprevevicuokohemes
back to 1992 will be @miire. By 1996, it wiilltpeppossi-
ble to lawe an e-mail subscription of the Netices of the
AMS amtithhe Bulletin. The wpganzzatoonwiill be thee
same as fforthhchhatdopp ynahthe o wover of the Notices
will even be scanned in full color (the cover has
changed @ of Janvary ID¥35anddsisonlongegen aglyugly
shade of beige). A preyuintt service iis awalldidevidaithe
AMS home page, and egeanfif an asblor has used
another ftp service, iitilsgpossiiddetcoreggiriepothth A KIBIS
service so it a limk willl be prowidisd ttothhe tidreseser-
vice. Thellist of availability isai(t very llapggeyset, but
eventually, abstracts willl e aneaiidBbeaznd it will be pos-
sible to search ffor on-line atiidéssbppuahohor, subject,
issue, etc.

(U) Teaching Linear Migdbeawiibhl¢ehhobl-
ogy: Its Impact, David Hiill et DaxddZZfitactil { Tdam-
ple University). Hill and ZZisaethli gave a talk aamd
demonstration of the ILinmarAdgbbras @osesthé¢heyahmve
been teaching at Templle simeethieenmdd@®d's. The comrse
consists of 3 hours of classroom imstmuctinom plissahloon 02
hours of lab perweekk, where ttiwgyumsedVMALRRE.2.2.
The lab experiments are unidierttteeasoritodl of the student,
who suppiissthheénmput and titeeldggic, with MISTIRARB
doing the arithmetiic amt gzryphliigg hhezgonmiir siggfifi-
cance of the results. The studient iis cereounzged domwrrk
by hand on the profhllemaitffisst (for example, doing row
operations iim tieessbititiowidfi sindtitanessnbareaquegua-
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tions) and tiem mmthbepprogrmwhibiclods¢hethensame,
and a second pregram whiothgramhh stheppsisstsgep of the
algorithm. The studbantt is @l reequricddotoxgtpbaim in
writing tihe sseeratiofforesakhsyststam of equations (i,
whether the sysitamiscoosssstentt, has a umigue slittoon,
infinitely many solutions, etc.). For farther undimstant-
ing, the student can run rrefmovie, which runs a “mowic”
of the changes which take place as the

algorithm progresses.

(U) Such technology obviouslly Hss ttee pettartidteo
make Linear Allgsthra moreumbdesstamkibide. The spealk-
ers emphasized, however, that- technology does not
make bad teadhimg guudl, but that it dloes nmddectteabhngg
more divlllemging, because e iimstretoormsst adapt to
changing ttaxthmul legyy aaich lsadegetpt the ttedimaluggy too
his own situation. o

(U) NSA WIMS reunion. The remniom of partici-
pants of the Wowamtar 1993 Women iinMvihitentatics
Symposium waaswebll attended wiithappposkimetblp G0
external people. It was an excellent opportumity to nmin-
gle wiith ovhkee mmatithemmi tician ¢nfareand ndomenjen) in a
relaxed, less overwhelming atmogptere. This providisd
a miczoppponsnitifyfofor us toaddeentisowsedvbses. We
found tHaat the WiNSSPRyoeediliggs and theeonnpampe
addendum developed by WiMS for our reamiifing liitra-
ture were popular items at this get-together. The success
of this function cam be largely attributed to the unssd High
enthusiasm of many Agemcy comfifecancatittedelees. A
showing by of a lot of NSA mathematiciams, imdhudiinga
lot of young women, went a long way ttovaardsshioowingg
that NSA its am afffimei et fomeemppdypemwititha datage
community of women mathematicizns wiioth it is eager
to retain. Leslie Gruis strongly recommends tihvtt @ siimit-
lar fismatimmbeehdkeld at the Jointt Math Misstiingsaggain
next year. Such social occasions give a relkaxed] weay ffor
academic womemn mtiengticiEns ttomaamaannthhéi coon-
tacts with the Agency, and serve to maintain the netwaonk
which was established by WiMS.

(U) NSA Ihftomvettton BBotttarmheimgrigytoy-
ment regislry. Working the NSAimffonmatarbbotdth
was ane of the most imteresting anttivitéss. We met lots
of academic maahieemaiccianss, professors and grathwdte
students, who wamted! iinffommrion anygbopppdnuiticies,
and talked to quite a number of women about opportumi-
ties at the Agemcy. It was fairly bussy, with most ques-
tions pertaining to employment and to summer
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programs. One Agmmgyrappreseatativéeficlt that there
was not adequate infformastonn to distribute akdwont the

summer programs available heeee at the Agemcy—tibe
Director’s SunmeerPPoggram, the Z2 SummeerHPoggaam,
or the Z5 Summer Program. Many instructors cametyy
the bootth ltmdkivggfdor information om ssummeercampipy-
ment at the Agency amd] we Hrtimomeettogiiecthleem.

Conclusions

(U) The 1995 Iwiitt Mathematics Meetings pro-
vided amesxectidant opportunity ffor Megenyymatittenatati-
cians to develop and maintain contacts with
mathematics amdi mmtipermaiiciansomnthkeootskide. These
contacts came imawareety of settings: through tecmicd]
talks, panel discossions, and imfomny| mxtwotliitpzeeenss
such as tihe WIS Reuiomn. The large mumibar of NSA
people semt to tihe NWbestingss, and in patiiniiarthheigigh
proportion of NSA women attemdiing;, spoke well for tthe
Agency. It shows that NSA iis commiittel to taking am

.active molkeiintheenméthomttics commuitjty. It is impor-

tant to make omrselives ssanaanid to let people know thwt
~ a wiidle vearieyy of good meatirmutissaand ppmantuinitses
. exist at the Agemcy.

(U) Considering tihe diversity off ewentts at the Joint
Meetings, it is hoped tixat NSA willl be able to fund a
comparable number of attendees for the 1996 Jointt
Meetings. So many things wentt @mssimlitareeoss)ytbhat
it was wapyddifigoidt for the attemtizes to coyer every-
thing. The WiMS Reunion was a good first step towards
getting more Agency attuntisssatiied}yimvedbeed nrthiss
conference. It is hoped that NSA atemdizes wiill ireaibibe
to maintain a higher profiile at this confaxsmee et typear,
perhaps tiwongh ggivigpt¢ebnniah] talks, organizing spe-
cial sessions, or serving on panel discussions. Only
through autiieiinublesraent and [patiijpaiionwilill the
U.S. mathematics cammmuriity conme to recognize INSBA
as a prestigious place witth wihicth to the zssocitad.

This artidlevwas eoddensédrfrom wipripreport byl ]

‘ﬁlloyce Keller|

PIL. 86-3%
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SIGINT Blesjpass

Despite tiheblesst efforts of the 1$-180 canti1$52290
instructors, some of our predluct reports contain meall
howlers. The most conmman ceaeagory, of course, is the
homonym, or What Spell-checkers Don't Catch:

“The Scardtany aniwetinallceeddel’” Who manu-
factures thisaarccadf?? And dioes threodfficid] in the fdl-
lowing example wse oms?

“Foreigm NMinsster Leary of International Disap-
provall™—wee didn’t know thrnewaas an Irish Cabiimet-
level post devoted to intemyationel] disgpyponad].

“The ambassador to thke Holy Sea™ldet’s see,
would this sea e e Dead Sea, wrttieeGees tSohl { hike?

“Zendiia weaveessonseseeret ballot”-wawertring on
whether to waitve ssamoy, petimps.

“The jjourmdisst, a known cmffitbatt of the diepant-
ment head™—eoofifidant of his access, no doubt.

And we thave [lostaommtt of the number of attempts
to “difffmse” explxince sittutooms((eeyyetffetivee, spread-
ing thoseespplosiesisitantionararould) or to "iflileit’a a
response. Likewise those entities that find themselves in
dire stirsiigitts. (We applaud the ffeditisii¢cltéiat actually
issued a change conrectiing @ negpont cumttd inipgtHissoore) )

It’s mott jjusstppocuctreppotts:  remember tihe pposter
for Law[Daypprokdamnipghtitat a distimgmisthed wisioris's
talk woulldl “Ssgbit” ffamonseonrt cases? (This ome weas
followed thyaanmemdsisitpigtkenggsles.)  Or the ssadff
memo that referred throughout to the country of
“Cypress”? ((Wilaghhatwhberdhbdrrepeplsle in “Lord of
the Rings” came fixomi?)

Vacancy announcements are not
immune: “This opportunity is taylor
made ffor iintedll ppemecaanhygsts.” Who is
this person Thaptor, and dimesskhenakake
other opportumities?

We have seen Zagreth diesartivelizastbive (eetitint Coppital
(creatine, FYI, is a hydiracativon)andaactfernneedd thhe
cryptozoite commuriity”((pobhbbyyaavecyy smHl toommwu-
nity, given the size of your average anypitoauiits).

Malapropisms arcaanohkecamtegory: “This wanitl
allow the bamik tio nexypertel it dossss.”

Then there’s the Almost But Not Quite Right
Word: “The mumiber of wounded was unaccountable”—
we camsseethbesd N bsbseevescsechticly tigethbiralisads;
there’s jjugt no accounting ffor somxe tthimpgs.

“Techniciams awarded féor good waokk”—ea novel
approach; what would ypouddovidhithtechtedainiciam you
were awandisd]?

“UN observation fpost overtakem tyy rebels™-thithe
post was hemdiimgssouhiwess vivbie ththee bebetsicghght up
with it.

This caregony reemmidsuss of Mark Twain®s dlittum
that “the ddiffecancddetseacthethightight word aaxidththe
almost right word issthhelifli¢fercredecbetercéigightging

and lightning bug.”

Slipshod coutinggaadighaptisigng, and aither careless
editing, results im sswthggemsadtithgogememmment, frus-
trated tyyadaldck of failure ttopposseutit¢htheasase. ot or
“please caaneHHtitionthihis report.” Grammar-checkers

are not yet sopthisiicateticeromgdhtcocantbithhese.

Nor will they catch such startling titles as
“Boutros-Giivli To Be Adiviissdl NWNot To Request Troops
To Take Safe Hiawem Hirom THeeUNNSSecritity Commciil™—
It must have come assaaskhokkdshtheefefegsds tealeatize
they weepebbrighdidlgriprisenéry bhye the
UN Seouitty Caumi].

Thanks to all the eagle-eyed
readers who passal] onttheseeaampplss
of What To Watch Out For. Contribu-
tions to affbllovwesmpobalumnilvill be

efully accepiadl!
Too great dependence on spell- k grat )
checkers lkaiisttaantibessomee of puz- V-
zlement: hitting the "ttt kkgywitith- . 3 “
out looking @t the swugsestad ccoreetioon.  patriotic Liz does herpatt
FOR-OFFIEIALUSE-ONLEY-
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For the Presidlanttss Eyes Only
By Christopherudeew. NY: Hagpe(Odllins, 1995.

Revieweby Bill Maltee PO54

(U) At the nisdk offssteitipghthebobeisns, an wmdier-
standing off Ameideariniatbidigeecer(or foreign pudligy)
requires an understanding of AAmeeicoaniddeblsmhdatal-
ues. While the same cailtiteessaddob06emmawof firan-
sylvanian intelligence, a particular emplirasis im tHeeUUSS.
on public adikeremce to high standtaxtls of morality (@r
moralism), openness, and legaliity powiitte cacoattzx fdor
intelligence qparimmsunhlikehtitat faced by any atiwer
great power. This camies @werr csseeniiothkessostitipyo Hf
intelligence, where the questimmastleedissimordikidgly to
be “Was iit legal?” tthan"PliMidt it work?” One aorsse-
quence of this is that American osamersorsstuldants of
intelligence, academic @rjqonmkibistic, who amegpt the
necessity of intelligence must often spend a great dieall of
effort professing tHaat they do so wihitecoonowerdhyly
believing in democracy, human rights, and other
American ideals.

(U) Perhaps thecauscthhynasebd
not be concemned @outt rmmmitpgad6on |
of such ideals, British historians
appear to have anaddsatuggéenithethe
developihg littentiee of intelligence.
An inclination to accept as a necessity
of state and amnahabithity to at least
understand the context im wiicth imtd}-
ligence must take place iinthiiscconn- s
try seem to come together in the

works of such historians as John

Ranelagh and (@GhiistppherAAdidrew. Some wemrsaggo,
Ranelagh’s The Agemcy: The Rise mntilIebiline of the
CIA provided a critical butt symypattirtiicllwikatTBAaand
American intelligence iin grarerd]. In concluding bt im
moments of “achievement as well as condemnation,”
CIA mirrored the efforts of the “most decent of the great
powers . . . the emethhat even imititslakdsist passages
practiced most consistently the virtue of hope,”
Ranelagh struck mbbidancdtitat many Ammicancertitiss
would find difficult to achieve.

Bully for imkeilligenee

(U) Christopher Andrew's For the President’s Eyes
Only establishes an equally baddaceddvievew. In this
account, American iintdliggemeeiis anmiordrobloth of the
fluctuations in Ammmnieasds role imwwdrddifaffeirs in thee
20th canttunyaadd in the ewalltimn of American puitiic
ideals this century s indlucsdt. Even more particwibaly,
and extendimgbbhakk to the begimmings of the Reypuihiic,
the history of American imttliggence, Andrew makkss
clear, is inextricably linked with the history of
its presidency.

(U) For most off this commityysshikisiory, intelligence
enjoyed ameseandewerunmgnahetheldedder of national
interest than diid edftteerthirenmmiilitay yodigiploatiat ikooom-
ponents of what we wonlttlinimecenent times come téo
describe as the national security estaibliighmentt. George
Washington umttesstonlithhe abatue of intelligence, but
few of his sucoessons diloomaeddddoto. The good ffor-
tune of this natiom wes thet fiew of them
needed to know mucth mmnee akivou tomlili-
tary or diiplomvatic dffaissHe¢tveean] 8835
and 1914.

(U) By the 20th century, of course,
the world had chamgedl, wiith predimttile
results zmmssakll three comporenss of
the nwitond] security appparatss. The-
odore Roosewalt broke e modddinhibis
interest in iimwdlifgewee, but that was @
typical TR reestidon to virtually aagy-
thing. In imtelligence as in muwch edise,
Roosevelt was a harbimger of change.

(U) Presidenitiall interest in intelligemce firom 19477
through 94Drafiflerts the wiiltessvnpgsnipresekidential
and public atittutiesttovaaddinttenatitionhl affairs inm gan-
eral. The First World War brought am explosion of intel-
ligence capability (and in cryptology brought to
prominence both YWartlbeyandd Friedman); the 1920s
brought the illisiom izt “normalcy,” as defined by Vic-
torian and Edwardian standards, could be restored.
After 194, of course, U.S. presence as a would pmovesr
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stap—e a permanent pant of our mational life, a develop-
=3 Andrew traces wilih greait Slill.

(U} This should not suggesit that afier 1940, 2l weas
linear and [prgresssiee, and Hegecppdripgpshehequipaire-
ments of the sumeyyfdom(i.e., so much ditre, so fiow
pages) lead the author to understate slightly the
centrality of the pariod] 1994651 998(haa acosasmiswndnd
difficult redirection of that policy.

(U) Andrew dissoiitessPPeesidont Trumansusse of
intelligence in fairly positive terms-thisis, after all,
being the Presidienil whmaeaieelithiee(@Cantah Idnetligganee
Agency, the National Security Qomeid], the Watibnal

~ Security Agemry, and the (mmone: @l bess )umifeedlIdppatrt-
ment of Defense, much of the Kesyinsstenmatdtiton of
postwar. American imétliggence. Andrew nmghltt have
focused athit more om thwexttasnddinayviraasiformaEoion

of this presidkntt, whose eallynmotto of “ecomomy cant .

efficiency” wassnwét far remmometi fform an earlier tiime3s
concept of “normallcy.”

(U) Though Tirmmzansviesw of the world Hred tupen
influenced by the First and Secomd World Wars, it took a
remarkable (and still conmemessid))seties of actions and
reactions ftor this small-town-bred, Midwestern ppessi-
dent and Wi lapedlyERastenppsiciainndadsisots twron-
vinee the Ammerécanppoopddiihat they had enteretimooaa
period of virtual war mo llessddaggeomsghhanhthectontal
war they had justt wam. In the end, Wilsonian optimism,
embodying tihe weswilihat American imwallvemeait in the
military and political crises of Europe and Asia could be
episodic and conclusive, had failledl. The cold, dark real-
ity of the late: 13swassthhst a permament struggle was
under way, with mo assuramae it would end im & wantlim
which democracy cowlld sunviiva, [bstal foreebsemagidessdte.

(U) Tihe nemdindéar of Andrews” work iis arrestdcee-
ment of the dramm thwt followed. What makes thiis an
especially valuable restatement is the author ssusesssiin
noting theddggaee to which intetll ggeneercidficierd dhehe
interests and wiiems of the presidients wiho ffolltowest TFos-
man. From thesstuettueddniniddrxhdxésnspedaxpsiperi-
ence of Eisenhower, through the romanticism of
Kennedy, and theppoovinédd] insecurity of Johnson, as
through tHeppesiddomsvidhfoliomded, the rdiifshifp
between pecsdbmssand dhthinthlicdipenestasttbhiigtment
(especially tieIM) remained nammRatHly seanifitvedato
personality. It may be an exaggeration, but one suspecits
that throughout the Cold War ena, especially in the pre-
Nixon period, intelligence remaimed remvanikablly penson-
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alized im iits syt ttothieeppeeiddant, with a relatiive Lk
of institutionallizafiom. .

(U) Before tirergedder scoffs, note tﬂﬁekkywmtdrd'

“rellafiive:” Below tiresguifacseseenyihetheeprisitients,
institutiomalizaiiion teakkppiace bbdbweeitimohissstnialoi-
gence conysoesissssbbodidiattedooatabet elegapananents
and wiidhiin tHeeTBA.  Andl iin ffatt, one of the comestlives
of the Watengalie avaaaddbbyonddvama acrdimimsedtefiort
1o biriing it gpmeeci i@ prdatemsnititiciahal and regu-
latory conformity with the rest of
American gawamment..

(U) This brimgs Anddesvis sstdidyata alobosengrnidiche
rest of us tothieeppessant question: as wecopeewitilihihe
still-being-diffimed pposCOlsldWW¥ar world, what intelli-
gence stimutureeandd-apgaiiticied adseh Nentfodi StaSrates
need? In a warld imwhikbicldsstdotatititimnsosietietics
have (with adefewenedandangiesous exceptions) disap-
peared and CNNaadd Internet have provided open
sourees withagcesssnddosregegenimigugiblsbbakyrly a

few yensaggo, do we npeel] an apparatus et iiniissveeyy.

secrecy muesstapwntdhthedgdge of what the Ammticun
polity can tolkmaie?

(U) The greodi nesvssi $sbhaneithhe thh ppbiitnanitits
values are fitezamimtiiee. As we emtien a genid] of trans-
formatiom, it may teeraesmsunggothedeep in mind thast
three times im thiis century—in 1917 (with an assist from
the Gernmam Nawyw), in 1941 (wiith amassdisfromttiee) dpp-
anese Nawy), and in 19U77IDMB((vwiblaamsssistrironthihe
Red Army)-prpsidedents have ashed thieeAdmeidaan peoe
ple to take on the respomsiiniliiies of a challenging worlldl.
And eadh tinre an American natimmmadarmggwitdttesppe -
rience lrsresppndddd.  Whatever theddiffiniticssdairigg
the United Stiaies as it movessttotheenest nonlildenniwm fhhe
1970-someifhing cemmesit of a European-taoin awatiami-
cian thatt e Uhiitdd Staesswoulddbbe' thb difistooninyryao’
go ffomradadolesoerce to midddde age witbloont passing
adulthood” seamms thwmmghtifywreoghhedddd.

(U) Taking aldepp of extrapolation, Andrew Hass
written a wsefful tewt fiartieeerra of retooling of the Amer-
ican imielligenee appparatss, one that suggests this coum-
try willl ultimately get teeltiad of intelligence sysien iif,
as expressed thiomghlitits presidents, wants. With iits
focus amthizerekitioskinpbdseteareprevskidenmadnleiheir
intelligence tealks, Andrew ssndiytaaetivionehheoorthhe
relationship between intelligence and the Congress.
This mey Heethhebbokls’ grgataselfiaw, for at some poiimt:
American inttdliggnmectivecnmed desshvad il hihprogop-
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erty of theFPesiddent and mone dffaaessonneshsdrered by
and controlled by the legislative amdl exaouiive bnanattess.
And tiieeféovas of this studlycovlddoiot encompass thiss
shift. Andrew Husesrnminddvinidgeiniolicttpencaran
function legallly and etiksdllyimeaconsstivtisoabddemoe-
racy; for the maost pantt, he believes iit s dioesso. How
it functions in a demooregy whiteecththPierediidin Byeyes
are moft the @y apesstiihat count is aminmpporant issue
future historians will meed to address.

(U) That said, this is a remarkalbik: andiprvassiiiee
study, one thait raises ahlosst of inthnesdiireqyestivontsis
author shoulldl astesnppt to anmmearinsodegiernt works.
Any autthor whio cnsdhaéss, for examplis, that “The Kegy
to the main U.S. intelligence: faillues and] sieccsssssisstdo
be found as frequently iin tite@d! Office as in the per-
formance offthhaniieidifigeercegapeiriesionlchitd wellwell
advised to. consider that a theme for exploratiom.
Blurred Wiiinss would naakke a wemolderfill title, with
chapters on “For Myopic %@ﬂl&”’(%ﬁywﬁﬂggﬁi),
“In theeEigeoitheiBeBeldekicithe Srevisoviet brigade iim
‘Cuba), and “Tunnel Vision” (Vietnam, of course, though
“End of the Tunnel Vision™ would be maee peaiies).

(U) Larger issues aside, the boolk contiiis wandier-
ful tidbits. That Yardley flouwnd W¥idenm argpiptofigic
naif fits into the larger comiext off tHitsppessddon’Scomeer.
Andrew’s diiscusstion of the Pearl Harbor conspiracy e~
orists should be yet another dzcisive sagp in putting paid
to that silly bussimsss, though, virtually Hyydelifiisition,
conspiracy themtésceanobt be lwill to rest. He thoadss
Roberta W@llktesteer's groundbreaking analyyricdelacice
of “signals” versniss “noise™ in evaluating inicdligeasce
failure witih appprgpridecddéfience, while meiting thiaat it
hardly fits the exanit she was nosipoviirge(PRasll Harbor),
but would do nicely for amespiinziiton of the failure to
warn of the Tet offensive.

(U) Revisionist historians of the 1970s and thereaf-
ter will find Andrew's dligpassimante, reasoned amllysis
of the “Red Seane” of the 1940s amdl IDFHEBsddigyudeigg.
Yes, Joseph Mi@antthyy andcd didrers xptpicidadieahssissue,
and Andrew raises the frightening prespsetts affttise ddana-
age McCarthy could lawe divreewrihinlil] the facts ait his
disposal. There was, however, an active-aggresssvlyly
so-SBwidtt espionage effort im the 19405, andititeeffamit -
iar cast of characters whwtheomstiesonthrbrgipthelreir
defenders hawe: ppasesseddththicimimeenaecmagdatate 1o
face tthe readliyyraesateldd in the mamoddsobBSGaeiet and
American archives. In the end, Aliger HHissddesseedbbet-
ter and Hadibbigerer teeth (Gaddnervhatias at least one
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endowed dirdirnranesd in his homor at an American el
lege), but Whittaker Chamnibans tl il thee taith.

(U) One discussiom trtsiiemlddisereaddiboaoghhily
by those entrasted with diesigniirgrtte HGINTsypseem of
the fature is that of the period betwaam 1945 anmdithreare-
ation o NBW.  If two anypsnlngstcaggsaids svarersudiitt-
cient to muddle tHessiitatation in December 1941, we
requirred fiour to accomplisth am eqpialbnitmesss in 1950,
with thigeinnasicion of Korea. Without being diddatiéc
about iit, Andrew is clear iimssiggesstingothhat intelligence
is not an activity that cam, especiallly iih aim agee of instant
commmumication, toleraie lack of coordination
and purpose.

(U) The mustiss of this study makicesaomme of  its
errors off fiwdt and judgmenitalll the moie annmyyingg. By
common eonsatt, SIGINT isussed in back-formaition 1o
cover ativiliies tHedtteoddpfdecevhdie” OMUNTTS Ectctu-
ally the more appiopiiaite term, but to extend tive temm to
Civil War codebreaking iis aitrmusth. Tt may be under-
standable trit a Brjidhsebidect would dhikkCOoapees-
sional Country ClubiisiniViviiginia, but wihy should a
credible aaiblesr (British yeet)) use BestditoyPRirkonot
only as a place of WantiiWear 11 eryptologic epmediins
but as tire mame off the Bitishhceyppblaiiaggeac pbththe
time? His stating as a fact that the Natinadl Iviedl ggacee
Council has moved firom CTRAHdeddyanrrysafddasthilis
aceess to a document thatt addressed the intenit to make
that change, but not later dlocummnitstheatwoulddifdorm
him it never happened.

(U) Early in the book, Andrew naiges George
Washington’s iilpjuntioonthittat intelligenee ijsnaecessary
and must remain seurit. Juxtaposed to that is Andiew's
obvious and professiomal desire to lifi the veil -of
secrecy. “When NBW(fililes for the @diliWar period
finally, become available semeettimeedduinig ghthevengyity -
first céntury,” he concludes, “they a caitaiin o ganaaite
thousands of doctoral dissettatiionss amdl sumeci mecestiigg
reassessments of Ametican et gmpsdivoy.”

- (U) Clearly, there ancthhssevihviovillill be wismni
fortable wiith wiat Antirowhiaassrealdddn ihisiyelolmme.
Some vespyinimeesnggocsdenwdsds, along wifthdidisuss-
sions of sources and suwecessas, fill the book's discussion
of SIGINT sapport to recent Amesicam pessiliedss. Is it
possible there may be a cosit o sigthdl radssuess?

(U) Possible. But cost amallysiis allote prroessnasth-
ing, The amamlll impression of SIGINT reesidess are
fikely to derive from dhistooddisclehmanshdimiphgile: for
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every [presiidizntt since IFiraridiimRRooseetlt, SIGINT Hxas
been an instrumental source of iiffonmmaiton. It is a core
capability of tithe iinttd 1 preweeconnppanant of the national
security apparatus. On a cost/benefit basis, especiilly at
a tiime offifnddmeesdal national review affintttiigeonee
and security iissiees, an intelligent, balanced studly by a
fair-minded scholar lifie Prroffessor Amblesweeneegges as a
positive and tinmelly coomtritidontdoppbbitididmmsisionfof
an important issue.

Chinese Titél ations.
by Nicholas Eftimiades. Naval InstifuteHress, 1994.
7 PIL. 86-3%

Revimfwa@drﬂ _ |

(U) T Heemkkid ssmamnuswsibllyahadbbbbe wisittnibu-
tion to the littaratueoarChibisespopolitiend ithiGirnaese
intelligence operations. It stands apart ffirom mosst @ff thre
scarce lliteritureconnhthearsentieptopic.  Drawing anhtss
expertise as accomt¢enntHiignneamlybyst and lomgtime
study of Chimeseadfiaiss, Eftimiades clemfly reveeddstithe
structure, objectives, amdl mttimdldlgy of Chinese intel-
ligence operations, and how iy fit into the comdmt of
Chinese internal afffairs amntifforeggnppdiiyy. The goal off
this book, as the autthorsstatesihisisnindrbduiction, is to
identify Chinmssnatitionlal intelligence stmettreg, objec-
tives, and colllsdtiiom oppeztsithons, focusing piimemiilyonn
human-source intelligemee (HUNINNI))oppeastomss. This
book allso pproviltssssomédesieninfarataticababout Chi-
na’s analytic aommmmity by identifying tHeeretdesinahd
organization of major diepantiments amd agpendess.

(U) In order to achieve his goal, Eftimiades divides
his book imto four megjoippatds. It begins with zmiirtre-
duction, focusing conCGinala’s use of intelligence, the
framework ffor anadlysis, and China'sinfformuatoonobiiee-
tives. Part Two basicallly aalitesssssththstsinsetarendnd
domestic and foreign operaioms of the Ministry of State
Security (MI$B). Part Three disnussssCBhina’snintbiHi-
gence community, mainly providiinginféormateombbott
the Military Imtellligemze [Repattneen ( KMID) of the Peo-
ple’s Liberation Amyyss (PLA) General Staff Departt-
ment (GSD), and China’s secondary intelligence
organizations, such as i Gureerd |HRdiitéakl Department
(GPD), and the New ChiireaNNowvssAegenyy. Part Four is
the condlusion, summing up the authwisoldsgentation
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(U) In theory and pprattiiee all intelligence atiwii-
ties, whether opem @rctiandsstine, are directed adt either
satisfying information requiiemmtts @raoecttjyaddunnc-
ing matiiomd| objectives. In ttits regard, Eftimiades is
correct in believing ttieinfidomaanomigbptoteses of the
Chinese leadership difffer significantly ffromththszse of
global powers thecause of its wmique sstratgiicppbiitidal
and mmillitany comeeenss.  In mmilitany teernssthh P Rgiple’s
Republic of China (PRC) is strictly areggoondl power.
For mmiflitzny imédliggeneeppippsses, the PIRC diieettsitits
resources tioweand! iddeniffyigepptaetitihl regional threats:
the Commonwedith of Independent States, India, Viet-
nam, Muslim states north of Xinjiang, the United Staties,
Japan, South Korea, and Taiwan. Eftimiades also
believes that the PRC has less of an interest in the global
political-military emvirommantt than nations wiithweotdd-
wide military commitments. Accordingly, the PRC con-
tinues twfboans its imelligence cobldetmwamactivigsesnon
issues that more directly adffect its internal stability,
regional security, and technological and economic
development. However, since the falll of 1989 and @@
result of global condemnation aff China’s Tiananmen
massacre, Chinese intelligence ajppanatuss arecheggnrtdo
focus @m thieesppedifictstregththanand caleakssesses of the
United Statss, targeting whiwat the liimsse leadership
perceive as the Witedl Sfases’ “campaign of peaceful
evolution.” Consequently, the mew imfformstdonobfzec-
tives tiarget the positions conUSSCGhiaaetelativnsdadvo-
cated by American institutions such as executiie thramth
agencies and memibenrs aff Corggesss.  And, overall, Chi-
nese intelligence activities suppont its policy imteresitsthyy
acquiring dual-wse ffordignthgghtéebhobdggy, identifying
and influencing ffowign ppdligyttrdds, such astbidateahl
policy and trade issues, and monitoring dissident

Chinese iintdliggencaattivities
supportt iissypaiivyinrterdasth by
acquining dudlwsdforegghigigh
technollogy, identifyingamil
influencimg ffreiggrypbiisyiredds, ||
such as Wilatard ppbliv yddrtrtede
issues, and momittorirgddssaident i
groups, especialllytthose

about the aurrett capability aandovswedall efficiency of adYOC@@dknwwmyﬂadd

China’s intd]l prencesseridees, and jprowidlinghhisyiciews Taiwan indepeniteree

on the prospects of its future threat agaimsit tthe Wiest. P T R T
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groups, .especially tHssethhat advocate disnmagragyantd
Taiwan independence.

(D) 1t is logical tihatt tHisHeedkddsootssumobh of its
attention on the MSS and the MID, amd to a lesser extent
on tthesseccibid deseciohdpintéhigligenoegangzativnakons,
since IEifimiaties’ study mesmictsiissélfoohl Yot Clithenese
HDMINT eéfforts. The MSS is China’s preeminent
civilian HUMINT cobidettiomgagency; and the MID,
which is also Kmowaaghth§ eSecohDePaparement of e
GSD, is China’s szwontiHepgsstapganiastooni avediedd in
HDMINT wallbeticon. It is iim ittscaacéiit] and relktivelly
detailed coverage andl diisessstonad fthiesseorgganiasionn’s’
structure, foreign amdl dlomessitcoppenstions in Parts Two
and Thxeethhat this ook rmikesaajocountribidion to
the understandiing of China’s HIDIMIINT eyperaiions. The
information on China’s agent recruitment methods,
training, and deployment is fresh and" unique, and
should tbe ppatticidalyyussiful to the coomttermedliggenee
spe€indiists and interestimg to all intelligence amallysts in
the Chima fiield. Much of this valuable imffommzfion wes
derived firom wed Hiplameedinteyidew svieiti Stiouece no.
1” and "Souncemp. 2,” and iits wantth inttraysthivessepifti-
cance affiimeerveewss, if comdinctied coacffillyy, as a wseful
tool for extractimg wniguee i Hrart ¢te gpetinfbormaatoon.

(D) Eftimiades has sucoeediad iin adbiteviing Hiis gl
for this book. By putting his imfiormztiiom in the context
of Chiinese Hhistoyyanddrprictice of espionage, and cur-
rent informatiiom reguiiremeeTitsi nssppporio6 stateppbiliyy,
Eftimiades has provided aaxcoomplehenstypigintund of
both tihe ,constancy aindl otizarpgssiiCEhiaa snintidigence
services amnﬂ(mmmtmms Histimmdk enhances his poffes-
sional readers’ understanding of the topic and semsitizes
their appreciation of the pessenit and fitunecbhidagge
posed by the Chimese iinttdlipgareesseyviess. Apart from
his knowledge gaimed fixoum mrmy weears off cardf [ stutly-
ing aantobdiseriving Hitipa, Eftimiades” expertise ass a
counterintelligemce analyst has enabled bhimtotgaigain
valuable imfommeatiion firom vaarpossodddaandrems sonress,
including imeemiteveswitit iCIGhenesdipdiptomsats, military
and civilian intelligence officers, and secret agents.
While he faitihfinlly stils to the framework amd tiive gl
hé sets ffor this thowk, he doessmot let himself hopped
down by excessive and efftenccuttaald dry discussions of
the structure of Chinese intelligence organizations.
And, throughout his book, Eftimiades is mindful of the
fact that the structine, eqpserdiions, and methodologies of
Chinese intelligemce samitcesredtiettcoureentinntHiiganee
requirements léoveeldb yhth€hithinestofiammunist Party

Ry SECRER UM HHRA

In sppiite of their indffidéenyy,
Chinalsiintéliggene sesorvesesiwill
become muoresspphisticettdithehfefutare
and will bewndffetzdd byVlstern
intellliggenee and securigypracigees
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and its leadiershigp, and that they wonlld atrarpgeimaacoot-
dance with new requiikementts.

7
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SIGINT Gilnssaxy

More Cmmmmmubnammwsm Thilica:
The Chum Witinestl | .

" EOL. 4. (0)
bﬂ" . -..’\\I . . .

Thanks tootbecOBateribfaCypimibgliedistlistdoy ;ﬁermissio'rsmpdnmﬂmamﬁiselmméranymwo@fqmdag@ Alman,3c

1\3

(D) Many analysts att NS tace ffomtimemuivss of
the Climn Wheel (and ClhntBImc‘d) and the Ganftarffor
Cryptologlc Hiistory wauilillikee to hear your Chun story.
Send your recolllectiioms eﬂigmtttﬁﬁe\Wiwé‘lSsmrgmscmnmse
to dalutttH@e3cemsa.

PIL. 86-3%

55




POCID: 4012mBK5

CRYPTOLOG
Sunnimiesy 138

BadiitoiahPPiticy:

(U) Technmical articles are ppeffemaddvever nom-techmical, classified oveer
unclassiffied, sontter @arrlinrgger,, Enmpiasis sthowl tteeomni inppeoigegN$SEseehh-
nical performancs; articles shienddddaimiedet at explaining onessdiduipiphme to

_those anttsildeitt. Readers areaddscniniétddotcontmbribatorfsmémumoeportoatsdand
reviews of books, antiidles, seffiware, and herdiwans: tratgeettan to owr missions; ar
to any of ouwr dikscfpiiess. Humor iswebioome, too. Submissions mmy Heeppbb-
lished amomynysusiy, bt teidbatityy of the audhor musst e Mo too tHeeceliitar.

Swibmiltiigg (vems

(NLB. If the followiing irsimatiomssarecaanyssteyy to you and your local AIDIP
suppont is no help, please ftet! fiee to call the CRYTTDLI@Geditiior on 963-
3123s) : :

(FOUQ) Semtlaahlaaddcopyyaaconmpmaieit dyra nbeblededisliskiette to the ediitor o
at PO54 in 2E062, Ops. 1, or santhussfifteppyivia- maikil or- ce T T PALL 86-3%6
cnypted@bmasa

Guithance

For mmmsiimum eé fitéenyy(fadanapgrsbib e whithithe Henlititd pbwyowondord
pProoess):

* D mutttyyeeypouraznidtda nrcapjiith lditiors.

# Climssyail lppanggaphbs.

#1Ladted] all dirdieittes, identifyimg Hadiveree( fppestiigs pystam: DOS, UNIX),
dlemsityy aamt thygpe of wond] proosssor vsedt ; alvo your mane, organization, bwildimg
amdi pienee mumiteer.

¢ Hframedihiklee fdommat is prefemst; ASCIH ik dlsoffiee. 1334 has a2 amwansinm
senviice thhat comventts lhatekeif, Word Reftet!, OffficeWriter and MS Word into
FrameMidtear. Just atiach the docunmmnit to am E-Maill Compose Window
adidhiesiad] to conmat@ppo.
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