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Confronting e Inttdlljgenedknttuee (U)
An Interviiew wiithVWilliam P. Crowell, NSA’s Depugy[Dicector (U)

P.L. 86-36

(U) Let’s start with somethatkgrondid: how you
got intto imtélligence and your career at NSA.

(U) I was recruited out of college, which makes me
like tihe mggotity of the profiessimmdls at NSA. It was
something of a persomal thimg. I was so intrigeed by the
test NSA offfiored], I said to myself "my ooggamatiton
that can areteadetst like it must be amintteessting
place to work.” And so Il disuitiet] to have the imterview.

I've never been disappointtad, @it keastmut fforveeyyl domg.

(Uy And you have wankkdd ipprirate industyy?

(U) Ileft here and went to a higlh-toch coypordioon,
working imffour areas: imagery ({thmtiswhherd ot my
chance to learn ttiee imagery ffidil); low abservdbitss;
mathematics research; and apmrandanidecantodl sys-
tems. I started a business line that broademad ttheirimtd-
ligence interests beyond imagery into other areas,
including signals intelligemce..

(U) But you're not, at least in formdl tenms,
what one would considen actévhnitgepenson.

(U) No one believes you ever have a life before you
come to work at NSA. But I did thaweadilifddiefork 1
came to work at NSA. [ worked ffor a commundaations
company et had twomaggorilieesiof ovkrk. One was
designing and developing commercial communica-
tions—+adidio communications sypstems, and mulitiusser
systems. And the seeontithhogethbgyd didvesathelyelyublrilt

[spy systems].

(U) I think the dhimgthralssmissddiabouit my back-
ground is that ] wsedl my prior tedimizd] experience tlo
my advantage wihilcaat NSA. In pantiiowlkar, more tham
anything, 1 wanted tto do computer waitk, so in almost
every assignment I"ve headl Heeeel Ivaashthpgemsohrbring-
ing in information texdimmilygy corcrppaddigghthasase of
technology. I've tezenvwititigg stiftaarsinimcei¢eadyrly
1970s in a range of fields, including signals anallysis amdi
others, and I'we neonest] dsstthbatinttersst. 1 still spemd tem

or fifteem Hwousseeeryywadeknmaiataingng my program-
ming skills.

(U) Everyamevwsassquiplick goeginedict that the
post-1945 pperiddvomtiild be the "“atomsiegage,” but
missed the comimg significamce of the computer,
which, omz can angue,thagpproyen a far more infiuen-
tial sedhmobogy.

(U) I had a convarrsationreeeentjywithithhdémdhd of
one of the largest of the computer coymordicorss, and it
was not until the 1950s ttwt we tegganteoddeetdppaayida-
ble @ammewidl computer industry. They Hedl ggwddg-
ingly and rellucttartily mucliffeessonee of their equipment
so we could do computing at NSA.

(U) Can you idenfifyttwo or thxee aress of grest-
est concerm+nahakie-at-brdhkeik-it issmes—=as you look
to the futmre of the Communiity?

(U) Let’s center in on iiffarmaitonsyysterms and
their impact on the two missions off tHhifs agpemngy, prettedt-
ing WSS. information sypstems and esopoitimefdieigign
information systenms. One of the biggest challenges we
face is balancing tifrettwo, particularly since what we do
in the Defense Degpattneertaand in other areas of the US
government can imfluence the commuid Imakattphaee.
The syystenssoor techniques that we diovalyphhaedhthe
capacity to come bragtk @nussiinthieef 6ormod fiincyessighly
sophisticated tamggtt systems. So that’s emeobid]lbengel |
think i mworethham dittittlei gighidioant. How to draw a
policy to balance thuse ttwooidssrss is extremely imporr-
tant to our contimued smooEss—e0bbdt bisides.

(U) The ssoonilissseesishtitat information systtams
are becoming increasingly conlex. For example, most
communications engineenrs belireve that it % a llott easior to
ensure an enror-firse tiransm ission asermskdemmettvookks
if there is an equal number of Os and Is in the communi-
cation string. And thereffore ttivsy dinwost all-afifter tak-
ing lots and lots of channels, and packing them togetticr
in tiimeoor frequency, and comprssingaadd diteristse




manipulating everything iin weyssthhanere sorganpiplex
and bard to undo—addd-aaddorivizadtion in order to gt an
cqual distribution of Os andIis. And readdomyzanon
looks wermy nmuebhlikik eneagpeptivaniaskeyoydmolendve the
way it was randomizedl. So, it"s the complexiity of all the
different layers of modem infiofmmniation systems—
whether it’s the informatiom ldgyer, the compression
layer, or tthe sigym] technology lkgeanr, or the rantiomiza-
tion layer—tithat together presantt a reall aitdlbopge to the
SIGINTer. What you'le: sayingg is “wmdo alll of this,” and
it"s exoredimglly difffiollt.

2] et me add to all of et dhe thitdith s stcbhid -
lenge firciinguss, and thatt is volume. And Iocoddysst
end the sentence theire and everything iis s

That gives you some iidiza of the daunting dhalllemgse wall-
ume presents, foraing ws tim ek formeaw ttadhmedbgziss.

({U) You dont have te go too far into tteeppbblic
literattweeadifihgeppbplasayiiyfvolaminwins,” that
the challlengettn N4 and its countuyparts aronmni] the
world is going to be overwhelaming.

(C) Volume will never wim, the neasamboenggithat
volume isnodt the anily wagvhihevevhitld is constructed.

impeossihilityo bf ocedebrkuldmpipping back intetihe
1920s.

(U) In the 19505, whem miicomave aind aitienoiit-
to-point communications systems were being ddsedl-
oped, it was atisallittdly seaddthhtt NSA wowld groouot of
business. But as a resullt of tHosecoconmmnidetition s pys-
tems, more mediommesmssobdfatitle howerermientaded.
When satellite communications came along in the
1960s, we diewellopad wayss of sorting threugth thscepwor-
mous volumes of communications: dishes on the
ground capaitife of intercepting those signedls, and so am.
So, in my witew, virfually every commnumicainsssyysseam
that has appeameionnthbscume, while pressnitingzcbhid -

. lenges, at the same: time efffars estoaml iy coxaitiggposssi-
bilities.

" (U) Do tivescchhlitiepgscoeiici (ifferent rela-
tionshigps wilthin thd TféieoncE Gommnityity?

pheThe new iifformtionssytstewms do not allow
NSA to conduct iits misssionffoomazpratat distance firom
the target and in a totally passive manner. Therefore, the
partnerships we: v ¢e8 sagfifirstwithitbhonmlitidarseer-
vices, becawse affthhegmtdotmimiactaciical access wiith
national capibiliiéss, must become albsser. g

B § Ty

lutely essentind], absolutely esswtin].

(U) If you donit believe that, go smrfiing te W,
with sonestingypawntrbdalelylyanant to find, with no
Web Search tools. You'll find out why someome dised)-
oped Web Search tools.

(U) One can probablyfimdrpdediciions of the

There' s mdbbakk-
ing aswegyfrérorthathat, no matter how thhe suppomng
bureaucracies muy fisell atbauttiit, ‘

D sio! ﬁ%‘iell m@ﬁé&ﬂ 4. (o)
(U) Do you oecasionallly el resi i 86_(%

(U) I've: sppeait the lkast’ ﬁve years trying ttotdemp
down thkatt rcsistange;‘With some: liimiecdb soceess. But
I'm more pegsistent than they are.

- (U) But the arggmnent would tee, to gine it its

- dﬁe, thatt we hawe tth put exteaurdimay-yepiphisisnon

protedfivn of our informaition, and thhis of necessity
limits bhaow we share amiHoownmmbh we share.

(U) 1 think tieids an outmoded wayy of thinking.
It’s outmoded ffor severall reasoms.  First, the partnerships
I mmemtionestianceesssenial.  You can’t succeed wiittamit
them. And if you can find a way to share the imfomma-
tion essamiad] to the jpantimenstisgp, then yow cmghitt to be
prepared to signupptacggowt of business, Second, the
successes yaummagybbeririigg to protect—ththe important
sources and methods—Haaxee always been and will
always be shottliived. You may be able toesoicantithbbréir
life someswitait by closing theciiclde to absolute miirii-
mums, but you'lll also mesirictt usefulness, And yauilll
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also mesitnictt the qgportmiy to be siucwesshil the mestt
time, when you're facing one of those inevitable
changes.

(U) When yyouvweere deputyidirecton fipeopera-
tions, you coingd thhe phrase “SKGINT that counts,”
touchimg onwkhay yowaevere just saying. To acquiire
informetion ppooeesstit, and them helld writoi ifrinsdch
a way that it’s mutusséfil is not muth of a puililic sser-
vice, is it?

(U) I have two great fears for the future of the SIG-
INT system, and I challenge the system as much as 1
to react to and mitigate myyféeass. The first fear is that
we will collect wilitt ifs ey to collect and pretend it satt-
isfies our costomes, instead of going afier tthe Hardtto-
get (politically @rteebhiiglhly) information tthey realilyy
need. The seocomd ffear is that we'lll gt tieeindfonmastoon
and then go trxdk to the old diays of “tossing iit @wartthe
transom,” as Adimiral Studeman wsed to say, or sending
it to the customsar anldssyynag WaK1, I finished my job.
They got it.” We need to realize that we have an obliga-
tion to mikkesswrewustomsrgeget the imfommiiom, they
understand it, and they use iit.

(U) Peastl Hartbar can be desoribeetbasaccyypian-
alytic suweeess but a ayyptblagidafailere, in that the
ultimatumnmessggey mascadad tim¢ime but the iinfor-
matiom ggot to ttivecopmmmatsdesewenadral hours after
the attadk. That?ls a terrilde but vivid model

(U) It’s atbselluttd}y amniimppotetan toessgag Eofarsus to
have learned. The oifher messsage, one that comes 1kitar,
and firomm cobleerwwvarasas eliell, is tiat we dlomitt always
know what the person att the aitimrentdmeeds. If we rely
exclusively wnowur picks of what to send thieem, as
opposed to relying on their dbidlity to ask us questions or
even go through our diatatizasss to find what's iimyparttantt
to them, welll pxatbdiiy ffall.

(Uy Are you comforttifievwilln 3 gytstemninyibich
the custommrjjudgesithesucsess or failure of NSA?

(U) I've always beem conffortdbitewiithtthai, casltons
as the custtommerissyddgiagmoeesssw whthitheheirearea of
interest. I donlt think weeskholddiskskh¢Heommemerce
Department to judge our ability to support military oper-
ations, nor do I think we should ask the military to judge
our ability to support ecomemiicypdlicy. But, yes, even if
we didnit realize iit, customers Hrave tesennmakluiggthbese
Judgments and afffectiing @urtndigtsadlladbong.

(U) More 30 mow?”

CR
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(U) But more now, particularly since the dlamise of
the Soviet Union. With that demise came several things,
the dirawdiown offrassorrees, the shifft of pricoritites, and
shifts in thinking abomt essantimdiity of intelligence.

U) Aside ffoonththeolvalnmsuissue, one of the
things younmust hear-Sfrom the acaibesiceommu-
nity, amd thireppaess, for example—ds that we'meceype-
riencimg axslsHift in tteevalalue of informztion. That
presidenttswiilll be weatting toepencsourdafimforma-
tion, on the Intemeét or on CNN, and that the sedlitirce
value of covertly acquirddififormtativdadbclines.

(U) I'm not particularly interested-if I may call
myself a comswmer of intelligence, and 1 think I am—4in
things that have already happened. I'm interested in two
sets of things: those that will affect my future choiices.
And tihose aaeert’t all going to come firom appenseouree.
Second, I'm iimtemestetinnthbesdlthiggshtiiat haven't legp-
pened yet bhecase thegyree in planning. 1 don'tt tthinkkadl]
the important information about critical, developing
events are going to appear in the open.

(U) 1 also tthimk cowecodflibettinggsveeryrioto do too
often is to pit one infommation soure ororeimetlgovee
source agaimstt amuttteer, as if it wewllteeppessiideddor us
to “pick aawwimeret,” and do away wiithallll the ashieer
sources.

/7

(U) Has ﬂlte@ummuit&@ﬁumwmmf%mnhk-
ing the case, Hoéfore Copgress;mmungtbthers, that we
have [provikddd ninformiation of valve ccommrensmtate
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with our costs?

(U) I think et at this moment NSA and tie ccom-
munity in general e snorg sttaikwith@@oggesss. But
there are aneas eff wazdinesssweanaedd to shore up. These
Rdirisal fromf Jto our ability to coop-
erate.

(U) DCI Deutdhthascetffinmedihis suppmtt for a
policy of opemnsss, How Hireevw ddoeedothping thvith
thaf?

(U) Recently, we'seddoncditticr. Obviously, the
VENONA relleases wereequuatiees sipHiianh tmwein ggrinhihe
direction of recognizing whwm asstoyycanrbbddlld. And
that's essentiid]. We're mott going to become iimespansi-
ble. But we axcgoige to become mmone rsgpomstihéeldor
being passtiive inoonakithilyt jo treaegoinei xeherhswsesrics
can be mdlumeed. What is offiem ffogutten whisanwe ¢aikl k
about protecting ssoucess and mnethloolds is why weadre
charged to do that. Having spemit e puiblaSsnmosayy to
develop amtincapglabitictes, the puibiiccexppeists us to
maintain those capethiliitssasswidiite, as long as we pos-
sibly @an, and to release tthwssecopphblilideodylywhehen
they no longer serve amiinedliggewecppuppose. That’san
economic ifssies, but we afftomttmmn it into a ppassomnate
issue of different proportiicins.

(Uy Not only diowechhuee to change et attitude,
because of the mzmmit executive @xtisroondeldakssfidica-
tion, but, and this iis aaveryysstongiyshbkd dersesoalal posi-
tion, we owe iit to the Amemican pegple to contribute to
history what tihe i liggsrececconomumiyybhasidone, once
sources amd methodls @ ] borgperaani sssiee.

(U) VENONA s a classic examyple afflsowweccean
tell the story and comvinoe e puiblic: dhet imtel g, at
least historically, had am imprattomnthhalidireicoion of the
country. The directiom of the world, for that matter.

(U) On VENONA, thexe was a cost to the U.S. of
retaining that informpitbon, in that many Americams
grew up believing there was o Sowittgpyotfiort.

(U) As you kmow, 1 was iinmmalived wiith WEERIDNA
twenty wr twenty-five weassaggo. It was anessiyry I
believed wanlld haaeetacbbeotdldnene day. It will never
end the debate, but now it’s im the Ihands of the historians
to make the judgment, mot urs.

(U) Lets talk about the creafion of a nnutionhl
imagenyaagenyy. What can NSA puamiitte in the way
of lessons leamped?

{U) Both Adimiirall McCommall amdi I rwe tried to be
extremely hetppliil and taddameedinipuour presentations,
discussing the regllifies of the SIGINT stowepipe.

{S-ceey The reallites are we donitioownereeyvilngg.
And of course esvrypoeewlkbovardats 10 reorganize thie:
community iiiftbaa new stovepipe warits (0 own eIy~
thing, because comtll malkes it a lot casior te gt om with
things. But the real stremgtth of NSA is techmicall lreadior-
ship andl teadtmdeal direction ewer tthenmayyppepldovivbio
are engaged im SIGNNT, including mamy whysscHnddetss
are déteermiieedbwisidide the Consolidated C(Ermtologlc

‘ Program]

[T

the imagery pribtembhaseo be solved in. assmiﬂar way.
Theyl neeetitcoddedidewhhntih ¢eckhivalalsismsesraranand
who dissildestbhem. What are thirrassogecssissaendnd
who will decid tHhose? 0 1.4. ()
PIL.. 86-3%
(V) Is it fair to ask abourt pitklls yanvee wannned
abowit?

~@REhere are some wany lkgreppiffilds, with regand
to the rellaiionghifptetvecen NN Hoak haggsrA degency
and the asgganicrassureesvitiihithehaititilijasersiassices,
the picture talliirgasiecadfondd so on. How do you bal-
ance the need forsymizesdippenidad oarthhes¢assmioess
with nationall merdis to ensure that thene exigsimbcogper-
ability and compatibility betwezn sysems? TRhatwlil] be
a very unidky aega, as it has beem for ST don v ey
long time. Not yet solved! .

(U) The secoind area weveazauitoeddbsomabbonids
when dogs an image beoomnz “inted]l ggewee, aapppssdd
to “imagery im¢tliggance?” How do you jjuligewhbien
someone is doing immggepyintebidgeocasaspppputed to
all-source analysis? We know how tricky that ome iis.

(U) That raises the question of the stovepipes
and the brilitescacoessitbem,

(U) The term "Smweppipt” is very unfortunate.
What we are talking zbout iis various swits of professional
and technical expettiie. And we'e: tidKiiggabbot bbilidd-
ing a system of systems, one of wihichisaSEINTSyys-
tem that has all of the necessary iingmdiéeriss of training
and developmentt and sciemez tHadt has to do with SIG-
INT. It’s obviowsly hestttopputadll of that into one erga-
nization wiere it can be mnttieel.  The saneiisttvee of
imagery, and of HUMINT. You don’t wainit signalksiittedl-
ligence officers out walking the streets collkdtiing humzm
intelligence. They dlomit have the wriimitgovrthhdbakck-
ground.
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(U) Where do you build the buiidiges of cooperatiion
and teanwak? My view ifsast every liewall across the
stovepipes, instead of trying to busild tieamamtopp of the
organizations. You look féor teaming opppurinitities,
whether imthhcakddlsivivnramana, in theeasniyysiszrena.
We need to share tedhmdhggy, we need to share infomm-
tion, and we med to share policies.

(U) You wamit tooamoumagecpebple to develop
theiir stremgtthsim 2 pivesidicld, but not to act in igne-
rannee of other fields, comrest?

(Uy Exactly. That's whiyythbbrididgdsatave to be
built at virtually exery lhewall anprossthhestweppipes. You
can'lt jjuest niltt tHegmonntopp.  You cam'ttheee thiee DD Iaat
CIA and tlieespuiradbarttsast NSA and IDIPAaasthhepplaces
where ttiecbtiriggesrareubiilt, because whhst you gatt is
three stovepipes wilh  jplank om tep.

(U} Wiken you lldictdo the fature and the need
for mathmiehideddeiship, whait are your coscoms?

CRYPTOILOG:
Summer 1996

(Uy As you lledk at pritilemisygoivtve deallt with
overttieeldast four or five yeanss, how pileased are you
with the progress made in teansidoi ?

(U) That depends em witerecypmsiit. Some peoplle
outside the intelligence businwess muay féed] we've arcanm-
plished a liot, with rellativelly few tsdksaawldrebd ey lilit-
tle flexibility in making resource decisions. I'm
personally disgppesivieetd at how lemgiitsalalige. Most
people wiitfiinthhea ggreac prartistnaded by how quickly
this is ecouming addwoslddilike to see partts of the pro~
cess slow down,

+c-0e0y Why am [diispppoincddinith pgack? We
are diawimg diewn, we lawe awarftoveeressparees. It is
no llanger prossibietocppabhldesisimme b fh tatiefatfreure
without it costing a great deal in the way of a commumg
resource burdem. |

T E0 1.4, (@)
P.IL.. 86-Fv
(U) l’t woulnﬂrlmt be hardl to fimdlccititics of those

decisions.

(U) At whait poiitdesstbiidbecrme danreringd?

(U) It's alheeatjytisegimmiget ochhae meggatio ckitfests.
QObviously, people comiingiinffopmcotiggesaddniverer-
sities, while moit dblte ttottetitiécoonhbaddsspprbldsmsarere
more up to date o tiireliesstieebhnidgises, and ane atilke
to bring winddenereww syavst ddolcioking at thimgs to our
problems.

(U) Back ttotlthenaiaiqugststion, neither NSA nyor
CIA wiill ever gt people @u! of wlggssanidinnisevsi-
ties—or business, for thwt matter-thidtai are siffiicianily
trained o srasmeetliinthbibbaniness. We'lll allwaysshaanee
to iimvasit in speetidlreddirraimggnahdedelaiopment. In
that regard, I think NNSWssseaggithisiowuprpfedessiohal-
ization sysitem, wiiicth oudlifizs thet teainiggi nveeyyi ddon -
tifiable directions.

(U) Any Jast thonggiit? PiL. 86-3%

(U) One of the thimgs I thhoowiirmashthal hiddihe
oppontiumity to wok @t CliAimthee@peatitivnDRéntorar-
ate entlyinnnmycareecr, and Hmvesgpant a gt deal of
my tione in the iintemwanigyyearswediioin globebg lyithith
the IDDanddhhs Smicncndid chachngyolireDiveattorate.
As a resullt aff tHisseexppedanessuad ddastdrommanahal-
ysis off wirt we ffweci inthitefotoee, [ bellieve e pratteer-
shiiip bbetweon CIA and NSSMcarawoslork. Bt requies
coommiitmentl at the tiogp of the ongamizatitons aaddbyyiin
at the bottom of both arganizaitons. [ domtttthikibhis's
been agdhitevallyett, but it ifs dbedbattivesssetitial to both

AGEMTIES,
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Spedia FEehkardnformatibro Waklaréth)

PIL. 86-3%

NSA Hosts JIZWINAWG Caofference (U)

HEH0) The Natiiond] Security QperdtionsCentder
(NSOC) and ttieclhifonmatiord SysiemS Secitity)Qagani-
zation ({}S$X)) hosted thke Joint Informatiom Wiafdaze
Threat Analysis WokkinggGGrop p) [FWWWAIAWG) confer-
ence in Sgptemtbar. NSOC andl 580reqqosstdd adidiist
this conferemectdd ufubtirer NSA’s widlostantliggobfhthe
Information Warfare ((IWV)thiizeatiand benieipgtatt dotole

that NSA can pgywitithhth€ dbommmityi tyn olithisuissue.

security inttooone. Following IDIFRYWSMstalitk, Deputy
Director for [IfformusitonSSystemsSSecntity Mr. Thomas
McDermott addressed the workimg group, it g uron
the ideas presented by the Director and stressimg izt the
ISSO is moving toward those g@mlkﬁ.

FouyepdEach of the Stﬂmmsamkkswm'hl cwnhan

..agenCies discussed thkéir computer incident response

team”s simttuxe, mission, and specific nmqﬁimnmnmffmr
intelligence toswsppport their missions.  Also sseeerd|
NSA offices discussad ttrecourcentsspppurthihe prpradide.
and their wisonsféorthdufwere. |

This ffmuss marked anmidsstoadofor the
working group andl wiillssewee to further the exdiange of
information throughouwt e IW Clommunmityy.

<S> Lt. Gen. Minihan ggaecthth&ekepnoteldrddsess
titled "Hinsunggninformatiofiufaperiorifyr for the 21st
Century.” He energized tihe wokiing groyptyycbhaliegs-

ing it to: |

U6y Over 200 wwisitoss and NNSSWpepsosomiel
attended the mﬂfmmmﬁ which was tlhe tthidd in a senes

EO 1.4. ()
PIL. 86-3%

=FOHeY-To get further information -about this or

upcoming_conferences contact at 963-
5243s or |al__963—5609/s:" T

PIL. 86-3%
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Informatibro Wakfaréa rEhe Wia of HineeFeaidicer ¢)

S ——

(U) Information Wanftaxe ppossshth@rgntasest threat
to the national security of the United States. Our society
today, whether it be in the defense or the public sector, is
becoming more ttedhndbpgozdljyddppaddant. The imme-
diate meed ffor information antlindéommation sststems to
make decisions, to communi-

information systtems whilideldefedidinguour information,
information-based jprocessssamnkdinfiformttion yststems.”
(However, not all members of the Intelligemce Clommu-
nity (JC) amiltlaggeeconnhthdediafitiition, and e phhrase
“computer networks” iis ttoieatitie])) Part of the confu-

sion in defining IW iis tht een-

cate, or to simply ssumiecaas a

culture livss erpoeentailyye grown

) Those who try to fit

ple try to fit IW iintoerisistipg
terminology amticoaneppts, and

ance on thes opantimginor. | OGN WetnfBsesiritoo N (0L B
mation systems has increased eX|S“1"“Q term"nmjb:@}y and| held twdlidf thz;t IW anbicoom-
s e g o | (S €O TOLESOT | (S e g
munity aareilltppepactd teadeal thatf IW is SDmemh‘lIIﬂ@ IMEM. misconceptipn that, unfortu-

with this new “War of Future.”

(U) Our paliificd] and mmilli-
tary lleaders haecabbwgysedetibd omfimfontietion péaplan
and fight traditional battles, but the technological-
dependency firom wihathosumaatarssfitfierh dramadedesus
more vallnerablle tooooondidusesaries.  The “Infformation
Age” in which owr cooumtyyfiimds tisHl fodalahdsakeded to
the beliief et adll future wars willl be imfonmatiom wass,
and the winner wiill e ttheemaioonthhatiabhigessnfiforma-
tion superiority oweriitsathecssaiess. That superionity is
reflected in both an offemsive (attadk amtloreoboi) aand
a defensive (protect) venue. Which leads to the question
of how teoddfifind nlioformatioly Warfare (TW)? No e
appears to have a @oniise, clear-cut answer, and if e
were to ask 50 diiffffexant people that question, SO differ-
ent definitions would be sypplicd. The updated divdft of
Department of Defense Directive 3600.1 (originally
drafted in December 1992) cieffimed IW s “tactitonst tddeen
to achieve iimformutionsspperiotitpibyffetfeold megladver-
sary information, information-bassdl processes and

nately, is held by a large portion
of IC amallysts. The didfiniiion
of C2W is divided iimto tteeddss-
ciplines of attack, exploit and prattactt. While C?W is a
subsct of IW, its disciplines are not encompassimg of IW.
In order to update the concept of IW, it has been divided
into the f6dléowingz: Information Engegenvent (destroy
and dissmypd); Information ontrdl (corrupt, deny, and
deceive); and linfiommeiiom AAssuaanes dekefivthd naihgrgro-
tect). TW includes companmits sithaag gemrmgfisiteter-
ference, physical destructiom, disinformation, deception,
intelligence operations, comyputier intimsiom, andwinssss/
malicious codes. What amillysts semettinessffafil to real-
ize is that all information systems murst e consitienetaas
targets for IW, although computier systensaaecthhenmesist
likely target, especially in the United States, where com-
puters run our nation’s iinffrastmutture aanbeeconomyy.

EO 1.4. ()
P.L. 86-3%
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Unclas;iﬁéd
(U) The most harmituil computter virus will not
be the one that stops your compuiter, but the
one tiat randamily changes or corrigits your
data over ttines.
P.LL. 86-3% PIL. 86-36
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(U) The maiim poiritiisthhatiad W taitdckananooosne
from amywiirneimthkewoddd, whether iit reimttinstdcb by
groups or mdividuels, duning peace @rwaatitime. The

motivation fforaamutidckacahebrabed ed o theedded for
recogmiiiion, political, cconomic, or millitaryggain. At
this time, the I€ is focusing @nsstatespponsord dtattdcks
or plans. However, one can mot @wen ootk tHeci iaidividad|
hacker wiho Hestreanhhicddb by dofergipgogeremmment to
initiate an]Wagtiakk. The Inttarett has allso roconeeaa
vast resource of knowledge wiith adiesrbmildetirbbordels
posting the lktest “hoowtdcbbrek kn'h nioforatation. Non-
state actors, such as terrorist groups, dnug-ticefiickers amdl
political dissident growps, have begun using tie lntemmrdt
as a source to gain worldwide symyptiny, supporters amnd
funds, as well as to pass secure commumicaiions to their
countteypatisiavond ththeoviolrld. Piratedl sedteware cam
also be acpguredditimogip hocomntiotipns die thitelnitrnet,
includiivgg sevemd! encrypioan sofiwmaree packagpss.

Vel
PL. 86-3% (]
EO 1.4. (o)

EO 1.4. (c)

P.L. 86-3
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Some Tihourgtttsoon Mdomatitio VWi aiare:

A critigme of “Some Cantfinrany THomgdbt o orl dfgformmasiol Weafay'e,”
an artidleiintthe VWiée11 9995 Asnpovear Jiournidl

by WikiimB. Black
Chief of IW TechnolegyyCzenber

(U) As revolutions ga, so far it has beem Hilvadtess.
Its btk flwgwaaessfronththpapages of magazines amdl
newspapers, and iits wearcoryesesoulsds) bribfiefingadand
speeches. It is a revolution sparked y tthe dligitdizzatoon
of communications, and fudbstiblyyththeptdliferation of
computers and advances in technology. It is the
Information Wéatfarerevobldtition. Kinder, gentler ffalks
call it Information Demmiimaree, Information Assurance,
or Information SSippecroriyyregragdedicss, its strategy ifs
the ssanee:  seck aandmmiainiaithdhkbikibylityexplexploit,
corrupt, or destoy amnaddversar'y s fnforaatiosy siestems
while, at the same i, prostecinggtheci méggrigyodoons’s
own. Like all revolutions, this one Hes mdbikeppurpposss:
national security andl ntifond linffrastnectueessanciiyy.

(U) “Revolutions,” however, are examples of
change. The authors of “Some Cautiomary Thougits Om
Information W¥affaec,” an aatiedde in tthee Winter 1995
Airpower Jdownnd!, are appacenljyunaaoduficatdblevivhith
any change, much less a “revolution.” Military
historians by trade, Messrs. DiNardo and Hughes
attempt to poimt outt tthe prdfitemswiibththiee IW ' f4dd)” To
do this, they examine a selection of open source
publications ranging firom Théffless’ War And Anti-War
book and Newt Gingrichs speech at the National
Defense University to various magazine articles in
Military Reviiew, Anmy Foous D4, ant Nippoveer/bowrnd].
They see IW ddevbdppipg along two lines: a) as
developments to “digitize the battleficld,” improve
“smart” weapoms, and provide “deeperlook”
intelligence; and b) as an altenmaive to more traditional
forms of war where information caarbcbe used as a
weapon. It is the llateer notion thhat is of particular

10

concern to the authors. The amidke theendiisusssesithe
problems of using information as propaganda (teiriitiea
of information as a “wagpon’)),theeddiffvoidyyod fid Efnnng
military operations which are non-lethal, and the
complications of IW imtbkecioitil liberties aargra. The
authors point out that informatiomhhas always been
valuable tothitecommmadgler, that “digitalization of the
battlefield” biiimgs tthee ddarpger of data-overload, and that
the capabiility of a high-echelon ccommzanider to directly
control  low-echelon activities fosters  micro-
management. They disagrecwititlththeoniotichathat TW
plays a signmificant part in theRReobltiton in Military
Affairs (RMA) comoeptt ittt its aureantiybeengeddisonssdd
in the Deflemse Commumity. Finally, as an altemative to
this IW "ffiald,” the authors stress the importance of
commanders having murd] courage, of soldiers g
well trained amdlmuiivte, and of the opartiion Hedireg
properly planned and exsoutsd.

(U) Unfortunately, their view of IW iissshHHow.
Their mistake isthbhat they menar bother to understand
what IWids, or how and whlyy it has come about.
Explained away by noting that “tthexeiismuethaatitlitoondl
material, including tHeeveeryadafitinion of information
warfare, lurking Heeweslthththe shroud of secrecy,’ithe
authors are content to point out the historicH! mistakes in
Tofflers’ War And Anti-War?2to aiiiiizetitheseviiho
find philosophical support in the writing of Sun Tzu, and

1. R.L. DiNardo andIDarié#] J. Hughes, “Some@Gatitionayy
Thougts @nlhifermatianWatkfane,” Airpower Joumdl 9,
No.4 (Winter 1995),p.7I0.

2. Alvin and Higitti Tkeffftay, War and Amti-War, (ow York;
Warner Books, 1993).
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to condenn tecbhnldlgmizchbiestdptiptions to warfare. ‘ ’ )
Equally imypotantt is thatt they appanentily hayveclitiitl oor &) NSA S ultimatie success

no knowledge of computers, computer networks, d@m@kﬂsldcggglw popon how
modem  communicaions, or information systems. ..

While the authmsmentijonssnme of the key issues, e.g., QU'MW an@ comnndmebdyl v
the importance of information im wanffne, and the wse of SIGINT andl INFOSET mer Qe

IW aas an alternative to traditional warfare, their Int n in rd@'f elmdi
comments angiceriidtismobiwbchubidjtcisedoasbdsod on 0 one Oora o h &

their understandiing of istiony, spocifcally theCiill War | e i”mﬂﬂﬂmméwﬂbmmgy
and World Wars [ and Ik Lastly, it is hard to argue with exp"stn of the 21 st Cemﬁmw

the authors’ alternative to IW-smnahl courage, training,
motivation, planning--egxeppt to say diat it ignores thw
advances iinaandapppilization of information tectmibygy

to warfare-adadwioeses and apjpliicaiionmsthhat will surely
continue well into the mext diswatis.

#5in the mext dizanlic, the requirements of NSA's
customers willl be largelly thesunmr:: high-quality, timely
intelliggnoce infomasiion and high-seeouitity
cryptographic ppeodwtts and ssemiiess, The diffforomes,
however, will be tiutt the anwitommntt which proviilss
the intelligence imfomedifonaandtbkennuicnnmonthivich
is proegitdiwilil] be alinnsst identical. NSA's williinmdte
success at meiimg iis austonesss’ needs depends langelly
upon how quidkkyy and completely today’s separate
missions converge into one in order to handle the
information techmology explosion of the: 2 Cantury.

EO 1.4. (o) ANDHE Wib-COME AN
P.LL. 86-3% FOPSFGHRT— §
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Joimtt Repentiitgg and InterAgeney Colkabardiion:
Movimg Out of the Box w)

FL. 86-36

(U) Many foroes arecppopptiing usoewardavewpppprohehes to intelligence prodiutiimnamidreppotitipg: oversight
committees” criticism, reduced resources, increasing wonkload antl tteecoonppbaxtiyy of intelligence issues. The repont
of the Aspin-Brown Commitssion, ffor imstans, arritocizsstbkef factbha instbiigenea ggenciesoouththe ivivtue of a “Com-
munity” approacth to imtdliggemectnitcconiimeettoffmnttsarnas nddppaddens gystems. Many, both inside and outside the

Agency, have been ungingthhaat we find new ways aff divirgbousissss.

A9 is prparinpféothbdifuture by setting the

stage for successful collliborsiion amumngiintd] genecpookiveess boohhwitithimN$S\Aaddamsssiggeaicies. In addition to
explaining the wafiomd tetedlimmk] gnintrappaitipg Etiosts, this article diesoilivesssonee of the projects wirdlarwegythhatare
designed to improve the efffsctimentss of our SIGINT reponting,.

Managing tiheDlive¢iéon of Change

“A limpet has lheanalimppefformitillions of years.
It is a ‘success,” but it will never compose a symphomy; it
is perfectly what ittis and ittis stuck there.”

Admoyymaons

(U) The reagiion of much of the NSA wawHfores,
both amallysits aaxidnmaaggsts, to collaborative mgpatiing
reveals a misapprtiensionadbout the need for tihiseftfott
that leads to the illlusion of a dilemma: We can do more
collaborative and jiintregpotiigsbon thisswiilbbe drdrain
on the resources needed for day-to-dlay prodlutiton. This
assertion iisféidscmhdebetyayslaciack of understanding
about why we need to make this change.

(D) Collaboration isnt something for which
resources must be féoumid; it is a pratiutioonpaessss
which will save resounes antdmdketbkeebbssunse of ana-
lytic knowledge, whether iit is used for llong, hard-copy
reports ar fforskhotrt intelligence [piess(ddaiypprddugt).
It is not going too far out on a limb to say that in the near
future there wiilll e ffomaraand] pstsaandmanggerdbutithe
amount of work willl be the sameovrggreatel gmatemin
any easeféor those remaaimirgg). Inevitably teinmppor-
tance and stature of analysts will grow. But more cannot
be asked of fewer without saimuscconsepeencssdoponr
production. Collaborative waorlk iis a weay antt of this dis-
crepancy bettwexmmeeedhad dhmninbsrs.  The diiffficulty is
that we are mutt structured fforcodlidbonsionn: our offices

and growp stmrtiurssazechiisiorehl artifacts, not entities
created for maximum efficiency; we do not have a work-
ing populktiom expperiencddninodtitabomateve ovark; and
the requiired i nfformationtdechaliggiearareotot in place.
Let’s examime these ismesallitttemmoreatbosty.

(U) The Nattiionrdl Research Counxiil studied lange-
scale collaborations in the ss¢éeniffic community aamid
defined collaboration as a system “Simikimg paypte, comon-
puter-based tialls, electronic infformeioon, and facilliifics
to syppatt remote, distributed, intellectual teamwork.”
It is iimpattant to mutethhat the NRCddtfitilbonetedies
heavily on the presumed exigtanee of a robust system of
electronic informatiom exdimmgetnt iveeonddippessddopar-
ticipants. This isHeeamaseitit is only mecmntily, with e
widespread wse of Internet and collkdborsine sedtwaace,
that “distributed, intellectual teamwork” has become
practicable. What information ttethwdbegiescaamovow
give ws isswiddewommectivity, multimedia, shared twalls
and stmretlaacessssthahat the patiijparisscearbdmfefit
from eacthastieess’ knowledge, insights, data and iinffor-
mation. But while technology cam impel collidbarimoniit
cannot compel it. This leads to the second subttext of the
NRC definition: that the participamts arenoutadljyppre-
disposed to collaborate amdl fired}y sthacei nfiéommation. In
other wordis therenmsst exist “a aommund] relationship
that implies social timustantsyymeggyaanoaggppantigiparsts
with mustusall benefit as the mesullt.” As tihe IInedligpenee
Community mow sstanids({addhdsispppdies to intra-NSA
collaborations ttw)) these mewessarycondditionsirarsotiot
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widely floundl. There iisliitléesennse of communallrela-
tionship, little social trust (reporting etdomptrs Offtien

view eathotthernaswopgsititers), and mopseceppombs

mutual benefit perhaps becausethieredds no mechanism
for rewarding asdlMtwraiivebbbhuidor.  A9's codlidinrra-
tion imitkatives e dbssgmecd ccadddresshthaauk dofahihis
“enabling cuhure” asswedllaasghbenred ddpimmppiomrmnipg
technologies.

Evolving the Work Cullture

(U) The greatest chellemge Faiing anyyefffotitcovaard
collaboration, whether iit is betwaem afffiessiim siagigle
agency or among agEmiies, is that, technology aside, the
enabling cultare is embryonic at best. Whether this call-
ture wanerwblecalioggviditthe¢hm doblatxvrativechachineolo-
gies is moot; those tedmollog s e adtepsldylfaaikadd of
the current work cullwredsatbiiiyy to utilize them fully.

(U) A fireguentily vedéeecooneemn of managers amdl
analysts about joint reporting ggoss something like,
“How willl we gt credit for a joimt report? Various
means of giving arediitt are alreatly aavalilbbdettmys; for
instance, multiple ly-lines caanbbe
added to a mepont (we hawe ffourd
that customers gzeasllyappmeaizte
this). To allay thesse and astizer
fears, we camusis¢hthencusstadful
collaborations in the scientific
community as a2 modld]l. The NRC
points out that “fromaa societal
perspective, science  advances
through extéemsiee, timely sSharigg of data™andd, we
would addd, sharing of kmewledge as well“but to
advance as individuals, scientists mmsst use tthedir own
data ti thiecfiliHsst extent possible heffuresbhamgghinom
with otiens. Given such comstaainss, it can be dliffcuilt
for scientists to openly share data in recognition of com-
munal interest.” Thecssanecssitaatdoncetd sisanoom aggonyy
among our analysts. To solve these probllems, the large-
scale swieniific wil donticonsddveldppdd avelbedatimntd
set of “rules of the road” fior tiheiir collbthareimrss.

sajprpaott.

FarECOT Drafiling guidklimes ttoffacilitasteconnstili-
dated repoutimg wiiihiin 402 is one of the gowks of the EU
Consolidated Reporting Addisecyy Team (HEMIBRAY),
which issceompestd of analysis from thrroghlooat A9.
The EUCRAT members lave come ttoreedirzetbhst, to be
most effective, analysts need Hegteer communications,
flexibility, and trust. They have only just begun translat-
ing these conczpis iinfto guidameeantlttoddsthhalinaanna-
lysts can use. A905 has also experimented with
different ways of doing joimt reporting, organizing two

CRYPTOLO&G
Summer 1996

It is essemtiidl that maemgess and
anallysés be assmret that they are
not embuiliitgs upom some new
mamnagenvent fad, or signiinge on to 2
provess that lacks leadioxstipp and

(U) The nmeamagenesnit of dhis sutt of work walll be
profoundly difEsentt from thee ppedidecidorpiresssssy itith
which managers are ffamiliiar. It is essential thait mrag-
ers and anmallydtstiaassneddthit they are mott anibvakiting:
on some management fad, or signing on to a process that
lacks leadtaddtijpaznidssppport. We are flotunmdieinnA89
that our management has givamspifitetont freedom of
action to line mmmugerssanddurgbysts to pursue moall
working relationships ard to take risks im the iinttoesst of
improving the workflow.

Startter|bformaaition Febhnblagies

(U) The absence of a completely supportive cullture
means thudtt the callbmedtiveinfidomatitorcttutmoteics
cannot be implemented in whole, but must be suppllied
in fhotioowd] pieces to asssist analysts and mmavaggess
make the change to a collkdbw-
rative environment. It is
essential that we run pilot
studies of collabaratiom aadd
joint reporting among ana-
lysts; this is the amly waay wee
will learn hwow to build thee
tools ,analysts need (as
opposed to what computer
professionals think amallystts meed)) ardliiti ssthiecomtyywayy
to learn the management of collaborative efforts.

One of the ffist informatiom teadtmuddmyy
tools we wadtlilikke to implement, and ome whakhwilill
make the mumganenit of collaborative prodiugtion ezas-
ier, is to dienallypamninterakitie dwiidien bdsodidfor ana-
lytic production. This idea has been suggested
repeatedly by meany, including the TRUCHRAT asswedll as
those who are making it possible for A933 and WYIF7 to
work together on energy issees. It is based on a smpke
premise: In @xdior to collidizrnsts, analysts must first
know who iis diviing; whuitanddwithhwhhtinfdonaacion. It
has been suggesndittiaat analysts maintzim allist of cur-
rent and pllammed prroddetiion as part of the NSA iimtra-
net. Analysts waliticoossitlt this tool daily, and it
their intentions to it as needed. Greater awareness
among analysts of what is being produced by whom can
only Hmwea sataiatyrsffedfect on prothaticoneifficinacy.
Redundancy in reporting (and im el kease aavidddissennina-
tion) can be avoided. This bulletin board would have am
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effect on the warkkcolfinee, as il would Hellpaandlpssstoo
start thimlkimg eyt tHeei immeellistessoppe of their task,
and gett them usgd! to working imaanpetwdrké denirinon -
ment.

(U) A seoomd ] idbordiiecttebhoddggywe hdpptoto
implement in bt form iisashshaded oslosbaspabatthat
allows co-ediiling of a report. To have true collaborative
production, analysts must have thecabbility to interact
freely iinthbprpradaictiopreuessess.  Some ocdliddornatves
software tools awailable mow willl aditow thiscpecitmg,

(D) These attonyts to affect minimum wakkcoi -
ture aamiitcelchalvlggnendsds are afifist cut at building
intelligence production cotiabortition.  Further steps
could fédlbswomlylwftzfler evaluating thiee results of the
pilots and then introducing changes from ldessoas
learned. This ikeratiive prosesssis s pecssEar b duecmesgoso
much iis unknown. Wholesale agppliasionn of a givan
collaborative ttadtiwddegyonm wwhflfcrendndimgrage-
ment that iis unprgparet wauldliteeveeyyddissppitiee. And,
like as not, the tool seliectied wad 1 adk anegad féastwess.

(U) It is ivnpontamt toresneenbbertithat collaboration
is mot a projectt; it is a way of life. Individual analysts
can and should begim to reach out to colleaguas, witthoutt
waiting ffer the mesilts of formal collaborative afffotts.
NSA nmanggemeent has embraced aa commitment to
reward teamwaork andlimiimiive. The NSA of the future
will be diewdlopetl by today’s imnewators—our analysts

and line managers.

TUPIL. 86-3%5
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i q(énﬁ‘ﬂhsw
and Mu’htmmmil Ilimesv His llmgﬂmu!ingzmueast in
cellaboration led! llimiintoaasseidss of efforts te promoie
collaboration within AR9, betweem NSSA' offices, and
betweem agemuizs. He lhuswekieetloa siaminmbly smithehe

g . p
the death of any of these targets. He alfvp sumeeliaas an
integrated intelligence afficer at the:DCI's Nomprolifera-
tion Conttor atiQIM, where he wassiprijetmmanggeydfor
an inter-agency collaborative reporting &ffort. Mike is a
working miivxdbidlagsst in dhange of the Miioxthidingy
Dept. for a diimivdl lidbregeopyiinPPikesilie. He spondls
his free time carvimg Mt. Rushmore em @ grain of rice.

‘ ved her Ph.D. in Lin-
guistics last May ffrom Geogetrovwn Wil sty hieeraatiti-
cle in CRYPTOLOG Vol. XXJ, No.3 (Foreign Language
Testing at NSA: Time For A Change) was based on her
dissertation. She joined the Agencyiin 1988 as a French
language intern and is certified as a lomguage andlystiin
French and Sparissh. At the end of her NSA fflllowséfijp
in August 1995, she was assigmed totlie A9 Intellligonce
and Repaoriing Stfff. She is currently the Chiff of the B
Group Language Technology Center (B638).
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PUL. 86-3%

~Fouey OPENROAD iissamiriititizivivel

| , to research atiddeeddppomdthddsaeisinitdta-
neously avurssmullijehhtaovgpeocousalabdsesossingng

a single queny. l

- ___trebe|

to mesparthnraktbdslanangk quesduxds ks devalepelop
domain d#ta meslddts. We will use these moskitdsaashihe
basis ffor a ddonmin metacatalog (a cxirbgy of “tenms
about terms™) from wihithaaisgger will select terms too
build an OPENROAD querry. Each tewm iim thtee metdaost -
alog is referred 10 as a metaterm.

The Mettacattallsyg (U)

FOUO) The mettsossdbagisis the Hwmtt of OPEN-
ROAD and i theenmebhamisnb pwiwdlicin amalyatyst can
perform singlequesyaacesssomuiitiptbaddtadessendand
sources. It is the linkkbbtwwenrihthio fogital data mmwdig!
and tlie phlypsichl collection of databases, tables, fields
and files that contains the datta of interest. The power of
a melacadlngisstthamlybyst no llongorneeddsadkdmow
the source of the data antinmeebhaiiss of accessing titutt
data. In asldiditéon, the underlying lixggéodittoppliymichl
mapping can change ffor any metaterm withouit afffzting:
an analyst’s ahiliyy toussettwattes nniingepeeidss.

~#Fee-Of paramount conozmn tio tite QIABNROND
developers-bdshth software and metacatalog-isis to
maintain the tangpanamnoy of the data sowxssassvwisweed
by the user timough tieemettdormss. The solution we are
presenting does not make a distinction betweem
metaterms mapped tosstnettredds sonres suad dniataterms
mapped ttotask! sources as presatatiiosththasaser, nor
does it require two qperrdss to awcopmpplibhihthe same
thing, one for stractured] data amsesseantloansbke fdo taskt
data access. Instead, an analyst seesalbgpiodl model of
metaterms firomthisddoramin, issues hisqpesyy, and ggits
results.

—HANDEEVA-COMINT-CHANNELS-ONEY—
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An OPENROAD ti® ResearchoFOUOY

The Amallystts Wark Miaiid] (U)

(U) Typically, an analyst waoilks wiithssgpanatetoodds
to gzableer data from romifippde disparate data sources.
Each tool lhas iits eswm usariirtef focecantdoomammaandjqeeyy
langnage. Am analyst allso usudlbyneeelds to remember a
separate llogrom aamidppasswiodddeamsessagictoodol, data-
base, and systtom. There isoffterliliidenr no ability to
correlate aamyyqueny yesedtses or perform ffalbowemnppro-
cessing across mulijpe tadfsamidssoueess.

-Fover-Kile focus of the OABNROXDnmtdaatta-
log devallopmranit is data-cnttricvidedaobbarmicic. The
modeling afffontt needed o thuitHaanmetaatdaip gsibasased
on tHeraklanostsipyps among ddatsitéiems and hwowddea
items are ussetanddepspsenteded, not on thectaobsisinghd
methods am amallyst usessttogettthieeddsaa. The anallyst Ihas:
greater powarteoddanmizbysis, spending lesstiimeeddoiag
the menuadl chores of performing aaaessswithiimmtipiple
tools and iteffeess. OPENROAD ppoviddss a sirgite
interface wiith aassigidd dggonnotalhll the diaia swuness an
analyst currently wsess, lkamiing mureetiinectooddoamd)ssis.

Domainns (U)

(U) Each iivféornastiondaloniaiwitiibusaits dsnown
metacatalog taillordi ttwifissddmhbascldomiain. We expect

EO 1.4. (o)
PL. 863

SECRET-

15




DOCID:: 4033dB4
CRYETOLLG
Summer 1996

a significant degree of metacatalog rewse wiith @fimrimfomeitonddomams bhatsbhaccldatbbasel domiains.

(U) We are cumremilly assistitggteaanss of domain experts ((busthiidfornastonmaddidatakese), analysts and systams
support persomnell iin ezath of the prototype angamizitions ttodésedbppaanmetiaatthlgd dotithatnifforatadiodaomain. It is
our long-term stirategy ttoarvedionuainesppettsindd pystems spppopgersumichmaiataimnanehbnhaadhe eemettahtalog
once one is developed ffor am @xgarization.

Key Abstractioms (u) P.L. 86-3%

EO 1.4.. (c)
P.IL. 86-3%
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which mayar may not be in hard-copy. Clearly, all these abstractioms have diaracterisisstthatmddeccore ' thhigg ddif-
ferent from another “ithing.”

(U) Once we have identified key abstractions, wmeeantimggin to flesh them out by modeling the attributes, proper-
ties, or characteristics of the abstractions. Some attributes may, in turn, be composites of other attributes. In Figure 2,
the Position attribute of a Maneuver can e tiadion downiintollastinddecand loopgitdde. We can then reuse Positiion iim
any new abstraction tfhat mequirss geofpositiond | Méonmanan.

UNCLASSIFHED

Figure 2. Manzuveradbstractioratttibutes UNCLASSIFIEEID

Metatemms (U)

~FSB9)y When tihe aisstractidonshimysdiiffieient detail, we canteegintadidist the candiittete nmecantenmsrfnonththe
model. Metaterms are tthe thasicléset] of abstraction tit am QHENROWDwserssess of the information dvmrdincoon-
tained iim ttiee ddashbaseddamain. Through analysis anilrmeodélinge, we can create muldlijple "Videw’s” oftthe information
domain. The wsefilhess of OPENROAD-sadd of an amallyst sabbiiiyytaq@get the mecessany ddata to satisfy mequine-
memts—is directly related to the comphitersssantiffeectibliity of the metacatalog.

PIL. 86-3%
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BEO 1.4. (c)
The Logical-to-Physiicdl Commeettoon (U)

S¥T'he metacatalog proviiiiestbiel likkbbetweenhthioligital domain model and the piysizdl structure of a data-
base. Metaterms can mmpttocsree or more fields that are scmanticd lly ceguiiadberttiinoone or more data SoorCEs, @r to an
i 44 Ser

(U) One significant benefit of using metaterms is that the logical-to-jpiysical commedttionceantzennoddifeldwitbivont
affecting the metstarmvidewthhathhaissessees. If a new data source comes@mline, we can trangparartly ((totheeusser)
map its portion of the information diomuain o exisiing mettttermss({(ifapppoppriats,), or create adiditional mzttatayms.

----- I g

eR\&E&Fﬁ&’ﬁnrec types of metaterm mappimgsazecppssidikle. To the uszr, however, no distimetifomissmmddéninhthe
ROAD user interface. e flirst type of metaterm is for stmctursti deatdbasssomyy qeallifiipg vhiaesidaaoppro-
vide semantiics fforaadext database, but are imstead iimpilietiblyythbeaatel arh i didldsithelf. {

P.L. 86-3%
EO 1.4. (Q)

18



DOCID:: 4033884

(U) The second type of metaterm is for text sources
only. Some metatenms, like Name, may not be mapped
to affettdinm atsinctadedaddtabmbe desaubatthat source
does not contain a field for names. However, this
metaterm regpessents a walitlabbstractiodofiodnd in the
domain’s teeett sources. A seardh affagetext source using
the qualifier “Name = ‘Opemroad ™ weooidd et tunmadll ddoe-
uments tiatt @ontdmst cooowreeness of the string “Qpem-
road”, if amy weeecfdondd, regardless of the comttestt in
which it occurred. This tiype of term modidks ddasalthiat
analysts typically find only in text data sources.

(U) The final type of metaterm is ffor tatth ttecttcant
structured dlatassomcess. The imemt is to search fiorthiec
qualifying wallwe in both structwred ddtibases((hasddon
semantics) andlt¢ext databases ar flat files (in amy coon-
text).

Wet®r Not included in the metacatalog, but sup-
ported thy GPFENROMD), are firee-teut terms. This cuse
satisfies a requirement to alllow a seaxthforany qudiffy-
ing value ffor wtiidhttteereiss no corresponding mettatamm
in any context in a text source ar flat file.

Pangaea Viirtazall DB (U)

=£E0U86) The OPENROAD ddeskeippmient team
chose Virtual DB, a member of the Pangaea product line

from emterWorks com, as the toadll to create and margge

the diomainmeetadalalggs. Each apperaiiond] prototype
will use Virtual DB.

(U) Virtual DB is iitsdifaamppiplidacion, complete
with aggapphieh] user iimtaffaee, for creating muttaxdta-
logs and mmanagingaaccess to structured ddashbasss. It
runs firom the G@rentStoreobiectooriatitdd] databes enaran-
agement system from GemStome Sysrems, Incoyporaeet].
enterWorks.com hundtesthhetwoampplications goguther
and resdlls GaentStomeaappart of Virtual DB. Since the
data models we are arediingareebassddombiyets(Gem-
Stone provides great flexibility and power iin stouing and
managing the object represanttaions.

(U) enterWorks.com aldso packages Omni/SQL
from Sybase wiith Wirtuzl IDIB to prowiitie acesss to heter-
ogeneous structured ddatdbasss. Omni/SQL madless the
logical connections to the various databases using
access modules, one fior exdh mrgjordddbase npenson-
tation (@g., Sybase, Oracle, Ingres). Virtual DB gomar-
ates the necessary sstnpttucdd)uprgriankangamge (SQL)
statements andl [passestbkemoort aOOmAYQD kv binch, in
turn, forwards tthe statereenss to the appropidte aacesss
module for each wemdor'sdidtdbasermanzgencants yystam.

CRYPTOLOG
Summer 1996

Results are passed badk alongtthessanveppaithnasth«SROL
statements, from the databasz to Omni/SQL, then to Vir-

tual DB. Omni/SQL jmimsresnittsfronmoitililplatthbles
from differemt databases antiresturnsthizeressilids sskhomHll

sub-queries are comyplietad.

(U) Virtual DB swppantts ppee-andd grispiprassss g
data tyypeconnersisiondofor differing iittternd] data tyype

representatioms. For example, a value represontiimga laii-
tude may Ueesstoeekdhas an integer type imonreddatabase,
while ilaradther it may Uxessiordd as a floating ppaint
type. Using @ Wintned! DB tyjpe cconveassion, we can dlis-
play quespyrassithts in a aonmmuonfdormat and geefform
Boolean operations om tihe dhita.

WFOYS)-Virtual DB cantiecunsddiaas stastdrdealenc
product through its user imtenftace . Homwenear, amithsset of
application programiintetinzes ARPIyalid]s]kiosvs cugus-
tom interfface, such as OPENIROAD'S, to access tihe finlll
power of the underlyimg ffurtttondliyyddicedtty. We cur-
rently use Wintwzll DB’s giegptioed| interface for dionalop-
ment purposes. Though wiiiem in the Smalltalk aijextt-
oriented llarggazge, Virtual DB dlsossppports & Gnlan-
guage APL The underlyimg mxttacetdtygsstonpgenmehha-
nismisis transparent to the analyst when using
OPENROAD.

(U) Though mot designed to access text or flat file
data sources, Virtual DB ddess allow esxtemnh! data
sources ttobbenmappd dotmatretacdted ogrierms. This dis-
tinction (structured vs. external source, Le. text) is made
as emthnmetstemn is defined iinthkenmietzatalalog. Each
metaterm is processed acoomding to its type.

<FOY6-The OPENROAID ttzam is not aware of a
commerciallly anvaitdibet¢zkt gateway smmilar to Virtual
DB ffor general text access. OPENROAD diedbppess
have written @ customteoxtegatewyyf dotdextourceupie-
ries, using téestt access modules analogous to Virtual
DB’s smuttuetascesssnmddides. Each text acoessmet-
ule gemerates mdiivequeeyyldaggugedoforachaletext data-
base (e.g. BRS or Topic); WAIS and flat-file sources are
handled similarly.

-H6®)-Virtual DB provides term-levell ssaurity so
each temm czanhbavecititoewneset of classifications. Each
user can seeantssédecoohy yithasenntatatermoforhidtich
he s diearet. It can also anfforeeroowldwet! security fiar
mixed queny ressilits if the secowmity ldinéisanrdimiilt into
the tables of the database. Virtual DB does not, however,
support security thaseldownlgdgonithms external to the
database. Our proposed sdlufionimssubhcaases is to run
OPENROAD at system high.
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Future Initiativess (U)

@50y The DMATC wiilll contimue to csvdiaate
other commeercailebiffiitheisti¢lfrpdodtscts soppopport the
OPENROAD mettaesthiggmhtd tievddvploppertpertise in
domain-orniemtsd ddatamddebing. More bwatlly, we will
continue ttorasseaichndmppdpplytimdthods for database
access antlddasanmddiling. We imend] ttopproxddacessss
to multi-mediia data sources, and allow apppliacion
interoperalbility usingetbkeCComm OObjt R RegaeRrBro-
ker Architectiure.

(U) Our researcth inechthprmersess of developimg
domain mettacatdbggssippaly] fufdedddy by dDHB A -pro-
gram gratit. We anticipaie aslddittonh] funds to contimue
this researdh ttore¢fineand denesssththknowdwdgdgeevhavieave
gained so ffar. We expect thhaxettobbesggififimanielalsls of
model remse fformuaryywiddblysst daiatacswaeses.

(U) In addifton, developmemt is wmdlerweaytoo if:
grate secanitayyqueeitss {diHowonuupresichdsasednon e
lier results), text documemt grouping based ¢
semantiics, antiffitecigg.

P.IL. 86-3F

CRYPTOLOG Blloopers:

1177

(U) CRYPIOILOXG; regrets tihe crror.

17

P.L. 86-3%
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The ClhangingThimbibre of Conflict andl Conflitt iR esdlwikian

in Sub-SshmrzanAfidaa (U)
b 1

(U) Africa bas llomg besenmissumidesstodd. Referred
to as the “Deatk Coriimerit,”thiee M ystexion CCotitieent,”
and eftherimpppopprictieraonteriatatere, explorers, poets
and piliiicéans have tmtifdor centuries to plumb tie
depths of this sometimes bemewollentt, sommtiimeesHsiite,
always emigmetiictHotkeensobh. And juost when it seemed
like Miinicads “truth” weass Tiltenggldommoiemaudicicace
ready o ggnappititc @opipkikity, this trudh Heggantacsifift
once again, undermining the fledglimg knowlkdize wee all
had so recentlly commiittd ttomeemory.

(U) This shift in tthe féondda-
tion we had built is due to a number

P.L. 86-3%

of North Mfriaafdior another time, since thkecicixonm-
stances of its evolutiom arequuiitea Hibit different for the
most part. The 52 counttries tHeet mddecuppAdfiemard far
too dlisarse, their differences more gliiaringgtithanheheir
similarities, to lump togetiher.

(U) Perhaps tihe mostssiléent internal shift in Sub-
Saharan Afioza in the llast decade thss been te 19994
demise of apartheid iinSSottiMAfrica. Prior to 1094,
South Afrizcawans the Hutb of the Aficcanwivddel and
countries withim itts gregpaiitheracmiessedd to its will or

fought-efiften unsuccessfully—t®

of factors amdl muit merely to evantts
inside Mifriaa, of course. The ant
of the cullti waarcbhapgd dhthéuSese-
fulness” Affitcahhtdddomamnfofor-
eign governments-bdibth in the
U.S. and elsewhere. Africa was no
longer swmmaasazppawnni ththEakdst/
West game, its importance to politi-
cians often gemarated in the past by

(V) Smee tinee endl of
the cad war,
world thecss lemgesb{y| bkt
probliematiic  Africa
more and maore to its
own devices

elude this grasp. Events in that part
of the waorlld sseeneehlalanys to be
in reaction: TO SSotthA fAfrita’s
position on a particular issue.
When thhiisretdatonnkipp of inequal-
ity came to an end, at least in the-
ory, another ripple appearcdonnthhe
horizon, in the untethering nmest
Nfricancountessweeseahiredg yf dac-
ing. This oooursstiaascoouniees in

the

vested matiomdl interests. To many
influential decision-makers, Africa
has become iirrreasingd}yinrrkiezantvwitinin glghobgleper-
spective. To a large extent, affifer thre cadttd wear, tHee weaotid
partially untethered Mfiiea fromitthe ad cieubihieks/hibbch
had ez aartificadljycoreatd drahthenedeids fisciporseelse-
where, leaving theecepgraiaciandnplgplobletitatidriddrica
more and more to its own devices.

(U) While ttherassst of the waitdwaas turning iits
sights to other shores ar, in meanyinsstances, inward,
Mfiica was wndengiingiitsoswreesbltition, struggling to
find iits cownvedice: a postadionidiism, post-cold wear
voice. And anyorcwihaocadadhe e mgwppaper knows
about the challemges this populbtion coriimessttoffececmn
a dhaily basis: disease, civil war, nation-building, refu-
gees, democratization, insurgenmcies, outside interfer-
ence in countries’ internal affairs . ... the list goes on and
on. In skloort, however, conflict in Miffidea has now
become murereggommd! and less gitdhd] than im theddayys

of the superpower tmg-of-war.

(U) For the pugpasss of this articlke, I will comoem-
trate primarilly om Sutb-Sairaren Mfrica, leaving the study

the area-pepatidathyly those contig-
uous to South Africa—wware left to

their own mesoumessinndaddidingheheir own fiate.  This
worked both for them, in some cases, and agaimst them
in others. It also served as an impetus for Soutth Mfrica
to look inward and not be as intrusive in the affairs of its
neighbors. And coupled with it Shift to amoredddéen-
sive stance Himstheenthhd brzgepmiggnorereantnt in both
Zimbabwe and Botswana to assume greater posiiions of
authority in the region.

(U) This new world erder thit weasapeatedwyibhtiike
demise of South Affiiiczdsappathiiduahhe¢hendmd tifethe
cold war Hrasttzankiatdd nitaaewuteddofop-eodsastance
among the Affiiicam statesaanitdiimto an increasing rolie fimr
the Umited NNaiéons, which was pandyyzdd rintonimaadion
by superpower mivalries ffornmoedithart@epears. Freed
from tthis paralysis, the WNisis now Hudiggcaiitiédnon
increasingly to help solve conflicts in Affica, to fulfill its
commitment of peace-makimg, peace-keepimg and peaue
enforcement thheee. At the saneetionee, there s esanaa
commitment by mmny of the African statesttoaakibesctdo
rules of non-interference iinthkeir neighbors’ affairs, to
maintain territorial imttegrity, to find Mirican sdlutwons to

—EOR-OFHICINL-LSE-ONEY—
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African prafitems aawidtith s sovenigignigight to be atidteteo
ask for outtsiidie Hedjpféoppobidemsvirhe nhh e et drivises.
These milesreppessant significant shifts in the way that
African nations do business because, until fairly
recently, the sovereignty aff a @auntiny coalddbgugaes-
tioned. In esssewee, every Adfiricanwasas his brother’s
keeper amdl @mitt] act with impunity: South Africa was
accused of imtfferig in the affairs of Amgaly, Mozam-
bique, Swaziland, Lesotthe, Neamiihiaantiotieeri oontime
States. Zambia harboredi SouthAdfriear freddonti fight-
ers and [Litkwriansvviewdd firadddhigp Ni¥egerians as still
another fiadiiom eeniteriggintdcithdrisapfah¢hecovountsy’s
civil war.

(U) What African matioms e d iseosaseti mmaaryy
instances its that they are fireguanitiybotiterablde to keep
the peace thremsdivss than wirnthbgysksKofor outside
help. There arcsseeeshl reasons ffar this: one ifsthhat
there is greater political acceptance of having thietir
“own” flosesppessant where there is conflict. A corol-
lary to this is tHeeesppetddd ninhrerent knowledge of that
country's pegée, terrain and customs by these internal
forces, the fimamciidl benefits of ussing"itidhboast3datu-
tions flar in-house pddlamsaaddhthsupeperior sense off
commitment that these regional forces bring to riheéir
mission.

(U) A number of events in Africa have added to the
sense of amfiitlancetiiaat many countries exthibiit in han-
dling their owmiississ: elections in Namibia in the late
1980°s, which st up a paradiggmfbor the emtire reggoon;
peace-akibiit tenuous-irin Angola; the release from
prison of the mowPPRreisident of Somth Africa NNdison
Mandela; the emd of the war in Mozambique; elections
in Zambia and Nfdlavii, and the 1994 disdiionsinSsoubh
Africa. These evemts and attersshhaecsppureddoontricies
on to follow suit in creatimg thoirr wn disgiin tssandadiso
in mwre readily conppesstnggwitiithtluther states in the
region to mitigate conflict.

(U) In a sitwation in which outtsiite nmaatonss niteter-
vene in the affairs of a country, the jury is still out as to
whether or mwit this is am afffextivemeassuee. According
to one camyp, it is dangerous to assume that peace-layp-
ing forces that do not respect the laws in their owm coun-
try willl be effective in ensuring that they are elbeyedin
another country. A further allegation is that these exter-
nal peace-keeping fiorces are sormtiimssmustivatedmooee
by ffimanciid! gain thanblyyiddslelgigidal or humanitarian
reasons. Forces called in to help tamp down a arisis are
generally rewarded by the donor countries for their
efforts wiithhhghtpegrer diems which arennommdiwersry
generous, relatively gpeddiitpy, with meateridl hardware
and with communications equipnmtt. Among the more

unscrupulous euttsitie forces-tHixese same aiffics rimaiz
taim-thhe visiting foroes sanettimssskkimotitfitheopp ¢,
the per diem to fill their own coffers.

(U) Detractors allsoppaint to the mmetiféor outside
forces to lessen the appearanee of partiality, to become
more cultwrally avearcodfitbhe coumtry in which they are
working, and to nurture bettiar relations wiith thiee local
population, winning tthedir hearts amtinmiddsniststedd of
using force. In this way, hopefully they would be better
equipped to gradually eamn assesse of legitimacy and a
credible capacity to influence rather than to coerce.
Finally, these same detractors note that there is currently
no joint UN puibliiceiiom whikbho oilthisre pepeackekpiping
procedures and guidelimes, no system of checks and bal-
ances to stamdandiiz: qrardations. 1t is left up to the vari-
ous awdliitonammses to deterrmine on their own, with
their divergent backgrounds, agemdias amti motivations—
not exactly a recipe fior snomess by most standards. And
with the UN expected to increasingly playa major role
in peace-keeping imAAfidaa, it is imowmibmtt upon tat
organization-wittithsitd)Sfkamsars of experience—teto help
standardize amd s legitinmize iits missstomstheree.

(U) One problem with UN missions that is particu-
lar to Africa is the decliming ltevall of awareness of pao-
ple outsidle Africa. An illustratiom of this deterioration of
external knowledge is the widely-held theory that Afirica
is composed of hegemonic tribes and siortindeettitess
with conflictimg pliltesgptiess. Under the terms of this
theory, every conflict in Africa cam be methoeel to ethnic
terms, regardless of the context. Qmrg size fits all in this
simplistic paradigm whicbh, unfortunately, is gaining
prominence in some quanters, irrespective of the multti-
tude of economic, political, geographical and historical
factors wiithhhaeeallll contributed emmrmunsly to con-
flict in Affiica. For examyle, four civil conflicts Iave
been witelitdc@uotabatatthithis monochromatic tteeoyy:
the Congo/Zaire upheaval of the 1960°s, Somalia,
Rwanda andillifleeria. Instead of examining tihese ffour
situations through the lens of an impartial, astute
observer-tafaking into awourit the lkess+heaniitded] role
played by the UN im all cases-tthyy have been reduced
by some to wars between barbaric tribes of Africa, tribes
with little else to do than wage war.

(U) There arethhesevinheonbtiiidgargue, however,
that in ticaase of the previmusly nmentionddmafiftists
and iin others, a fiingar should breppaimtéd at the UIN,
which has tradiitionally pllayetameveereaactecthhan pro-
active malle in Africa. In addition, as peewiious by imwidi-
cated, often there its albadkk of a clear firamewantk for TN
operations aibvooakdamddvivahat starts autt as apparticidar
type of mission enssométimeshchargm midnidstream,
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without any apparent ratiomake.

(U) Still another criticism of UN peaceKooppingg
operations is that they are, in fact, peace-#eepiiggand not
peace-muiing operations, that the anphasisiiomthehe
wrong aspect of operations. Allegations have baem Lhov-
eled apgaisst UN affficiidls for purportedly Hraliiggowtut
when tthe “tgomggegetsdogizli.” When the aorffitt esca-
lates—tHbese same allegations continue-tithe UN threat-
ens topmill out, leaving tiie coomntyyin mupsestivm thethe
lurch. Still others accuse tie WIN aff ustppoovddiggs sdfifi -
cient funds to its peace-keeping opardtionsant of chan-
neling ttwonmapyfufudsds into thureawrsaticarmreas. Two
examples cited aas the worst of the UN missstons to
Mifrica asreS GoalaiandRiwRedanda.  Finally, the aritiss
charge that the UN mesdls ttoadddesssinddeteeskipproent
in these MfreaancoountteopgeplpleviMill continue to e
galvanized into fighting agingt accommonncansyy: pov-
erty.

(U) Miinizdss own foreign jpollicy nefflsats the obiaangg -
ing perspective on conflict and conflict resolution.
Before the end of apartheid, tie Fromtline Staes witd tbet]
considerable imfluence iin teereggoon, concentrating tthasir
collective effforts @ndied]ipgwitiin *commondadvensgry:
South Mfriea. There Hatlallsddseeanatiother common
enemy to prowiitie tHesseMyfrivan@ounirsew iwhith unitaited
front: colonial/European mike. With the shift in perspec-
tive that resulted in tthe @mll of apartheid and trecenld of
colonial-ruled Mfrica,ffoecggnppiliyythherdifractird dniteto
multiple, often coontralicooyyarmhdoopapetiphiphsideso-
phies asthiesseonocamitedd/IAfrcatastatenteatdfod for
divergent political shores andl, in doing so, lost much of
the power base they had emjoyad] whrm ttegy wegeeppatt of
a maore umifeetwhbdde. Without their flommar cdléectiec
power, their leverage in a global sphere has been

reduced considerably.

(U) Coupled with this firagmemttet ffore ppnppdlogyiss
the lladkoéf an economic pomearbhase to recreate some
sort of linkage between ttirssecoountiies. Nfiicam sstaess
were ssopprecccpidd in their respective postacdlonidl
periods with mmtiontbuliiggthtitat economic coonssider-
ations often fell by the waysidte.

(U) In ordier to remedy tthiss ssituatoon, some advo-
cates of South Miinicds historic Iegemmomy imthsereggoan
advocate @ aortroveessid] return to tthistyppe of arrange-
ment, but with a benevolent (versus explloitaive) mmodd].
Under this type of relationship, the comstiellkation of Xdfiri-
can states would agam revellve aroumtd SeouthMdinzabbut
a themewalont South Mfreeawdviviciwswddidonosetact in a
manner beneficial not just to iitsoswnninteststbubut to

those of its neighbors. The previows agymmettyywhiibh

C
Summer 1996

Unclassified

L
Unclassified
(U) Government flomes ffazei inceeasingcbhienges
from insurgemnits andorgangs

reigned in an apartheid South Mfricawauddssilllesotist but
under this oy SouthMyfocavewldl e tepepehth e hege-
mony by remaining ever-cognizantt of the interests of its
wards. The relationship wowilld zlkso e mmre muililbaecsd]
in mature, with the ccomomdecaaddrisistitaooalal needs off
each country of prime importance. Naturally, in order to
be successful, it would requiire tihe williimgress of all par-
ties to cooperate..

(U) The anmtiticsis of this bemewolentt model is an
exploitative systm, one wihicth weastliheowwnmnifosduth
Mifviza for many years. This modid] harks bk to the
not-so-distant jpast whrzm maiiondlimecesstsweeee of para-
mount importance and couiisdiated to each other on
a thillawrdl basis ffor the most part, leading to regional
imbalances and frequentt conficit.

(U) Time will tell if the so-called benevolent modid]
takes root in Southemn Mftiza. In order to meet with suc-
cess, South Mfricdds neighbors will lhave to weanrtt ggoowth
and stability more than they want to usurp South
Mifizss hegemony. And SSobh Mifivica will have to
prove to these ssaneenaigighbiors that its goals extend
beyond iits @wm Hoomuldariss to the commem gwel of the
region, and tteennaot exclusively twitits European aand

American coumienpats.

(U) Adding to tthecconppdecxtyy of the discurssiom aff
conflict and comflict resollufiom iin Sith SSdiasan Mirica is
the issue of arms transfers since e @ntl of the cold war.
The exodius of the smpenpowars ffromMyfcichdsaneasant
that governments tthere no longer emjoythkd uuxyrefof
financial assistance iinbvosstingtheq@gpipen¢nt of their
security florezss. Conventional military equipmentt is no
longer so easy to come by now. Conversely, in many of
these countrics, autometiicnifes arcaftencbiveppetihama

FOR-OFFICIAL—USE- ONLY
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this is due, for the mosit [patt, not to the strength of
the imsungentisblast to the nedbtive weedlorsss of the
government in dhffedingthbesdnfnsgegdnts. Most
African armies are not properly organized,
equipped ar ttraieeldaadd, therefore, ill-equipped to
combat the welll-ammed! immingmmirs.

Unclassified

Morocco

(Uy A fittier impediment to conflict resolu-
tion is the fact that negotiated sertlements are ey
difficult to achieve in Africa, for the following rea-

liberia Sons:

+ the insurgents offiem iwwe: no clear-cut ide-
ology; ideologies are often peessondityy-
driven, or mew [plmers cooneciimocthh e mic-
ture, preventing consensus. This results in
an ever-changimg amd tHerrdfoeeconfiiamigg

Unclassified insurgency idealogy:
(U) Basing agreements iim Libesiéa, Morocco, Egypt, and Kenya wil * factions proliiferit: as the conflict is pro-
remain key issues fior e ULS., but primiawily for purrpesesodfpoveer longed. This fhutioowdlvzdiconinhiiti shehe
projection owutsidie Affitma.

loaf of bread amtlofiftemsas accessible Hugeansse of the
enormous amowit @f weponry remghitiimeoAdfiigal dor-
ing the colidl wearaakidhherdifodehihd. This meams thhwdt
government forces aenoominerersasiglylywndnabvible to
challenges firom iimsuggenissaaidporggapgs. Furthermore,
these samme gonenmmurssascddessmhdelsssusoeseisful in
engaging Westkum ggveermmeefds to assist them in their
fight against these hostile fores. It is important to keep
in mind, 100, that African governments firequentlly find it
difficult to ensure thaft mestenipd | nasomroossaxeedikistitiiedd
to te masses, therefore, the military iss becoming aa
determining ffattor in emsurigthhair delivery. If it is
under attack ayr vulnerable to disruptive iinflluemess, it
affects the entire population of a country. When
national armies are @utmamecdaaddoutamaedbinsnsur-
gents, political dissidents hawe no reason to eschew wio-
lence.

(U) With this $hift in the mature afaanmsapguisi-
tion, conflicts in African states are now being proloaged,
and axenmooed nitiewsanainiefrequintiyomatidfdifficult to
resolve. And witththieeddelitiae of legitimate coommmiic
activity, force has become the: limgne iz iinaistainings
resources andlhhastewaint that conflict often spillsinato
other aweas. Examples of this spilllover imdludiz]libecria
(Sierra Leone and Cote d'waime)). Rwanda/Burandi
(Zaire and Thavzamig), and Apzdda and NHozaabbdgee
(South Africa).

(U) A corollary of hisnsowpparakdggm of conflict is
that there are wepyféewoutriighht victories im Afrozaaadd

government sddssice to settle tihe aoorfloct

since there is no clear-cut single adversary
(c.g.. Somalia, Amgolla amdi ILithervin). As a con-
sequence, the govermment often fails to
recognize factions &5 legitimate factions repre~
senting the whole. This factionalism also works
against achieving comsersusaamogghhenamny
disparate panties;

*+ there is a ladk affedduativoninihthoegegotiatgng
process itselif (g1, Mozambique, Ethiopia and
Rwanda);

* during the megotiiation phaste-iff reached-fdww
countries have the momey to finance the logisti-
cal aspect of peace talks;

* there is rarely imemmtionm] support to swsizin
peace, which muay didiaythkepproces{ Ntlumam-
bique) or lkewll to a breakdowm of negotiations
(Liberia);

+ there is a shifting idea of whett Wikt aampre-
mise/defeat mean to the parties involved; and

+ the country or countries involved have been vir-
tually devastated.

(U) As the face of Africa changes, a semse of pessi-
mism cam beeddetedd in some queattass.  As conflicts
there increase, there is a municet bsssadthbgpe, the long-
standing Huppe that the lot of a pexttenitonidl Africa
would be better—bbthh economically and ppdiiicedtyy.
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After almost three diecattss the qposite is true mmre
often than mott, and the temm THind Whanttissiill applies to
most of the comtimemtt, wiith the cxegpioon of a portion of
South Africasspppplatationnancdnsithall pockets in other
countries.

(U) The United States willladivaygshhaea s tsttateigic
interest in Adfricza asaldi titsvelédfarbubut this imtferest will
shift as the situation both in Africa and the U.S.
changes. Basing agreements in Kenya, Morocco,
Liberia, and Egypt will remain key issues ffor tHeeUUSS.
but primarily for purposssobD peeepipiejttiivnuitiide
Mifriza, not inside Mfriza. In addition, oil, strategic min-
erals, humanitarian andl rellieff ayperdttorssaanidhan i teteretst
in keeping sea llanes of communication opon attwththiee

CR

Summer 1996

Hom and the Cape of Good Hope form the basis of con-
tinued U.S. interest im Affiicza. Nevertheless, in an era of
decreasing thddgess and imeressingddorntstifodosys, it
will fall more amd mwee to Africans tirmmsdestoossatrt
out their comflicts, to fiimd MifriearssbhinonsotylAdaican
problems witthoutt relying om eutisittehie¢ppoor by relying
on the assistance of the United Nations.

PILL. 86-3%

rous—

Inter-Agemny Coriéeesnee

The purpose of the Conferemoe iis twep triti:

customer requiiremmesmts.

Date: 3 December 1986

Location: 9A135, Headquarters

thisreoniiershies iueresiad 3G
963-6011s:

Hours: 0815-1600 (agistttton ieejirssca 08800)

BEDPEES

"Responses to Humanitzien©@risesiibdiBisle of Classifiiet Itgliligence”
o-spomsoretidyyNEVaad CRLA.

1) to iidlemiiffy ttectippesof classified imligremeecoaiioraer s ewbdnandb dotnot need in the tiimz
leading up to, during, and in the aftermith aif thumzamiitaidancokses; and

2) to identify imislligreres gapsaanddikerdssae shthiah ffadhirtieyercerpdodacers’ ability to mesit

Credit for NCS course 1S-355 (Current Issues in Intelligence Analysis) will be given for attendm
s -gmmmmm@mmm@ewaa

P.L. 86-3%
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Calling all padblliidhard! (U) PIL. 86-3%

(88189, We are looking towpbateaamatititi¢titat appeared im CRYPTOLOG Vol. XX, No.2: [l N\
Publishimg asa Weentleer of the Technical Track. This anticle listed a muntheraf Aggengyppibliasivonsthapposiddéithe
opportunity ffor disseminating inféormastion’4%s whieldler for both ttedimmdbggytrinasisfer and career growth”; for
instance, The DD Eye, Cryptollogic Quantotly, and the Infosec Technical Exchamge. Since CRYPTOLOG's focus is on ",
explaining developments im ome sffid Httottsseconsside it yweewonidd ilike dos ppred ditheverat dititat s&np
article appeared], a number of mew prietcdishhavcapppentdd, and we have leamzt affothieesshhatrisstddiatithei time.
CRYPTOLOG would like to add to this list of vehicles fiorcomtitiing to one’s skillfiididi. To quote from the article,
“Are there amy jjoumdls wHothreggidalyycoomaacrssy yaudadsk or to your computer sarsar?? How about newsletters
and other locall puiliiiceionsttatypmvesseen? Most Agency tedimiicd] sucigiesssediécipppperoomammnnalal basis for
essay contiesits; look for ttiecaannounecemattoocwuntict one of the sodiety sodffecss. How abomt an organizational
technical report that camiis 2 wittke d istithti tort? Coaree P Rarls| s  SdohicidaDIntotorsaraal adsbelip lpapoi ntoyoin ith¢he
right direction.” If you kmow of such am epotiutiigy, please provide tihe CRYPTOLOG editor with tihe maneeaffthie
publication, its editor, a descrijptiiom of its mission, and instructions for submitfing aticdbes.

Unclassified

“But this is the simplified version for tihe gﬂtmlzdlppﬂﬂlici”

Unciassified
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The Needi for Muilllilexs |Sscuee
Daliziiasess (U)

(U) An information dowmpowr is flooding the
Agency. NSANEI and cliemty/sarvaranthitattuesshhvee
orcated am anvinomniit in which wsos cantteasspacetyy
acoess da thedt residiess on remote systonss. Tihis sitwa-
tion afffodisrmanyyaddaamages, including tireqgidklandd
paperless disseminstion of information, but it has alksp
become ceasier for information tecggtet into theewwong g
hands. Wihem coonmpistessvatlith avpnygme gy dbsvels
residie wninigeeoonaecddaistorbsks, unauthorized ussess
may reaadinifefiomaticion at a chiassiGostooniclesle] higher
than theiirawmn. The aanssepeacess of warestrickad ddata
access reagzelfoonihbacardidéntal retreval of classiffied
information yythhesevidithuut adequaiie peermisiinngoto
the imtemitional teamster of classified dxta ttothiossewhbose
goals lie in the asceas of profit and coppooagge. This
cdeany iis @ singiion weecoanponHiowde exist. We must
take precautions (o emswe it dxtacan e acesssedomyy
by weens wiith alisgaiteaauhintizations.

A Possible Solution:
Trustied SOLARIS (U)

(U) Thhe ezt wagytacpprteictlahasSidit dadatis is to
locate it @m stantiad tngenmativines or networks et aryy
data of a singk sseauiipyldeet]. These meathirss or net-
works woulid boeacrassssiblenbnly aathawihediusdrsusers.
"Tiis mey seomliKecaamanitigastddpoppssil, but this wass
the momm untill recortly. With seourity msdiranisnsssobh
as ciipher llodls ondooss caattonasticsoresd dokkotsts, and
restricted 1doeh! areannttwokks, the neecessayycauntiols
were provided. Data at asyigideclelastifisiiowawvas
placed @naammdrhiae, and @iljyaadthcrieddisessrsondadi1d
aocess e mthiee, Users im tobaySserviconmenh ey c
requiremeits thhal roalke thhismeibthd déonoemeaient and
overly mgtritiive.  They neestitecbbabdbltotacacseshtdata
remofielly aowssmuliptenettvookissaiadd at multiple swou-
rity ldoedds. They aldsovenint (o iitggataninformaiion
residimg wnddiffecant madhines or netwaorks, or tramster
information to i lheed Iwarksstsioons.

: © 7 PIL. 8636

—{rert®yy Many opggaidatitions investigated ssevure
operatimg syystrnssaas hebietieneazans of providing ddata
security. These appensiingsyystomsarkroyawas 430om-
partmeniied MialleWeokksitiions (CMWY) and musst ful-
fill requirememns sppetiitedb yhthDdafenintdtighigence
Agency. The K223 BOXOAK project diwiitiatittobaage
its architecture upon Sun's version of CMW, the
Trusted SOLARES operating system.  This prethett is
desigmed to allowussess at different diearameestechhadiite
information aitdfféresnldeets of secumity wiilkeppodeett-
ing tihe sty of that infommaiion antikeeppigg ipprpp-
ey lidipdted. Bt accomplishes thhishthrogiztht¢hesaise of
privileges, separdiion of admimistratfive ks ((Hegrei $swo
“rooil” ussey), and latbadiing of users, progranss amnkdinfifor-
mation. Trusted SOLARES is the thakbbone of the
BOXOWK Phase loppeatitionlal system ussddbpy K53,
and amsuessthhegupmacion of compantumpritetiniéomma-
tion.

<root)T BOBOMWIKSs plan wastdc omtiniasising
Trusted SOLARES during lktterpphases, with tHeadddi-
tion of a secwre ndlditond] datalbase mrawezeneen syystem
(RDIBHAS). SYBWSE, INGRES, and ORAUIEE, the
three majior datibasss at the Agency, alll leve seowe wapr-
sions of their prodinct lines that rumoon CIMIWs. A
secure RDBYWES woulld mmalke it possiiietodéead bppsedti-
ware withhoot the needdofor any sgpecahl algoriitms to
guaraniee dgtasseontiyyiifiterigg. For imstames, if a wsar
was ayerdiiggant a CONFIDIENTMI . cdearance 1bswd]
and mepusstedinfidormtitiodréom sosmerdeathat inchodied
dassification lkwals rrang ingffoom UNCLASSSFREED to
TOP SECHHT, the wsar watanjybbepprsiddddrifofior-
mation at the CONHIENITAL level or llowwr. Fur-
thermone, the fact that informaitiomeziisiédtat higher
levels would mott beeagpparaticotheisser.

(V) Initially, the INGRES/hinfranded Secowity
prodinct weasussekl, and it perfiormed aasddesirdd. D to
e wiithsgpeeaiAgeayyase of SYBASE, the disisioon
was evenitudljymaddtotovatelich tbethe SYIBASE data-
basz ppedduct line;; again, data secouitityvasas providied
exacilly asdisseivbdd. Although tesesseonece RIDIBNGSs
warkadiwetll, their ddppenidanceonmangnlyafestsres pro-
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vided thy thkeoppertatingysystery aw asnm jmagawbaslback
because guneymsakbout Trusted SOLARE were swr-
facing and could not be iigmoxed!.

—F0U0)-BOXOAK had remimed] in regular comm-
munication with Y4, who weas performing amoppera-
tional test of Trusted SOLARES for use iinthhddDDI
Virtual Campus architecture. Y4 found many flaws with
the prodlutt and ewventwdlly ddecdddchaiot to use Thumstd)
SOLARES. At the sametiime, BOXOQOAK was expeni-
encing mamy of the same pobidemsY¥dvasnsanonment-
ing. These puotblloms weeecalll] of a fEantly ssermssmastuee
and had to be considered.

+ (U) CMWs are mut widely usseld, and it was
impossible ttoffindexpert guidance amtlaaskis-
tance in other onganizzi oS,

+ —(HEa) SUN was providing omly minimall swp-
port fior TPnssee! SOLARES. BOXOAK was
dealing with one point of contact who moved to
another product line. Support was virtually
nonexistent afier thit.

*  (U) Further devclopmentt of Trusted SOLARES
was negligible at best. It was supposed to keep
pace witih titee roRsscune oprodetctetelsases, but
this did not happen. As a result, many new tiools
could mait be iimgtdlbetanddiseskd. This wassaa
major problem wiwenttkeGiappneh Ukkse Frilnter-
face (GUID) developmemt tool that had Heesn
purchased couwlld must ticusseldssimee ivegqinadd a
newer relliease of Trusted SOLARES than was
available.

*  (U)) Therc were regporssobf wilaedatilitiesvitith
the very sseouriyywhibicirditested SOLARIES
was diesignsdtiopposidde. CMWs are built tto
protect a mwiti-lewa], compartmented i
ment but have been floumd! to be exploitable.

(U) These issies addonewwold ddiavacresensitaied a
hard loolk at the wisdiom of using Trusted SOLARES.
When conplediwiibhthihdazct that the seeure RDBIMISs
were 50% more costly and mudh e diiffimilt tormeain-
tain and administer than their non-ssaure couTttepatss,iit
was decided that etthor dltrnyativss to providing the mec-
essary security had to be fiownd.

Altemative Solutions (U)

—FoU-buring conmensationss wiith SYIBASE, the
company lhad alliutdell to a new Seaure SYBASE prod-
uct that would meit requiive aumbistyingssecuecopecatiige
system. This wanlithhueanatet many off BOXOAHGSs
security needs. Unfortunately, this product never
became availlablls, and stilll dioes nwitappeear to be on e
horizon. BOXOMAIK had to keep its investigation active.

——(FOHO-An iindtousseppoddutt known as SENTI-
NEL came tecthibattetiéintion of the BOXQAK team.
This AT4 prathett provides SYBASE security flilterimg
without the need for am wndisllying ssoure agerdiingssys-
tem. SENTINIL. was designed iniitidlly to support
other A74 applications with sscouityyfilfidtengmg needs
much more conmptexthhan BOXOMWKSs. Implementing
these requirementts imeursssonccesst in terms of mainte-
nance and peoffomenee. SENTINHLL also required tihe
purchase of additional SYBASE software which oher-
wise wasmus! needed. When it was finally dbttnmiimet
that BOXOAIK did not require as elabonaiie an anxdtiitee-
ture ass thiseAZF prpjojtets, the costts sseemeel to far out-
weigh the benefits.

——{PeE&)-Since these weree no other ssoniity ppodd-
ucts to be fiounmd], there wamsomijyonpae@miesefalCaation

left. BOXOQWK would design and develop its own sim-
ple and easily mmaimtairet dittn sEouriyy meotanssm .

Tihe BOXOAK Solufiinm (Feey

—(FeOr The requirements for the BOXOQAK
implementatiom wercedtrise bybthe earkeds thé ¢hs- cus-
tomer, the K5 High Alliindic FPoggaams, which imgdludie
many CmnffiguritonCGontrbl Boards (COBs). These
CCBs operate agt varying ssesuriyldesklsimhailtill be
accessing the ssanee BOXOAK system to manage thedir
programs. It was required that weens wowld omly e ati ke
to access and be aware of information to which they had
an equal or greattersaeuripyléowd]. Furthermore, the met~
works over whiith tthisddsaweold dbbéranaisfeerbd ouddid

need the same protections.

—{FoU0r-The BOXOAK solution wass multi-fac-
eted amd wensbasseduppoihshetsitameynepipiedddy thehe
SENTINHL. product. This strategy was fiumdiamstidlly
sound aamd its use would ffadiliaste future interfaces
between the prodhcts. The implementation includes e
database diesign, modified datalbvase qpeeiéss, and a féow
translation algoditims; it will be used by all BOXOQAIK

systems.
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Datalese Mesign (V)

—(FOYEO)-Some essemtiiall terminology must first be explaimedl. Normally aussar has a diearance aanldddatchhas a
classification. BOXOAK, like SENTINIHL,, deviates from thiis @omeenioon. Both users andl dambhaecaa classificn-
tion which includes the natiomall diearance (e g,, UNCLASSHHD SSERREY), handling codes (e.g., US, UK), and
compartments (& g., TK, B). SENTINHIL uses the terms privacy to refer to handling codes, andl special access for
compartments. For consistency sssike, BOXOAK also used tietéermssppiivagyaaddppeialal access to refer to these
codes.

(U) Three databrasettdbibsscoomtammpgtll possible values ffaratéeananess, privacy codes, and compartment codles
are the core of the security strategy. The table stroctmres, imdiudlitgz ssoneessanpeddata, appear after their diesariptiions.

(U) The clearamce tablle conttd insadl Ipposibidevublus S docldeamaces. Since only one clearane cantreassgrred to
an item @t a time, a single inttegariisussdd daldegigntateacichledeanance. This imteger iis tHrevadineaatnuHil y sesciatatdd
with an item wiemiit is stored im tHeeddashbbase. Also stiorsd imthiisdbbda@rehthfulull and ablbreviated lidtedistborthbe
clearance, used for displayimg textt @ tieessceesnonoamhhaddoppy. A color (bgoollen)iis storetaantd is used as the back-
ground for the classiffication stijpe ananyssceeenddipfdyys. A second collor (Egrlo)imiozaesstbrecodbor of the text on
the classificatiom stijpeaanidisdilinititéd to the values of black (B) amtiwhhiite (W). As an exanyle, an UNCLASSI-
FIED clearance woulld the diigpitayetiomaasstippewitittbbdakk ek bom 2 gree b bdckgnouhd.

Clearamse Table (FBQVO)-
value clearamae full dicaranee bgcolar fgcolar
0 U UNCILASSHHED greem B
1 FOUO FOR OFFICINLUSSE limegrean B
ONLY

—FRJSrA data item could have hoth muitifpteprirvacy anldsspecid baceessoddes. For instance, a TOP SIBCHRET
item could have privacy codes of UK CA and speciil asassses of TK VRK.  As a resullt, these codieshatl to be han-
dled differently to fEacillitate asspgrigermoidippdes whlaes to a dataitenm. In both the privacy and spraiid] access tables,
there is a label field whiicth comntdinsttieeanctnbcodde. There is allso a positionffedtt((seveckbhasianitmgger Wivitie reppysre -
sents the codie sppositooni indititpp esscaiztbdvitith dadatseitem. When a datta itrom arorttainssaal linn ttditirap priththe
designated positiom, iit imdicates it e cntbeapppiess to that data item. For example, if a data item is marked with a 3
in its jprivacy fiidld, the comrespomdiing thitmap((hinayegqiviateentisi® 1011. The codks thrmtocoresppodd ddhtheereranahd
first position (starting at the right) would applly to tthis iilem. A lookup of the privacy table shows that a 1 in the right-
most or zero position imdicates thhe WS wotte, santdaa  1iint bieef frss tpposttéoan iddiestesid KKcodde. The same desiigm iis i~
lized in the special augessttdtite, whiitbhaidsocootitains £ufil]] label field containing the fiulll text of the code (i.e., Talent
Keyhole for TK). This full label was deomsti wmmeesssayyfbopprivagycoddss.

Privacy Table [Foue)—__

label positikan
Us 0
UK 1
CA 2
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Speciall Aceess Talblke S~
label position full label
SI 0 COMINT
TK 1 TALENT KEYHOLE
B 2 BYEMAN

(U) Tables with sceureddatacopintiainhtsesththecntogeptiekisldsroespespbngding to the three diassificditontabibdss.
Other taiblles thzat interact with this diatg, including wsers antlddeviesg{haists, networks, printers) allso comtaintlhese
fields. Thus, an entry in the User tablic contains wseriifformatoon({ice., name, SID, organization) as well as the clear-
ance, privacy, and speciall access fields. The walues in these three flidlils aczanthkarbbecomppartd to the values in the
fields associated wiith  sypecifret dhtai item. Access is allowed only wihen tfie wdliess in the data itenn are dominated
(equal to or are evcseekiel])blyyththasesér'saliducs. The mectiamism fforessidtinigghtisisceessss is implemented tyy thiee
retrieval criteria in database queries, wiicth is described in the next sectiiom.

—(Fo@-A single integer field can hold up to 32 privacy or special access codes, which is more than sufficient for
BOXOAK. This design canbbecesteddddotannitijtipintegepéiefitdds if an application requiires zaggretdenuorbder of
codes. Any number of clearances cam e aceommuakiaceld, but since these ane contndléeld at the national lewell, there is
little chance they will be modiified.

(U) A Colors table also exists. This table lists all possible comfbinaiions of values in the special access table and

associates a oollor wiitheath. If one or more special aceoss cutbsscoctistféoraan titam, the color from the Collors tdhite is
used in the classiffication stripe om sorm digplaysandssypessedesthitecobdonassoittd dwith ihb e ldeanace alakie.

Colors TatdeSEOUQ)

value label bgcolor fgcolor
1 SI DarkOramge B
2 TK yellow B
3 SITK Tomato B
Datadrerse Queziéass (V)

—@2Ee3-Once the ddtaissldbbHHddvwit bhthepppppopitiatd askissification, database quemies musst be careffnllly azon-
structed tio eensueeththat security fiiltering ttdkesspplace. In the case of the clearance ffidtt, the requiremat is met by
checking timt the user lis aacttazsaned devkittiad domitatcththe qeqguestathdata. Only data et meets this aritaria is
retrieved. For the privacy and spedidlascesssfitddds, security filtering dioes mutcemueatetoddommingiton. The user mmst
possess all codes assigned to the data item before it wiill e mettimioneetl. If a data item has a privacy codie tihat mepstto
US, UK and CA,, tthem the wsermmssthhaee at a minimum alll three of these privacy codes. Logical bitwise mumigpula-
tions are used to provide this assurance. The data value is logically ANDed with that of the user and, once again, only
the correct dtatta wiill e mttiionstl. An example of a query with the comrect crittenia ffolllows:

—FOR-OFHICIAL-USE-ONLY—
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select Bboartinaame

from Boartis B, sesd U

where Uasaraame = ’jomes’ and

B.clearamnue <= U.clearange and

(B.privacy & U.privacy) =B.privacy and
(B.specitd]l_acesss & U.special_access) = B.special_agasss

revay The results of this query arethasedoarthitieladata in the following tdites(Hhitnappsindd saplple comptrt-
ments appearing iim parenthesesforiilhsstratiecpurposssomt}y). User “jones™ ladks tihee SI special access codie amdl wiill
not even kmow thrataa NW CCB exists. The user’s adtcarawecddommnttesithe BOX CCB's clearance, and all of the
BOX CCB privacy codes are comtaimed wiithin tthe wsatdspprivagyccoldss. The BOX CCB will be retrieved.

Boardis Table<xFOUQ)—
board mame | clearance privacy special_acoess
BOX (1B 3 5 4
(101)(US CA) (I0O)(B)
NWO 4 2 3
(OI0)UK) (011)(SITK)
Users Table (RS —
username clearance privacy special_acoess
jones 4 7 6
(111)US UK CA) (110)(B TK))
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Translkation Algaittinss (U)

—FOHO)- Classificuiions are always displayet to
BOXOMK usersassi¢axt simae (hegyhhueendrknotededge
of theiir umidelinipgninpegermesaesatitagions.  Thene waas
an obviinusneekiforassitiic of algomithmssthiaawouldppro-
vide tie thramsdatoart fvortetexptningeg emdrfdofromtégeeger
to ttentt. Four fumctiiomswesr eladevepepead tatisfyisiis this
requinement.  Two fimgidonsuppiport the tteanddakion of
the atteararece, and tiecottberwwiransastdtothotie phie pri-
vacy anidbppaelalezesssodides.  Theseffonthonsarere
witiittemimegnbeddddd C/SQIL. so thit tirgy cmidd be easilly
poataditeoothber RDIBWASs showlititthesevexbde neaded.
A fumall flonseiconwaaswitiere ol essigigmbpioferfonsidssifi-
catiom t¢axt. These cobdoryeverssakea detedatermibes the
badkgrmmtceior for the classificatiionssipipenonigin-
dows aswettlaaghheolidor of the dirsslfaditvnt¢ekt tHeklf,

Netimarik Comsiildeatitions (U)

—PQUG). BOXOWK systemss willl commmuuniziee
with @ecaathhe nacress dapeycyetetwkrks. Each sygerm
willl have Hygthahigtghngnld oslasdifssaficat isrozssediated
withii, defimimg thieefifii!] ramge of imflommimmrasisidipg
there.  Thenatvedkkcaermss wihich thhessystetenmsillvill
commuriieatewlil] alsohhave maaximumiasidisification
associmbetwitdihitit. Theseléeetdswlill be avaikdbietodibe
sofftmeretdceenmerehshat datta coammot be trausmitddota a
syssemwiibhaan i sstifbicienteseripitevelel. Emcryiitoniss
also agvalidbbd¢otprowaleidecssicnfvy for data ttaarstitdd
aver neetwork sshid esnphopédyled by BOB(OYKK. Evem
wirmmetwdciclalslsllaoshetloWlow of classifadtlindbor-
mation, the adiasiiitesbons of the reetivigesssstarandnd
user ultimidly ddeicidehetbether the ddtdranshsfer will
talke i lace.

(rteesAdmbthahthaeatusnist bersidsidéred. Whille
BOXOXK ensmresthaat dataissavaiidbtd ookl yoteusiuoho-
rzedussess, the SYBASE RDIBWS canbbelidiceltly
acoessetiontEidehthepppphitatichrougiugle ihtelactractive
SQL (ISQD) commmnd. Most BOXOWK usens walill
not be grantedtthe UNIX shalll firom whiibiiithsis ISQIL.
oommrandisisxexecuded; some: admimstrdiveeusssrs will
have dhedljascesss. The wse of the SYRASTE OpantTicont
sofftwarreadoormiadeit ipquoisiiblerfe datdatenminednser 10
aocess these datdbuses remotdly. The ISQIL acoess
profitamcaarbbhdratidibd im a few wayys. For iinttaes, a
wirappst perfonmiing acoess conidl cam be  wriiiten
arowtitheconnumand prevpnevent its dinset exeontion.
Pemmifssoonson thihrowmmndacah bersdte sel to imdloda a
very llinittedegromp, excludtling the genord! user commu-
nity antedlinintngghhepossibijity of badk-entacesss.

Advarttages (U)

(U) It is wsuedlhyppred€eabbdddoisse ammaveiad prpdeod-
ucts to provide system functiomliyywhhoresepgrsssible.
The measmssstwd dalidiql pldaddhiethescdr dovalepelop-
ment of a honeeggommridob] that meets theeffnddarienial
requiremuniss of sepawtioon of mulidlewadl infomystiom
andl ppegestition of unauthorizethaceess. Othersiigitifi-
cantt athambags swerrddiomhdsas bonorus. Theseimithdde:

* Low Cust. This strategy is sigmilianliy
cheayprar tham thieealibterstivive of buyimgbbdth a
secue appeasttng systomahd RDIBWES. Devadl-
oping ttiecabdgatithmsiwiody soseresoescances,
but thewcarereonshlde,

*  Simpliciyy. The mecharisms for prowiding
seounity asccezd byl edesdxibeddiddcdomnmdnted.
They cpmssist of a flewaddditioall classiftedtonn
tables andftdds, modificationsdaygeeeses, and
a handiil] of translltimmadgpeitithms.

+  Eawe of Adniinistiadion. A stamdiaddoppeatitigg
systemarzhd RDBYES are both simpller to
admiivitter amd maimtdin than their seoure
COMNETTALSS.

+  Flexibility. It is eamytoonmdidifyhikidedigsign to
accommubiatcothhe naedat Elcateres. The org-
imal classfircaioon tables compimel]l no data
pentainingteoccotdor.  Wiken asdéossinedetttbtbebe
assog mtcdwithivlabsssidicicions, the teficssweere
quididly mualditiddappromdidehihin fofmariation,

+  Porthbility. Thissitraeegycenhbeasikiyopreded
to otiher RIDIBWAS sudh as INGIRIES and! ORA-
CLE. Creaimgtltheatibles and noddifyinghehe
quenizssissancomppikbishd dviditththeasamo dodorfor
all of these RDBNUSs. Tl ttrasktitionlgtgo-
rithmss arewyitttoriniFErnbdddtd C/SQL., whiich
also can be uvsed im all major comuveepiahl
dathvrsess.

+  Veadwr Intiypotidence. Unliie efitecoopmmer-
ciiall prodlntts, seoure appeashiges FUSBAE ARONOL
walll syppoortddaddnaiainincdeely et Nendendors.
The decisimmtothiiildasmppd ssbltitivppradades
a mneans of avoidingtihisetlinnee on wasuypott-
ive wanihrss.

—FOR OFHIINTUSEONEY-

32



DOCID:: 4033@R4

Concilusiom (V)

—FOU@)-Security is the Agency’s miititl ke manceannd
must always be gpplecttodtitseresawroes. As the waork-
force gains computer awareness, onc of our greatest
resources, the vast pool of information residing oon
Agency camputtess, is iinereasingdly vullaeralkle. Many
measures can teetdkkanaprptedect this imfommeaion; the
BOXOAK solution ddesctibdd is one approach that
makes semse ffor its requiremants. Every systmnmsst
make a tthorowpghasssessment of iits ssecuriyynaedsdsmhd
find the appropriate tools to safeguard its data. Publiciz-
ing and sharing our solutions lets us maximize reuse and
accomplish security with a minimum of effort.
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Summer 1996

———BOBOMs. |DstartystbriedAher chgency Gifeer
twelve yaars aggoag siaoapipletesysystemsitimieriu! cSince

then, she lhaswookkdd in a wariasydfaaeeasnGHeldiing - £ 86-36

finance, configuration mutigeneis support, and collec-
tion, usually in databhsedritdusisic ddveldpmanniefforts.

Ms. uﬁ'éhtly works in K254 asthbes sfofeware

developmentmaunager ffor CADENCE,, a new dictionary

tasking system ffor DO analysts and dictienarny margg-
ers. She also enjoys contributing to the Agency's techni-

cal health lby teewdtiinggaat the NCS, mentoring imtierms,
participating in software [provessinmppeoeeneent activi-

ties, and writing this paper.
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An Appesi IFroonihehiBdiditor:

REORG HAIPIPEWH!

363399 ... and once again CRYPTOLOG ffindis itselff wifh an outdated distribution list.

-FOBO)-We are frantically trying to wpdate e it fixmm the wanious ammimesneenssthhs icaicou -
late, but since organizations offiem comibine s walll asappearankdddsspppaar thiiss is not really a solu-
tion. Once CRYPTOLOG stwomeeppgge is updated to neffiect tHrerpeeen PPSStAff qerggamatation, the
distribution list willl be available for wiewing sotthatoogeaizatonseamavfifyhhediditor of changes
in the number of copies needed. Until then, we ask flar yourpaiteneeamdcooppeatition if the wrong
number of copies amrives iim yowuragganzatoon. Please inform tthe ediitoradf any necessary divanges.
Individual subscribers, as always, should imflomm thisecddito whde thehe or gagemitzatishal designator
changes. (For those wiho ane [puzdtedttyytbhssddistintion, the print plamt no longer sends out copiEs
to individuals or to organizations bellow tihe brandh lbwll; thisisdiore by the CRYPTOLOG office.)
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Editerial Policy:

(U) Technical articles aaccpmfefieerédvever those mdlatiggtdonmapagement,
shorter over longer (under 3 ¥00wenids). Emphasis shoulddbbeommimpringng
NSA’s tedimied] performance; articles sthouiliibbeanmédtat explaining diovalap-
ments in enz$scaaceerfifitlddohibxdSBwontdedit. it. Readers are iimwittad ttocoontibbate
conference rogpottsanddendeiews of books, articles, software, and hmaxtiwearetbhat
relate to our missioms or to any of our disciplines. Editorials are also wellomms, &s
is hwmer. Submissions mraybecppbblishd dramonymoigly, but the idemiity of the
author must be knowm ttotteceelitor.

Submiitting Arfidles:

(N.B. If the following imstructiiomns axe a mysterytoypouandypon tdoch AP
support is no lwdlp, please fiedl free tio aortactttheeCRRPHODDOG diditornon6963 -

5283s or anypllop@ipimsa))

FEBy Send a sulftoogpyyvide ermiil to crypllug@msa, or send a Hrardoopyy
accompamied ty a lktied betlddisletteet octhbeeddivor at PO2 in 2C099, Oips. 1.

Guiidance:

For maximum efffiitangy(fasdar as possible wiithim tteelintits of your wordl
processor):

* Do not type your artiicle iin cypitd] | kttars.

* Classify all paragrapis.

* Label all diskettes, identifying hhaddwaace(ofmpetatpngysgstem: DOS,
UNIX), density amdl type of word processor wsstl, your name, organiza-
tion, building, amdl pheme muniter.

* FrameMaker flommt is preferred; ASCIN testisadisoftive. (FrameMaker
users: please cddonnot put graphics in Anchored Hiramessuashihesarare
nearly impossibile tore¢formua ttocoonsstuddatd.) 1334 has a comwarsion
service that converts Interleaf, WordPexrffect,, OffficWhiitor, card NS Wy
into FrameMaker. Just attach the document to an E-Mail Composse Wim-
dow addressed to convextt@nsa.
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