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A Note FmarmThe Publisfnat:

(V) Who's on fiiss2?If you have noticed it tine Wiimtten 1R85 sssuee( Wbl XX
No.4j) followed tthe Bummneer issue (Vol. XXII No.23), be assuextittiadt you
have nudt missed thlee Fall issue (Vol. XXIl No.33). The ddemadds of
producing assepaatte, unclassified wessionodf the Springidssad (whl. XXII
No.1) dedicated ttwtieenrmaemorpfof Dr. Tordella) in time figr tteeoppeniggfof
NSA’s new ssppecoomptiger facility made itit necessary to declaretithe
unclassified versiom thefdll issue. 1997 should see ws thatk onstttestilde.

(U) What's on second? The Summnezr 1996 imsieobf CRYPIOLOIE: was
inadvertently seittto an incorrect disttilbuiioon. Please contact treccstilitoaht
crypleg@passa or on 963-312Bsiffypoudiidnobt ecebive/gutes; extra copies
are still availlaiike.
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An Interitew with Atimizh PWillianOOS Stirdemah] IENe ret. -

former DDEX and formerDIRRNSA (U)

by Bill Netee

(U) Lets begin withsomee backgrowdd. Did you
intemtltddahave a career in iintdlligenceviwhemuyou
joinet the Nawvy?

(U) No, not really. I was aommsssiaredhhroghh
Officers Candiidatic Sattwwdl, which is principally a jpijpe-
line flor suffoecotfiteess. At OCS, I wamtsd] to go into
aviation. My family has lhadl altorpghiiistoyyirimas@tion,
my father beimg @am awviiiom piwmear.  So, I went through
pre-flight and flight school at Pensacola. I wore glasses
at the time, but the Navy Hmtlcappoggaanbbit Hfopipalsts
and naval flight offficers. I was in traiming ffortheel dateer,
when Washingttom sentt down a diirectiive sayinggthiaat the
people whw ffmisdtestiffisst through fifth im my class and
the dliass tedhintd me would tawe to go imio iirtedlgemnee
because tthere waasaaskhorggebinintlidegenaefihéficers in
the Navy.

(U) This upset tihe awizturs, but nevertheless, 1 was
commiitted to the intelligemoe pipdline.  So 1hegan my
career im19983 as all young meawall intelligence affficens
start off, as a gpmuilist in imtelligence. Of course, the
Navy heas ttveootffiice commmefidididsubliilt around imtellli-

gence, one im imielligemce anl@mre in cryptology.

(U) Did muost of your subseguent assignmentts
remuiin in the intelligemce tradk, versusaypptblogy?

—&-Right. In Navy terms, I'm an intelligence
officer, a “suraight stick” imtdlifgenceggyy.  All of my
tours were Washingtom-heset arrfRettbhasddppratitionhl
intelligence ttouss, including conmrand of the Swifland
Naval Operational Intelligence amniter, the predixcsssar
to the Maritime Tntellligamnee Coriter. | was also Divector

ange Planni

Another warsion of this interviiew wasppiilibhddias dolearer
classification lleval iin Studies in bmdllgarre.

(U) And from there to Direttor of Naval Ietlli-
gence, followed thy[Direttor of NSA. NSA must have
been your first full-time ‘“tedhnicdl intelligemes”
assignmrerit.

(U) Well, naval intelligence iss highly ttethmiahl.
The naval imtelligemoe gremardisst in the Navy is brought
up with ttheiddeatthat most of the imedliggemecwe claddal
with is technical. It’s acoustic, it's SIGIWE. Naval intel-
ligence doesn'tt e muuth FHUNATKIT, and much of what
we have is overt. The HUMINT activities we do lawe in
the Navy Hmne adiwagshhdd to struggle to compete wiith
technical intelligence. The cultural etthos of naval intel-
ligence has dbwanys treenteebhniahl, but within theat tech-
nical framework, multidisciplinary, with enyptsasss on
putting things togetiher antitwiidirgppoocssssSdommmoy -
ing that imtellligemce ttothecugser.  You need to have com-
stant interactions wiithtltheiseser, and prosimitytashehe
customer is one of the st important dynamics of the
system.

(U) So, I dealt extemsively wiith SIGINIL, and SIG-
INT issmes, and SIGINT laassonthhooghbott my caxssr.
So, there reallly wasniitaassupprise to me when I cane to
NSA. What was diifffexentt was getting to know the cull-
ture and the burcaucracy as a Deffomse sy, asaccom-
bat support agency, and aas part of the Intelligence
Community.

EO 1.4. ()

—HANDHEEHA-COMINT-CHANNELS-ONEY—
P.L. 86-3%
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(U) Did the Navy’s @myhasisompproxiinityoto the
user influence your aclmnss as Director of NSA and
later as DDCI? .

(U) There iistheessansdhtitat the SIGINT ssystem is
isolated, that it exists somewlene at Fért Meade. And to
a degree, CIA has the mmmmmiaillptﬂﬂhmm at least
the perception. One of the things the agemciies awe hdl
to deal with is the mezdl to be better connectedwiibhthhéeir
customers on tihe @meHhandaandbiicoontmtgrpastsniththe
Community on the eftwrtant. What you always worry
about is tthe damgzertthataadNS8A, for example, becomes
a closed culture. And you have to “manage around” lﬂhm

perception wihem ywuccomeei ifn ddeddeishippeisition in .

an organization like NSA ar @\ as an outsider.

(U) How much of a stupglevasas that in your
NSA and DDCI positions?”

(U) It’s matt really that much of a stuggle. I find if
you appedl to people ttoresakivwut and comsidier thivese
wider iissues, theylll do it. Sometimes they mestiteo be
nagged, but throughouit this period theittea of Commu-
nity oor corporatemess has been ssoinipguatgnt that it
couldnt be igmometioorddeméd. Sometime you Hmeteo
attach aa"ffackiliddgig” message to this cfffott, but we
really are required to build within the Intelligence Com-
munity an analog to the jointimess efffotts et existimttie
military. This Comumumnity sthod tapperdteaasaa(Commmm -
nity; if it does, the whole willl be gyxestar tthanttie sumadf
the jpatts. We are allso citaalyyunddeththebbigigation to
reduce duplicatiom. Clearly, there was a llott of duplica-

EO14.(¢F) tion in the system. So, I was flortumtie iim Hedingabidet oo

BeR

work in Qme culture it NS aantdbken to come over here
to @Maaddhthe ComRunity @nsitonmmt to watkoan
projects that furthexsd the coreegpo HE commuitjty.

(U) The amilagybbetween the Defense a@imu-.

nity aasitits atéempéed to work out the [pobbdems of
Jjointweess and the IntdlligenceCommupitjtisis an inter-
esting ome. Where is the Intdlligence(Communjtinin
that process, comparell to a commmnity that has
been at the processffora longer period?

== I think ttteclintHiligane ¢ Cloummuityt hdsas adade
significant progress. The mmnmimnqﬁtlheldaddmhlpp

EO 1.4. (c)
0GA

(V) Centtziini}y iftyould lhaxebbeen more commen
before 19911 or 1992 foranN¥SWoéifficercto spemdl part

of bis r ber career in the ent Gom-
mukitations Headguatders Is all thiS
driiviing arount] the Beltway wo

> That’s an imecessingeQqasstindrdnosevseatral

dimensions. '

| - -——-|PRom mumber two is that we are

as _shifted s taniadl]y.

burdened by ttheeffistt that the Communiity iissppreddout
from IFontt Meade to the mew NNROffadiliyypgpust Dulles
Airport. This physical sgparsimnissaappobbdam, because
it keeps the culture apart. As much as we thought tthings
like secure videocomfaxemuing waitssdieet bhepprblsem,
that really hasmittiseancasse. The trully finstediigeppoint
about the paiikm of physical separation is that it has
the effect of keeping organizatioms antlanlitwessthhat are
actually weny simiillariincbharacte nppart.

FO 1.4. (o)
P.L. 86-3%

U) Thatls a sentiment I’we never heanﬂ
expressed.

> It'sttmee. 1 came tto(IDI\Aaftﬁiéf having Heeen
OGA
EO 1.4.. (c)
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through a whiwdtesset of issues at NSA, and 1 ffountithke

same prrfikens. |

(U) The issues amssmiideetwiiththkaimjdemettiton
of quadlity rameggemant, the neguiienenit to gt people
out of theiir fFottesssess, and the disgree ttowhhdblilthe ek -
ture here, the megdls of technologies, the familly enrntta-
tion of the persomnell. You can go on andlem. These are
at least sibling engamizdiions, from the paiirtiafvigew of
management challenges.

(U) Would yyouvwwant to seetithecroppgnition of
these similarvitics and the move towardjgiaintness
extend ttotbhexaatation of a Revignlitctélligeoc s Ser-
vice, anallogows ttothhdFoargigd Serwice, where pegpte
get hired iimbahthecseradcncitbn lveni gissifzieednto one
agency or anotdioer?

(U) No. I thimk an efficiency expent who diozsnit
know anything aboust the business aras of the agencies
might suggest that. But [ wouldntt. These are diigiimst
business areas, each of which reguiies ceveccomppieten-
cies which are difficult to sustain even given the scalke of
the existing sspppottiggudtiteses. The SIGINT aadd
INFOSEC busitnesses, for example, are wamy conmppdzx,
ated witlh tHosscbbasingss, or amy of the attiwrbossiness
lines, in the Commumiyy, effectively, you hawe o extdb-
lish a centier of gravity. That means you lmve: to estab-
lish accountability and cobherance. Otherwise, you
would find the business amsaswadoreedddewn by consid-
erations that would make it difficult to keep foces om the
various primary missions waieessetupptacdelehivetith. It’s
just like conpamteliffe: consolidation isiimppomant, but
one must recognize points of diminishing returns.
These are lbggesstoettuess, tens of thousands of people
even with downsizing, so the idea ttwt you could pac
age dlt of this effort in asvighletsntotare is an iitkea
whose time has not amrived, if it ever will.

(U) You mentiomed dbwwnsirigg, and that is e
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envirsmnmit you enpsomnideedddsbth at NSA andl as
DRCH andl ActingIDXCIl. How semimusaapprobliomhdias
that been fior tivel fenlderislyip ?

(U) Let me elevate the question up a level: The fun-
damemitzll problem affresentt years has Hesomnmoovinggththe
Intelligemee CommumityifooathhdCOlld War to a difffer-
ent waulld, one that iis not yet clearly digffimedl. With that
challemge up front, a whole host of issues presemit them-
selves, not least of whichijs “What is the wastdd of
tomonrony geitngttoldokklikke?” Ultimately, instruments
like HDID 355watll] define the grromsdsonmvhiktciniatiHi-
gence las 10 operate. During this timne, we had to deal
with dowmsiizing amtirsesivesriggidssass. And we hadi
a mumideer of problems, especially ffor CIA, and exam
more particularly for the clandestine service-witith
Ames, the French spyiing iissus, Guatemala, class action
these geaily coonppidaseddbhemetiriobththleddedership in
making the yransition the commniiy.

(U) But that transition remained the mosst imipoxrtizit
objective. And I thimnlk tihe lkadvtifpadithieciinetliggonee
agencies wndersioedittat. [ certainly woulld like to think
they understood that. We put heavy emphasis on studies
and tadkftweess to look at various agpeattsadfihhdssue.
By the time Jinn Woolsey lefit, we trepprdtadityyl doddingg at
upwards of 125 studies on various aspecis ffor the anmsi-
tion pratiiom, everything fixenm ppditiliciagivon, to covert
action. And thatstieeesssomee of the legacy of this tran-
sition period.

(U) I believe thijseffbort has put us im ffronit of the
rest of the federall government im tihe reeinesriitome£f6ott .
We started divwnmsizingebbéboecanpynnelstsdidlid, and so
on. Only history it geiing to tell us whether these actionms
were the conrect omes, huit 1 don'tithiivkk weehtialdeanyy adte: -
native thutt to make sz ttransiionns. We've gaittanomiit
ahead on isswes AfRatingiimentiivessiinddowissizivgg witith
ideas on atisill service redform, which II think Divecosr
Deutch iis goimg to be talking about in the near fiuture.

(U) We had a major task im Shutiing dowmmuebh of
the Caltd War architecture aniiddetsmanimgigyhwabat our
future andhicettreewangg@ompo kebe. There’sHeeen an
incredible miztinesss in the isswes copdfoomtitigeus slainigg
this period, and thegyallll come ttigestieer to define thiw
future effiineéliggance. None of the mesit of the fediall
government is dluxe to doing theseort of work weitee
done on our future.

(U) The probllemms waetheccamounceecddinddhibiératum-
sition we weetoeenddelilipgvititindralefeft a morale e,
and thettssbbearppart of the dowmsitte. But in the lhmg
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fun, 1 think i sbveanf ortititonsdoCCLA, and with it the
{ntelligence commuiity, to go through dhis pragsss. At
times it has seemed like we welizzanHiitieetveeentHecr tn-
ning lights wiitha two-by-foUil but maybe dthatisteeama
wake-up coblll. The benefit may teetithat we will be
reformed befiore amytbody alise.  We have an opportumity
to use @ur internal work, along wiithtitheverkrk of the
Aspin-Brown (Oommiisisan, IC 211, and all the other
external studies, to process thits warkk, go forward wiith
legislation wihene esryiteet), and gain a remewed andlosse-
ment for American intelligemee..

(U) Let’s reetummiotth¢hen éndensenténguisiner in a
bit, but it’s wamyollear that you see all fie«fffort and
turmwiil affreeeant yearasas witinedtely mesasyary and
even therapeutic.

EQ 1.4. (@)
P.L. 86-%%

(U) One part of your rogpuidsition that preceded
you hear was your interest in nsamagement tech-
niques, and your belief that we had mot imoyponatdd
managememt pracfices, especially quadditymnraage-
ment in whaztt we do. It won’t supprise/gouoto hear
that somre pereppile dio muit Sirarveyyourcatthsisiasm.

(U) Let’s g® back to thecenitorsement. Beyond
issues of interrdlmanggementiithere is always going
to be some skepticism-+in the Congress, among the
public—ithat what we do is inheremfly smpecit. Toler-
able dluniggmvaititimpeplerhaps, but less so im [peaece-
time.

(U) I think ypmrize getting aat the openness and
demystification isssiee, and timedss no doubt we amuild
have done a bettiar jjutb atiomiativgg to the American peo-
ple and atftes whitocoannt, including the Congiress, why
we meed] aacappbbde, robust intelligence systtem. What |
worry almut is st you canft assume wefeeggoigg to
make as amditonthbecoomiititment to intelligence we'we
made firom titee IPZ8B8sonn.  This was aHeydiay, in which
intelligence madie extiraod inary coontrtbutooss. Unfortu-
nately, we'we tsenssocbbesddithal Hdon thihknthithisooen-
tribution ifs qppeecanted, either by diegsstonnmikess, nor
by historians, as walll as by the countiyaat large. We
have an obligatiom to be more o[;em—&nnld we Now oper-
ate under a directive to be more open. Openness is a dif-
ficult issue to manage, and youitrcalbwiyyg@oing to be
struggling over wiere to draw the line.

(U) One of the thimgs ymuddaoit’t want to do is be
naive abmut how muxthppepjdaerthflknkrowuout there.
The reeeent series of Baltimore SSunadrticles on NSA
prove that if some seriows investigative reportar wants to
network arowndi and do a serious lloolk at an agency, the
reporter can femrett eutt mureiifformaatemnthantbeesypseem
is going to be comfontable witth. That said, the example
points to the dilemma of having to be more open, and if
this iisnnot a comteatititon, in acootrobildd way. Jim
Woolsey diwaysceatitiaddbahsut the use of the tomm
“opemness,” because weeddidit’t want to imply thet we
were fumdamenttdlly appenttohhaviegopeppd e comérinmhd
just forage around. I don’t think tHalss what we've
meant by openness, but it’s a diffimilt process to define
what it means o e ssdtettredjyoppen. It's a tricky issue.
And allit of it needs to be focusad @mthechhisooraans as

we declassify.

(U) One aspect of the endorsememit issue is

ii?.O 1.4.. (¢)
P.L. 86-3%
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endorsemenbhy oversight bediesvgiving them a jpiic-
ture we canmutt give the publlic at lange and in effect
having them vouch flarues. How Wtﬂyymﬂdmlibﬂ)e
your experiiencewith the oversightaommiitieey?

(U) We all have tactical frustrations, b‘"’ut\ I'mn athpg
fan of oversight, whether iits firom tte Qorgresssoofrfrom
the Presidemt s Héeom jgnlinttligganceAddissonBBaakd, or
from within. The way I look at it is this: Inte]ligcnée,l_ in

order to do its job, has to be out there at the leading edlgq
of propriety amd lkegllity adllthieetitime. Our obligatiom is .

to jpemetiraie trappdsstithat represent threats to theeUnitdd
States. In order to penetrate those ttapgtss, you have to
be very aggressive in your technology amdl in your oper-
ational concepts. You really want amowarssghittppoocsss
to protect you from yourself, and in regard to resources,
you mghitt be able to determine that the interaction
between theeCOpgmress and ttiecEExectitivd Brahchahas
expended ssomeetatapepasrer money, the product of that
interaction Haas been muireppsititiedhthanepgegative. In
fact, dramatically positive. So I have a very upbeat view
of oversight.

(U) 1 do hope st the BrowmCGoommissionvilill
come outt with sume reecommeaddabonsdd thihidodawn”
our resource thurlten. The mumiker of committees to
which we are accountable for warious fumetiionrs artes a
lot of drag ffor the Community, using msseucess that
could tmitter be expemdisd] contaiargsts. As a momngar, [
want to put fiirst. 1 told the Brown Commmifssion
that if you told me declassification would cost $200 mil-
lion per yeear, and if I lhad tHecoppivandsspehthahat on
modernized SIGINT, I'd rather buy the SIGINT.

(U) We're headied tiomvand arred limesstneenitocomedh,
and I would rather bay tooth tiamn til.

(U) Where is that going o exour?

SECREF-

CR
Winter 1996

(U) 1f you had the oppoxtwiity to take on, at this
stage of your cameer, a stully to deal with anyssinjle
aspeutadf our busimess that has nagged at you, what
would that be?

EO 1.4. ()
P.L. 86-3%

(U) One of the significamt issues of the last
decadle has been the emergenee of open ssoucee and
its impaxtt on policy mrakers. Have we mamepged that
effectively?

#& 1 don’t think weieenvmanggedt it at all badly.

HE-Certainyly, clandestMﬁy is the thing
that has the highest risk fugpembamassment, as
you'se expeiicoedd. P.L. 86-36

(U) Sure, but there arcsstusttuahtohnggey ywuacan
make ttonmanggehihis. Counterintelligemee iss another
area aff interest, and iitSsammranewewenderodtdke thke for
granted. The wihalkeiissire of foreign intelligence andiits
coordination witibhlalavenémforoement, information waay-
fare, informationm sscouitity(e¢pspénibllys as it relates to
commerce and banking)—therecaaec any number of areas
you could deal with. That"s wwirat mekes tthis bursimess so
interesting at the momemnt. It means that IDCls mow i
future will have to build on the work it SHreenddoree by
some of the stullessveetvalkeikadoaibout. No muteer
where you tumn, e aareiitteessiingg issesonttithere.
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(U) Overdll, how dloyyou think we’we dbonecon-
vincimg Conggress and others that this is a pringijpléd,
competent set of agemcies capable of perfformiing its

mission?

(U) I'm mrat trying ttwbbeppivlicidal in mddimgthids
statement, but I don't think we'wetseenssucesstflilvwith
the current administration in even being defined as being
a relevant part of the matiiomdl security tzam. And I'm
sure tihe [ITishiraw bdoeefrufitusteated by it. When yawu
have @NINlaannouairigghthat the President is meeting
with Hisnaationd] security tteamandd owknkrointetlielli-
gence is not represenitedi, it saassmucee of concern.

U) Wesettdltkdd abomt a ot of ups and downs
affectingiinttliligencerintfhis transition periodl. If you
were spealliing to undergraduates or gradludte stu-

dents considering: a career intelligence, would yyou
encourage them?

(U) Nothing is more wonderful. I spoke this morn-
ing to the Natiion Youtth [Leadardhijp Heommg, a group of
high sdived]l students interested imniritetidipgence, diplo-
macy, and diefferse. 1 concludied myyreemaakks by telling
them there wasmoreraa day—aro matter how bad things
got—thhat I didn'tt gretuppaand dobkf domaatd to coming to
work im ttieebbmuginess of intelligence. It’s timt fascinat-
ing. Particularly iif yousstppbbaklarah drotyl yrdedetrstdnd
its importance to the security of the @oumttyy. And when
you think about the natwe andl diraxatter of the people in
the Community, nowhere in the federal government
have I run acress the skl lisaanidcbbazatier, even manage-
ment ability, that youlllffindl in the Intelligence Commmu-
nity. It’s auméqeesstt of people, and I think corcenthivose
of us in the busimessmeed to reflect more frequemdly @m

that.

EEO 1.4. (c)
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The most recemt [prasentuticon of 1S-353 (Ciumment FssuessiinSSUENN IPPblicy vwas an inter-agency comferenae om
Respomses teoHdumartitarin_Gseses: the Ralle of Classified Intellligence, co-sponsored lpy NSA, CIA, and the Staee

Depariment:. The opening speatierwas Ms. Toby Gati, Assistamt Seoratany for IntdliggerecantiResearbh in the State
Depammzn. CRYPTOLOG thanks Ms. Gati for permission to reprimt her remarks.

Humamittavimw(isees: IC Suppont to U.S. Foreign Poliivy

(U) Thank yow, Mr. Taylor, and thank yau, Eliza-
beth MicGiraediran, for orgamizing ttiisocorféecanee. It is
proving weny timsdly stiveenoouhigghldeet ppbliy ynietexist
in Eastenn Zaije stumanitarianccrisis.

(U) I am plleasadi ttossecttthat this event is co-spon-
sored by NSA, CIA, andthke Department of State

because the forcign pollicy andirtd] gremeeccommumitess
are jpatiness in tackling humemitatiancerisss. We work
on diifffexantt aspects of the puaibam, but we mzstlceath
other if we are to respond in a
timely, proactive, and costefffettive
way. For the mest of the dtay ypouilll
be liisteningg to intelligence eexpetts,
as welll as some important NSC and
Pentagon ansstomeess, talk about the
various roles of iimtdliggemeeiinshhpp-
ing the U.S. government response to
humanitarian arises. Theylll give you case sstulléssaand
specific dvisamidddoitdts. My talk tthirs muomnggwilill be
on the basic issues that we mewdl to understand before we
can dittemiinetbbeapppoppetateotole of classified imtelli-
gence im respondimg o humanitarianceisss.

Ye can heip.

(U) For example, when we look ait & “thumenitarion
crisis,” areweessugevwalhll look at it in the same weay?”?
When does it begin and end? Wihatiss it we are trying to
accomplish? Who ancthbekkepnciotofs? How arethiegy
being served? What kind of information-epepen source,
diplomatic reporting, non-governmental organization
(NGO) reportis—ids most useful? And finally, what kind

of intelligence is requiredi?

(U) Case studiies antippestamoxrtams of such anises
as Somudim, Sudan, Liberia, Bosnia, and Amgdlappomnt

(U) We need inmbliggance

before mussive re¢higgec [flows
begin, [and] that’swWieeretltize

out that humanitarian cciisss are complicated, messy
problems imvolving a mumiber of actors ofitem wontking at
cross-punposes. They also clearly show that mamy times
at the thaittorm of the pile of humanitarian mission gredis
and lbggistoed] plans isthhefafdilere of the iimttarmdioovadl
commumity to make a serious commitment to tackle root
problems.

(U) Rwanda is a case in point. We have been going
around ffor several weeks mow wiiliinowugcgevamenent
and witth othkerggosermentsts\ever a
common plan for intervention.
Many acttors dhouglit the muain taakk
was justt feeding people-seo what's
the problem? After alll, we did iit in
Goma in 1994; why @aift we do it
again in 1996? Well, Goma is ot
the same placemowthat it was them
and weocaait’t impose the ssaneetyppe of intervention. 1
remember that we wimtcaanmemon 1i99994ysayitig the
repatriation of Rwandan refugees woulld Hsethloeinntenna-
tional community’s thpgpgsst headache if refugees coulld
not be quitkkiysspeparaitdrdnombethe Interhamwe Himou
militia andlffpom{dormer government soldiers. So tthe
current crisis did mott egim in the fall of 1996; it is not a
surprise; and the fact that we hawve little imformeiton sand

were unprepared ftar it eugitt mat to be a surprise either.

(U) So, while fimetliggsseerahl hundred themssand
Rwandans itsaa key part of the smissiom, there issaddiot
more Heeee that we meettd@rgpgpple with—aand thats
where ttel@Carahehelp. We need iintdliggenee before

massive mefiugee flows begin. We need gondl conblaasyy
reporting, analysis, FBIS repor‘t,s,.i I
defense atttucdhie assassnentss. We also need tio tidlecHoet-
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ter advantage of crisis-focused ddsthbasssirmhdsassess-
ments by non-imtelligenee agencies, particularly mdlidt
agencies who have expents @m the grount.

(U) INR amtithhdDBepartanént of Stz hhaeesspp-
ported @nessebhcasisisninforatatiosy stestem, ReliefWeb,
which is an Intentttrasel], interagency mxttwontk madin -
tained tpy thee UN Department of Humanitarian AffEairs
(httpy/iwwwiedlidtvekbiinty). It aims to serve as a one-
stop shop @m thecinfidommtnorhiglgiven Yoforrcrisiselzladed
information, including tie [ktsst UN High Commiissiom
for Refiugees andNGED isitatationepeportirdroi VRardada.
The ICmreedstdmppyraaiateheheabdue dfethekenlinds of
databases for US. interests, and where approjpriitie tdlp
fund them.

(U) Military imtelligence ffrom[DMAissiHscxtitical.
For example, can we reallly tthimk dbowtt semdiing e mifhi-
tary in without knowledge of the millittary ffaxtitonsthhat
are manipuliatimg threrodfiggecfdowes? Can we ignore the
fact that among the refhgpessanrsseseral thousand wiho
are guilty of horrendous murders?
Some of these protibenss are twiing
decided ffor us, putting [plagy k-

(U) Let’s he ltonresst, when the

as opposed to just curious, that’s when people,
resources, and divlllurssstart to flow. We at State did]
with ariseseavery day, especially iim Theer33andd 4ocoun-
tries. We first of all try to prevent a crisis from getting to
the puiintt where @urtiooppsmgight need to go iim. But
diplomacy ggtsaddot less attention-ththigigh dollar ffor
dollar, it is a mubhbbettemims¢siangnt for the taxpayer
than it is to send in the cavalny andttteciimetliggencesspp-
port that goes with it. We know that a crisis begjins llong
before the “CNNmuoneent” of seeing starvimg tethirsson
TV, but diplomatic imtawarimnsazeariokky, frustrating,
and drawn out. They do not provide very dramatiic cow-
erage-umhkike the storming of a beadh ar airfield-bbut it
could te ppronaritingg, at least for tihe tiimeebbaing, a civil
war, which incidentallly is e mejor causeafthunamnisas-
ian crises.

«8-€€0y If this makes semse to you, then ask yowr-
selves: When the Great [Lakes aiisespegan, wheeeewesre
the resources for support to diplomatic operatioms?
What happmmﬂﬁmmm&ffnmma@amhhddastlﬂme

B oTe TS fiended conse- .

ers in thee reactive rather than tthe
proactive mode. For example, while
we were amguingaktsont how NOT to

guys with ffour stars on thigéir
lapels get excited atboutarisis

as opposed 10 just eurious,

) queﬂ@@s off

and tihe Thier
precess? And dhanadrky yeurself:

hew haxeuibsStatopapattment-.

disarm the Hbotumdititiahehfiefyhoho
were holding aa half million hos-
tages, the Zairian mibdls weent in and

pushed 600,000 mffipgessbbakk to their home villkages iin
Rwanda; in two diays tHeewhloddeconntaxt of -

adtrarygetit
the crisis-wwhich put us and our ailles in the quanéayyggﬁ G

of how to respond to the mew mexalitty.

(U) For sure we willl ms=dl to stay engaged after the
refugees returm. Their reimtegration will mot be easy, nor
can we give up prosecuting tthose wileohhaeecoommtitied
genocide. For the WIS, government, the criisis willl not
be over until we ensure @ diegree of stability and security
in the regiom. For the imtellligonae commumiity, it means
we have to do more than coumnt refugees wiith imagany ar
intercept military communicatioms-it-it means putting
the pieces of the crisis puzzke ttoggttear. If the IC cannot
provide analysis in 2 comxiiseanttiimed)ywayy, weeonamuot
help tiheppbkigysmhkers, and thelivessodHt18.S. soldiers
and civilians-sesome of whom are iin Rwantlarrigitt now
trying to figure out how to help-smay be threatened.

&YYoy If for wsat State this cniisggannmooaniths
ago, 1 fear tat fforthecl OG solckecséseal hibtoof wftieonbynly
begin wimmntheP Renprgostastandapiangifigr for possible
military imtementiion. Let’s Heehbonest, when tihe gygs
with four stasscontbbeitdagislgget excited about a crisis

that's when nscopte, Fesourees;
and dollars start to ﬁaw

related tudlgett cuts—wihibh since
1984 have resulted i a 51% fund-
ing decline in real terms-afftfdetbd
&mr ability tto negotiate a wegyoout of situations like
Rwanda" .

(U) Our focus on i IC, conSStatg, on Defense allso
has to be put inazoresctt, however. Relief organizations,
NGOs and atiars wegeeiinRRwaardda, in Zaire, in Burundi
before the crisis and willl e ttieexe after this crisis. They
know altat about the criisiis aanldezppect to be invaollvedl.
We have to exert leadership-bibut also to recognize theit
part of our mission is to playa support role so others cam
continue to do their work. Their agendas do differ from
ours, but we need to worlk together.

(U) This support function giixees us two conyple-
mentary ndkss, one @watt and enecoveert. Overtly, we
should tee providing técowur partners on thee ground,
including UNaandmoegovemmeatal organizations, as
much wsetluil unclassified or dietlassifeetindéonmtitiomsas
possible. Why? Well, it is NOT trecasscvwwovardnt to
give away ULS. secrets to irresponsible WIN thurreawcaats
(as some imtHeeppeessserm to think). Let me emyptmti-
cally statchhez¢htitat intelligence sharing-wisdtbtirer its
purpose iistochbkgl patddkle lauwani snitariarniscrisis or any
other multilateral missiom—has to Ueeirinhthe national

" 0GA
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interest, or we showlld mott do it.

(D) In this @ase, it is cleadly imourin¢essst to pro-
vide sanitized in¢tliggancanhdndnshasifigdogmotycts,
such as LANDSAT and SPOT imagery, that cam be wsad
to help rellief workers—wivhp, after alll, are wanking thiee
front lines of a crisis. We should amd wee do carefully
screen such intelligence-derived reports through an
interagency process, but we have also provided unclassi-
fied data in a timdly wasy. (An example of this has beem
the use of undlassified], updated maps showing locaiioms
of refugees amtlovhbessneasastardafizive.) This type of
support has heliped g ttheeddistitmttion of food, medi-
cine, and watar, which cennmeanfefewrer dying ok,
fewer costlly Ileggistoed] problems, and meost importantly,
a speedier resolvimg of the crisis, at least this phase of it.

—ROUEy While the data itself mmightt bee widbassitied,
it still might require e IC3sttesneendonssuggeceppallili-
ties to collect it, ongamize iit, and] disirthuteiit, in paper or
electronic form. If the IC’s gowll im & lhwmmittarEncissss
is to help adliterecURS. foreign ppligyoblyetitises, we
have to think muoeessttzEgidijinbabivut what types of
information—etdassifiddonnehcias3efledre-aresimost use-
ful for what types of crises and how the IC% gyeeatiirtfor-
mation managememnit sitrangtis cantectyomgght to bear on
solving crisis-limied protibemsiinTTee 33 ndd ¢ @mimirics
where tieeULRS. government has ammiiimhl presence.
FBIS reports are amiimwvaligilessoureeotfiiiéonmatonon
crisis-prone regions. We should be augmenting, not cut-
ting, PBIS.

(U) Now, I'm not advocating only “open sowraes;

| Humanitarian ~crises
always have appdilitieh] dimension
to tixemm: they are adftenceansédpy

power-hungry ppbliticians and sedi-
diers; relief efforts aremaanppidatdd
by millitias; and tthosewkberezeate
the crisis are armed wwia transna-

tional black markets. In sum,
humanitarian cciises are often thhe
creations of not very jpkessant and
usually ddsgpeaste individuals, and
we have to deal with themn im some way if we are to save
lives and resolve crises.

ICRC

(D) The rrpibd| Jshould the to
help palicyeimakers work wiithoor around thussecidsisis
Hibittbplatorss-amtsss of course wewaant to take tham
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head @n, which ddessit’'t seem to be appppldar option
these days becamse proyple geetikiiléedddompetbhat. For the
IC—aand perhaps ffor this conference-thibis means tihet
we need to come uppwwtitbeltetter intelligence amnthihe
motives, actions, and intentions of key players as well as
a way to provide that timely intelligence back to our pol-
icy-makers in D.C. and out iim tthe ficld who axe unyingtto
figure outt how to intervene afffetiinadly. Just like the
“open” information, good SS{&NNToor HUMINT caan
save liives by making ussssmdeter than
those tryung ttobbdoklowuhthnanatmitérman \
efforts. 1t may be less direct, and I hope Q
it would get muucth | bsssppibiéitiyy, but its \/
importance imanovectt]l] U.S. humani-

tarian intervention straegy remains crit-

ical. At State, the presemce of the

Cryptologic Support Group helps us
enormously to get SIGINT quinkktly.
Now, NIMA amdl ttree N\RRDaazenwdrkigg
with us to get imagery to us, too. But
until those same maps and satellliite piotos can gt to our
ambassadors “om the swered”wwithhésasampespesd as
intelligence gttstdm gegenelral in tihe ffeddd, we are mmit

doing our job well emough.

Zrofeua) Just as we nxxll to know the imiemtions of
belligerents, we also mesd tto mesiritd in akovowtbeldgetihase
about the context of the crisis. This would include data-
bases on such variables as pprypu batonddsstiatoon, agri-
cultural production, land tenure, and ethnic
composition; these are mot mucessatily “tacademdd typpss
of information; we are fiindling coutjthegyaneccessatitihFdor
effective wrisis management and thhut they camwt be
developed within a fiew ddgpsoorweekks. In addition, we
need to think about investing in shared sowregs of reli-
able, region-specific information (perhaps available
through Intelink), and creating ampster of crisis experts
ranging from in-house intellligemnce expents ant Iinguists,
to scholars and NGO retietfppodtsssionids. But we can't
rely on these people to fill in the gaps if we haven’t done
our homewok ffisst.  “Surging” is not a sulbsffitue f6or
knowing.

(U) Let me emdl by emphasizing agaim ttett today’s
humanitarian critses do not leave us with easily disffimt
missions, clear roles fiar participants, and firm ground
rules. They require detenmimation, flexibility, and a seri-
ous commitment of resources. But they also mequine uss
to be snmtt about how we goim to help the wirtiins of
war so that we are not manipulbaied or indfatine.

(U) The jjbobfhthmtieilegigeacomommitiity is to
help mmdke ppbidgyamhkersinirtststahdoogphiplicat echdind
fast-moving events and to deal with the competing inter-

UNHCR
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ests that make wppaariisss. [f you here at thiss canfinssmee
contribute ttotbhat learming aume, you willl have served
our national imtesswedll.

(U) Ms. Gati is responsible for analytic studies and
intelligence assessments essential to foreign policy
determination fforthheé Swertamyry of State. She ifsaddoo
responsible for ccoordlintiig ddgpattmeenid ppoggramss of
intelligence, analysis, and resemrch wiithoobleerFEddead

Look for RdltBWih at hittp//iwwwwrcklitfwiebrigt/

Unclassified

Emergamaites
Buillztin
Restursss

agencies. She lhasprevitowdfyssevedd as Special Assts-
tant to the Mesillarnt and Saior [DieetoorffoRiRassia,
Ukraine, and Ewnasion Setessaat the Nattional SSecurityy
Council. She has been Semior Wite Phesiidlanffor Rdlivy
Studies at ithe UIN Asswiidiion of the U.S. and is ajpulb-
lished auidlhorwhbssevexkdhdveneppopeated in various
periodicals and Uswdiss, including Owibiis anrl THee Wash-
ington Quarterly.

Welcome tin Rtdle€ ?Weébb

Serving the information needs of the Humanitarian Relief Community.

Map Center
Financid| Tracking

ReliefWétbi isaappoiget ob fi kel Uinidd NN tinon Dopparhesnt of
Humamitzrizn Afffains (DHA). The pumpose aff dhis efffont is to strengthen
the respomse capaaity of the humanitariam relfieff commmumiity throombhthie:

Emurgenides: currently 18 events ane teing mariitoeed.

+  Great Lalkes@issis: The Latest - wpitittettwiicedhlly.

Search

Fown: timelly diissomimaiiiom of reliable informatiom om preveniion,
Commmanits prypacddoessahdidisisteresesponse.

Help .

Abauit
Homa Paga *  The Bulletin: now available via Email.
DHA-Onilires * Map Cemter: contains over 150 maps.

Framais *  Seamth: full text search capaitiility.

*  Fisandial Tivakkingg Datdbase: updated Dec 1.

Last Uiptivted
2 Jam 19577 1500 GMT

*  DocunrnttSSbbiwssion $ystem: for posting documzsntss to ReliefWebb.

We strive to update att 266 GMIT and! 1506 GWAT.
(Project Desoripioon] [Mandate] [Press Rellumse]

Unclassified
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OO As the folllowiingaariible explmivys, FOLKILOWE huad it oigigins in IDASYS, developad
back iinttikel 9068’s. A smudlkaeam of operatimg ssyseemsspppeiciadiss fromSNSAokddkANYASYS and
molded ittinmaarifdndusetisl-stgh g yStsysteniN6A ' NSA'srsapencemputers of the tiinve, mainly in
support of the cryptandlyiiccoommuinyty of users. A midHlyiimtenatitive and highly megponsivessys-
tem, it was a stamdlout duriggoarcera of batch-orientallssystems. It servad a specialiizetisset of NSA
users flor 25 years lbfforetbeddast DOKKORIRE) siestemawascrecbntlyiredired. It providied ccqpdbiiti -
ties amd] flanturestthutssomeebbbbiew e v stiti liunmahelled daday, although iitffind yhuald ecgivevaayoto
the ffast pace of technologiadl change and the wonsiltenbbla agsonvesasiahat industry eeventulitly
applied ttothhe sppercompintingrarena. There are ssitllssomeldiditimers @arodndiwbanaall vall war
stories ffromtliecFDKKDRRErara and the succesvestbiua itiviennlbled. FOLKILOME sisigigifioant
and rich part of NSA's heritage.

e=| b@ Chief Informatiom Qffficer and chiigf of E Group (DQ IIfformudiion] Pebhmddggy\bppitica-

‘ dioms Development and Syppory), participated iinttiecddevbippmant of NSA's sypevcompputenidevkippmenthdie asahehe
" first chief of the division that tedk ener supporifforamidmainaaindd FOKKDARE.

N FOLKLORE:
An Inmevatdive Anpoazth To A User Imitexface (U)

o |

(U) The punpose of this artiidkeiss to provide aiistoroed] perspective om thecusseinmidrfzarehehiacaatistisies af a
1970"s ayperdimgsysstemwhiibhvaas ergrye spsponsévie fivs it toshemeeeniseds, extremely user{firently, and amticipetsd
many of the features that are place todtay. Most computer operating systems dim&ltqﬁmzﬂ[pimm IR fedbuee
windowing systems)) presertelitbvenssemwitim acommadgprompt. Editors had to be eyplicitjyescenuedd. In contrast,
the FOLKILORIE opariing syyxstemtoodkaaddifferantpppreakh. The edit and commamtimuktssweescoonanddiths zawic!
All interaction was fulll-soezm, not one line at a time!

(U)y The IDASYS operating system (as  still popular wiithiitsisssranandimoingng oulIRICPU
FOLKLORE was known in the beginning) was  vector processor systems (Cray X-MP), the last
developed imththe late 1960s at the Communications FOLKLORE system was [proweret] diown.

Research Diivision of the Institute flor DidterscAdmdyysss

(CRD/IDA), Princeton, NJ. It was a highly iimttorattive, (U) The user intoracéewithFEO KK DBR Ehtinegigh

multi-user system ffor the sypeccompputer of the tiime
(CDC 660W). IDASYS was desigmed as a
supercomputer  operating system to provide full
supercomputer responsiveness ttothheismser. The teangget
user population weas the I anddNHS Arygripptadyalytic
community. IDASYS was remamed FROILKII(ORRE: inthbe
late 1970°’s when NSA toolk over full support and
maintenance of the operating system. FOLKLORE was
easy to learn ttoussdofor both entussess and ssofftweare
developers. It allowed a lott of flexibility and areatiwiity
to be put to productive use rapidly,. FOLKLORE

survived over twantiy-{fine yeass. On Jamuary 3l1, 1996,

a teermimd] (CRT aanmbkdydybodid) using aa full screen
display ffor thatth eelitinggfifde suad dxexetinmgocomandads.
In the early daystiisst¢enrriahivaas didicthtlyooomntied
CDC 2i®t¢emmninhl. Soon aRRzgithenPPmgramabible
Terminal System (fPIBS) replaced thee2200. The IS
terminal concentrators were eventually nettveokkedd to
allow awesss to multiple sypstems from cowetetenamidal.,
Finally, in the late 1980s, networked IBM ATs and SUN
systems were used with a PTS t¢enmmakbomidation
window. This llstt development enabled FRQILIORRE
for the fiirst time to display Hijghresdluitonggapbhdss on
the user’s temminal.

FOR-OFHEAL-USE-ONLY¥
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(U) Since tilePEBShhmtidlethe harhatacter display
and cussor movement, the ssypecoonppicer was ffeectdo
handle emly ftuntiton key actions. This gty reeliiceek]
the mumiber of interrupts that thve FOILKIORTFoppeatiting
system ladittohbacidte. A FOILKIORE ddsspgregahivess
to deliver the fualll power (99%)) of the system to the users
and respond asiff it were a single-ussarsyystam. The PTS
contributed a gt dbed ] ttomerddmeetingot hlissepahl.

(U) The wiinithoow sizeewras anmariomm of 22 limes
long aamd8@Ohathartacters wide. The lower two limess
generally contaaddninferatatiosucuah as file/program
name, keyword and line number. This made the
effective browsing wiinlbow2D(iliees. The IROLKILORE
system imputomifput (I/O) flumtimmsféor terminals warpe
designed to nsie digphay m?2libess of data and/or twao
lines of informatiomesayy. Because the system 13D
functions were readily available to FOLKLORE
software developers, they could write interactive
programs easily at a time when most users were
interacting thmeugdh dbeklss of cards. Terminal 1/O was a
matter of filling abmiffer with tHeddetd whihicloubdild
appear onthee screen) and isssunggththe function cadll.
Other systems wihiicth liadi temmi ind laacpssswesreggenendlyy
graphics- or line-oriented and did not have many
interactive programs except a few t¢gxt editors and
applications wriittem ty exqpett roegrammeess.

(U) The FOLKILORE appensitiggsyystemhhadHd dikill
function Hegy ssedikssssitppl bybytotongripcthaluelue of the
function Ky aakbsma cwnosaeletadch fofontiation dn a
table. Programs then aivekicedtithnt bl ooaskskieth toebe
interrupted wihem tive rellewant tdite ety waastiliell. The
STOP key gencrated a programiitttamypitwitiothosmidbee
handled via anerroot{méermpphhadiicr or, as the deamilt,
the system wonititterminatehibpregramnmhct netwthehe
user to thecelditiggssttd o iciewing didgapntistiTapage an a
system fillke. FOLKILORE huakh alidgngyssatic file which
contained an appropriate message, picture, or
instructions with one page for every system ecmwor

number. The FOLKLORceditorespponse to the STOP
key waas to disppdayththe beginning of a usserddtiinecd
default file. Program errrorhhanitiesofiéiencsel the usor
environment to disgpdyy an error message and ahldow
quick acoess to the program outiputt file.

(U) FOLKILORIE ftuatitonKeyyshhgdhaames, not F1,
F2,., but STOP, GO, +PAGE, -LINE,... This
encouraged sufwanre disedbpprssteougsshhs saradde fdior
similar functioms. The labels helped the user to
remember whidkhkkgydididviadiat. FOLKILOIRE ssotiwace
developers also magde use of simple features which
allowed tHeemquick kcaeseso towsarcededde for almost
every rogzaam, especially sygstomppoviddedogramms.
Also, most programs could easily be called as
subroutines. When afdoatiborsisiitao anatbether was
needed, it was simple to discovartiecunddsynggssouece,
check retistddddovurmatiioforfor possible prarancteess,
and copy as much or as little as desired. Much
FOLKILOWRIE anstie wassreassddbbeeugsc it was easy to do
s0.

(U) Upon successful login to a FOLKLORE
terminal, the userggenealiliymavheiry stestenewedidefile.
New informatiom was p mcetiaitthecbieggimiigg of this file
so that the user would st it as soon as the logon process
was compliziadl. At this poimt the ussorcoml tHrrovssetbhis
file, type a file name to iowsd/etit another file, type a
command tdexexeuate a program, or use one of the
function ks assaskhureutoiexexecinng cosunmdnd or
editing a file. Whether a wser coullanttwd] jyoaockitfythke
file that is being viewed depends om wiheither the wser s
write-access o ttheffike. FOLKLORE file access control
has been covered in a sepanaiie papoy, FOLKLORE: One
Approach to Security. ]

(U) The FOILKIORFedditor, program llosdisramd
batch commmmardrpasssesor were tightly imeggrdeedtoo

1. Cryptologic Quarznity Fall 1994, Vol. 13, No. 3.
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create aaunffifiddiseser interface. Although thHeerewwere
multiple editing processes, they all performed
similarly. The actuall prresesssiinugsewsasldeterinadd by
the fluntionragqessiédybhetheenser, not by asppetfific
command. Most of the edifing ssemiicssweerepprovdedd
through assuggtes wytstend adacomow hidhidtarhlindledeeyvery
terminal (exceptt thesypstemcoorstdi). For the punposes
of this paper, all of the editing processes wiill e mefforret]
to as the FOLKLORE editor. This was the FOLKLORE
interface. Every user imteractod] wiith iit.

(U) The program ldedder was invisible to the
FOLKLORE ussgr. Commands wareeatdordd, the
function key pressed, and the user was back
(immediately iinmusst cases) iimaractiing weibhthhediditor
usually viewing tHeepprggranvompiput. It did mot matter
whether the file associated wiithtltheccommandawas a
fully limked exsuttdbibe, a relocatable warsmmosfaarmain
program, or a relocatable subroutine/utility. The
program loader “‘antomagiaklyy Tifigmrddouwhdiabto do

and it happened quiicklly.

(U) Initially the FOLKLORE bbuatch command
handled cn}ya aesedial sequence adf commands, but it
evolved to provide several types of error handling,
nested ssegueentess, and thiee usual logic commstootss of
today”s ccommaankdssepipt languages suthaashth& WINIX
shells. The batch process basically passed each
command liine to the programldoaderyust as the editor
did and the editor returned comirol to the batch processor
when the command complettzdl. The user could tell what
was currently being egxeutiidcbebevaase the program
loader digplbayed thkep prognanmanmin tivethefonboativation
lines at the bottom of the display window.

(U) FOLKLORE diidaHHewnsessrs to customize a
few tihings. The usersppeiifidd: a file to eddippdypdd
when the STOP fiuncitonkkgywaapprsssdd, a default file
to be displayed via tihe ALT fiunction by, a command to

CRYPTOLOG
Winter 1996

execute via tiire HROG Kegy((tossaeetyppigg ditpgh] yarstd
program menw), strides ffor thee-PRAGE, -LINE, +LINE,
and +PAGE functiion Hegyss, TAB stop settimgs, and a file
to contaim sstypiitéormation. This setup ke coottairdd
such iifformstbomsas a liigt of filkes to cHedbsum, print
header and atlassificatoonddéfiftitions, and likgts of files
used to build aand include program libbasxiss. This
customizafion informatiom could be specified for
multiple aliterggoes, so tthat the umer could atharggehtsis
environmemnt by cimrgingtieeadtteeggothhat he or she was
running under.  (Alteregos are explained in the
previously referenced article, FOLKLORE:  One

Approadh o Sauurity))

U) A dissggnddssisiofiofor FOLKLORE ahldoveed
unique fieztiuxesttobieeppooudddd by the editor at wany low
cost. Thatiis, FOLKLORE text files are comfigums files
with amrcrehdfeesext string. There were no carriage
return @r tab cimoateesseomhbddddtdn ithalidefile. These
keyboard keys ware simplycussommooeencentdkeyys. The
carriage mitumnaooedd to the begimming of the mext line
and tthetahb key moved totbkenaext TAB siop. At the
bottom of the display, all cursor movement keys
wrapped to the top of the screen. In fact, all
FOLKLORE flilkes arcconttggoossifidsswitith no structure
except thatt syppletbyytiheappplisttiontthtapprbdeckd it.
The OGP diditocavane bsedsed any aidy. file. Of
course, editing ancezecttalde file was sonwthingbbest
done cardiully, but browsing @me coolddbbeqyititersededul.
Since the FOLKLORE  edditor does not use carriage
returns, but rather blkanik fiiliseaablliline to the specifiied
file width ((ssudliy88Q@tchacaetsys) some spazenmyy be
constdered weatetl.  This space wars & ssmdllpprieetécppay
for the amyptard]ytictooddshhat the editor coullt pprovdie.
The Hbokketext manipulation ffeatuce (BLK) was one
very powarful tool. This was iimpleneentelinnthbhernaid-
1980s throwgh a fiumcteonkeyyaand Hlowddmaipplatation
of text in a recttamgle of any dimensions. Common BLK
functions were to move, copy, or delete collumms of text.
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(U) One FOLKLORE
Jumctiom adlibowellt/the user tto
browse a document’s index

and mowe diirectly fto aassection
of the documentt, in affoshion
similar to using today’s hyper-
linked documents.

Another tool that depended @m tthe fioet weddbhl iireswaas
a KEY functiom wiiicth adlboweetisseachiing) giskki yldewn
a column. This fonction was wssd Heanlyfborsseacbhipg
for left-justified keywords such as message starts.
Another use waas in browsing the indiex of a docmmentt,
moving directly to a section of the documemt simyplytyy
putting tiiecomsor on tthelilineccoataingniethicletisfe of
interest and pressiggthhK KE Yufonotideykey. This is
similar to using a mouse today with hyper-linked
documents, but the anyptardlyiiccoommuitityaddid do
this in 1970!

(U) Programs wanecexeattedyiaahthé; GOnfatiotion
key while viewingaa file through the editor. The
program name amdi iits [paranettesswers g paest drérothehe
line containing the awsarwp to the first blank divaratter
or e @nd of the sowem. Changes to the dimpllay weeee
not inserted into thke file being ddippgged until the
INSERT key was pressed. This allowed a user to dio fiull
screen command liinecetlitigg. The wser amlttinmanttain
sample command lines iim @ file, display the flile, edit the
appropriate commantllitine, execute iif, and re¢tainththe
original version of the @ommuantlliine. Of course tiwe
edited cwommrandlitine could tee retained blyyprpssssing
INSERT before GO iif dissioeld. The exeoutimg jpregram
automatically reczived sonecinfifomnttionetatate thdahe
file currently displayed; the file name, the position of the
window on tiiett file, and the @usorppssitbanvaitinththe
window. The pregramcenutidtiedhthe hwlbolanddmdow
while it executed. When affonttiorkdseyavas pushed
during execution, the program cooldd find out the
function Kegynnmbber, the aussor position wititharththe
window, and the fiowr cimrattessiinmeeddiatblyppreodiding
the cursor. FOLKLORE diinot buffer fiunctimonkiesys.
Only the information firom theel dastffuntiok e pysishkd
was preserved until cleared orr rezdi tyy 2 [prggeam.

(U) FOLKLORE program ssaurce files were
generally llagge files contaiming theessawectorfor many
programs. The programs could eseenbde written in
different languages wiitlimttbsasameoscarréiefile. The
only common thing was that each pisce of source begam
and ended wiithadektfiuustifitd ‘%" character. Special

functions ttowk azdwansggeodfhihis. The SENID ffirntioon
key would quickly position the editor at the beginning of
a patitnilarppéeee of source aadle. Since this ffmuctoon
searched for ‘%’s, it even allowed quick location of data
sections wihidh wereeddblimitddbby%%’s.” Cryptanalytic
applications often ugsddhihis mechanism teo maintain
many jparamstarssesswitithim aisgiglfidlat file. Another
feature that this scheme allivwed wees greea f 6o pprggnam
development. That is the COMIP fiunction wiicbhcoaidd
be used firom amywiwre wiithinttegpeeee of source code..
FOLKLORE woulld auttommiicdlly find the begimmimg of
the code (previous ‘%), determine the appropriate
compiler from thke keyword ffdléowingththe ‘%", and
compile e ppoggeam. In fact, if the GO ffunctonnwass
used from anywhere wiithin a piece of source codls, alll of
the compile fumcttionrs waerre ppattomeel], 2l ltheenreesssayy
relocatable fiikes weeeel doatetd dirachdidkekied, and tihem thiee
program wass automatically executed. All of this
happened wiifhin sseconlds, so the wser diid mutldssettaakk
of the nzl job that needed to be done. It was amazing
how little didiay thkeunsersverersvillilimg to tolerate aftur
having dissalypeliceppericoceyishtHCHKLKIKIREr for a
short while. In fact, just five seconds was coonssddeeed
unacceptable most of the time. Another common
practice, especially usséfit]l during didhggding, was to
keep a sammplkz of the command Kime withim commerits at
the teginmiing of the programssonceccadele. The ussar
placed tteecommsor somewhere wiithin thkesmoerceodede,
pressed COMP to compille, them ALT to return to the top
of the source code, moved the cursor down a few lines to
the command lime amd pressatl GO to execute it.

(U) Another conmmanly usset FOD IKKIGREH didatrere
made possible by the responsiveness of the FOLKLORE
editor was the use of the ALT function to compare files.
The ALT function swittched hetwesen the aursent{flécaamid
the altemateffile. The cumrent file became the altarmete
file amd theealtteratte file became the ccureent file. By
using tihe AT thuteonqgidkkly, a user coulltieaasijysppot
any differemces thettweenthieettwoo files a whole page at a
time. The screem wauillappear to stay constant if tirne
were no changes antwoolkddfiflikker in the spotis whlezee
there waneddiffecencss. It was quite @pmmeon to align

(U) Amather very useful (and very
much missed) feature was the
command sypellimg ccomector. If a
command was executed that was
not foumd, the syystemldedder or
editor would suggest a similar
command or ffike name and gave the
user several eptionss frrcomtitnuing.

—TOR-OFFIEIHN--USE-ONEY
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two files, press ALT
several times @ seoeond),
watch to sec if the
screen flinlareetd, move
to the next page of
each file, and repeat
the ALT sequence.
This procsss woolddbbe
useless if the switch
between ffibkss was not
“instantamoows'l! In
contrast, using a file
comparisom toed] could
be atddiivsisesiries of
executions with a
varying offset para-
meter or it could be
even worthless with-
out an offset para-
meter or ability to
work onn  binary data.
Suppose a program
was changed to insert a
certain string of bits
periodically in an
output data fiille. These
changes between the
old and new ouippiut
files could be -easily
spotted and verified
using thee FOLKLORE AMIITmetbttdbd. Even iif there
would be mo dirngreimaffietreqpiiedd, the FOLKLORIE
ALT method woltdseamttimebdtafastehahappinging a
command. If there were dlifforemess, the wser had affull
screen of context to interpret the rozssonibothheckinpge.
This method worked fine even for binary data.
FOLKLORE hhdd difliffetent character displayed féor
every eight-bit sequence. Therefior:, a dhmrgeimarcthit
would comssea diffeffeneace in tieeckdrcierer displayed.
This change would be seem using the ALT file
comparisom method.  Bil-stream coypiptaalalyists were
familiar enough waibhththe character representation tdo
understand whiai the dlifbzesmec was and wiyyitit was
there.

X-MH

(U) The mwwe to the SINNwadckstations biloeded
high ressdhiieongemapleics for the ffisst time, but some
FOLKLORE users ediited spesath weared tormsgrrgphhiodlyy
using thhe PTS tdermiinids in the early 1980s. The
responsiveness of the terminals even adldoweedsospene
creative analysts to produce amimysted graphnsg!

(U) There were: at least two immpontttt alivsgmati ons
made imsenmageseseahaiepepedttdni-IBMIBMOS?2. 1982,
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Wimter 1996

—(retx ary 1996, still popuitarwiith its users amd rumniggoma Cray
F:e fast FOLKLORE sysitemn was pomeratidbomwn. p. 5. 86-36

First, as system negponse tiineeddecteases, the quickmess
of human inteenatidon rsspenses increases more than
linearly. Second, all skill levels emsfit frem tthisedtéedt.
Also, as the skiill lizwall of the wser immesssss, the bemefit
also iveneeses.  The anyptardtiiccoommuiti wasaponot
surprised! They hmlibbenmenpapgngheatecbenbtuefits for
more tiean saddeedde by then. In fact they compliairest
about losing their train of thought when anything slowed
down by even half a second.

(U) What was the jposwer of the combimaitiom of the
edit and command medz? Commonly wsst commaadds
could e sstorel in a file. The usmiisddtfaltiSFDDP file
was oftemn a liit of these command liimss. The wser tihem
simply used STOP to view the file and then sdkaseetittee
appropriate liieewwhtbhehe cursor and ppesssddGQO to
execute iit. Often applications wemiddemhbd d @omarah d
lines @ file names imtheeowipput to facilitate mummingg
follow-on prggeanss or viewing mullipeowtpiput files.
This feature was very ussdfill to reduce waasteldivime
caused by mistyping or amiittggppemmaersts. BATCH
sequences, a sars of command llirssbogminmiagyistith
“BATCH,*** and possibly including some simple
control structures, were also stored in seowecce code
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sections and executed wita tthe @D key. This also greatly
simplified the automation of modified source code
installation. BAICH sequemcsswerralaisdedelagloged
and maintainetiinssppeatst ¢iftkepapticticalariprfoseause in
production runs. These were initiated using
“BATCH,filename” as the command liicge. When a
BATCH sequence waasinnitictddrfmmymithin facfile, the
parameter was ‘**” and wileen it was initiated ffoom
somewhere owtsidle e ffike, the parameter was tiee meane
of the file containing tihe commentissepeenectcocaxentte.
(Actually tthare weeeenmozrppasartetsrs, but they are not
relevant here). The FOILKILOIRE commestiitonussdd ;**;
to mean ttoinmmitddata frontithewuendnt file beginning at
the aumeit location. A simglie ‘*° meant to imput data
from the cumremt ffille hegimming at tHeseattafftttee file.

(U) Although having command liines stomed im a file
reduced a lot of mistyping aaddviengngarparatersters,
another very wseffiull (Gamtl waerymusbhnmdsseld Yfeatrensas
the ccommuamidsppititipgocoareator.  If a commentiwaas
executed that was mott ffount], the system loader ar edlitor
would suggest a simifkar commantioor file name and gave
the wssar several options fior continuing. Much of the
time, the suggesteicoommaddvasaththeonentect one, so
only one key press was needed to correct the problem.

(U) Having a single edit/commznd modie simpliified
the life of e usser. Only one sett off rtimviimrsHrat to be
assimilated aaxidrapgititivactictionwobd Borstbfed for
reuse. Efficient use of time fiarboshhtlthaiseseananihd he
computer was the mesuit. The de facto standards ffor
software development set by the operating system
software amtliitsisscerervoronandnt reduced thie sanoountt
of deviation tthat develops betweem muitijpéesstiftemre
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developers. Although FOILKILOIRE djdrmot have some
of the luxuries provided by todéiy”s custom
environments andittheusse of COTS products, a lot less
time was needad to set up a new user and.to leam to use
FOLKLORE céffettivdiyanddrentatelgly. \ Thiscooppddd
with ttheeéfects of the extramsly rappideagspossstitiene,
gave the cryptanalytic conmmuitiyya aen}epyoﬂwﬁwelwe
quarter of a cemiury.

-+ I would like to thankl

. Afor their review mmhijne}pﬁt;iful

comments.
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Church-$itate Rédaisandiintthd/ Mexinasthtate of Chiapas:

sl |

Introduction (U)

{U) The XIX International Congress of the LLaiin
American Studiies Assseiiatoon({14539)), which was hhelld
in Wadtigtom, DC, from 238ththragigBO3S:fhepteenber
1995, provided a platfonm for remowmsd [Lztiim Aneerican
leaders, prominent Latin Aumsmicanllitcaayyanddraitistic
figures, career diplomats amd prlliiicians, regpeesanaivess
of nongovernmental organizations, and aacademdss to
present their views on abbreddargege of hemispheric
issues amd topiics affi m¢ecsstdo stddento DE dtatif dyemeri-
can auhee. Four amdlystsffoom B3 were jprivillegad to
attend the LASA-9D Congesssmnde thhaassmees bihthe
DO Tedimicdl Health AdivisopyBBaatd. As ame of the
four, the author Hadthhepppantunity to attend imffomma-
tive and thought-provokimg presentations on topics
including the tramsiiion to democracy in postwvar 8] Sdl-
vador, the future of Nicaragua, Cuba-U.S. relations,
post-NAFTA Mexioo-UlS. relations (wiith conpphasisonn
the baondarteensionsppdrké dpynimipigratiopopolizy ), the
future role aff the InecrAMmericarDBPwlefoprmint Bank
and thee Organization of American SStatss (each ppee-
sented by the onganizdiiissaespectivd Setetaridien-
eral), and thee sessiom thhat prompted tkhss article: a
personal view of the situation in CHitgpas, tHeesstrifetdonn
state in the southeast of Mexico, as presemted ty @ 1S
born priest who was expalka firom Miesiicoim)lmee DYF5
for allegedly incitimg antfi-govarmmertattivitess.

Backgromnd (U)

(U) In September 1992, wrem Miexion restoreddjp-
lomatic relations with the Watican, Mexican Governmmentt
spokesmen attributed tthe stgpttoNVbexec's sldssire to pro-
mote freentllyrekiitions with meeniteess of the imterma-
tional community wiho sttaretiits ggod | twerhidhhamoayy
and peace. The restaration of relations, which had been
broken off fiar [22Byyaars, was the culiminsiion of a pro-
cess tiat began in Fabhruayy 1 9990mitdtithamppoaintaent
of personal representatives by thkenFPessidant Carlos
Salinas andl Rgpe]ddhrPRalil 11 to facilitate communica-
tion on issnes of mutual imterest antloonimeedwithitithe
constitutional reform of 1991 that gave churdivssléggal
status.

Image v. Reality (U)

UNCLASSIFIED

MEXICO

Mexico Cit
*

UNCLASSIFIED

(U) Then Secretary of Government Patrocinio
Gonzalez Gamiitln, a flammar governor of the sowtthessit
Mexico state of Chiapas, dedaxed in July 1993 that wis-
dom andl ttdberaweesishold debhdlieatiasis of government
interaction wiiththbheChihwtch, adding thet the Mexian
government’s nd b omshppwidithh Clihuhclvayamene of
openness, harmony, dialogue, and respect.

(U) Such ggoeennmant pronouncements notwith-
standing, the archibishap of San Cristobal de las Caszs,
Chiapas, Samuel Ruiz Garcia, saw liitiie change in
church-state relkatiomsiinMégxiocooCBhippas. Respond-
ing to a repontersqqessiionsor 1 0afanwari©9994, Ruiz
conceded that some progress thatireennmddeaas aeadolt
of the constitutional reform, for example, in the
acknowledgment of the Church’s right to operate
schools. Nevertheless, the andithighoprmammanddithat
the government’s fundamental attitude toward the
Church had been altered very little. In fact, Ruiz charac-
terized Wiesitosss recognition of the Cthurth as a cws-
metic step taken omlly tto mddee Nbeoiteo fit the image of a
modern country worthy of membership in NAFTA.

“FOP-SECERET hiyHIRW
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LASA-9% Rounldasbibde (U)

role_in_what
TEOPPONUNIy hal LASA-9> provided on tile
morning ot 229S8ppearhbrr to attend abieakitdast round-
table discussion wiith the: canitemanmiid] AxchitiibhpRBlr z
himself was @methlagt would have basmddifféodt to pass
up. Several of us arrived early so as to get a seait ait whgit
was expected to be a very well-atiwndid session.  Arlfic-
ipation giiew asstiveonmeshberobhthel elgpogntarast ¢lethe
room, but neither was Ruiz. Soon it was annoumesd tieit
the archbishhemp sduitsshhddbpreestaddilmntréromttanidad-
ing, and kit Fr. Loren Ripthes, a UL.Stwympprdsst with
over 20 yesass’ service im @higass, was to speak iinhbsis
place. Riebe was amoing & gruyp of three non-Xkxiican
Catholic prissss working in Chiapas who wegeeswmm-
marily expelled from Mexico in June 1995 for allkgeedly
fostering anti-govermment activity.

18 EQO 1.4. (o)
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A PriestsIRaxssomdIPRexppetitive
on Chiapass (U)

(U) Seeminglly anuniilaly atwsoatcfottbeindder-
privileged of Chiapas, California-born Fr. Riebe, in con-
trast to the dimimutire7711ygearcdddAfdichbisiioR Kujz, is
rather portly and appears to be in his mid-40%. He spent
4 years as a priest in Santa Monica beffore goiing tto BMiex-
ico. After 2 yeansiinTRemgjgpa, he became tihe pritestffor
some 22000 pparibonersnif Majalon, where he served
for 19 years beffore tring dgporeed.

(U) Life in Wajpdlom fforthkanddigecouppepolples, as
described lpy Hir. Riebe, is one of toiling for e eguiva-
lent of $1.50 pr day em codféecpplantationanahdatthttle
ranches owned by a fiew wealtiny lband tharorss;Hee npgvwie-
timized thyaacaonpipt health sysrm aandiannattdtective
education systan; and secking cscgpeinmbicbabl. In a
society where the olligardis mut @y acorttooladl Itheeggood
land but also mum thejjutiicid lantppdidees systamsiadd fill
the mayoral andl giibemetorid [jpositoons RRebbs pprsish-
ioners were mijpe fforpsdliteed Inndbiliativon, but since the
indigenous pegpbssnaeser come twaalelssisionvithishout
due considenstoomrhgrprayer followed tyyststill more
thought, it took a fkew yezarsfforttiesm to mobilize. They
flocked to thkeSScialalist Workers’ Party witmnitit orga-

/EO 1.4.. (c))
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Unciassified

“Unclassified
(U) The EZLN's millttayyccanppitigreobinitidé d
with e imypberreenibabbonod NIRAATF AA

nized imCBluppas, but when aa 10,0083mam march fror
peace in 1992 ffaided to get any media coverage it
became otbear that the amly wagy to focus attention @m
their grievances waas to resort to more winlkant action,
such aas roadblocks sanldddemustsataviomns.  Still, Riebe
noted, confrontations in 1993 were not publicized
because of the negative impact such developments
would have had om tthe NAFTA negotiations.

(U) When the Zapatistas finally decided on military
action, they chose 1 Jlamuayy1 9994 to launch their cam-
paign, not only becarse Axmyttooppsconiddbeaaken by
surprise afféer the mewadly of New YearsEiedbbut also
because it marked the implementatiom of NAFTA,
whichh tithe pemsarits copettetittocaracebbhatethbai ppoectty.
Fr. Riebe tediionastbhat when tihe Mdeidaanc gosornrent
was sitbsegueentyyunaalele to attribute the aanmdd ninser-
gency to external imfluences sucth as Communist Cuba or
Guatemalan guamiilles, it began a wittcth Hunttaamwonpgthie
clergy.

— TP BECRER UMEBRA 4. (o,
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Fr. Riebe’s Acoomit of his Arrest (U)

(U) On 22 Jume 9975, the day of their amrest, Rod-
olfo Itzal, a Spamish [présst with a athuebhinSS8=batiila,
had beem aat Fr. Riebe’s Homeandddihibfleft with some
children from tie parishiinaaFBodd pikkp praaickdbehpng-
ing to the chorch. Soon after, Mexican pollice onattmik
the truck and pulled Itzal fromitit, apparently on
trumped-up clivanges coomeenmggoemacsisipip of the welhi-
cle. Fr. Riebe wassconttattddimhdskhsited go go to the
scene wilth tHreddovnmentatiomwthehteuntock. When He
arrived, around 3o'ofetkick in the aftermoom, he was
detained thyppdainbidthep@alece.  State jjullicidl police
(BJE), whom Rétbecluiracaeterizeas as “thugs,” subse-
quently arrived with machime guns. Refusing to expllaim
the cthargesaggamast the prissts, the HEpplast®iBhebe
blindfolded, on his kmsesimthhdbakk of a flatbed ttmumkk
and put Itzal in the cab and dirowe tiherm twthesstatecappi-
tal, Tuxtla Gitimereez, from wiweretithgwevertloflowta to
Mexico Ciity amithhenicapoettt MiMiami. This txeat-
ment stands in stark comtrest to the former Clhiapres ggow-
emor’s description of the government-dinnch
relationship as one of openness, harmony, dialogue, and
respect. Although thepprisstsverersonot beaten, Riebe
confessed that lhe wes wany teenscandd dednflil throughout
the ordeal. In retrospect, he noted wiith a kaugh, ttieewnly
thought that had grome through Hiss mind waas, “Why
Miami?”

Riebe’s Forecast fior Cliiigpas (U)

(U) Discounting alllegaimmsthat outside imfloenos,
whether from @entrdl American resobluidonaries, drug
traffickers, or tthe CBhuchh, is regpomsibtefdor the Zap-
atista movement, Fr. Riebe expresses tthebotizEfilthat the
Indian population of Chiapas lvas acepptddaesposisitil-
ity for its own future, has become werny gwmtlatorgganiz-
ing politicallly, and isqui¢ccappalele of carrying wmitits
own rebellion. The time to act has come, he says; the
indigenous peoples are challenging tie olldi weay of doing
business and thkeee is hope that their situation witill
improve.
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~¢&gAdthough Fr. Riebe was mut told priartechisis
expulsion from Mexico the nﬁl,_ture of the divarges agaimit
him, nor did he in his comments during LASA-95 allude
to any illkegd] activities, the D@ﬂmnSSewtaayy of the
Interior told tihe U S. ambassadc;lj to Mexico om 27 Sgp-
tember Gust 2 days [pitor to Riebe’s appearanee at the
LASA cunffereeneg) that the MeXiiam Government has
specific complaimts agmiimst Ritdhe o‘"’f‘_ incitement to seize
land and #heerts to parishioners whd\udhmﬁﬂ to support
such seizures. Meanwhile, Paul “I}Iadolny, another
American priest, was refirsed re-emtry to Mesiicim Siyp-
tember after a munttiss absence ffromCGhiapas. The
Mexican Gowammnt, which claiims to ‘have iincanttro-
vertible evittenceoffilitigghl activity by NNalidiyy, opted
not to executie an arrest warrant against hiim thutt instead
to refuse to allow him back once he had left..

Conclusiom (L)

—-C0my- The future of the Chiapas peace process is
uncertain; progress to date shows it the pace willl be
slow amtlppaissthkipg. Moreover, whether or no:'tu Fr.
Riebe amd Hisscoblidaggessrzeeddd dhthbdumedsdst mlﬁdi‘lu_.eir
pastoral duties, or how the Church’s activism in Chiapas
will affect church-state redlations is difficult to deter-
mine. What is cliear is that opportunities like LASAYS.
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Book Reviews (U)

James Miikzs. The Legacy of Tiananmen; ClinaimIDissarayy.

Amn Arbor: The Umivenrsitty of Michigan Press, 1996. 379 pp.

reviewstol 1]

(U) The legacy of Tianammem centiimesstocpprovkdke
debates; andippoompt further awd}ysisabbout Chimaldscour-
rent status antlittSuimnerdedeletopment.  The Legaoy of

Tiananmen; China i [Dsar-
ray by James Miles is an
excellewt additiom to these
debatzs and adds to our
understandiing of contemype-
rary China. Inthiis book,
James Mlitasldobkstat factors
contriibutiing to instabillity iin
China, wihiit: Hesgpivgetbhd des-
soms of Tiananmemn inyividd.
The Oxford Univensity-
traimeell Chimg-waichbie r
believes that the events in
1989 offered the world a
unique eppenttumiitytecdoblaat
some crucial aspects of
China that bad long been
only ddimihypeperceeded. The
event briefly illiuninascekihbie
mood of the public, the
workimgs of one of the mupst
secretive qpiifidad] partiesiin
the worlidl, antlttcpecssnahli-
ties of Chinese leaders
before the veil once again
came dlowm. Taking the rev-
elations firemm the Tiiarawmean
incidiemt assaappainit of depar-

TPIL. 86-3%

UNCLASSHHEED

UNCLASSIFIED

(U) Miles aallsQhiviazdcddainpsaeolatibdlle
as it was during tie Jdume: TSROk

ture, Miles examimssthedififferent aspects of China amd]

its sodigty. He idemtiffies antiddsscribsshhepiofitidaingnd
soctal tensions unideliinggmhdngapdadutdd Bhifena’s
ecomommicbboommmhdonteméndmthat what happemedisso
unexpeciedly in 1989 shoultiaddert us to dieffatt that an
economic Hespmddeenatot necessarily thiinpssabitytin in

C
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its wake. Althoughhecocantattsddegehl yodaomestic
issues, Miles dkwdilisyasseBHgijgigdiofforts tesobsolve
these problems that will have a crucial bearingoon

China sfiwtnrecandd tit selakaoiomny ihit h
the outsit wanttl.

(U) Miles” analysis lhas lkedlttiim
to teditovecthizat China isnowwidairing
the most uncertaim period of its
politicail life simmeethhdCOmmmisists
came to power. He joins others
beforre himinrssting ghtiat the ddth
of Deng Xiaoping willimsakkibheodd
of a leadership syystomslodommiteaied
by veteram MWuMatiticavices whose
authority rests on careers dating
from welll before the Comimuamist
takeover in 1949, Those fightimg for
power affter Demgdsddesithanecporitidic
whele, younger men wiho p beekdlilii -
tle, if any, role in the ciwill war titwit
broughit the Clommumistsapqyoaver.
Deng ssitapmgith, like Mao Zediongss,
has depended to a considerdbte
extent on Hilsceedibiblilitpvithihithahe
militany, built wp duringhhisygearsias
a commander and commissay.
Deng sddexigataiddi ciliiliannsesees-
sors, however, do not have any
comibait experience and will not
enjoy simikar syt

(U) Drawing on insights ffromhisisioealal analysis,
Miles negaxtistithel 98B héndddent as @re of the jporislicc
upheavals iinwkidie K sarsggigd (el fod irdodemodern
identity andlaronectocgpripsvedit thehewssidide ook ld.  As a
result of his @wmesamiriaaoinn, Miles tedieswsstithiat the
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anti-governmmant! protests im] 98§ 9rarssouwut of a com-
flict betweem thecffastegooviigggepataiion of the udipan
population and thbe conserwatitsm of an aging andd
inward-lookimg |dedeettsipip, which in many aspects
still operatesiiecthkecobddrimpésiaiooourt. The demmn-
strators in Tianammen SSancevwitat:dnamend dor-cor-
ruption, a press that was free to report on real
problems, and a govermmmmit that listened and
respondied to conearmsatog teveygthig grfnonmiidtasion
to political represenmtafion. Miles concludies that
Deng’s economic boomhhas done little to agiddesss
these cwmerms, thus leasinguorgsobd thettentdnsions
and probilems et ided}ywsdll trigger chaos.

(U) Furthermore, Miles contends that cracks
have egnmtdappppear in (hnek’s political structure
which wiill open tihe Ranidoais’bdox of rivalry, hatred,
vengefulness, amd a myitatiavhke rdsstrattio e mmogonmms
just as iinssomee of the formmar Commniksteunmicies of
Eastern Eurogpe aanidpparts of the fommar Soavet((haon,
He beditosssthhnt factional rivalries, ideological rifts,
personal enmities, and ooither reiated ppobbdems are
already apppacant in the Chincse Communist Party
{CCP). Public @untbanpt for the pamtyaadd yyicisinm
about its policies are ramasvec coomrpptings imrapapant
and uncomtralllsi aardiumnootirhilab]ecormmoim sx plgplo-
sions awcahlraddweorumgng.  Miles firthkeer believes

—SBERET-

(U Miles comdudissthnitChivina oddy yenmining aleksist
as umpraditidideaadd olldideass it was ait the ouisit of the
Tianammen Spaccppoststis, Dengseeoonwamdo ¢tdommanahd
developmentt policies Have agggravatddbeciaial tensioms andd
wealkened ttreeppatys'egpip; the gaptstweearrikeland dgsyor
and hetwessnrwiah] and wibeniiswiddairige; and the prephle,
inclodiing ppbbli ofbfficlals, have livst faith in the ppatyis’s
future, especially in its albiliyytoonostet their bsscnnedsls.
Miles tsdiesesstithat Chima in the lhice19998s is a canmityy
deeplly unsure of where it is guing, teseass(Bhinss pphbtidi-
cians and the public are already asking themseies
whetier Chiirmiiseenes gairgzes aannswe €00 NOTIT S WRERpPETre
with gldiedlindReerce, or if it is Heealliggtevantdhithelelaos
they so much fizm. Miles agmessthhat chaos itsmooedhtinan
likely, given the exiseemes of factors conttritiigstednisista-
bility, and as maayyssub ieldniicisi wadatie s taveaetadred
in China‘sthistoyy. He, in shentt, judges tthdt if chaos cveer
results in the adligpse of the Chiwssecantibwtytgsas it did
briefly in 1989, the pewr and tiweddisootesetend dvewdd lak be
among; the: finsit to tildec ttothleessteetds.

(U) It is mott surprisimg thtagt Miles ariivassast a pewdi-
mistic condusipnadimmtBivin naddtstéufunerdedetelopentnt,
given the ffact et he focuses hifs ateotitononhyyoormkhzhhe
considiers as fBrtoscmitibutigg conastabilitpaddhdoos in
China. He basicallly got wiieit tee llmkeetif 6o raaniddddcharoo st -
standing jgbtppminodegsther a ffanyweklileloomaneaded,
theoreticallly plhussibie, and thoughtprovkiiggbbotiabbout
contemponany (Mina. No emecesrngiporereror dispute thse
destabilizimg ffatiors resulted byyDBanKidpnging’s eco~
nomic policy. He, however, purposelly igmreelittiveppoititiee
aspects antceoasagovnces of Deng’spudidyy, and Haikdi to
understand ttreeddynamiiss of Chinese palittssaadd linina’s
overall socioeconamic developmemts. China today is
nowhere close to wihene Cimaweasag thkeopsset of the 1989
Tiananmen presessts; nor will it in the mezar future Hkeddy
resemble the siuimmtitzdtcobimvintiddibéraggdbdy. On the
whole, China todiay iis o diensoeratidhhamaeay itme in
its thistomy;; and ecomomiciingyititwrrhdegigiahal disparity
aside, the Uhinessepeeppdearecrenomatiyl Farfhetttter off
today tham tHeyyweeeebbtdtre. The cumenit leadership aba
possesses an efffective madimniism of control badked thy titee
military and thepitlecsseomtitfdorees., An equally strong
and credibll cassccanrbbenadele in favor of China’s ablliyy
to manage tescffatorssadd el dhiroykileikootintimgng
its current economic transformation. While positive
changes in China are at a slow and evolutionmyy pace, they
are imoreasimgdhyesvddant and liledly weilll appear mmonceffee-
quently, especially at e ltwwd| Jevels, if stability comifimuess
in Chipa.

that these priikrmswidill multiply aaidinireresisify, and
that China willl not have such |bzabtessaaMMad Zaalung
or Deng Xizopimg wiwezanldeddtivout of chaos.

P.L. ®6-36
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(U) Miles acquired his information for this interest-
ing twadkkfifronbdsbt@hGlerresaddndg Friphshkbooks and
newspapers published in China, Hong Kunmganddhthe
West. Other sounassinnbiddehisisniatersvewsithitBhChi-
nese officials and ordinary cifizzems,aswetll as his obser-
vations made dluringhiis eight years in @hirawhiide
working as a journalist, mostly with the BBC. However,
it is impossible to verify the axtithiliyy of some the peo-
ple imervieewed by Miles, since thair ttneciddentitissiare
not revealed; nor is it possible toesstiblishvwititlc@oiifi-
dence tihe rdlidhiliyy of the imfonmatiom disulbged by his
oral sources. Nonetheless, this book is well-written,

highly readable, and thoughit-jmowaking. It is, in short, a
valuable gontinibutiion to current China rescaxthaandtdéo

the understandiing of contemporany Chirs, and 1 recom-
mend that the NSA librany aoguireiit.
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(U) Deng Xiaopingps policies
have westicereeld party'’s grip.

(U) James Miikss wrotteIthibdalokftftéivingngdnd
working in Beijing as a journalist, mainly with tihe BBC,
for cight years. He completiad Hifs warkkwhiideoom defel-
lowship at the Umiversity of Michigan. He is aumently
the BBC’st»ngg Kong cormsspontiont. He teganhhis
journalistic carser iin@himasbhotyafifte hheaatsbedihis
education m\Canm QEl{ddles fromm Oxfioxd Winivegssiyy in
England.

Tecb 'rs\ a jpariidjpant in ttheSSemior
Technical Developmenit Program ( $$my), currently
wrdesaing, imeeive' thalving :

reporting ﬁelds He was iihe|
to his sellection iintothee )i
experiences include lluwmwmgndmtpmport—
ing. He is a Master in Intelligence Amallysis andlcaWos-
ter in Language iintltheDD(I éféotinidal Track Program.
His fformid!l education iindlutlesadBBA. in lhisstoryfifeom
Vanderbilt University, and a HhID). in jpdliticd] science
and Asian studies from the University of Notre Dame.
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Robert M. Clark. Intelligence Amallysis: Estimation and Prediistion

Baltimore: American Litterany Bress, [0396. 340pp.
Reviewsd by Bill Noffee

(U) What do you gst when yow arossaarcepgiaect
with a lawyer? Well, you may get one hedk of an infor-
mation gatherar, but you might want to be fforowareed
about the delivery techmigue.

(U) We have beoonmeaacosstomdd to intelligence
history becoming sanmatter of public roondt; we should
not be sumprisadi ttosseenmoecanddnmeratahaut technique
and process. Nor should we the atittearssupprisddoorconn-
cerned ttosszowur techniques and preesssss demysti-
fied. If what we are about is the collection of
information om diemant, the processing of that informa-
tion in some way, and its delivery to e austonee myakk-
ing the demand, them we oparte iin aproesssvecyymueth
like those used by sttodihnaiars, dideettiess, and medical
diagnosticians, among others.

(U) Robert Clark, a former CIA aanhfyst, has
attempted to reduce the amdlpticedteneenss of the intelli-
gence processimossomtthigg of a text, with emyplhasis
on the and)gsis of scientific and ttethmead] intelligence.
As such, it may reprresemt a sl primer for those wio
have found themssdives tihmownimeothkepprocessnsemme
form or anotiirrwiithliiti¢eopppomnitit ydotsiepdrdckmahd
look at the process itself.

(U) But this is a texthodk, and somgoresksholdd
have told the author tet tteeppidhlsbhngepgdd S 1fred devetet-
book authors of the requirement to e petiaiicanddtoos -
ing sometitimaggo. Or maybe sonmeaattbhorsisipiply
freed themselves, the great Yale historian Donald
Kagan, to cite an example.

(U) At its worst, Clark’s thuak reemmndstItheereater
of the poetry text shkewersd tyy Rtdtin Willaamss™ charac-
ter in Dead Poets Society. Audiences willl rememiber tthe
scene wiirnehkehhadihishahgegespripofirahe Hwobask its
first chapter, the one wiithtihe x, y graph to be used flor
plotting a poem’s grztmsss. Intelligemce Amulysis: Esii-

mation and Predictiom could only have improved om thyat
graph by mdlimgiitthheeeddimesisionlal, adding a prestiic-
tive coordinate.

(U) “At its womrst,” impplesstithexdxisterce of some
elements that avoid that fate. The book includes a smitss
of Analysis Principles and (GaseSStdlidies that give it
some measure of life. The Principles iimdivdte ewanytthing
from QoeamissRRapotadNDisvoton Kilkirst Law, which the
author applies to organizatioms aswedll as physical bod-
ies. Some of these are puzalimg;: if the focus of the book
is on amdipsss doing ssceentifecaaddedhohmital work, a
paragraph @rttwooon “S” curves wanitiisseemimnersses-
sary; it is thhellapger, non-S&T-analytic communiythiaat
could find it beneficial to awe thsir ttwssddppped s some
methodological rigor.

(U) The CascStlidics are imetliggentjysedeteettd,
described, and applifet, deriving ffrombbdilthheniatiili-
gence expenence (Pt Haboo) aaddexterhl, industrial
(the development of DOS) experiemaes. Purists and spe-
cialists willl probably go arszyait the shorthand diesorip-
tion off ssomeccmplelexvevesits, but such imypreis@niss
almost a relief from the exposity protiomssod ft ecboodk.

(U) Looking for apprimenoititharmigtitiprproseds?
This coulid Heeypoubbokk. Looking flor “saggoddamdd?”
Probably mwst. Finally, the puilthirgoggdsls, even tiee
minor deities associatsd wiithssnadléeppeesses, should be
ashamed to permit the jpuilizdaioon of a text of this st
without a table of comtetts.

—(F680)-Mr. Nolte, DDO Senior Indlliganae Abdvi-
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Ediitorial Policy:

(U) Technical articles are [prdtereedoverer those re¢idiigs to management,
shorter over longer (under 3,500 wady). Emphasis sheaidddemmprprongng
NSA’s trattmiizd] performancs; articles Sholddbbaiaimbd at explaining dissdlyp-
ments in one'’s cuessrftidid to those owisidiziit. Readers aneiinvitted to contribute
confieremee regyotssandderceiess of books, articles, software, and Hmxtvwarethhnt
relate to our missions or to any of our disciplines. Editorials are also wellkoms, as
is huimer,  Submissions may be published anonyymonst)y, but the idkntiiyy of the
author must be known to the editor.

SulbmiltthagMurtictes:

(N.B. If the fOllowing instructions are a mystieny 1o yew and yaourl bwed |L2ADP
support is no help, please fiall free to contact the CRYPTOLOG cgiiosond 683 -
5283s or enypllog@jp nirsa )

6y Send a suffi cogyyyviazeentaii]l to ayyplegitiasa, or semdl aahbaddcoppy
accomipanicd by a ldvel ki didladtte to the editor 2t FQ2 in 2C099, Ops. 1.

Gurithaace:

For maximumm effficiamy (fasfarappestilel withihitheHdnbitnits of your wand
PYOCESSOD):

+  Classify alll panagnanhs.
* Do not type your atiidle iin capivd[1bteess.

+ Label all diskettes, identifying hhaddwere (operatimg syystom: DOS,
UNIX), demsity and type of word procsssoruseed fTitenaness, your name,
organization, huiidhing, ant piroremunboer .

«  FrameMaker flonmdt is prefewred;; ABTIteoxtissaldsoffiiee. (FrameMidiarr
users: while we wellcone grapliisspplassdintldedehbrwminthfilleuseep-
arate olbjeats natieertHaarninMwbhoedd Fomewes utltisest fraeasraneene b ly
impessibtli toreffomnatdaowastetateddril.) The ediior wiill be bappy t© e-
mail a CRYPTOLOG template on request. Amotiher optiom is to use 133's
docement comvension sseriice (CEBAREKXK); instructions ffor e-mailing
files for coversiomcgabebe found at htfpfwwwij3d.pusaid66G623/
cleame/adbeanbhtinl,




