MENORANDUGM OF UNDERSTANDING
BRTWEEN
THE NATIOMAL SECURIYY AGENCY/CENTRAL SECURITY SERVICE
AND

THE NATIONAL RECOENAISSANCE OPFICR
oN
THE ACCREDITATION OF INFORMATION SYSTRMS

-

Purposa:

This anmorandum of Understanding (MOU} between the ﬁt:lu:ul
Security Agency/Central Security Service/Information System
Becurity Policy (MSA/CSS/ISSP} and the Natiomal Reconnalssance
Office, Security Office (NRO) documents and formalizes the
understanding\between the two agencies in accrediting their
Information Systess (ISs) and networke which process Sensitive
Compartmented Intelligence information, including VRK and BYE
information.

Background:

a. Bol'.h agancies uss Reference b. as the atandard for IS5
sscurity accreditation and have cooperative working arrangements.

b. For the purpose of implementation, NSA sdbares to NSA
Manual 130-1 for all government users and ERO uses AISSIM-200.
Both NSA and NRO use AISSIN-200 as the implementation
requiremants manual for their contractors.

Responsibilitiesn:

NRO/Office of Security/Facilities and Information Security
Division (NRO/0S/F&ISD) is responsible for ensuring all ISs and
networks owned and operated by MRO have been properly accredited.
NBA/CS8/IS8P is responsible for ensuring that all ISs and
networks owned and operated by NSA have been proparly accredited.
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Agresment:

MRO/0B/¥&IBD and NMSA/C88/1I8SP will be respensible for
conducting joint accreditations of all ISs and networks dsployed
and installed by NRO within NSA facilities and IS8s and networks
deployed and installsd by NSA/CBS within NRO facilities. The
accreditor for tha host facility will be responsibie for

~coordinating all visits, ensuring that all appropriate
documentation is provided, and issuing a final accreditation
repext. Upon completion of the accreditation process,
NRO/OS/F&ISD and NSA/CSS/IBSP will issue a joint accreditation
agreament to thelir respective organizations.

If agresment on accreditaticn approval cannot be reached
batween each organizaticns’ Desigmated Accrasditing Authority
{tha Chief Informatiem Officer), the fssues will be forwardad to
Director, Hational Security Agency and the Director, Batiocnal
Reconnaissance Office for ressolution. If an accraditation
approval still camnot be reached, the matter will be presented to
the Director of Central Intollig-nr.l for final accreditation
deternination.

m:ndmfcssdllcnoperntovithunﬁmort each othar‘s
accraditation efforts in these instances. EZither MRO/O08/PLISD or
RSA/C88/I8SP may request the other accreditor act on their
bshalf.
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Termination/Review:

This MOU shall becoma effective as of the data of the latest
signature and shall be reviewed by both parties, biennially. Any
revigions or modifications to the NMCU will be by consgent of both
partiss, in writing, and publighed as amendmemts to the basa MOU.
This WOU may be tarminated upon the written notice by either
paxty to the othsr and shall bs effective on a date mutuslly

by i .

agresd to the parties.

Ronald Kempar
Chief Information Officer Chief Information officer
National Recormaissance Office  Rational Security Agemcy
DATR: % Oclolzs M1 DATE: 20O bf-u&' 17
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