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ELECTRIC EMERGENCY INCIDENT AND
DISTURBANCE REPORT

NOTICE: This report'is mandatnry undes Public Law 93-275.. Failure to comply may yesult in criminal fines, civil penialties and other sanetions as provided by
law."For the sanctions and the provisions conceming the conﬁdmtmhty of information submitted on ﬂns fmm, see Gt:meral Tnformation pmtmn ofthc instigchons,
Title 183 USC 1001 makes'it a criminal offense for any person knowmgls and wxﬂmgly #n make fo any Agenq' or Depnrl‘ment of the United Sintes any falsa,
fictitious, or franduient siaf its a3 to any matter within jts ]_nsd:c!mn

RESPONSE DUE: ) ) '

Within 1 hour of the incident, subsmit Schedule 1'aad fines M - Q i Schedulé 2 ag an Emerpency Alest repost if eriteria 1-8 ate met.

Within 6 hours of ihie inrident, submit Schedule | and lines M - Q in Schedule 7 as a Normal Report if only criteria 9:12 are met.

By the later of 24 hours'after the recognition of the incitlent OR by the end of the next business day submit Schedule 1:& Em:s M-Qm Sd.wdu!c 2 as a System
Report if critenia 13-24 are mef, Nate 4.00pm local tima will ba considared the end of the business day :

Submit updates as needed and/of a fimal report (alt of Schedules I ami 2} within 72 hours ofihie incident:
For NERE reporting eatiiies regm:red 1 thie United States; NERC. has approved that me fnrm 05-417 meets the submital requivernents for NERC. Theré may.

be other applicable regm:ml, state and focal :Bp«nimg fequirements.
. ’ ’\IETHODS OF FILING RESPONSE:
(Retain a completed copy of this form for your fles)

Online:. ‘Swbmit form via online submission at: hitps:/swww. o etl doe gﬁ!bﬁdl?f

FAX: FAX Fonin OF-417 to the folloviing facsimilé number: {202) 586-8485;
Alternate: “Xf you are unable to sibmit valine or by fax, forms may be e-mailed méggbgm@gggm or calt and report the informatiod to the

following telephone number: (202) 586.-8160.

SCHEDULE 1 -- ALERT CRITERTA.

{(Page 1 of 4)

" Criteria for Filing (Checic all that apply)}
See fastructions For Maore Information

1. 7 Physical attack that causes major inlepuplions or impacts to critical infrastnicture facilities or to operations

2. X1 Cyber event that causes intermiptions of electrical system operations

E“;ﬁf&ﬁf{g&?'r 3.{ 7 Complets oprerational failure or shut-down of the transmission and/or distribution electrical system
. s 4.{ ] Electrical System Separation (Islanding) where part or parts of a power grid remain(s) operaiional in an othenvise
12;” -’; bnx| éu': g}:‘h f:;f?;f blacked out area or within th.e partial Bxifure of an integrated elecirical system
‘ﬁffe;‘ﬂml 1] hEour °;:::y 3{ 1 (iix:;g:t;olied loss of 300 Megawatts or more of firm system loads for 15 minutes or more from a single
Alext (for the Alert Status) on
Line A'below,

6.1 ] Firm load shedding of 100 Megawatts or more implemented wnder emerpency operational policy
T7.{ 1 System-wide voltage reductions of 3 percent or more

8.1 ] Public appeal 1o reduce the use of electncity for purposes of maintaining the continuity of the Bulk Electric System

NORMAIL REPORT
“File within 6¢-Hours 9.{ 1 Physical attack that could potentially impact electric power system adequacy or mliability; or vandalism which
' targets components of any security sysiems
If any box:9-12 on the right is
checked AND none of the 10. (X'} Cyber eveat that could potentially inpact slectric power system adequacy or relisbility
boxes 1-8 are checked, this
form must be fled within § 151 1 Loss of electric service to.more than 50,000 cusiomers for | hour or more
hours of the incident; check
NmnalRepnrt (for the Alert 12.[ 1 Fuel supply emergencies that could impact electnic power system adeqguacy or reliability
Status) on Line A befow.:
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SCHEDULE 1 -- ALERT CRITERIA - CONTINUED

{Page 2 of 4)

-SYSTEM REPORT
File ywithin 1-Business Day

If any box 13-24 on the right is
checked AN none of the
“boes 1-12 afe checked, this’
form must be filed by the later
of 24 hours afler: the
recognition of the incident OR
:by ihe end of the next business .
day. Note '4:00pm local tima
will beccmss.dw:d the end of
the business day, Check
System Report {for the Alext.
Siatus) on Line A below.

13.{ 7 Damage or destruction of a Facility within its Reliability Coordisator Area, Balancing Authonty Area or
Transmission Operator Area that results in action(s} to avoid a Bulk Blectric System Emerpency.

14, [ ) Damage ordestruction of its Facidity that resuits from actual or suspected intentional human action.

15.{ ] Physical threat to its Facility excluding weather or natural disaster related threats, which has the potential to
degrade the normal operation of the Facility. Or suspictous device or activify at its Facility,

16.[ ] Plysical threat to its Bulk Electric System control center, excluding weather or natural disaster related theeats, which
has the potential to degrade the nommal operation of the control center. Or suspicious devics or activity at fts Bulk
Elecinic System control center.

17.[ 1} Bulk Electric System Emergency resulting in voltage deviation on a Facilily; A voltage deviation equal to or
greaier than 10% of nominal voltage sustained for greater than or equal to 135 continvons minutes.

18.] 1 Uncontrolled loss of 200 Megawatts of more of firm system loads for 15 minutes or more from a single incident for
entities with previous year's peak demaad less than or equal to 3,000 Megawatts

19.[ } Total generation loss, within one minute of: greater than or equal w 2,000 Megawatts in the Eastern or Western
Interconnection or greater than or equal te 1,400 Megawatts m the ERCOT Jutesconnection.

20.{ ] Complete toss of off-site power (LOOP} affecting a muclear generating station per the Nuclear Plant Interface
Requirements.

211 1 Unexpected Transmission loss within iis area, contrary to design, of three or mose Bulk Eleciric System
Farilities caused by a common disturbance (exciuding successful antomatic reclosing).

231 7 Unplanned evacoation from its Bulk Electric System control center facility for 30 continuons minules or more.

23.1 ] Complete loss of Interpessonal Commmnication and Altemative Interpersonal Conununication capability affecting
its staffed Bulk Electric System control center for 30 continuous  minntes or more.

24,1 ] Couplete loss of monitoring or control capability at its staffed Bulk Electric System control center for 30
cOBtfUOUS MinLtes Or More.

H significant chasges have occurred after filing the initisl xeport; re-file the form with the changes and check Update (for the Alert Status) ou Line A below,

The form must be re-filed within 72 hours of the incident with the Intest information and Final (Alert Status) checked on Line A below, unless updated |

T JAE Lupmamons MRS

Alent Status {check one)

Em: T = v T G

B. Organization Name

. Address of Principal Business Qffice

2180 South 1300 East Suite 600 Salt Lake City Utah 84106
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ELECTRIC EMERGENCY INCIDENT AND

DISTURBANCE REPORT
SCHEDULE 1 -- ALERT NOTICE
B e EANIID ANCEDATA s
D Geographic Asea(s) Affected California: Kem County, Los Angeles County; Ulah: 3alt Lake County; Wyoming: Converse Couniy;
- {County, State)
E . Date/Time Incident Began _ 1-_ 08 -249/ pg 12 [ JEastem [ ]Cestral [} Mountain
. (enm-did-yy/hh-mm) using 24-hour clock moe  dd vy hh o [ 1Pacific [ JAlaska [ ]Hawaii
¥ DateTime Incident Ended- 03 - 05 -2019/ 18 - 57 [ 1Easten [ ]Cemal {X]Monntain
) {mmm-dd-yv hhomm) using 24-hour clock: me  dd ¥y hh 1nm, [ JPacfic [ JAbska [ 7 Hawair
) - Did the incident/distarbance onginate in your
G. system/area? {check one) Yes[ ] Nol ] Unknown [X]
Estimate of Amount of Démand Involved
H T (Peak Megawatts) . Zero [X] Usknowm{ |
1 Estivnate of Nuinber of Cosiomers Affacted Zero [ ] Uckaown [ ]
SCHEDULE 1 —TYPE OF EMERGENCY
Check all that apply
. J. Cause - K. Impact ‘L. Action Taksn
{1 Nene
{1 Control center loss, failure, or evacuation
[3  Loss or degradation of contrel center monitoning
of comminication systems
O Unknown [ Damage or destruction of a facihity
O Physical attack {3  Electrical system separation (islanding) ] Nome
O Threat of physical atack O  Complete operational fiilure or shutdown of the O Shed Finn Load: Load shedding of 100
O  Vandalism transmission and/or distribution system MW or more impl ted under
O The& O  Major iransmission system inferruption {three or emergency operations! policy (manually
0O Suspicious activity rore BE‘S flmfmm) ) _ or sutomatically via UFLS or remedial
O Cyber event (information technology) B Major distribution system interruption action scheme)
B Cyber event (operational technology) & Uncontrofled foss of2f)9 MW or more of firm £} Public appeal to reduce the use of
{1  Fuel supply emergencies, interruption, ot system loads for 13 tes ot electricity for the purpose of maintaining
deficiency D Loss of electric © to more than 30,000 the continuity of the electric power
1 Generstor loss or failure not due to firel supply mess for 1 hour or more system
interraption or deficiency or transmission L1 System-wide voltage reductions or 3 percent or 0 Implemented a waming, alert, or
failure more contingency plan
00 Transmission equipment fhifure (not including 0 Voltage dev:at:'on on an fndividual facility of 0O Voltage reduction
substation or switchyard) 210% for 15 minntes or more [ Shed Interruptible Load
I3 Failuse at high voltage substation or switchyard O Tnadequate electric resqurces to serve load 00 Repaired or restored
[0 Weather or natural disaster LI Genemting cagacity loss of 1400 MW ar more O Mitigation implemented
] Operstor action(s) 1 Generatipg capacify loss of 2,000 MW or more ® o
O Other ' O Complete loss of off-site power i a nuclear B Additional lnformation/Co s
B Additonal Informaton/Comments: gencrating station m:::,?;mf ::nm o remove ﬂ;
Inétial assessment revealed that & frewalt expioit was Exely uflized to B Other explofted vulnembiity
execute a denial of service attack that cavsed the firewalls to reboot
iending fo an app Iy 5 minute Inations cutage #  Additional Information/Comments:
Firewalt reboots resuted in brief icaticns guts
(app tely 5 minutes) between fleld devices at sites and between
the sites and sPower's Controt Center
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ELECTRIC EMERGENCY INCIDENT AND-
DISTURBANCE REPORT

SCHEDULE 2 -- NARRATIVE DESCRIPTION

(Page 4 of 43
Tnformation ou Schedula 2 will nit be disclosed to the public lo the exient that it-satizfies the eriterig for exemption under the Frgedom of k{fbmahanAar, a8,
axemptions jor cmrﬁdanﬂai ‘commercial mﬁr‘marm?x and Irade Mmrs, cartain information that could tmdanger the physical saﬁaty of an.individual;, or




