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ELECTRIC EMERGENCY INCIDENT AND:
DISTURBANCE REPORT

NOTICE: This reportis mandainry under Public Law 93-275.. Failure to comgply may result in crisminal fines, civil penalties and other sanctions as provided by
law. For the sanctions and the provisions conceming the ccnﬁdcntuhry of information subumtted on ﬂms form, see General Infonnatmn portion of the i msuuchons,
Title 18 USC 1001 makes it 2 criminal affense for any person knowingly and willingly to make to any Agenq or Depariment of he United States any false,
fictitious, or fraudnlent siatements as to any matter within its }nmsdxttmn

RESPONSE DUE:

Within { hour'of this mmdenl, subruit Schedule I and lines M- Q in Schedsle? as an Emergency Alest repost if cnt:na 1-8 are met.

Within 6 hours of the incident, submit Schedule I and lines M - Q in Schedule 2 as a Normal Repodt if only criteda 9-12 are met.

By ihe later of 24 howrs afier. thc recognition of the incident OR by the end of the next business day submit. Schedule | & loes M- Q in Schedule 2 asa Systcm
Report if criteria 13-24 aré met. Nota 4 Bﬂpm lacal fimawill ba considered the end of the business da;y

“Sibmit updates as gerded andfor a final report (all of Schedules 1 and 2) within 72 hours of the mmd.ent
For NERC reporting entifies r:gtstﬂcd in the United States; NERC has approved that the form OE-417 meets the submittal requirements for NERC. There may
‘e other apphcabie :cg_gg_gi state and Iocal repmtmg feguiretnents,
METHODS OF FILING RESPONSE
(Retain a.completed copy of this form for your files.}

Online: Submit form:via online submission at: hitns/wwiw e stetl doe sov/OE417/
FAX: FAX Fonn OF-417 to the fallowing facsimile numbcr (202) 586-8485.

Alternate: ~If you:are unable to siubsat pnline or by fax; forms may be e-mailed to ﬂoehgeoc@_l;_g doe goy, or call and mpm the inforauation to.the
'folinwmg teleplmm: number: (202) 586-8100.

SCHEDULE 1 - ALERT CRITERIA
(Page § of 4)
Criteria for Filing (Check all that apply)
See Instructions For Morz Information
1.{ 1 Plysical atiack that causes major interruplions or impacts {0 crifical infrastriacture facilities or to operations

2. X} Cyber eveat that canses interruptions of electrical system operations

EMERGENCY ALERT

File withiu 1-Hour . 3 [ ] Complete operational faalure or shui-down of the transuvission and/or distubution electrical system

4.} ) Electrical Systemn Separation (Islanding) where part or parts of & power grid remain(s) operational in an otherwvise

Ii&:;ﬂ:;f QE a th::f:';;s blacked out area or within the partial faslure of an integrated elecirical system
filed within 1 hour of the . . ;
incident: check Emergency 50 ] {_In?r;aguzoued loss of 308 Megawatts or more of firm system loads for 15 minutes or more from a single
Alert (for the Alert Status) on e
Line A below, . . . ; .
6.0 ] Firm load shedding of 100 Megawatts or more implemented under emergency operational policy
7.{ ] System-wide voitage reductions of 3 percent or more
8.[ 1 Public appeal to reduce the use of electricity for purposes of maimtaining the continuity of the Bulk Electric System
NORMAL REPORT
File within 6-Hours 9. [ ] Physical attack that could potentially impact zlectric power system adequacy or reliability; or vandalism which

) 1argets components of any security systems
If any box 0-12 on the sight is
checked AND none of the 10. [} Cyber event that could potentially impact electric pewer system adequacy or reliability
boxes 1-8 are checked, this
form must be filed thhm [ 11| ] Loss of electnic service to more than 50,000 customers for 1 hour or more
hours of the incident; check
Mocmal Report {for the Alent 12.[ ] Fuel sopply emergencies that conld impact electric power system adequacy or reliability
Status) on Line A below,
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SCHEDULE 1 -- ALERT CRITERIA -- CONTINUED

{Page 2 of 4)

SYSTEM REPORT.
File within 1-Business Day.

I any box 13-24 on the nght is
checked AND none of the
boxes 1-12 are checked, this:
form mnst be fled by the later:
of 24 hours after the
recognition of the incident OR,
by the end of the next business
day. Note 4:00pm local ime
will be considered the end of
the business day. Check.
System Report (for the Alect
Status) on Line A below.

N

14, { ] Damage or destruction of its Facility that results from actual or suspected intentional human action,

15.1

16

17.1

18.1

15,

20.1

2t}

2.0

23

4.1

1 Damage or destruction of a Facility witlun its Reltability Coordicator Area, Balancing Authocity Area or
Transmission Operator Asea that sesuits in action(s) 1o avoid a Bulk Electric Systemn Emergency.

1 Physical threat to its Facility exciuding weather or tatural disaster related threats, which has the potential to
deprade the normal opesation of the Facility. Or suspicious device or activity at its Facility.

1 Physical theeat to its Bulk Electric System control cenfer, excluding weather or natural disaster related threats, which
has the potential to degrade the normal operation of the control center. Or suspicious device or activity at irs Bulk
Eleciric System control center.

] Bulk Electric System Emergency resulting in voltage deviation on a Facility; A voltage deviation equal to or
greater than 10% of nominal voltage sustained for preater than or equal fo 13 continuons minutes.

1 Uncontrolled loss of 200 Megawatts or more of firm system loads for 15 iinntes or more fom a single incident for
entities with previons year's peak demand less than or equal to 3,000 Megawatts

1 Total generation loss, within one minute of: greater than or equal to 2,000 Megawatts in the Eastern or Western
Interconnection or greater thag or equal to 1,400 Megawatts in the ERCOT Interconnection.

] Cowmplete loss of off-site power (LOOP) affecting a nuclear generating station pey the Nuclear Plant Inferface
Requirements.

| Unexpected Transinission toss within is area, cantrary to design, of three ot more Buik Electric System
Facilities cansed by a common distarbance (excluding successful automatic reclosing).

} Unplasued evacuation from its Bulk Flectric System control center facility for 30 continuous minmies or more.

} Complete loss of Interpersonn! Communication and Aliemative Interpersonal Commumication capability affecting
its staffed Bulk Electrie System contral center for 30 continuous rainuies or more.

] Complete loss of monitoring or control capability at its staffed Bulk Electric System control center for 30
CONENUONS MINHes Or more,

A Alert Status (check ong)

W significant changes bave oceurred sfier filing dee initinl report, re-file the form with the changes and check Update {for the Alert Status).on Line A below..
“The form must be re-filed within 72 hours of the iacident with the latest information and Final (Alert Status) chocked on Line A below, unless wpdaied

= - - ™ T e

Final
[Xx1
12 Hougs

B. Organizativn Nume

€. | Address of Principal Business Office

2180 South 1300 East Suite 600 Salt Lake City Utah 84106
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ELECTRIC EMERGENCY INCIDENT AND
DISTURBANCE REPORT

o (Page 3 of 4
Geographic Area(s) Affected l‘@,
{County, State}
E Date/Timie Iicident Bepan JEastem [ ] Cenwral [>{] Mountmin
) (mm-did-yy/hh-mm) using 24-hour clock {Pacific | JAlaska [ 1Hawai
F ‘Date/Time Incident Ended 1Eastemn [ }Cenwal [ Mountain
T {mm-dd-yy/ bhnum) using 24-hour clock Pacific [ JAlaska [ ] Hawan
’ Did the incident/disturbance priginate in your: i
G system/area? {check one) Unknown [X]
: Estimaie of Amount of Demand Involved
H, = " (Peak Megawatis) Unknown | 1}
5 Estimate of Number of Customers Affected Unkaown | ]
. Check all t'ﬁat nj:ply . )
I Cause K. fmpact L. Action Taken
[l None
1 Comtrol center loss, failure, or evacuation
[0 Loss or degradation of control center monitoring
or communication sysiemns
O Usknows [1  Damage or destraction of a facility
0O Physical attack 1 Elecirical system separation {islanding) O Nome
1 Theeat of physical attack 0 Completc operational failure or shutdown of the | -y .4 pirn: 1 oad: Load shedding of 100
O Vandalism tmasmission andfor distribution system MW or more implemented under
O Theft O Major transmission system interruption (three or cmeTgmicy sperational policy (mannally
{1 Suspicious activity more BES elements) of automatically via UFLS or remediat
1 Cyber event (inf ion techuology) 00 Major distribution system intermuption action scheme)
B Cyber event {operational technology) & Uncontrolled toss of 200 MW or more of firm O Public appeal {o reduce the use of
O  Fuel supply emergencies, intenuplicn, or system loads for 15 ménutes or more electricity for the purpose of maintaining
deBici I3 Loss of electric service to more than 50,000 the continssity of the electric
O Generator loss or faslure not due to fuel supply customers for 1 bour or more system
interruption or deficiency or transmission 0 System-wide voltage reductions o 3 perceat or 00 TImplemenied a warming, alert, or
failuge mere confingeney plan
0 Transmission equipment failore (not incleding O Voltage deviation on an individual faclity of [0 Voltage reduction
substation or switchyard) 210% for 13 minutes or mare O Shed Interruptible Load
3 Failure at high voltage substation or switchyard O Inadequate shectric resources to serve load [} Repaired or restored
{1  Weather or natoral disaster B Generating capacity loss of 1,400 MW or more [l Mitigation implemented
O Operator action(s) 3 Genemating capacity loss of 2 000 MW or more 2 Other
O Other [0 Complete loss of off-site power to a miclear B Additions) Information/C. "
B Additional Information/Comments: generating station ot s oy o ol o s o
iritial assessment reveated that a firewall exploit was Tikely wiized fo Other sxploied valnerability
execute a denisd of service attack thet caused the firewals to reboot
teading lo an approximatety § minute or leas communicafions eutage | 08 Additional Information/Comments:
Firewsh reboots ded in brial 1t Ly
{apgoxd v 5 or lpsa) bed field devices at sitea angd
between the sites arvd sPower's Controt Center
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ELECTRIC EMERGENCY INCIDENT AND
DISTURBANCE REPORT

SCHEDULE 2 - NARRATIVE DESCRIPTION

_(Page dof A)
Information on Schedule 2 will not be disclosed to the public to the extent that it suiisfies the criteria foy exemptionundor the Freedom of Information Aot e.g.,
axamiptions for confidantial ¢ cial information and truda sécrets, cartain information that could endanger the physical safety of an.individual, or

Wormalion d ted ax Critical En Tnfrastrectire Infe

afior




