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THE JOINT CHIEFS OF STAFF
WASHINGTON, D.C. 20301

MEMORANDUM FOR THE SECRETARY OF DEFENSE

Subject: False Events (U)

1. (8) As part of the verification sting of the non-
operational PAVE PAWS west site, simulajion tests were con-
ducted on 5 March 1980. A NORAD gener officer was present
during the test. Between 1910Z and 1§40Z, two successful
simulation tests were conducted. Atf1944Z, another simulation
tape was started and one simulated Jfarget was mis-correlated
as a real target. This is not confidered as a valid input
since the site is non-operationa At 19452, NORAD convened
a Missile Display Conference. System confidence and
NORAD confidence of "NO" were pflssed. Simulation conduct
procedures and confidence repo)ting procedures were followed
exactly as specified by direciyfives and checklists. This
event has been turned over tgf the contractor for detailed
analysis and corrective actibn.

2. (8) On 6 March 198§, 1700-2300%Z, a class A simulation
test between DSP-E, NMCC,fSAC, and NORAD was conducted with a
NORAD general officer mogfitoring the test. All participants
and users were briefed notified 72 hours in adwvance.
Test override lights wefe placed on in NORAD CC., Voice con-
ference loop was established with all users. At 1900%, Data
Distribution Center (PDC) personnel directed Overseas Ground
Station (0GS} personnel to throw a switch. The operator in
Australia placed it jfn the wrong position and allowed test
data to be transmitjed as real. Because of the precautions
described above, a concerned were immediately made aware of
the problem. Follpwing established procedures, NORAD convened
a Missile DisplayjfConference at 1904Z and a system confidence
and NORAD asses nt of "NO" were passed.
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3. (8) In both cases, no reaction wiAs taken by any military
forces. The contractor will insert appfopriate changes in soft-
ware to preclude 5 March malfunction d procedural correction will
be taken as a result of the 6 March st.
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THE UNDER SECRETARY OF DEFENSE
£
WASHINGTON, D C. 20301

7 WAR 1980 _

RESEARCH AND
ENGINEERING

farn MEMORANDUM FOR THE SECRETARY OF DEFENSE
DEPUTY SECRETARY OF DEFENSE

SUBJECT: ©NORAD Events - INFORMATION MEMORANDUM

{S) 1In conjunction with the JCS we have conducted a prelim-
inary investigation of the two NORAD events in which test data
was inputted into the system as real data.

(§) In the first case (5 March), PAVE PAWS West was under-
going IOT4E verification with a General Officer monitoring at
NORAD. PAVE PAWS computer correlated a simulated target as a
real target. This information was transmitted to NORAD. It
was immediately recognized as an error and a NORAD assessment
of "HO"™ was transmitted.

{S} In the second case (6 March), DSP-E was involved in a test
of the 427M system under the supervision of a General Officer.
Because of an operator error at Buckley, the DSP station in
Australia was incorraectly ordered to place a switch in a wrong
position causing test data to be transmitted as real data. The
error was recognized by the test team and a NORAD assessment

of "NO" was transmitted.

{S) In bhoth cases normal procedures and directives were
followed. Missile Display Conferences (this is an internal
conference} were initiated. No actions external to the NMCS
system were taken,

(S} The good news is that the test procedures that have been
established precludedany false alert. Also we can and will

make procedural corrections and software changes to correct

the two specific errors that occurred. However, I am still netl
convinced that we have done everything that can be done to
prevent test data from being transmitted as real data. T have
asked Gerxy Dinneen to go to NORAD immediately (he is at
Leavenworth today) to review the situation and recommend further
corrective action, He will be at NORAD tomorrow and will

give us a full report on the situation when he returns on
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cc: Lt Gen Dickinson, JCS
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