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ONE FBl — PROTECTING NATIONAL SECURITY

As we enter our 100th year,.the F Bl must continue to stand up to the
challenge to protect the American people from an array of com plex
threats that are in an increasingly interconnected world. Our vision
for what the FBI can be, and must be, to meet this challenge is
neither radlcal nor insurmountable:

The FBI will protect the American way of
life by staying abead of national security
threats to the homeland, acting at all times
with obedience to the Constitution, fairness,
compassion, integrity, and respect.

When we talk about “threats to national security,” we are not focused only on terrorism, foreign
intelligence, and weapons of mass destruction — aithough these are im portant priorities. A national
security threat is one that tries to challenge the very foundations of American saociety, involving
dangers so great that no local authority can handie them alone. It includes gangs that cause
violence and disorder in cities, cyber crimes and transnational criminal enterprises that are
borderless and have the potential to cause widespread disruption, white ¢ ollar crimes that
undermine the strength of our economy, and public corruption that tears at the fabric of

our democracy.

The foundation of the FBI's strength will be the same in our second century as it was in our
first — our core values, our tradition of excellenc e, our respect for constitutional rights, our
support for our partners in law enforcement, our ties to our communities, and our ideals of
fidelity, bravery, and integrity. And, let us not forget leadership and a sense of FBI Family.

At the same time we steadfastly embrace these qualities, we must be prepared to think and act
differently when called upon to keep Americans safe from harm in our next century. Our
adversaries are constantly adapting. We cannot afford to be set in our ways. We must be open to
new levels of collaboration. As individuals, we must be willing to stretch ourselves beyond our
comfort zones, to develop ourselves t hroughout our careers, and to-adopt a posture of

continuous learning.

We will continue to enforce federal laws, but we will choose our cases carefully, looking at
the level of threat and needs of our local partner s, and focusing on areas where we have
unique capabilities or jurisdiction. T he FBI is essentially the only member of the U.S.
Intelligence Community with broad authority over the domestic domain. The American
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people and our partners in the Law Enforcement and Intelligence Com munities are
counting on the FBI to use all of its tools to build a domestic security service capable of
staying on the offensive against our greatest threats.

To do this effectively, we need to maximize all of the FBI's investigative and intelligence
capabilities ~what-we know-and-what-we need-fo-know.— in.every program.area to respond to
national security threats to the hom eland. If we base our knowledge only on what w e leamn
through cases, we will be missing important parts of the picture.

It Is more important now than ever before that we are ONE FBI. We cannot be “stove piped” in
any way - not by field office, not by region, or not by program. We are one enterprise, consisting
of skilled professionals working together. Aided by cutting edge tools and technology, we will build
knowledge and develop insight that will provide strategic and tactical early waming, direct
operations, create opportunities to further cases, and inform national security policymakers.

This document, “The New Field Intelligence,” is a practical playbook to hel p us achieve this vision.
It is not a policy document, but rather a communications tool to help all FB{ personnel understand
our strategy for intelligence activities in the field and their role in implementing that strategy.

I am proud of the work that went into thi s strategy because it reflects some of the best thinking
across the Bureau. A Strategic Execution Team (SET) made up of almost 100 Special Agents,
Intelligence Analysts, and other skilled professionals from field offices and FBIHQ examined the
intelligence activities in each of our 56 field offices. The team identified optimal structures and
processes for our intelligence activities from the best practices that were developed through triai
and error in the field.

| ask yéu to be open to the changes that will be required and to do your part to help the Bureau
succeed. Implementation will not be perfect, but where you s ee that things are not working, | ask
you to work toward solutions. If we all participate, we will reach our full potential as a national
security agency, and our fam ilies, communities, and country, will be safer in the years ahead as a
result of your efforts.

o Wil 5.
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INTRODUCTION .

What is the purpose of our
Intelligence activities in the field?

Simply stated, intelligence helps us do our jobs better, and heips our partners do their Jjobs better,
so that, collectively, we are more effective at protecting our communities and our nation from harm.

Gaining intelligence and using it effectively helps us achieve our ultimate mission to protect the
American people and enforce the federal laws. It enables us to better under stand the actions of
our adversaries so that we can prevent threats from harming our communities and our national
security. It informs our decision-making so that we allocate scarce re sources whers they will do
the most good, focus first on the cases with the potential to neutralize the greatest threats, and
recruit sources who have answers to our most pressing questions. When we share this
“intelligence with our partners, we share its benefits with them as well, making the entire
homeland/national security apparatus more effective. We bolster the ability of ev eryone with a role
in protecting the American people, from the patrol officer to the President, to make

informed decisions.

Intelligence is not solely the responsibility of the Field Intelligence Group (FIG) or particular
programs. The entire field office (FO) has a role in supporting the intelligence mission. All field
office personnel, whether they are working on criminal matters or counterterrorism, and whether
they are Special Agent (SA) or professional staff, will contribute to — and benefit from - the office’s
intelligence activities.

The field intelligence mission is:

To protect and preserve the national security of the United States and suppress crime, FBl field
offices will integrate intelligence activities into all investigative efforts by:

s Systematically assessing their domain to identify potential threats, vulnerabilities, gaps in
knowledge, and collection opportunities against national as wel| as FBI intelligence
requirements, which support the broad range of FBI responsibilities;

s Pro-actively directing resources to collect against potential threats and other issues of
interest to the nation and the FBI, and developing new collection capabilities where they
are needed;

o Continuously validating collection capabilities to ensure information integrity;

s Deliberately gathering information against articulated priority intell igence requirements
using all available collection resources;
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Expeditiously preparing collected information for dissemination and rapidly providing it to
appropriate partners at the local, state, and national level; and

Purposefully gvaluating the collected information’s implications on current and emerging
threat issues.

Core Intelligence Functions

While intelligence is integrated into the work of the entire field office, it is the responsibility of the
FIG fo coordinate, guide and support the office’s activities through five core functions:

Domain management

Collection Management )

Requirements based (sometimes non-case) collection - including human intelligence
(HUMINT)

Tactical intelligence, and

Intelligence production and dissemination

These five functions will help the field office ask a series of questions about our adversaries and
ultimately answer those questions with enough specificity to drive actions to dismantle them.
Types of questions include the following: What is their leadership structure? How do they raise
money? How do they recruit? Where are they present? How do they com municate? What are
their vulnerabilities? Most organizations have these elements in common.

Do we have a diagram of how our adversaries work - their key management, fundraising, etc.—
and is that picture assembled in one place? Where do we lack knowledge (typically acquired
through human sources or wires)? Do we have a plan to address the gaps? And can we say, with
consistency, that our dis mantlement plans — our use of law enforcement tools — are based on a
goad picture of the target we're trying to take down? Or ar e they ad hoc?

The ideal field division, over time, should be able to answer the follow ing questions:

N

@ as

Based on the Director's priorities, what are the key threats in your dom ain?

What are your collection efforts directed at this target?

What coverage do you have of those threats (leadership, finances, etc.)? What is your
level of confidence in that coverage?

What collection plans do you have in place to ask sources about your gaps in knowledge?
Where you lack sources to answer key questions, w hat recruitment initiatives do you have
to find sources who can complete your picture?

Have you disseminated what you know, so that anyone sitti ng with no knowledge of the
target could understand what you know?

Are your cases drawn from this knowledge? Can you articulate and support why you
opened one case and not another? And, are your dismantlement plans based on

this knowledge?
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When we have the answers to these questions, we should dissem inate what we know. This will
enable the Bureau as a whole to analyze national and intern ational networks. Once we analyze
and pull together what we know — what the national infrastructure of our adversaries looks like —
we can then determine the best way to dismantle. For example, types of concerns include: What
key players do we need to rem ove to cripple the organization? How can we eliminate their ability
toraise-funds? ‘How-can we-ensure that-our dismantlement plan will. permanently disrupt

the target?

The core functions that will enable the field office to answer these ques tions will require an
investment in analytical, investigative, and collection resources. Investing in these intelligence
functions will allow the FO to leverage all of its investigative and analytic capabilities to develop
and maintain a common understanding of the threat issues they are currently facing, but also
ensure the FO is able to identify emerging threats, assess those threats, and act against them.

Organization

All five of the core intelligence functions require the FIG to work seamlessly with the operational
squads in order to be successful. Unfortunately, one of the biggest problems impeding our
progress is poor information flow between the Special Agents collecting information and
Intelligence Analysts (IAs) on the FIG. In many offices, we also see a lack of direction about the
type of intelligence that should be collected. Our new model for field intelligence will help us
improve these areas so that we can leverage all of our collection capabzlmes in every squad and

This new model helps integrate tactical and strategic thinking by establishing a distinct
intelligence leadership role at the ASAC or SAC level, and a central, strategic coordinating
component for Collection Management and Domain Awareness. This new model will include a
Chief Reports Officer, and in some offices cross-programmatic issue-oriented local Desks with
clear links to a network of regional and national Desks. They will be supported by database
administrators, Geographic Inform ation System (GIS) operators, and other professionals.

The field intelligence model aiso helps integrate tactical and strategic action by embedding
analysts in operational squads, and by dedicating a group of Special Agents to requirements-
based, cross-program collection. It fosters collaboration between the FIG and operational s quads,
and promotes the use of intelligence to inform decision-making at many levels, from executive
management decisions about resource allocation to tactical operational planning i n the squads.

Surveillance professionals and langu age analysts will be consolidated under a cross-program
ASAC or SAC, and will play a critical role in supporting both tactical and strategic efforts. In field
offices where these groups are not already consolidated, they will be placed under the SAC or
ASAC for intelligence. This will help us leverage their capabilities to facilitate broad support for the
entire field office.

The new structure and work roles will be supported by streamlined processes and new information

technology (IT) tools that make it easier for all field office personnel to share information, identify
the intelligence value of information, and produce and diss eminate intelligence products.
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A New Mindset

The new field intelligence model challenges us to begin a ne w way of thinking about ourselves,
and our roles and responsibilities for conducting domestic intelligence. We need to start thinking
about ourselves as part of a national security org anization. This is based on criminal events,
including terrorist activities, that have impacted our nation's security and thé atened"its democratic
principles. This is not the job of one “side of the house,” but of the entire Bureau. Operational
activities feed information into the intelligence process, and the intelligence process informs
operations. We will use our interdependent operational and intelligence capabilities to protect the
American people from threats — whether those threats come from criminals, terrorists, hostile
foreign intelligence penetrations, corrupt public officials, or those who deny others their civ il rights.

We must overcome the tendency to prioritize and handle resources in program silos. Many of the
threats we face are regionally, nationally, or internationally networked and cannot fully be
understood by looking through the lens of a single program or offic e. The FIG will help the field
office and FBI Headquarters (F BIHQ) see the full picture, but only if it is supported by the

entire FO.

So we must depart from thinking about sources and intelligence in terms of what case, program,
office, or individual “owns” them and start thinking about where each can add value. Our strategy
is to reduce hierarchical bottlenecks, and build stronger internal networks connecting personnel
(and our collection capabili ties) within field offices, across regions, and b etween individuals and
FBIHQ. We also will build stronger external networks, including direct channels of communication
between field offices, FBIHQ, other agencies, and the public. '

We will build on our Strategy M anagement System (SMS) with performance dialogues that will
cascade down from SACs to squads to help us track progress and share best practices. We will
measure success by the relevance, acc uracy, and speed of our intelligence reporting. It will also
be measured by the degree to which information is actionable or informs decision-making, and ;
uitimately by our ability to dismantle our adversaries’ organizations, and prevent and suppress -
crime, terrorism, and other threats to national security. Along these lines, you are going to see
new metrics for evaluating indi vidual, program, and office performance, and a completely
revamped inspection process.
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ORGANIZATION

The creation of a FIG in every FBl field office was a critical step in developing our intelligence
capabilities. -Based on-initial guidance;-offices.developed a.wide range.of FIG structures, staffing
models, and workflow processes. Some had a great deal of success ; others struggled. Butin all
instances, these 56 models taught us valuable |essons. -Our next step is to apply those lessons to
achieve our full potential in the i ntelligence arena. '

Through an exhaustive analysi s of FIGs and input from both field and FBIHQ personnel, we
identified the elements that the most successful field offices have in common. Using these best
practices, we designed the optimal model for intelligence in all field offices. We will now
standardize all field offices according to this model, allowing for some variation in the size and
complexity of the office. Implementation of the model will impact the office’s organizational
structure, what leadership positions exist and who fills them, work roles and responsibilities for
personnel, the relationship between the F G and operational squads, and coordination across field
offices and with FBIHQ.

Common Elements

The structure and work roles for intelligence in the field are being standardized for tw o reasons.
First, standardization will ensure that core intelligence functions (i.e., Domain Management,
Collection Management, Collection, Production and Dissemination, and Tactical Intelligence) are
being performed within each field office in a consistent and effective manner. Second, as
employees move to other assignments within field offices, between field offices, or to FBIHQ, they
will have the benefit of common roles, tools, practices, and procedures present at all levels of

the organization.

The field intelligence model includes common elements that will be applied in all offices regardless
of size and complexity.

« Allfield offices will have a distinct intelligence leadership role at the ASAC level or above.

+ Al FIGs will have a central, strategic coordinating component consisting of a Collection
Management Coordinator (CollIMC), Domain Management Coordinator { DMC), and Chief
Reports Officer (CRO). This component will enable each field office to develop and sustain
a holistic, cross-programmatic view of its domain, overlay collection capabilities based on
the Domain Assessment, identify collection opportunities and intelligence gaps, assist the
fleld office with articulating an overarchi ng collection strategy and cascading collection
plans, and ensure timely reporting of raw intelligence to our partners that is both relevant
and of high quality. Depending on the size of the FIG, they will be supported by varying
numbers of database administrators, GIS operators, and other professional staff.

s Embedded Intelligence Analysts will be supervised by the FIG, but will be physically co-
located with operational squads and Resident Agencies (RAs).
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o All FIGs will have a team of Special Agents dedicated exciusxvely to requirements-based
source development and collection.

» Cross-program collection capabilities, such as SOG, SSG, and language analysts will be
consolidated under the ASAC (or SAC) for intelligence to-facilitate broad-support for alt
squads and programs in the field office. If they are already grouped under an SAC or
ASAC who is not responsible for an investigative program, the organizational structure will
not be changed. An S AC or ASAC who is not responsible for managing any of the
investigative programs, should be best positioned to help the SAC focus resources in a
way that supports the Coll ection Strategy.

« The final common element is the implementation of management processes to ensure that
intelligence supports effective deci sion-making across the field office.

Adapting the Model to Office Size

In the smallest 13 to 15 field offices, the field intelligence model will include all of the core
intelligence functions, but some duties may be combined.
ILLUSTRATIVE
FIELD INTELLIGENCE MODEL ~ SMALL OFFICE

D Flald Intelligence
Strategy components

E Program linkages ! s

ASAC Intelligence
P Manager

I -

S$SA

SIA*

Could be S5
Collection Mgmt [ HUMINT
(Inci Targeting) slsnge Collection Crcésmnram
IP Coordinator
e . [
. Domain [] | [meligence g Gom. || HuMINT -
- at | | ProdDissam Program
. Management |:| | " Cperpo Callector Collection
5 = : TIS Capabilities
¢ Central strategic coordinating
, Gomporent Embedded with squads In each * HUMINT collection * Language
* Develops FO C: Req 13, program (CI, CT, CYBER, CRIM) (including Lialson) of analysts
Strategy and Plans and with RAs in order to: Domain information and * Survelilance
Develops FO domain awareness * Interpret and use Collection Foreign Intelligence * Tech (TBD)
* Performs sirategic analysis Requirements
* Reviews, produces, and : * Collaborate on Collection
disseminates raw intelligence (may * Filter, process, and analyze
produce finished intelligence where Information to;
capability and need are present) - Drive domain awareness
- Creata raw Intelligence
P Actual
— Facilitate collection to SupeMso_r'y
address priorities and gaps in sailing wh
FO Collection Strategy depend on total

FIG size,
Including norr
FBI personnel

* In order to resolve short -{emm resource constralnts, this position can be filled by an SSA  Currently St Louis, Richmond, Lite Rock, Jack Mobile, Anchorage do not have SiAs




- FIELD INTELLIGENCE MODEL -
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In the 38 to 40 field offices classified as medium or small/complex, the field Inte!ﬁgeme model
____includes the core functions and som e specialization against the highest priority local issues....... ...

MEDIUM OR SMALL/COMPLEX LLUSTRATIVE

Strategy components

E3 Program kinkages

®. Davelops FO Collsction
Requirements,
Strategy and Plan e

=" Devalope ovecu F1 doimalas on domaln, collection

Performs strategic analysis: management, and - pricrities and gaps in FO-
: Rovewprobuseans inlelpmiucion  ColectonStaegy

row and Toahad ialloonce (0. ecopephyr | Rosponsiie fo nfrmaton fow offom Dosks

* In the immediate temn, in order to resolve resouros constraints, s position can be filed by an SSA.
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In the largest three to five fiel d offices, the structure includes a high level of specialization against

highest-priority issues (most relevant geographies and threa ts) through both the Desk structure
and specialized tactical components.

FIELD INTELLIGENCE MODEL - LARGE ILLUSTRATIVE

B Flaid intelligance
Strategy components

El Program linkages
SAC*
intelligence
ASAC~ Could be ASAC~ ASAC~ ASAC-
Stratagy -+ bined & Tactical Collection Cross-Program
IP Manager ASAC role Inteliigence Collection
i | NS
I 1 .
SiAx* SIA SSA
Collect. Mgmt | Intetligence Collection ||
(Inct Targeting)'| | Prodfissem c
iP Coordinator Chief RO I et Pm";f: e
Dmm- = - 1 Collection
el 1 48 ! tal>ri I Capabtiities
T . rtal AN A = E} l e I s
Require. [] lssusoriented ‘ i * Language
i Desk (domain | 1~ - Sungslance
‘ CM, intel prod) | Embedded with squads in each program and RAs to: . Tec
h
: i T (ntTrpm and use Collection Requiraments
- 2 1 * Collaborate on Collection * May require
Centrsl Strategic Coordinating PR spmsison i._.* Fllter, process, and analyze information to: HUMINT collection separate SAC
« Develops FO Collection programmatic focus ~ Drive domain awareness (including Overtand  /eadership
Requirements, on domain, collection ~ Create Intelligence products Lialson) of Domainand  depending on
Strategy and Plan management, and ~ Facliitate collection to address Foreign Intelligence capacity
»  Devalops averal F1 domain pricritles and gaps in FO May embed on Desks
awareness reporgcngl thm(ugh Coflection Strategy
« Paformsstategicanalysis  Specific lens (e.g., tafrom
+  Reviews, produces, and geography; threat) Responsible for Information flow local Desks N
dissemi A e s o o o > o - o o o o o o D L L L T T T T, -
raw and finished Inteffigence

*  SAC or Associate SAC, depending on individual FO resourcing
= In the immediate tarmn, In order to resolve resource constraints, this position can be filed by anSSA

Flexibility in Implementation

The field intelligence model has certain fixed requirem ents, but also includes flexi bility to allow field
offices to respond to local needs and obtain unique local inteilligence. During the i mplementation,
the SET leadership will sit down with the SAC to discuss any particular resource challenges in the
office and develop a short and long term s trategy for develo ping the core intelligence functions
through the field intelligence model.

12
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The model is a “build to” design that requires that first field offices invest in the central strategic
coordinating component first. This component must have a Funded Staffing Level (FSL) of at least
three, but should be larger based on the size of the field office and the com plexity of its domain.
Members of the Directorate of Intelligence and SET will work with each field office in advance of
implementation to help identify personnel to fill key initial positions within the FIG, as well as help
the-office-map a-solution for full- model.implementation.into.the future.

Other rules for imple mentation:

s All offices should have distinct intelligence leadership role at the ASAC level or above. In
offices headed by as ADIC, this position should be filled by an SAC-level executive.

« All field offices must have dedicated intelligence collection capabilities, but the staffing level
should be determined based on the size and complexity of the domain.

s Al offices must have a Chief Reports Officer, regardless of the size of the office.

s All offices must have intelligence analysts embedded with investigati ve program and
Resident Agency (RA) squads. The responsibilities of these analysts must be consistent
across all field offices. However, how many analysts are embedded and where they are
assigned may vary based on specific field office needs.

s Al field offices should consolidate cross-program collection capabilities (e.g. surveillance,
language analysts) under the ASAC (or SAC) for Intelligence. Additional supervisory
positions may be required to ensure reasonable spans of control, particularly in offic es with
a large number of language analysts. 'y

« SET will work with each field office to de termine the best way to apply the model to the
RAs depending on RA size and the overall level of decentralization.

Desk Operations Team

Field offices will have a Desk Operations Team only in instances where a Domain Assessment,
validated by FBIHQ, indicates the unique presence of a particular threat and it is determined to be
a priority use of limited resources. Desk Operations Teams report to the ASAC in large offices. In
rare instances where a Desk Team is required in a medium or small office, the team reports to the
SIA for Collection Management.

Depending on its focus and size, the Desk Operations Team may be made up of;

(Senior) Intelligence A nalyst (Subject Matter Expert)

Reports Officer

Embedded Analyst (could be Operations S pecialist)

Language Analy st (virtual as needed)

Collection Squad Special Agent (may be virtual)

Investigative Squad Special Agents (virtual and as needed consistent with threat set)

® ¢ & o s o
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The Desk Operations Team is effectively a task force that applies focused and unique subject
matter expertise (geography, culture, language, politicai/governance, religion, military, economics,
ete.) on key or critical threats (within a larger picture of threats and issues) and provides a unified
effort of intelligence and investigative activities. This Team “goes deep” on a specific set of threats
or issues while the field office’s Domain-and-Collection-Management “goes-w.ide” to.capture the
fullest picture of known and emerging threats, indicators, v ulnerabilities, and intelligence gaps.

Outputs of the Desk Team may include:

Newly identified indicators and intelligence requirements

Completed and tasked Target Recom mendations

Collection Strategies and tasks

Intelligence Information Reports (IIRs), and finished intelligence reports
Updated Common Operational P icture

Threat mitigation strategies

Desk analysts are vital hubs in an information network. They work seamlessly with FIG collectors,
investigative squads, Collection Management and Domain Management Coordinators, and the
Chief Reports Officer, to contribute to an integrated national picture on the issue — one that can
inform decision making at the highest levels of the Bureau and the feder al government.

Desk officers’ performance will be measured by:

High-priority threats dete cted, penetrated and dismantled

Volume and quality of reporting from collection platforms

Quality and priority of S ource Directed Requirements, Intelligence Information N eed(s),
Requests for Information (RFIs) and/or Notice(s) of Intelligence Potential met and
generated by Desk

High-priority, quality and timely responses to customer requests for collection (especially
foreign intelligence)

Depth and breadth of intelligence pr oduction (lIRs, bulletins, etc.) against priority needs
Level of cross-program dem and for participation in intelligence activities run by/from Desk

For more information, see t he Field Intelligence Model How-To Guide.
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ROLES AND RESPONSIBILITIES

This section provides an overview of the major field office work roles that will be created or
significantly impactéd by the new field-intelligence model. This.list is-not.intended to be all
inclusive. Positions and work roles that are not described here generally will continue to exercise
their current responsibilities.

It is the responsibility of employees in all career paths and programs to work collaboratively as a
team and to support the field intelli gence mission. All personnel should contribute to the FBI's
efforts to stay ahead of threats by seeking out new knowledge, w orking to achieve their full
potential, and helping others to do the same.

Leadership

Special Agent in Charge (or ADIC)

' Itis the SAC's responsibility to ensure that the field office is performing the basic intelligence
functions effectively, that good collaboration is occurring within the office and that all personnel in
the office understand their role (and the roles of the people they need to work wi th).

The SAC is responsible for ensuring that key positions and work roles are filled by personnel with
the capabilities to perform those roles (as they are now defined) successfully. This will require
strong leadership from the top and down to the squad supervisor level.

The SAC will interact with the FIG frequently to maintain and continually im prove on the FO's
understanding of the field office’s territory, demographics, vulnerabilities, and primary threats.
He/she must also be familiar with major intelligence requirements and the office’s progress in
satisfying those requirements. Based on this knowledge, the SAC will direct prioritization and
resource allocation within the office. The SAC will receive, review, and approve, major products of
the FIG, including the Domain Assessment, Common Operational Picture (COP), and FO annual
collection strategy.

Through this regular interaction with the FIG, the SAC will send a strong message to the rest of the
field office that intelligence is central to what we do, that the F IG is important to the FBI's success
in achieving our mission, and that working on the FIG is career enhancing. Through actions, it is
important that the SAC clearly convey this message.

The SAC has particular influence over the focus, mood, tone, and level of engagement in the office.
The SAC will reinforce the necessary mindset by setting out clear expectations, and w il reinforce
this new message with strong, consistent communication to ensure that communication does not
reinforce old ways of thinking. The SAC will ensure that new personnel coming into the office
receive an appropriate and timely orientation that reflects new roles and responsibilities.

External communication is important as well. The SAC opens doors for the office through liaison
with law enforcement and other federal partners and through involvement in a strong community
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outreach program that builds trust and confide nce in the FBI. The SAC must also support a
proactive media relations program, partic ipate personally in these efforts, and encourage
personnel in the office to participate. T his participation will inform the general public and key
decision makers about the FBI's role in protecting Americans from threats to their way of life.
Efforts will be made to promote positive stories about the F BI's intelligence efforts and national
security focus.

The SAC will participate in bi-monthly review sessions with the Deputy Director, and th en will
cascade that process through the field office by holding quarterly progress reviews with
supervisors. Ultimately, it is the SAC's responsibility to hold personnel in the office:accountable for
their contributions as individuals and members of a team.

Seven Questions SACs Should Be Able to Answer
(With Checklist for Finding the Answers)

What are my most important threats?

How to answer this...

s Compare national prioritized threats with what | s in my domain (e.g. what is important to.Jocal
partners)

Assess important open cases

Assess Common Operational Picture of the domam

Assess collection directives

Observations of risks in AOR from Liaisons

e

e s 00

In order to answer this | need...
* Prioritized set of threats from FBIHQ that are not strictly bounded by investigative programs
e Comprehensive case review

How am | addressing these known threats?

What 1 would do to answer this...

s Use a source survey to ensure all confidential human sources’ access and placement has
been analyzed in relation to requirements (examine util izatlon of sources)

s Cafalog all technical collectors (FISA, Till)

s Catalog all other collectors and their capabilities (SSG, SOG, Lookouts, Language Analy sts,
Undercover)

« Create aregularcollection plan aligning threats with collection and liaison capabilities

In order to answer this | need...
* Access to source files/ELSUR files
e Comprehensive database with security controls

16
UNCLASSIFIED//FOR OFFICIAL USE ONLY




-

UNCLASSIFIED//FOR OFFICIAL USE ONLY

What are my emerging threats?

What | would do fo answer this...

s Look for pafterns and frends. Are-there recurring events.that do not quite reach the threshold
for a case, buf raise the possibility of an emerging threat?

s Maintain knowledge of current activiti- es occurring nationwide and inter nationally
(assassination, coup, mass protests, efc.)

« Determine whether national/international events.ortrends.affect my AOR (i.e. Did the
assassination of Benazir Bhutto in Pakistan have any impact on my domain?)

In order to answerthis | need...

s [magination and critical thinking

Relatfonships in community that will inform on this question

Baseline domain knowledge

Access fo sophisticated data research capabilities to identify patterns (e .g. “Targeter”)
Analytic capabilities to make optimal use-of available data

» "

How am | addressing these emergihg- threats?

What I would do to.answer this...

» Extensive liaison with local/state law enforcement

s Extensive liaison with community; businesses, universities, defense contractors,
agencies, ele...including new targeted liaison (not just existing relationships)

* Keep asking “What else can | do?” '

b

In-order to answer this | need...

s A broad network of contacts positioned fo penetrate the threat

» Ability to recruit, develop, and retain sources for long periods despite their curr ent lack of
reporting

* An established centralized Li aison program and system to-support iriventorying partner
capabilities and assets

What are the highest priorities between my standing, local, and ad hoc requirements?

What | weuld do to answer this...
» Assess;
— Cases
— COP and Domain Assessment
-~ JTTF and other task force issues, local policy makers concerns
— Directors priorities
—~ Standing requirements
— Other (Amber alerts, local events, elc...) .
+ Determine whether local requireme nts rise to the level of a federal-agency response
s Determine ifthe standing priorities:-existin my territory
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e Based on the strategy of “under stand in order to-dismantle ”, assess what you know of each
threat with an eye tow ard prioritizing to address the most critical threats you know least about.

In order to answer this | need...
s Meetings with JTTF partners and |ocal policy makers
* Tailored requirements

What are my capabilities, speed, and confidence?

What | would do to answer this...

* Leverage my collection capability assessment - an inventory of the source base and their
access as well as. HUMINT and other intelligence capabilities
Build a Collection plan to align your collection capabilitles with requirements.

s Assess the degree of confidence in sotirces’ access and the capabili fy of other intelligence
platforms

= Assess the relationship developed by the Liaison group.relative to my priorities

In order to answer this | need...

* More IAs dedicated to predictive and strategic analysis

s To assure individuals that they will nof be punished if predictio ns turn out fo be incorrect
s A dalabase that stores existing capabilities of all collectors and partners

s A continuing knowledge of frends, technology an d techniques

What are my most critical knowledge gaps and plan of attack?

What | would do fo-answer this...

s Targeling for the highest priority gaps

s Analyze existing -and potential capabiiities to.determine who can most effectively-collect
‘against these gaps . ’
Identify other Field Offices’ that may be capable of collecting in your domain
Leverage Liaison capabilities
Look at cross-program N ational Intélligence Assessments.to see how they compare to your
domain

What | need to.answer this...
» Targeting process conducted
o Internal FBI requirements management system enterorise-wide
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Intelligence Program Manager

The IP Manager will lead the field office’s intelligence program and be responsible for overseeing
the functions of the FIG and ensuring that the fie Id office succeeds in its intelligence mission.
He/she will accomplish this through four sets of interactions.

+ First, the IP Manager must interact routinely with the field office’s executive management, The
IP Manager will manage all SAC and ASAC briefings on intelligence matters, and inform the
SAC on the intelligence performance of the field office. The IP Manager wiil lead efforts to use
the domain management process to develop and maintain a COP and Domain Assessment.
He/she will oversee annual delivery of the fi eld office’s collection strategy for consi deration and
implementation by executive management and will chair regularly scheduled executive
intelligence review meetings regarding progress made agai nst collections sfrategies and plans.

+ Second, the IP Manager must interact with FIG personnel. The IP Manager has responsibil ity
for operational and administrative oversight and is required to provide FIG supervisors and
personnel with guidanc e and direction on all aspects of the field office’s intelligence activities.

The IP Manager will make personnel assignments for field intelligence functions, and is also
responsible for helping members of the Intelligence Career S ervice in the field office to reach
their full career potential. The IP Manager will arrange, coordinate, and deliver standardized
intelligence training for all Intelligence Program personnel, identifying both internal and external
training opportunities. The IP Manager must ensure that FIG personnel have the basic tools
they need to get their jobs done.

¢ Third.the IP Manager must interact with field office personnel outside the FIG, particularly
managers and supervisors, fo integrate intelligence into the existing structure of the field office.
This will require daily interaction with the ASACs over the investigative programs to ensure that
operational squads are fulfilling collection plan requirements . The IP Manager will determine
which intelligence functions require access to specific technology capabilities and other
support services available within the field office.

¢ Fourth, the IP Manager will interact routinely with FBIHQ to receive guidance and direction as
required. The IP Manager will then ensure that all appropriate members of the FO are
knowledgeable of the intelligence policy guidance and other informati on produced by FBIHQ
impacting the intelligence mission.

Qualifications: Candidates for this position should have served in a FIG. The candidate should
have a degree or certificate from an ODNI-recognized intelligence training program or educational
institution. The candidate should be very familiar with the intelligence structure at FBIHQ, process,
and protocol) and ideally will have served in an intelligence program assignment at FBIHQ for at
least one year). ‘

Performance: The IP Manager's performance will be measured by: (1) quality of the fleld office’s
intelligence collection strategy and results; (2) number and quality of executive
briefings/summaries concerning F O performance against collection plan; (3) quality and
effectiveness of annual Domain Assessments to enable effective FO executive management
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decision-making; (4) quality and results of Requests for Information (RFI's) sent to appropriate
FBIHQ component or USIC or Law Enforcement partner.

The IP Manager will participate in monthly performance dialogues with the SAC.

Intelligence Program Coordinator

The IP Coordinator will be a full-time work role. In small offices, the work role may be combined
with the functions of the Collection Management Coordinator.

The IP Coordinator will be a deputy and principal advisor to the iP Manager on functions related to
Callection Management, D omain Management, production and dissemination. The IP Coordinator
will be responsible for the effective coordination, operation and measurement of field intelligence
activities within the FO.

The IP Coordinator will assist the IP Manager with some of the “nuts-and-bolts” management of
the FIG. The IP Coordinator will monitor progress on intelligence plans and ensure that the FIG is
producing actionable intelligence products. The IP Coordinator will interpret and apply
organizational intelligence policy, directives, and provide guidance to ensure effective field
intelligence function.

The IP Coordinator has a num ber of responsibilities related to performance management. The IP
Coordinator will produce the In telligence Semi-Annual Program Review (SAPR), monitor and
interpret the field office’s metrics and scorecards for executive management, and provide quality

. assurance of data across programs , reconciling data discrepancies w here necessary. The IP

, Coordinator will prepare the SAC for Strategy Performance Session (SPS) discussions every 60
days and participate in those discussi ons. The IP Coordinator will organize monthly SAC SPS
discussions with ASACs and Supervisory Intelligence Analysts (SlAs), and document and resolve
issues/actions for those discussions.

The IP Coordinator also will serve as a principal point of contact between the FI1G and the
Directorate of Intelligence FIG Oversight Unit on matters related to intelligence unit policy, function,
coordination, and metrics. The IP Coordinator will chair the Field Office Program Coordination
Group composed of program coordinators from each operational component.

Qualifications: A successful candidate for this position must have demonstrated leadership skills
and sound judgment. The IP Coordinator must have expertise with FBI intelligence functions,
excellent oral, written com munications, and liaison skills; strong teaming and organizational skills;
strong data analysis/quantitative skills; familiarity with the operations, capabiliti es, and activities of
other USIC entities.

Performance: Performance will be measured by: (1) quality and velocity of response to RF Is from
FBIHQ; (2) documentation of intelligence management reviews, including agendas, participants,
and outcomes; and (3} documentation of performance metrics and “proof of use” to enable
informed decision making. .
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FIG Centralized Strategic Coordinating Component

SIA — Centralized Strategic Coordinating Component

Field offices-will have a-Supervisory Intelligence.Analyst over the Centralized Strategic
Coordinating Com ponent. He/she will report to the IP Manager and will be responsible for leadi ng,
planning, directing, and reviewing the work of Intel ligence Analysts engaged in Coll ection
Management, Domain analysis, reporting and production. He/she will not supervise the analy sts
embedded in operational squads who report to the SIA for Embedded Intelligence. In smaller
offices this SIA’s responsibilities may be combined with the Coll ection Management Coordinator.

The SIA will oversee the field office’ s strategic efforts to detect indicators, trends, patterns,
anomalies, and gaps in knowledge of known and potential threat activity. He/she w il facilitate
integration of dom ain awareness/analysis activities between the field office and FB IHQ/the USIC,
and will advise the CollMc, field office executive management and FBIHQ on the strategic domain
knowledge required for effective decision-making, including the allocation of field office and other
resources to collect further intelligence about priority issues, topics, and threats of the most
concern in the field office’s domain, and to proactively identify and neutralize those threa ts.

Qualifications: This position must be filled by an SIA. it requires strong managerial capabilities,
exceptional interpersonal skills, including the ability to coordinate with others to achieve work
results and to coach IAs. Candidates should have broad knowledge of intelligence oper ations,
knowledge of Collection Management, analytic techniques and standards, and reports tradecraft;
familiarity with and the ability to facilitate the entire intelligence process; familiarity with USIC
standard practices and resources and the ability to leverage external USIC partners; finally, project
management skills, including planning and evaluation.

Performance: The SIA’s performance will be measured by the quality of products and briefings
coming out of the Collection Management and D omain Management processes as well as the
overall quality, timeliness and responsivenes s to requirements of other intelligence products.

Collection Management Coordinator

The CollMC will be dedicated to a full-time set of duties in all field offices. The CollMC will
coordinate the collection management efforts of the field office through the developm ent and
execution of the field office’s Collection Strategy, Collection Plans and Taskings, Collection
Capabilities Assessment, Targeting efforts against coll ection gaps, and Collection Posture.

The ColIMC has overall responsibility for evaluating efforts to meet the Collection Plan, and will
coordinate the entire field offic e's intelligence collection efforts through the following process:

1. Examine the field office’s prioritized requirements

2. Examine the field office’s collection capabilities to determine the office’s ability to meet the
prioritized requirements with existing sources

3. Identify gaps between our requirements and our current ability to collect information to
satisfy those requirements
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Caoordinate with internal and external partners to see if there are additional capabilities that
we can tap into to help us satisfy requirements

Coordinate devel opment of field office Collection Strategy
Develop Collection Plans that include leveraging existing sources and developing new
sources
Ensure that intelligence that is couected is funneled back to the F-IG-as well as the
requestor of the information and track overall progress on Collection P lans

N oaen b

The Collection Management process will require a great deal of coordination.

The ColIMC will work with the Domain Management Coordinator to prioritize requirements
most important to the FBI field office (based on domain awareness).

He/she must interact with FBIHQ to constantly remain updated on the latest national level
requirements, and must also keep apprised of local requirements by ¢ ollaborating with federal,
state, local, and tribal partners; regional USIC partners; field office executive management; FIG
personnel; and investigative squad supervisors to identify local intelligence information needs
(liNs). Based on this input, he/she will consolidate, deconflict, and prioritize intelligence
requirements, and provide a consol idated, prioritized list to field office managers to assist them
in prioritizing collection activities and resource allocations.

The CollIMC will work closely with the Confidential Human Source (CHS) Coordinator to assess
human source capabilities and to val idate the collection capabilities assessment and
prioritization of local requirements (i.e. quality, quantity, and capability of human source,
technlcal, and physical coverage against its criminal and national security threats).

To inform the collection management process, the ColIMC will issue requests for information to
appropriate FBI counterparts or USIC and law enforcement partners through FBIHQ when field
office capabilities are inadequate to fill collec tion plan require ments.

The CollIMC will inform FBIHQ of the field office’s collection capabilities and coordinate with
FBIHQ on the implications of the overall national strategy for the local collection strategy.

The CollMC will network with local, regional and nauonal counterparts to appreciate wider
trends, concems, tactics, and resources.

The CollMC will prepare a Collection Strategy and Collection Plans. With approval from local
executive management, the ColIMC will then tum those plans into action through specific taskings
that cascade through the AS AC chain of command down to operational squads and ultimately to
individual Special Agents. The CollMC will manage targeting projects to develop new sources
when existing sources cannot fill collection gaps. The ColIMC will deconflict targeting projects and
other FIG collection efforts with operational squads’ cases and source development. The ColIMC
will also answer inquiries to provide c larification for investigative squads’ collection plans.

The ColIMC will compare raw reporting against existing requirements to monitor progress in
collection. This will be coordinated through the CRO who will be the recipient of all raw
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intelligence to be disseminated from the FO. The CRO will frack the reporting for its velocity and
throughput ratios while the ColIMC tracks reporting in relation to requirements.

Finally, the ColIMC will maintain and provide lo cal executive management with metrics showing
the.performance of all programs, squads, and individual personnel in the im plementation of the
collection plans.

Qualifications: The CollIMC position may be filled by an SIA. It requires a high-performing
individual with strong knowledge of nati onal and FBI requirements and local collection capabilities.
it requires the ability to think strategically for the organization and support translation of strategy
into action. He/she must have strong liaison and interpersonal skills in order to handie the
extensive interaction with internal and externa | interests that the position entails, and the ability to
command broad respect throughout t he field office in order to be effective.

Performance: The ColiMC's performance will be measured by: (1) achievement of clearly
articulated strategic goals; (2) existence and qua lity of synthesized set of intelligence requirements
for the field office, based on relevant dom ain knowledge and a documented methodology of
prioritization; (3) incorporation of national and | ocal requirements into field office collection plans;
(4) existencefimplementation of Field Office Collection Strategy and Collection Plans; (5)
Documentation of FIG personnel and investigative squads’ collection against Plans; (6) Quality
and results of RFI's sent to FBIHQ or USIC or law enforcement partners; (7) Number and quality
of executive briefings/summaries concerning field office performance against collection plans; (8)
Timeliness and quality of responses to FBIHQ inquiries conceming the field offi ce’s collection
efforts; (9) Quality of the office’s targeting strategy and results.

Domain Management Coordinator

The Domain Management process and its products prov ide the basis for investigative, intelligence
and-management direction. The DMC has a full-time set of duties in all field offices. He/she will
be responsible for im plementing and operating a continuous, systematic approach to maintain a
strategic understanding of the field office area of responsibility (AOR). This includes production of
the COP and an annual Domain Assessment for the field office, including both reguiarly scheduled
publications and continuous identi fication of issues that can be uniquely addressed by local
capabilities. The DMC may manage or work with a team of analysts, depending on the size of the
FIG, and will ensure adherence to data and methodology standards.

To develop products, the DMC must interact continually with FIG personnel and operational
squads to seek, receive, consolidate, assess, vet, and synthesize locally -provided data, leveraging
information that exists within the Bureau. The DMC will identify intelligence gaps (interacting with
operational squads to solicit and receive input regarding relevant investi gations) and manage
strategic efforts to detect patterns and potential changes in patter ns of threat activity.

With this information, the DM C will advise the Collection Management Coordinator, local E xecutive
Management and FBIHQ on the strategic domain knowledge required for effective decision
making, including the allocation of field offi ce and other resources to proactively identify and
neutralize threats.
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The DMC will be responsible for facilitating the integra tion of domain awareness/analysis activities
in the field office as well as across the region/nation. This will be the basis for finished intelligence
products suitable for dissemination to the USIC and federal, state, and local law enfor cement
partners. The DMC will coordinate with regional and national counterparts, submitting the local
domain assessment to drive broader context and receiving/processing information on the
regional/national domain-in-order to-drive-more-effective.local. domain.awareness. The DMC will
interact with local law enforcement and USIC partners to exchange or coordinate the exchange (by
other field office personnel) with partner’s relevant intelligence and analy sis on threats,
vulnerabilities, intelligence gaps, and capabilities in the domain. The DMC also will coordinate
with liaison programs, such as InfraGard, Counterintelligence domain efforts, and Com munity
Outreach, to deconflict and leverage sfforts, and to facilitate the integration of domain
awareness/analysis activities in the field office, as well as across the region/nation.

Qualifications: This position can be filled by an experienced Intelligence Analyst. It requires strong
quantitative and qualitative analytic al skills, critical thinking skills, as well as strong writing, editing,
and oral communications skills. Familiarity with USIC analytic standards and an aptitude for
database management and use of FBI IT tools (e.g. ArcGiS) is also required.

Performance: Performance for this position will be measured by: (1) existence and quality of a
domain methodology and implementation as shown by documented use of domain data sets, tools,
analysis; (2) existence and quality of a common operational picture for the territory; (3) number

and quality of intelligence products; (4) the number and quality of executive briefi ngs; (5) existence
and quality of collection capabilities assessment; (6) quality/timeliness of responses to FBIHQ
inquiries regarding domain knowledge; (7) documentation of field office variables/characteristics
that influence FIG design and field office intelligence operations.

Chief Reports Officer

Every field office must have a full time, certified CRO. The CRO will be accountable for field office
production of accurate, timely, and professional raw intelligence products. The CRO has several
related areas of responsibility, related to the quality, prioritization, and analysis of raw intelligence
in the field office. Upon completion of the CRO course, the CRO will be designated a Certified
Release Authority (CRA).

First, the CRO should review raw i ntelligence products (IIRs) prepared in the field office to ensure
that sources and methods are protected and USIC quality standards are met. The CRO is much
more than an editor. He/she should add substantive value to IR s to enhance their utility to the
reader. The CRO will receive evaluation and R Fls from customers and produce foll ow-on source
directed requirements and feedback for IR drafter/reviewers. T he CRO will ensure that sources
relied upon in lIRs have been properly characterized (requires access to appropriate source files.)
The CRO will also contribute to source validation efforts thr ough Production Review .

To ensure ongoing quality, the CRO will mentor field office personnel on lIR development and
writing. This includes working directly with investigative squads on all submitted raw intelligence to
ensure accuracy, relevance, and quality and to hel p manage possible effects on case operations.
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Second, the CRO should prioritize inform ation dissemination based on knowledge of national and
local collection requirements.

Third, the CRO contributes to the fi eld office’s Common Operational Picture by providing input to
the DMC regarding trends identified based on review of multiple lIRs, including potential threats
and-vulnerabilities. The-CRO-also-contributes-to-the-field-office’s-collection strategy and.plans by
providing input to the Coll MC regarding incoming intelligence against the Collecti on Plan, and
potential source-directed requirements,

Fourth, the CRO receives, coordinates and reports on raw inteiligence from collectors, embedded
intelligence analysts and others, coordinating infor mation flow in conjunction with the CollMC. The
CRO also coordinates with FBIHQ on regional and national production and Dissem ination for [IR
approvals.

Qualifications: This position can be filled by a Reports Officer or Supervisory Intelligence Analyst.
The CRO must have exceptional written communications skills, with specific expertise on the
policy and format requirements for {IRs. This position requires knowledge of the USIC, FBI, and
locally generated requirements; strong knowledge of source lifecycle management; knowledge of
source targeting. Excellent coaching, bargaining, and nego tiating skills, and the ability to meet
deadlines, are necessary as well.

Performance: Performance will be measured by:
* Al IR metrics, including the number of lIRs that address priority requirem ents (in the field
office collection strategy), velocity rate, throughp ut rate, and any actionable resuits)
o Documentation of training and feedback for FIG personnel on {IR production
s Quality of source-directed requirements directed to field office

Who performs strategic analysis in the field?

Strategic analysis may be performed from anywhere within the FIG structure and by analysts
assigned to any of the core intelligence functions. Anal ysts assigned to Domain and Collection
Management functions perform strategic analysis as they work to assess the division's domain
and collection capabilities. Reports Officers assigned. as the Chief Reports Offic er or assistant
CROs also may perform strategic-level analysis as they work to understand and articulate
reporting trends within the division and what those trends may mean. Analysts assigned to issue-
oriented Desks would have strategic responsi bilities associated with their assigned issues. Finally,
analysts embedded with operational squads and Resi dent. Agencies would have the opportunity to
develop subject matter expertise in issues aligned with their squads’ areas of focus.

25
UNCLASSIFIED/FOR OFFICIAL USE ONLY




UNCLASSIFIED//FOR OFFICIAL USE ONLY
Other FIG Positions

SSA —~ HUMINT Collection

The SSA for HUMINT Collection is a full time position in all field offices, reporting to the ASAC
over intelligence collection.

The SSA for HUMINT Collection manages and directs HUM INT collection activities for the FIG.
The SSA gets information from the ColIMC on intelligence gaps which require non-case based
collection, and feeds information from interviews and sources to the DM C to help inform the
common operational picture. This involves enormous coordination with investigative squads to
coordinate efforts to ensure deconfliction between investigative squad activ ities and FIG
collection efforts.

Qualifications: This position must be filled by an SSA. It requires expertise in HUMINT tradecraft
and policies and proven proficiency in source recruitment, debriefing, and handling (USIC
certification is preferred). The position requires a strong foundation in the intelligence cycl e as well
as core agent investigative skills. This position requires an understanding of how to leverage all
types of collection and be able to distinguish between the need for liaison and CHS operations.
The position also requires appr opriate subject-matter expertis e and domain knowledge. The
position will require interpersonal skills, including liaison skills to work with extemal partners, and
the ability to effectively mentor and coach subordinates.

Performance: The SSA for HUMINT Collection’s performance will be measured by:
s Percent of the squad’s source reporting directly related to the field offic e’s collection
strategy and plan
Tripwire coverage dire ctly related to the field office’ s priority threats
Number of jointly operated sources handled on the squad
Satisfaction level of subordinates and fell ow SSAs on substantive squads
Percent of completed leads from Domain Management and Collection Management Team
Recent and relevant training received

Special Agent HUMINT Collectors on the FIG

Each field office should have a minimum of three S pecial Agents who report to the SSA for
HUMINT Collection. These Special Agents will use the full range of appropriate HUMINT
tradecraft and operational skills to develop, recruit, and ex ploit sources and to leverage
relationships with external partners in order to collect intelligence in the most critical field office
collection gaps.

The HUMINT collectors’ role is the exploitation of all HUMINT sources who provide intelligence
which fills identified gaps as outlined in the fi eld office’s collection plan. They will work across all
investigative programs in response to the FBI's priorities and collection requirements. They will
identify potential Confidential Human Sources, assess their suitability and access, establish a
relationship and recruit them, task them to collect against intelligence gaps and requirements, vet,
validate, pay as appropriate, and end the relationship when appr opriate. They may conduct
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sensitive joint source operations with domestic and foreign partners. Along the way, they will
generate |IRs based on CHS reporting to meet the needs of other squads and divisions, local
partners, or the USIC.

HUMINT collectors on the FIG will coordinate the use of established and n ewly created liaison
contacts as a HUMINT collection platform. There are several fypés of li alson relationships-that-will
be leveraged. Some FIG Agents will serve in an official liaison role and coordinate with (and in
some cases embed themselves within) federal, state, and local agencies to better un derstand their
intelligence needs and to leverage non-F Bl sources capabie of coilecting intelligence on our
requirements (i.e. — local law enforcement partners). Other liaison relationships will be created
one-on-one with private sector entities, non-governmental organizations (NGOs), academic
institutions and other simiiar entities.

All Special Agents assigned to the -FIG will work closely with analysts on the FIG to report
observations indicating new trends in the local environment, and to spot areas and targets for
source recruitment. FIG Agents wiil serve to facilitate the handling of cros s-programmatic
intelligence information obtained from CHS debriefings.

To do this sffectively, HUMINT coilectors on the FIG must have strong relationships with other
collectors and embedded |As on investigative squads in order to augment their coilection abilities
beyond reporting on the squads’ investigations.

Qualifications: HUMINT collectors must have proven proficiency in source recruitment, debriefing,
and handling. They aiso should have a strong foundation in core agent investigati ve skills,
including an understanding of how to leverage all types of collection. They should be self
motivated, independent thinkers, with the ability to recognize the demarcation betw een the need *, .
for liaison and CHS operations. They must have strong interpersonal skills, including liaison skills
for working with outsidé partners. An enhanced understanding of the intelligence cycle and the
FBIi's integral role within the USIC is also required.

Performance: The FIG Special Agent’s performance will be measured by:
e Volume and quality of intemal and external disseminations
Amount of source reporting directly related to priority requirem ents in the FO collection pian
Significant contributions to dom ain awareness
Effective operational testing of s ources
Effective establishment of “tripwires”
Identification of additional intelligence gaps
Recent and relevant training received

SIA - Embedded Intelligence

Every field office will have an SiA for Embedded Intelligence, and all but the smallest offices will
have more. The SIA for Embedded Intelligence reports to the IP Manager and serves as manager
and rating official for ana lysts embedded with operational s quads. This position is a key bridge
between strategic and tactical inteiligence efforts in the field office.
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The SIA for Embedded Intelligence should keep updated on collection plan requirements and
investigative squad capabilities. The SIA collaborates with the operational squad supervisors and
program managers to ensure that the capabilities of embedded |As and squad SAs are leveraged
to fulfill intelligence requirements.

The SIA for Embedded Intelligence reviews intelligence-products created by embedded analysts
for analytic value, quality, and source validation purposes, and then delivers them to Reports
Officers for dissemination and to the central strategic coordinating component for strategic
analysis. The S!A evaluates the appropriateness of analyst participation in source and
detainee/arrestee debriefings and interviews (balancing value-add and safety).

In addition to these management responsibi lities, the SIA pulls information together from across
squads and programs to identify new issues, trends, pattemns, intelligence gaps, and anomalies in
FBI programs and cases, The SIA identifies the connections between subjects and persons of
interest, and where appropriate, new targets (subjects and sour ces).

Qualifications: This position must be filled by an SIA. It requires strong managerial capabilities,

- including the ability to supervise employees in another location, mentoring junior analysts. It
requires exceptional inter personal skills, including the ability to coordinate with others to achieve
work results, and to coach S As and SSAs to effectively employ intelligence resources. Candidates

should have broad knowledge of investi gative operations and intelligence operations (e.g.
knowledge of methods for collecting intelligence data), knowledge of collection, reporting, and
Domain Management; familiarity with and the ability to facilitate the entire intelligence process;
familiarity with USIC operations and resources and the ability to leverage external US lC partners;
finally, project management skills, including planning and evaluati on.

Performance: The SIA’s performance will be measured by the contributions of supervised‘
embedded analysts to the field offi ce’s Collection Plan and Common Operational Picture, as well
as analysts’ intelligence production.

Embedded Intelligence Analyst

Embedded Intelligence Analysts report to the S|A for Embedded Intelligence, but physically sit with
an investigative squad. From this vantage, they act as a link to FBI operations for intelligenc e and
investigative priorities. They coordinate and provide foc used intelligence requirements to
investigators for use in all investigative activities, as appropriate. They work directly with
investigative personnel on the squad to ensure FBI operations fulfill intelligence requirements.
They participate in and/or provide interview guides for source and detainee/arrestee debriefings,
interviews and ass et validations (balancing value-ad d and safety).

Embedded Analysts have multiple responsibilities. First, they aid the field office with close-to-real
time reporting. Because they are present on the investigative squads and at the resident agencies,
they are familiar with their squads’ cases and sources, and are aware of the inform ation those
squads and cases are generating. This aids efforts to identify reportable inform ation as early as
possible and compress the amount of time it takes to move mformatlon from point of collection to
dissemination.
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The second critical activity of embedded analysts involves assisting the squad or resident agency,
in partnership with the S SA or SSRA, achieve its intelligence collection responsibilities as detailed
in the squad's portion of the divisi on’s Collection Plan, and to report the outcome of those efforts to
the central, strategic coordinating component within the FIG on a day-to-day basis. Individual
squads and resident agencies, based on their existing sources and case work, wil| have specified
tasks assigned to them through the division's Collectiori Plan. The embedded-analyst-will-help the
SSA or SSRA ensure that the squad’s results against those assigned tasks are assessed and
reported when appropriate.

The third responsibility of embedded analysts is to identify and help the squad or resident agency
capitalize on Intelligence collection opportunities that have not previously been specified within the
Collection Plan, but that present themselves during the course of day-to-day investigative efforts.
For example, an agent investigating a dr ug matter plans on interviewing a cooperating subject
located at a country jail, and the divisi on has a concem about the potential for terrorist
organizations or affiliates to radicalize and recruit inmates at that facility. The embedded analyst
would be the person to alert the interviewing agent of the potential for the collection of informati on
associated with prison radicalization and recruitment. Additionally, the analyst would provide the
agent with only thos e additional questions that should be asked, and advise the central, strategic
coordinating component within the FIG of the results of the interview. In summary, embedded
analysts assist squads with the interpretation and use of intelligence reqwrements to maximize
intelligence collection opportunities across programs.

Finally, embedded analysts anal yze information developed during the course of investigations to
help develop the F O's view of its domain, further ensure that reportable information is identified as
quickly as possible, and add value to investigations by assessing how the squad’s threat Issues
are evolving. Cases needing actlon, having gaps in knowledge and potential.for im pact from other
cases or sources, will be highlighted.

Qualifications: These positions can be filled by an 0S, AS, or RO. Embedded [As must be skilled
in hypothesis-driven analysis and problem-solving. Candidates should have familiarity with USIC
operations and resources; ability to leverage USIC partners; subject-matter expertise in the field of
intelligence operations (knowledge of methods for collecting intelligence data), deep target
knowledge, as well as knowledge of a professional disci pline such as intemational relations or
military science. To succeed in a fast-paced operational environment, the embedded analyst must
be able to work under pressure and meet tight deadlines. T o function as a member of the team,
they need excellent people skills and the ability to persuade and inform, verbally and in writing.

Performance: Performance will be measured by the number of liRs against priority intelligence
requirements, internal feedback in | IR quality and relevance, and new sources recruited and PIRs
sat:sﬁed via targeting.

Staff Operations Specialist

The Staff Operations Specialist (SOS) will provide operational suppoart to Intelligence Analysts and
Special Agents who are invoived in analyzing intelligence data. The SOS will be assigned to the
FIG in support of the inte lligence mission, and will report to.the SIA or SSA of the FIG.
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The SOS is an entry level professional position beginning at the GS-7 level w ith promotion
potential to the GS-12 level . It is intended to provide the employee with the necess ary knowledge,
skills, and abilities to become either a Special Agent or Intelligence A nalyst.

Qualifications: The-SOS position.should be filled by a recent college graduate (past two years)
who received a GP A of 3.0 or better, and must be familiar with key FBI systems (ACS, Guardian,
IDW, Telephone Applications) and commercial systems such as Microsoft Office applications,
Lexis Nexis and Choicepoint.

Performance: [TBD]
Outside the FIG

SSA ~ Operational Squad

In addition to their existing responsibili ties, squad supervisors will work with the FIG, particularly
the SIA for Embedded Intelligence, to ensure that their squads’ activities support the field office’s
collection plans, to fully leverage the squad's source base to address the most critical
requirements.

In instances where a source m ay have the ability to provide i ntelligence that is responsive to an
intelligence requirement, it is up to the SSA to ensure that the source’s handler is fam iliar with the
relevant requiremnents , asks the source appropriate questions, and reports any responses that may
have intelligence value. The S SA, working with the SIA for Embedded Intelligence, will identify
situations where it is appropriate for analysts to participate in intetviews and debriefings. Where

an SA must question or task a source on an unfamiliar issue, then the SSA should get assistance
from Agents on the FIG or locate an appropriate subject matter expert to provide guidance

or participate.

Finally, the SSA should conduct file reviews every 80 days that cover both case work and
contributions to meeting intelligence requirements.

Case Agent

The case agent continues to conduct investigat ions to support prosecutions, but is better
integrated into the field office’s intelligence functions. Case agents will work more closely than in
the past with the FIG, and will benefit from the assistance provided by the FIG's development of a
COP and Domain Assessment which will be accessible to agents to help them better assess their
operating environment.

SAs will perform source handling and docum entation which is an integral part of the Coliection
Management process. If the agent has a source, then the so urce should be questioned to gain
information for both the case and any intelligence requirements that the source may be able

to address.
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Community Outreach Specialist
The Community Outreach Specialist (COS) should be a full time position in most offices, reporting

to the SAC. (In New York and Los Angeles the COS may report to the supervisor over public
affairs.) In the smallest offices, the position may be combined with the functions of the EEO

-coardinator.or-media.coordinator.

Under the new field intelligence model, the COS will continue to coordinate the Citizens Academy
and Community Relations Executive Seminar Training (CREST), and serve as a liaison to the
Citizens Academy Alumni Foundation. The COS will oversee Community Engagement Councils
and Regional Advisory Councils, communicate with various ethnic and minority communities, and
coordinate donations of abando ned property to organizations where entrée has been lacking. The
COS may aiso coordinate programs in local schools when such outreach is determined to open a
needed dialogue with a particular community.

While the COS is not, and should not be, under the umbrella of the FIG, the COS should
coordinate with Special Agent Liaison S pecialists on the FIG to “open doors” for the FIG and other
field office components in the local community. The COS can leverage the Office of Public Affairs,
Community Relations Unit's national level outreach to ethnic, religious, and othe r community-
based groups and organizations. The COS can also leverage relationships built through the
Citizens Academy, CREST and other outreach programs. The COS, who optimally has roots in
the community, can also serve as additional “boots on ground” for the field office, particularly to
establish a positive dialogue in insulated or iso lated communities that may be distrustful of

law enforcement.

The COS will also work closely with the field office’s mé‘dig coordinator fo market and generate
positive press coverage of the office’s com munity outreach activities. The COS can serve as the

" public face of the office’s community outreach program in instances where the FIG Liaison Officer

wishes to keep a lower profile.

The COS'’s focus will be govermned by national and local intelligence priorities. For instance, if MS-
13 gang activity jumps in a particular area, the COS should expand outre ach to Latino
communities where M S-13 might be present.

Qualifications: The COS must have effective interpersonal skills and superior organizational skills.
An ability to relate to people from v aried ethnic and minority backgrounds is essential. The COS
must possess self-contraol and maintain composure so that criticismns and disparaging remarks
aimed at the FBI by groups frustrated by FBI action or inaction do not em broil the COS in public
controversy. Proficiency in a foreign language would be a plus but would not be required.

Performance: The performance of the COS will continue {o be measured by the criteria outlined in
the semi-annual report mandated by the Community Relations Unit. Those criteria include the
number of Citizens Academies held, the number of CRESTs held, the amount of outreach
conducted in ethnic and minority communities, youth initiatives, federal, state and local
partnerships, participation in the Abandoned Property Initiatives, and the abil ity of the COS to
achieve management support for the outreach program.
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DOMAIN MANAGEMENT

Domain Is the territory and issues for which a field office exercises responsibility. Domain is also
known as Area of Responsibility (AOR).

Domain Awareness is the strategic understanding of nationa | security and criminal threats and
vulnerabilities, the FBI's positioning to collect against these, and knowledge gaps related to a
specific Domain. An FO ailways has a level of Domain Awareness, but in the past, this Aw areness
was not regularly centralized, m anaged, and analyzed.

Domain Management is a systematic process by which we develop cross-programmatic Domain
Awareness in the FO, improve that Domain Awareness, and then leverage it to enhance our
abilities to anticipate and neutralize threats. With Domain Management in place, at any given
moment, a DMC and the Domain Team of analysts can capture a snapshot of the FO's cumrent
level of Domain Awareness and provide it to customers, either within the FO or at FBIHQ.

The Domain Management process is based on four fundamental questions:

What do we already know about our domain?
What don’t we know about our domain?
What do we need fo know about our domain?
What are we going to do about it?

e & & »

The purpose of these questions is to contim}aUy drive the DMC and the Domain Team's efforts to
improve Domain Awareness. These questions are not meant to be answered once and forgotten.
They must be constant analytical and colleétion drivers.

Domain awareness creates the capability for:

Proactive identification of threats (helping us stay ahead of those thre ats)
Strategic management of current investigative activities (putting resources where
they can do the most good)

* New opportunities for collection and prosecution (furthering the efforts of every
squad and program)

+ Setting tripwires in the community (using targeted liais on to give us
advance warning) '

Domain Management will allow field office management to:

identify and prioritize threats and vulnerabilities of the field office dom ain;

conduct analysis/research on affiliated entities;

engage entities through direct personal contact, with interagency/local cooperation;
know timely and relevant threat information that could be provided to vulnerable dom ain
entities, if appropriate;
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» leverage domain entities for CT, Cl, Cyber, or Criminal information and foreign intelligence;
» and conduct operational activities for filling FBI and USIC requirements, leads, case
openings, etc.

Domain Management at the FO level will also enable Domain Awareness at FBIHQ, enabling the
Bureau to develop a national awareness of thfeats and vulnerabilities. This national awareness
will ultimately guide our national program management and inform decision makers at the highest
levels of the federal govemment.

Domain Management must be cross-programmatic to be successful. Counterintelligence or
criminal matters cannot be neglected to the “benefit” of counterterrorism, or vice versa. Only if our
Domain Management gives equal attention to all progr ams are we positioned to see liaison and
outreach efforts uncovering criminal cases and possible links to other programs. Without equal
attention, such opportunities may be missed and every priority will suffer.

DOMAIN AWARENESS SUPPORTS THE FBI’'s MISSION

Keay quastions are asked... l .. that guide domaln-awareness ’ «foravadety of intel purp
Core questions (across programs) Outputs Drive . Uﬁs: r:t.;' ?etermlne
* What are my vuinerabiiities? collaction p ssues
~ Infrastructure : i"a"’ dshests : émm management requiring focus
- Economic * Data . Etc... '
* What are my threafs? Domaln * Visualization of data
¢ Who lives in my domain? I Tools processes anaiysia tolaalnsaenﬁ?‘igg
* What are my national priorities? L« ARC GIS . SPSS ‘:mz ?n 5: ,:5 .
* What are.my local priorities? *« ldomaln/Googls  * ACS . Twrtg; egvaluate
maps * Access
Additlonal questions . Excel - oW l@mat?» gaps and
* What are unique local issues : tamgeting
— Ports, ralls, air Database opportunities
- Financlal conter e : Opensoucedata - ’é‘f:f;’,,",i‘y;"; Tactical intel  * Pull detailed data to
- meet specific needs
Local PD, Fusion center Issues 'ABusinessu . Etg... (e.g., all sources
1 t 1 i near a specific
Liaison Cases Programs Open source address)

SPSS I astatatical analysis 0ol arcGIS s & mapplog bool

Baseline Domain Awareness in the field office

For years the field offices have had a'variety of sources that have been collecting intelli gence on
the domain. In order for the Dom ain Team to determine what the FO already knows, interms of its
Domain, the Domain Team will conduct reviews with all of these sources, collecting both case-
derived and non-case intelli gence.

The team will conduct a program by program, squad by squad review of current case work and
liaison in the division and analyze how these match FBI priorities. The baseline of domain
awareness will begin with existing contacts in the domain. Questions include: How are you
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currently interacting with the threats and vulnerabili ties in your domain and what domain entities
are of interest to your fleld office? All programs in the field office must be reviewed, including

- Counterterrorism (CT), Criminal Investigative Division (CID), Counterintelligence (CD ) and Cyber.

Each program should be reviewed to determ ine the priority threats and vulnerabilities, along with
how the cases match up to the FBI priorities in those programs. Developing a full picture of our
threats and vulnerabilities also will require review and asséss ment of information outside of our
investigative programs.

During this analysis, the following factors must be considered:

e Physical factors: What priority targets must be protected in the field offic e domain pursuant
to FBI priorities (identification of vulnerabilities for critical infrastructure);

e Social factors: What is known about the demographics and sociclogy of a dom ain through
existing investigative work (social, organizational, and com munication networks);

» Threat factors: People or organizations that wis h to do harm, especially to priority
vulnerabilities (knowledge of presence, capabilities, activities, intentions, motivations, and

opportunity);

« Capabilities factors: Investigative or intelligence resources that can be applied to improve
domain knowledge and defeat or neutralize threats (SSG logs, confidential human sources,
other collection platforms, local police departm ent mappings, etc.); and

e Current affairs factors : Investigative or intelligence resources that already exist (liai son,
JTTF, Community Outreach, task forces, efc.) and must be used cross-programmatically.

This analysis will provide the following:

Impraved knowledge of division territories; -

The identification and | ocation of intelligence capabilities against know n or suspected
threats;

Priority locations in the field office that are vulnerable to threats and need attention;’
The allocation of requirements to appropriate sources;

The identification of intelligence collection gaps; and

The application of targeti ng analysis to improve collection against threats, vulnerabili ties
and gaps.

+ |dentification of emerging trends.

* & & O

The baseline assessment should make a field office ready to answer the question: What do we
already know about our dom ain? This question seeks to identify what is already known about a
domain through pending and closed investigations, source and liaison coverage, and known threat
activity as described above.
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What is a threat? A threat is a foreign or domestic entity possessing béth the capability to ex ploit
a critical infrastructure’s vulnerabilities and malicious intent of debilitating the defense or economic
security of the U.S. A threat may be an individual, an organization, or nation. A threat can also be
the capabilities, intentions, and attack methods of adversaries to exploit — or any circumstance or
event with the potential to cause harm to — information or an information system. Threats include
gangs, foreign intelligence services, efc.

What is a vulnerability? A vulnerability is the susceptibility of facilities, operations, activities,
infrastructure or programss to exploitation by a threat. Vulnerabiliti es include infrastructure such as
dams and bridges, locations that house dangerous materials such as chemical plants, research
facilities and the technologies developed on-site, and locations that facili tate criminal activity.

Application of new tools, personnel, and processes

The field office must reallocate and secure resources to use new tools to establish comprehensive
domain knowledge and capabilities. In addition to identifying a DMC, dedicated liaison officers,
ColIMCs, and personnel with expertise in geospatial m apping, the fleld office should establish
regularly scheduled, cross-program, threat based working groups of agents, analysts, and
CollMCs to share knowledge on topi cs, trends, and patterns for that threat, while establishing
necessary cross-programmatic working relationships and social networks in a field office.

The field office should also establish and/or continue regularly scheduled external working groups
with police and USIC partners to share knowledge on topics, trends, and patterns for threats and
vulnerabilities, while establishing necessary working relationships and soclal networks outside a
field office.

As new tools, personnel and processes arise i n a field office, Domain assessments by program,
issue, or the like can be drafted to capture information at any given time. Moreover, this
information will provide executive management at a field office ready answers for FBIHQ and
others seeking status about investigations, new trends, or filling requirements. This process will
be repeated continuously, as a Domain is continuously evolving and changing.

Analyzihg FO information using the Domain methodoiogy

The next step is to answer two additional questions: "What do we need to know about our
domain?” and “What don’t we know about our domai n?" Answering the first requires an’
understanding of vulnerabiliti es and intelligence requirements within, or related to, a domain.
Vulnerabilities include critical infrastructure and technology that, if dam aged, destroyed or stolen,
would adversely impact the U.S. and its entities and may vary depending on the threat. Examples
of vulnerabilities include, but are not limited to dams, bridges, chemical plants, nuclear plants,
research facilities, and air and seaport facilities. Answering the second question entails carefully
analyzing what the FB! already knows and comparing it to what the FBI needs to know.
Responses to this question should lead to the emergence of information or intelligence gaps about
the threat and domain that need to be addressed.
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Completion of a Domain Assessment

The Domain Team will pull together information from inside and outside the FO and produce the
Domain Assessment, a product that takes this synthesized data, adds perspective and context,
and recommends specific courses of action. It answers the fundamental question: “What can we
do about it?" Domain Assessments areé ainual prodiicts that identify and rank the-priority threats
in the Domain, identify key vulnerabilities in the Dom ain, and identify intelligence gaps from a
Domain perspective. The purposes of a Domain Assessment are:

1. To provide a comprehensive analy sis of the Field Office’s area of operations,
specifically its threats and vuinerabilities; :

2. To describe the Field Office’s key concems and identify gaps in ¢ ollection; and
3. To assist in the prioritization of coll ections, operations, and sources.

The Domain Assessment will include several Key Findings based on analysis of the FO Domain.
These may include identifying new threats and vul nerabilities, new targets, and new cross
programmatic trends. The Domain Assessment will also offer additional insight into current
investigations and Domain intelligence gaps. As the Domain Assessment is being produced,

the Domain Team will compare its findings to current FBI and FO priorities and provide this
comparison to FO management in the event that FO priorities and resources need to b e adjusted
to meet the primary concems in
the Domain.

Current Location Navigation Tools Dropdovn Menus Current Time Navigation Tool Tips

As part of this process, the

team will produce Common
Operational Pictures (COPs),
which are maps that depict
various layers of Domain
intelligence on top of each other
as it pertains to a given threat.
For example, a COP may be
created that displays known
gang territories in a Domain,
and then known drug activity
may be overlaid on top of the
gang territories to determine
which gangs are dealing in
which types of drugs.

" Tableof conterts&Logend  ScaieBar Map Displsy

Improving and Applying Domain Awareness
Once the new tools and processes are leamed and become part of a field office’s basic functions,
Domain Awareness will develop in the field office. Part of increased Domain Awareness is a better
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understanding of intelligence gaps, a process that naturally occurs following the production of a
Domain Assessment. A field office must begin to fill the knowledge gaps about its d omain.
Identification of these information gaps will require decision makers to address the last question:
What are we going to do about it? Decisi on makers should reevaluate how their resources are
allocated and deployed against the threats, vulnerabili ties and knowledge gaps related to

their domain.

Once the baseline Domain Assessment is completed, and new tools and processes are applied, a
field office may now look across all programs in its domain and Collection Management can begin
to initiate comprehensive collection plans for each. These plans will outline strategic and tactical
outreach in the domain, along with keeping a finger on the p ulse of a domain. Overlap between
the programs should be welcomed and addressed by the Domain Management at a field office.

b2
b7E

“Domain Entity” Defined —

The phrase “domain entity” does not refer to.a subject, but rather to something or someocne that
subjects are interested in. This can include targets (peoplé or places that are threatened), tools
(explosive materials or weapons), and people who:could be tools (possible recruits.for a gang or
terrorist organization).

The fully mature Domain Management process will permit a continuous flow of: 1) receiving needs
from operations, leads, FBIHQ, national requirements, internal requirements, local partners, field
office management, etc.; 2) identifying pertinent factors within those requirements; 3) leveraging
their domain for GIS (mapping) information), etc.; 4) fil ling knowledge gaps; 5) collecting
information imported into a domain database; 6) generating new requirements and
cases/operations; and 7) continuing the process over again. In short, knowing and acting on

the domain.

For more information on Domain Management, see the Domain Management How-To Guide
and Handbook.
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COLLECTION MANAGEMENT

Collection Management is the process of receiving and then converting intel ligence needs and
gaps into questions (intelligence collection requirements), prioritizing how those questions will be
answered, assigning the questions to collectors for resolution and tracking our progress in
answering the questions.

Through Collection Management, the FIG helps the FO manage competing demands for
intelligence collection, including the need to collect inform ation to further case investigations, to
follow threat leads, to conduct liaison and build pariner ships, to help meet intelligence
requirements from the Law Enforcement and intelligence Com munities, to complete our Common
Operational Picture, to improve our understanding of a particular issue, and to suppo rt regional

and national efforts. T hese requirements are consolidated and prioritized through a careful
balancing of factors including an analysis of each case to determine the level of threat represented,
national and regional prio rities, vulnerabilities and knowledge gaps in the temitory, and prioritized
local requirements, and specific concerns such as requests from local law enforcement, or the
high-profile of a particular case.

Eumm@mwmmpa
OM acaurs in e disseminaton step hrough the spprovel Dissemination q> Requirements gormma%m”“m

TA S

Analysls and Planning and

Production Direction
CM occursin the analysis and production step through CM ocours in tha planning and direction
identfication of collection
. the drafling, reviewing, and approving of liRs. step p o o
assessed and a Collecton Plan is
generated. Where gaps in collection
capabikbes ocour targeting takes place.
Processing Collection
and
Exploitation oM nthe step through Ink
CM ocours in the processing and expioitation step via source
through the prad: of coll technical sources, and language components.

Elements of Collection Management

Collection Requirements Management — The CollMC receives, analyzes, validates, and
consolidates requirements received from the operational squad(s), FB IHQ, external agencies,
and the FIG's DMC. Coliection requirements will be prioritized with F Bl requirements as the
primary focus and then USIC or partner requirements (such as National HUMINT Collection
Directives (NHCDs). Once completed, the prioritized set of collection requirements must be
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validated by Executive Management. This set must be re-evaluated as local and national
requirements change. '

Collection Planning and Direction — The FIG identifies and directs collection sources (human
sources, surveillance components, technical sources, language analysts, etc.) to satisfy
specific intelligence collection requirements . The-individual-performing-this-function-in-the.FO
analyzes the access, placement, and capabilities of all FO collection sources to determine
which is the most effective and efficient resource to collect against a requirement. This
assessment will be done using a methodology which tracks the full breadth and depth of actual,
available and/or potential collection resources/capabilities by type (human sources, technical,
SSG, SOG, local law enforcement, etc.) their access and placement against targets and
intelligence requirements, availability, veracity, and dependability.

The end products of the collection planning and direction process will be:

A Collection Strateqgy is a periodic (annual) document articulatihg the field office’s intelligence
collection priorities and providing high-level guidance on the approach to achieve
goals/objectives against these priorities. It provides the foundation for ongoing Collection
Planning throughout the year.

The Collection Plan assists the CollMC in allocating the field office’s collection sources to
address specific collection priorities. It considers the tasked collection requirements, their
priority, and the coll ection capability and availability of sources.

Targeting — When there are no existing or insuffici ent collection capabilities identified that can
respond to a requirement, the FIG may produce a Target Recom mendagion providing the

results of the analysis performed to find a new potential source or contact with the appropriate
placement and access to possibly respond to a requirement.

Collection — This element involves the acquisition of
information from source handling, liaison, Reporting & Colfecﬂorr
surveillances, technical sources, and language . L:;I]l;a “i . Requirements.
components. The end product of the collection 4 & ’ Management
process will be collection documentation. -

Reporting and Evaluation — The final step is
to communicate the results of our collection

efforts. This element involves the drafting, ' 2N Collection
reviewing, approving, and disseminating of Collection Planning &
an IIR or equivalent intelligence productand | 4 Direction
then evaluation of reporting through the CRO. 1
Another end product of this process will be a ' Targeting
Collection Posture report by the CollMC to o
document and account for requirements which
have been addressed in a FO and thos e
requirements which are still considered gaps.
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A standardized and centralized Collection Management function wiil give the field office the ability
to leverage program sources and knowledge, and expose gaps in coverage for future targeting
efforts. 1t will provide Executive Management with a planning document for deciding allocation of
local resources against prioritized threats. It also will facilitate FBl-wide-strategic-coordination by
providing a nationw ide understanding of the threats (current and potential future) that are posed to
the US and its interests, collecting intelligence to address those threats, and reporting relevant
information to facilitate any warran ted action.

For more information on Collection Management,' see the Collection Management “How-To" Guide.
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HUMINT COLLECTION

As outlined above, the Domain Management process will help the FO identify national security and
criminal threats to its AOR. The Collection-Management process will. produce a plan for
responding to intelligence gaps . This section is about how we fill those identified gaps by
developing and fully exploiting HUMINT sources. Our strategy has several parts: leveraging case-
based HUMINT collection, collecting HUMINT specifically to address requirements, liaison, and
vetting and validation of sources.

Leveraging Case-Based HUMINT Collection

The vast majority of the FO's intelligence collection occurs outside of All sources have the

the FIG. If we are to fully leverage our existing source base, it is potential to meet

essential that all SAs and their supervisors deveiop a working intelligence

knowliedge of the FO's collection plan and related requirements, requirements,

and must know how it relates to the squad s inves tigations and

source capabilities. Does the Agent who
is talking to a

SAs on operational squads outside the FIG should proactively i dentify source know the

intelligence which is collected during the normal course of duties - requirements that this

either through investigation or source handling — that is pertinenttothe ¥ soiifce could

FO Collection Plan. They are also responsible for en suring this poteritially address?
intelligence Is forwarded to the appro priate entity wrthm the FIG.

Where staffing levels permit, investigative squads wilf be assigned an embedded IA who will report
to one of the field office SIA s and will ensure that intelligence collec ted during the squad’s normal
course of duties is funneled appropriately to the FIG for either dissemination, domalin awarenéss
or gap identification. T his embadded IA will be an extension of the Domain and Collection
Management functions in the office. The 1A will help agents on the squad identify potential
opportunities for source s to provide information that is responsive to an intelligence requirement
(that may or may not be outside the scope of the case for which that source was recruited). The
IA will identify and define priority collection requirements the squad’'s human sources may be able
to fill. The lAs will identify, develop, and provide relevant questions and taskings to be used in
source debriefings.

Dedicated Special Agent HUMINT Collectors

To distinguish from case agents, the FIG Agents are dedicated full-time to HUMINT. They will not
work on cases, but will provide cross-program support by recruiting and handling hum an sources
with access to intelligence that can address priority requirements. They may coordinate with CHS
handling agents to facilitate the flow of intelligence information when the intelligence being
provided reaches beyond the investigation on w hich they are reporting.

The FIG Agent should know the field office’s intelligence gaps and collection require ments and
priorities established by the CollMC. With this knowledge, they will develop liaison contacts and
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spot, assess, develop, recruit, and handle human sources dedicated to creating non-case
collection opportunities. Alternatively, a FIG Agent may be provided a targeting package re levant
to a specific requirement.

Because FIG Agents will only be responsible for source operations and liaison, it is expected that
they will develop high level expertise in the use of tradecraft as well as thie operation al skills
necessary to spot, assess, develop, recruit and handle HUMINT sources. This expertise will be
achieved by actively participating in the appropriate training programs and through constant
practice while on the job. FIG Agents will, in tum, actively participate in mentoring and coaching
other less experienced Agents in these areas.

Case Agents and HUMINT Collectors Each Add Unique Value
to the Field Office’s Capabilities

HUMINT Collector
Full-time spotters, developers, recruiters,

Case Agent
Expertise managing cases driving toward

usable intelligence and/or prosecution
Source spotters and handlers for
operational matters

Able to handle multiple cases and leverage.
program expertise

Work in conjunction with embedded IAs to
identify investigative approach

and handlers of sources

Dedicated to creating non-case collection
opportunities and fresh streams.of reporting
Skilled in USIC-standard tradecraft practices
designed fo.protect sources and agents
Capable of working joint operations when
necessary

Skilled in validation techniques for testing
sources' reliability
Subject-matter expertise

Subject-matter expertise iy

Liaison

Liaison relationships provide the assets and controls necessary, essentially the “eyes and ears,”
required to blanket a community and establish a proactive posture ‘against threats to the U.S. In
this role a FIG Agent conducting liaison has the responsibility of educating the liaison contact
regarding the vulnerability. As these vulnerabilities in domain entities are identified, liaison allows
“tripwires” to be set in order to alert us to impending threats. There are several other benefits
which can be realized from a strong liaison program. First, it creates valuable opportu nities for
spotting and assessing potential C HSs within the liaison entity. T his is especially valuable when
the information available from within the entity requires a confidential relationship in order to be
extracted. Additionally, a strong liaison relationship will ease the entry for others (eg. Case agents)
needing access to the entity with whom the liaison is maintained.

To ensure this critical mission, the FIG HUMINT squad will serve as the coordinating hub of all FO
liaison activities. It is important to note that the FIG will not be taking away established
relationships existing outside of the FIG, but these relationships will be centrally coordinated to

42
UNCLASSIFIED//FOR OFFICIAL USE ONLY




UNCLASSIFIED/FOR OFFICIAL USE ONLY

ensure common messaging and deconfliction of mul tiple requests for similar information from the
same entity. )

Two Platforms Used by the FIG Agent

CHS QOperations Liaison
Proactive Caollection Passive Collection

Focused & Targeted “Eyes and Ears™
Tradecraft “Tripwires”
Vetting and Validation Education

Spotting and Assessing

Value of two platforms Risks of two platforms
Expands flexibility and options o Over exposure of individuals
to the public
Expands collection Overlap and de-confliction
opportunities
Extends FBI reach-and ability Management burden
to “monitor” the domain

CHS Operators Liaison
How do | present myself? | Confidential relationship Open and public relationship
Who do | focus on talking | Individuals with specific Entities in the domain with
to? access to information the vulnerabilities to threats
FBI needs
What is my purpose? Develop a CHS (including Develop contacts to:
access agents) to: e Set public tripwires
o Gather intelligence e Spot potential CHS
, ¢ Set discreet tripwires » Gather intelligence
Where do | report CHS report Contact report
information?

Vetting and Validation of Sources

We will create standardized mechanisms and practices for validating sources. Up until now, the
processes utilized to vet and validate human sources have focused primarily on compliance issues.
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While these efforts are important and wi ll continue, we must also vet and validate sources for three
other purposes:

1. To ensure fleld offices are operating viable and v aluable sources in a secure manner;

2. To.ensure the source is fully leveraged to respond fo the field offic e's Collection Plan
priorities; and

3. To provide a confidence level to intelligence provided by the source.

Where the purpose of HU MINT sources is to provide information to be used by the F Bl in fulfilling
its national security and law enforcem ent missions, the operation of sources requires the FBl to
ensure the sources and the intelligence they provide are auth entic, reliable and not subject to
external control.

Validation is an ongoing process intended to continually re-establish the a uthenticity, reliability and
control of a HUMINT source. It requires FIG and Case Agents to constantly ass ess the source
and to use a number of tools and techniques for vetting and operational testing to verify or check
the accuracy of available information about the source. Although it is essentially impossible to
“prove” that a HUMINT source is valid, vetting and ops.testing should provide the agent a high
degree of confidence as to the source’s authentici ty, reliability, and whether they are under
external control. Vetting and ops testing of the source are intended to gather information
responsive to four key questions:

Is the source really the source?

Does the source have the access claimed?

Is the source acting free of external control?

Has the source provided valuable information to which the source has legitimate access?

Enhancements being made to work specialties in the FIG, specifically the CHS Céoordinator, will
greatly benefit agents in the validation, vetting and ops testing of sources. T he CHSC will have
the expertise and experience to provide guidance on ops tes ting and vetting of sources according
to policy, legal guidelines and USIC requirements. However, an agent’s use of tradecr aft and
regular assessment of his source will help in validating and ops testing the source.

Regular, standardized use of validati on and ops testing provides increa sed credibility for the FB|
within the USIC and with domestic and foreign liaison partners. Our use of tradecraft for recruiting
and handling sources, as well as its attention to assessment and vetting of sources, increases
opportunities for greater inter-operability of sources. This inter-operability of sources provides
more collection opportunities to address the FBI’s intelligence priorities at home and abroad. For
example, an agent can better represent the FBI's interests in inter-agency coordination meetings
when the Agent can provide a detailed assessment of the source’s motivation for cooperating.
Similarly, a tested and validated source is more acceptable for joint operation or tumover to
another agency for handling, again e nhancing the FBI's opportunities to collect priority intelligence.

For more information on HUMINT collection, see the HUMINT How-To Guide.
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TACTICAL INTELLIGENCE

Tactical Intelligence refers to the integration of F B investigative and intelligence operations
through the dedicaticn of critical front-line intelligence resources to-investigative programs.

Embedded analysts from the FIG work directly with operational squads and their investigative
programs to coordinate taskings to ensure unity of purpose and action consistent with field office
priorities. They interpret collection requirements and collaborate with case agents on the
coliection, filtering, processing, and analysis of information to drive domain awareness, satisfy
requirements, and create intelligence products.

The 1A’s role as part of the Collection and Domain Management processes is described in more
detail above.

Targeting

IAs both on the FIG and embedded in operational squads also assist with targeting projects to
develop new sources when existing sources are unable to fill collection gaps. They work with
HUMINT collectors on the FIG and with operational squads outside the F IG to assess potential
source capabilities, determine vuinerabilities, and recommend the most appropriate point of action
or exploitation in a targeting product such as a Target Rec ommendation. The Target
Recommendation provides direction to field office collectors (including HUMINT collectors, case
agents, SO@/SSG, and Language Analysts).

In putting together a targeting strate gy, the IA will draw from Collection Plans from the ColIMC.
The IA will access domain knowledge, coilected information, finished intelligence and case data to
discover potential sourcing and intelligence ex ploitation opportunities.

The IA may issue requests for information to regional counterparts and coordinate with FBIHQ on
the implications of local targeting strategy and targets for overall national strategy. T he IA will also
network with local, regional and national counterparts fo get a better awareness of wider trends,
concems, tactics, and resources. ‘
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PRODUCTION AND DISSEMINATION

We will-implement several measures designed to. enhance the quality, relevance and timeliness of
FBI intelligence production and dissemination. Other measures will help enhance the focus of our
intelligence production to ensure the appropriate intelligence product is cr eated at the proper level
for the right consumer. FBI intelligence products, both raw and finished, serve a wide audience
including national level policy and decision-makers, intelligence agencies, warfighters, state, local
and tribal law enforcem ent, and the FBI itself.

FOs, in addition to producing IIRs, should concentrate their all-source analytic al production efforts
on Intelligence Bulletins and Situational Intelligence Reports w hich focus on the needs of state and
local organizations for intelligence that identifies threats, targets, and tools. However, intelligence
Assessments of a strategic nature may also be done in the field offic e when appropriate.

Raw Intelligence / Chief Reports Officer Position

A Chief Reports Officer will be established in every FIG to enhance the quality and tim eliness of
lIRs. The CRO's responsibilities include: review of all [IRs prepared in the field offi ce to ensure
that each appropriately protects sources and methods, adherence to USI C quality standards and
FBI priorities; substantive review and guidance on the conte nt of [IRs (does it satisfy a validated
requirement, comply with other reporting criteria, e.g. new, detailed, authoritative etc.?); ensure
field office accountability with measurable and objective performance standards; support for the

. development and maintenance of the field office common operational picture, collection strategy
and collection plans; determine whether an IR meets the criteria for direct dissemination;

determine whether an || R requires a substantive review at FBIHQ; and tracking of intemal field
division IR production metrics. The CRO will also coordinate with Collection Management and
provide Source Directed Requirements as appropriate.

Raw Intelligence / lIR Training

The SET has outlined a tiered IR training program for all Intelligence Analysts, including Reports
Officers and Chief Reports Officers to enhance the quality of all IIRs — ultimately affecting all other
aspects of the IIR production. in addition, the CRO w ill have the expertis e to train and mentor
other Reports Officers conceming all lIR content issues, as well as other measures of qual ity such
as technical tradecraft, standardization, and substantive accuracy. S ET field office training will
provide all members of the FIG with the general content of the IIR process, the need for
requirements-driven intelligence diss emination, and the role of the CRO.

Limited Direct Dissemination of lIRs

In order to improve the timeliness of our raw intelligence reporting, the FBI will transition towards a
limited form of direct dissemination of [IRs from field divisions to the USIC, Law Enforcement
partners, and other consumers. Any reports disseminated directly from the field, regardless of the
volume, will result in a commensurate number not needing to be processed at FBIHQ. The
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objective is to improve IIR timeliness by allowing for a number of direct dissem inations from FBI
FOs while simultaneously ensuring that |IRs forwarded to FBIHQ for substantive review prior to
dissemination require only minimum review and coordination. A significant number of intelligence
reports would continue to be forwarded from the field divisions to FBIHQ for coordination prior to
dissemination to-the USIC.

This hybrid approach of disseminating intelligence is contingent upon the establishment of a CRO
in the FO and the FIG’s ability to consistently produce high-quality lIRs. The CRO will serve as the
quality control mechanism in the field. The intent is to apply a quality control check and to ensure
required coordination is effected at the lowest possible level and i n the most expedient manner,
while at the same time, retaining a process that provides a mechanism for the necessary
substantive reviews and authorizations to be performed at FBIHQ.

IRs Requiring FBIHQ Dissemination

The following categories of lIRs m ust continue to be sent to the respective reports unit at FBIHQ
for coordination and review prior to dissemination to the USIC:

Foreign Disclosure

Legal Review

Marked Originator Controlled
Limited Dissemination

Joint Source

US Policy

Attachments

Noghwh=

The CRO certification program includes in-depth training on the specific inst ances that require
FBIHQ approval or coordination.

lIRs Requiring FBIHQ Coordination

The following categories of |IRs must be coordinated with the respective repor ts unit at FBIHQ
prior to being disseminated from the field office to the USIC:

1. Natlonal Level Activities — This includes national level activities or content associated with
a nation-wide organization or activities affecting more than the field office’s Area of
Operations (AOR). In these cases, the CRO ens ures, in addition to the opera tional
coordination with F BIHQ, coordination is effected with the respective FBIHQ reports unit.
The purpose of this coordination is to leverage the subject m atter expertise of the reports
units at FBIHQ which are responsible for following issues in a specified geographic or
functional area and are expected to have a national or intem ational perspective.

2. Foreign Intelligence — If a report contains foreign intelligence or concems foreign based
activities, the IIR should undergo th e same coordination procedure as for National Level
activities and be coordinated with the appropriate FBIHQ reports unit.

3. Technical/Substantive review — Technical/substantive review includes the folléwing:
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- Any time an intelligence officer is identified

- Content conceming foreign military technology acquisition or programs (e.g. high-tech
procurement or major hardware initiatives)

- Content concerning technical aspects of Weapons of Mass Destruction (WMD) or
WMD precursors

Direct Dissemination -~ The CRO makes the determination whether an IR qualifies for direct
dissemination from the field division or is required to be forwarded to FBIHQ for additional
coordination and review.

FBIHQ Dissemination — If the CRO determines that the lIR Is in one of the seven excepted
categories requiring FBIHQ approval, the report will be forwarded for coordination and approval.
FBIHQ will accomplish any legal or Designated Intelligence Disclosure Official (DIDO)
authorization that has not been dele gated to the field, review lIRs with non-standard addressees or
with special handling instructions, review reporting with U.S. policy implications or attributed to
joint sources, and facilitate technical procedures such as posting attachments.

CRO lIR Metrics — The field division will be graded on three primary metrics. The firstis FO .
velocity, measured from the date the IIR is created by the field office in the FBI liR Dissemination
System (FIDS) to the time the |IR is submitted via FIDS to FBIHQ or directly disseminated to the
USIC. The second measure is the throughput metric. Throughput is the percentage of submitted
IIRs that are subsequently disseminated to the USIC. A field office’s throughput will decrease if
FBIHQ rejects thelr submitted as ‘non-disseminable.” The final metric is a new measure of
throughput called first-time throughput. First-time throughput is the percentage of submitted liRs
that are subsequently disseminated to the USIC and that were not re turned to the field for
additional edits. A field office’s first-time throughput will decrease not only when an liR is rejected
or not disseminated by FBIHQ but also when FBIHQ sends an lIR back to the field for edits — even
if that lIR is then resubmitted and sent to the USIC.

Finished Intelligence Production and Dissemination

Field offices should refine their finished intelligence analytical products to a set number of products
so as to standardize their products across the enter prise and create brand recognition with
consumers at every level. While there are a number of local-use intelligence products, such as
Intelligence Notes and Domain Assessments, the following finished products are the focus of SET
standardization efforts be cause they are extemnally disseminated and should adhere to USIC
standards. Finished intelligence products that are disseminated to extemal organizations can be
grouped into five major categories:

1. Assessments
(a) Intelligence Assessments (IA)
(b) Special Event Threat Assessments (SETA)
Intelligence Bulletins (IB)
Situational Intelligence Reports {(SIR)
Letterhead Memorandums (LHM)
Briefings

areN
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Assessments

Assessments are finished intelligence products containing evaluated all- source information that
address intelligence require ments or identify threats and trends. Some are intended to be
released to local custom ers of FBI FOs while others will be released at the national level to our
intelligence-community-and law enforcement-community-partners.

Intelligence Assessments are finished intelligence products containing evaluated All-Source
intelligence. Assessments may address tactical, strategic, or technical intelligence requirements.
They are written when there is a need to identify threats or trends in any FBI investigative program
and should always be responsiv e to FBI and/or USIC intelligence requirements.

Special Event Threat Assessments analyze the attractiveness of a special event for terror
targeting, as well as, assessing the known and potential thre ats to an event. A Special Event
Threat Assessment provides F Bl personnel, other law enforcement agencies, and the event
security planners with analysis to better monitor potential threats and to maintain a safe and
secure event environme nt.

Intelligence Bulletins

Intelligence Bulletins disseminate information on significant criminal or national s ecurity
developments or trends of interest to the intelligence or law enforcement communities. In most
cases, bulletins are one to three pages long and contain brief analysis which supports at least one
specific product judgment. FOs should produce Intelli gence Bulletins that are locally oriented and
pertain to the FO's territory. Intelligence Bulletins may be classified but should be prepared at the
lowest level possible to ensure the broadest dissemination.

Situational Intelligence Reports (SIR)

The Situational Intelligence Report (SIR) is a finished intelligence product produced by FIGs to
disseminate relevant, localized intelligence to state and local law enforcem ent. The SIR conveys
information of specific interest to local audiences regarding previously disseminated national-level
information that needs to be highlighted for the local audience or locally derived information that is
largely of interest only to the local audience.

Letterhead Memorandum (LHM)

The Letterhead Memorandum (LHM) is often used to transmit information to Foreign Law
Enforcement and/or Foreign Intelligence Services in response to official requests as well as other
case specific uses. The LHM is a memorandum on letterhead stationery and should nor mally
require a cover communication for transmittal.

Briefings

Intelligence briefing is an integral part of intelligence analysis tradecraft. Effective briefing requires
proper planning, organizing and delivery skills. Intelligence briefs are presented at every level of
the FBI from case analysis summaries at squad meetings to preparing for the Director’s daily brief.
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Intelligence briefings, whether delivered formally or informally, fall into one of five USIC intelligence
briefing categories:

Basic Intelligence
Current Intelligence
Estimative Intelligence
Warning Intelligence
Operational Intelligence

Srhwh-

Collection Management Products

The products specific to the new Collection Management process are specified in the Collection
Management sections of the training materials.

For more information see the P roduction and Dissemination How-T o Guide.
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MEASURING AND TRACKING PERFORMANCE

If the FBI is to become the world’s premier national security agency, the Bureau must instill a high-
performance-culture-and standardize-certain.m anagement practices to be able to measure its
progress in becoming an intelligence-driven organization. One of these managem ent practices
relates to the ongoing process of monitoring and improving the organization’'s performance in
executing its intelligence mission. An enhanced, strategic, and standardized perfor mance
management system will enable the FBI to monitor and clearly articulate its successes in
delivering on its intelligence mission. '

The SET performance management implementation is designed to achieve several objecti ves:
s Motivation: Encourage behavior that improves overall Bureau intelligence

» Transparency: Increase transparency and accountability, with clear performance
standards at all levels

« Continuous Dialoques: Institutionalize a culture based on re gular coaching and feedback,
driven by hard data

The performance management system will focus on a strategic set of performance metrics that will
drive the right set of behaviors in the organization and lead t o continuous improvement of the FB!'s
intelligence program. At the same time, the system takes into account that not everything can be
packaged neatly in numbers. A significant aspect of a field office’s intelligence program is
knowledge of domain and the understanding thr eats and gaps to be able to collect against those
threats and gaps. In terms of measuring one’s performance in this arena, a qualitative, creative
approach must often be employed.

The numbers never tell the whole story, but they provide an important beginning. The first step is
to install a reliable performance metrics tracking and reporting process across the Bureau. ltis
important that if Headquarters intends to monitor and drive performance that both Headquarter s
and the fleld work from the same data.

Think of it this way: intelligence collection, analysis, dissemination — and where applicable — action
shouid be at the heart of what your field office does. So the metrics are your pulse. Is your office’s
heart rate slow or fast, and based on your domain, what should it be? Now, to take this metaphor
one step further, the fact that your field office tums out a m illion lIRs, SIRs or IBs may show a very
fast pulse rate, but not necessarily a healthy heart. The way to determine the true health of your
intelligence program is to ask questions that go behind the numbers. Aside from the volume of
reporting, what is the quality of the reporting? s it actually useful when measured against the
FBl's intelligence require ments, the intelligence community’s requirements? Does the reporting
help to fill a gap? Are we prioritized? Are we collecting against what w e already know, or are we
asking those provocative questions that identify the presence of risk that was not really on our
radar before? What are the unknown threats and what am | doing to hunt for them? Are we using
our mapping capabilities to get not just the intelligence information about our domain, but literally a
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snapshot out what it looks like and how one coll ection stream, or one threat relates to another
geospatially?

This qualitative component will be captured through regular performance dialogues among senior
leaders in the field and at FB IHQ. The starting point for these performanc e reviews will occur with
enhanced Deputy Director's Strategy Performance Sessions (SPS) with'SACs from regional
offices. The SPS dialogues will cascade to the field office level, where the SAC will conduct
monthly intra-office SPS performance reviews with his or her management team. These reviews
will be similar In concept to the Com pStat .performance system common in law enforcement.
CompStat (short for comparative statistics) is a performance management system introduced in

. 1994 by the NYPD. The policing application of SP S works by counting crime reports and -

measuring them against arrest and summons activity and then mapping all of that. The concept is
“to put the cops on the dots” or, map where the crimes are happening and deploy the police to
those locations quickly so there is a higher likelihood of catching the bad guys the next time they
strike. The FBI application —~ SPS — is slightly different in concept. We are not applying the
CompStat model so we can get to where the crim e is and catch them the next time, but so that we
have a better chance of identifyi ng threats beforehand and we ara in the best positio n to prevent
the threat from being carried out at all. In addition, whereas CompStat tends to be more
operational and tacfical in nature, SPS will be at a more strategic and focused lev el.

In the near-term, the performance m anagement implementation will:

Determine initial scorecard metrics for IIRs; expand metrics through 2008 and 2009
e Implement regular performance dialogues at the top levels of the organization -
o Not set targets as part of SAC PARs in 2008, but in 2009
+ Link inspection processes, SAC PARs, and file reviews with SET results/implementation
+ Be driven by a manual process with some automation
The end state, or long-term vision, takes this a step further:

» Enterprise scorecard system that can be populated from Headquarters or the field, is
automated and reliable

s Clear targets, both short-term and stretch targets

s Strategic, focused performance discussions regularly occurring among top FBI leaders and
at all levels of the organization

» Inspection process, SAC PARs, and file reviews fully integrated with perfor mance
management process
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Performance Data, Metrics, and Scorecards

Ultimately, the FBI measures success by how well we prevent and disrupt crimes and terrorist acts,
and our ability to bring criminals and terrorists to justice. But to help us achieve this, we need to
track and-measure-our success.in.the activities that help us get there. For intelligence, we have
four key measures:

1. Speed

2. Quality

3. Accuracy

4. Actionability

This graphic illustrates the four core intelligence processes, and provides some examples of the
types of metrics that will be captured at each stage.
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Field offices will be expected to focus on a small set of metrics for “Phase 1", the first six months,
based upon what can be collected currently. Phases 2 and 3 will provide FBI !eadershlp with an
updated set of metrics to track, as shown in the table below.
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Phased Matrix of Performance Metrics

Intelligence

Process

Phase 1 Metrics
(Next 6 Months)

Phase 2 Metrics
(6-12 Months Out)

Phase 3 Metrics
(12-18 Months Qut)

= |IR Throughput

o HQ velocity (HQ
to dissemination)
= #of lIRs by RO
= # of lIRs pending
» |IR quality rating

Collection = # of lIRs by collector | » % of lIRs that hit = # |IRs hitting priority
| » #oflIRs by-source priority- 1-or 2 NIPF requirements.by.
requirements Confidential Human
= % of liRs that hit FBI Source (CHS)
requirements
Info dissemination = #of lIRs = [IR velocity * |[R velocity
and integration = # of lIRs by 1A o Field velocity o Field velocity (by
= |IR Velocity (HQ to (collection to immediate,
dissemination) HQ) priority, routine)*

o HQ velocity (by
immediate,
priority, routine)*

executive products

Analysis » #of IAs = #of lAs = % of IAs to analysts
= # of IBs = #of IBs on-board
= # of SIRs = #of SIRs = % of IBs to analysts
= # of Briefings = # of Briefings on-board
= Analytic integrity = Analytic integrity = #of SIRs,
standards (AIS) standards (AIS) score | = # of Briefings
score = Analytic integrity
standards (AlS) score
Action & » [ntel usage to = [ntel usage to
requirements determine quality determine quality
% of lIRs used in = Customer satisfaction
internal (FBI) score

= |dentified trends and
threats

= [nvestigations initiated

= Neutralized threats

= % of lIRs used in
external executive -
products

Headquarters, through the Resource Planning O ffice (RPO), will continue to track other key
metrics, such as resource util ization (i.e., TURK) and Funded Staffing Level (FSL), but the focus of
FBI leaders will be on intel-related metrics.
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Data Collection, Analysis and Reporting

The data collection process will continue to be manual and labor intensive, and will be led by the
DI's Performance Analysis Unit (PAU) at Headquarters, in collaboration with the Resource
Planning Office (RPO). Much of the data will be fed into the Compass system, and displayable via
a common SAC “dashboard.” Below is a snapshot of the view SACs will see when they-open
Compass and click on the “Intel” link from the Compass homepage:

"t 1
iR 6484 50 18 84
i 8959
o1 043 DI 813 01T ML (W
in W1 _#a% 3% 8I% 01T _SO% [m
Az Prodiced | 1 5 8 1 _|s
iMperSusse 088 089 019 _0J8 008 04 |86
iR 088 D98 0.0 038 093 004 (084
|Rper Caeatnr 003 000 0,10 028 099 004 0B
; L} me i |
; 18138 17
 ha s 124 128 1 17 e
cr [T %01 08 14 [0
=) “s 7 857 %8 818 |51
! o s e47 o7 o 018 415 |
957 a7 ooe 818|018
9 857 002 ma 814 s |
Ottvar 540 037 007 8 414 lna
e |
11084
20531
w2l
E" i
(-] o
i ==
= Vaul Anabysts a ‘
5 AL }
It E: it
- E]
bs =
H==R=R=R==]c
16 S I — SOt U
HEIEHEEEE
faid L id ool? . Jl’!ﬂ Fahooll BarO8
IS
3
2 e
1o R
o W“{/X;
ps f148. T
b, o
:: 088 gt | pemnrirrk
L Sorch el Javon eron awos
kb nibiuid —-—Ll_! A B hTeor

The field’s role will be limited in terms of data compilation and scorecard assembly; that role will be
performed by a team of analysts in DI PAU in close collaboration with RPO. However, the field 1P
Coordinator, along with the IP M anager, will have a significant role in reviewing the data, as well
as interpreting the data and explaining trends.

With regard to automation, the near-term deployment of enterprise systems will add an element of
automation to the process, making it easier to collect existing and some new metrics.
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Performance Dialogueé

For an organization’s leaders, periodic performance reviews are where the ongoing process of
strategic management really comes together. The meetings generate strategic conv ersations and
insights, inform-decision-making, enhance-performance management, and instill a culture of
accountability to enable the organization to achieve performance breakthroughs. Historically, in
the most successful organizations, the chief executive sets the tone and cadence by establis hing
regular strategic performance discussions among his executive team. The purpose of these
reviews is not to monitor ongoing operations — those are separate meetings — but rather to monitor
the strategic pulse and direction of the organ ization. These performance reviews or dialogues
must then be cascaded down through the or ganization in a ripple effect in order to instill the
behaviors that will drive the organization to desired results over the long-term. Since late 20086,
Director Robert M ueller has assembled monthly and quarterly with his executive team to conduct
strategic performance reviews focused on a small set of metrics and key enterprise initiatives.
Known as the Strategy Management System or “SMS," the Director has cascaded this approach to
the Headquarters divisi ons; the Assistant Directors of most HQ divisions also meet regularly to
engage in strategic performance dialogues with their leaders. The process is far from perfect, but
a foundation has been laid o expand the process to the field in a coordinated manner.

Beginning in February 2007, in an ef fort to cascade certain elements of the SMS o the field,
Deputy Director John Pistole initiated a HQ-to-Field dialogue process called the “Strategy
Performance Session.” An extension of the SMS process, SPS created a forum to engage top
field leaders in these existing strategic discussions originated by Headquarters. Held quarterly,
Deputy Director Pistole and branch executives conducted a secure video teleconference (SVTC)
with five to seven SACs at one time, focusing on a specific theme or topic (e.g., domain). Each
SAC presented a set of comm on metrics (e.g., TURK, 1IRs), wheretppn the Deputy Director and
his Executive Assistant Directors would then ask a series of follow-up questions, both quantitative
(why did you only have five IIRs last month?) and qualitative in nature (what are you doing about a
certain threat in your area?).

While a number of SACs likely initiated a version of their own “SMS/SPS,” a formal structure or
process did not exist that could posi tion the field for success in its dialogues with HQ, or get it to
focus its intelligence program. The graphic bel ow shows the long-term FBI performance review
structure at a high level, driven by bottom-up execution from the field and capped off by the
Director's SMS reviews.
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Deputy Director SPS with SACs

Beginning in May 2008, the Deputy Director
will reconstitute Strategy Performance
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Sessions with his executive team and the Director's SMS
Special-Agent-in-Charge from six field offices Qua;edv m’gﬂmﬂonof. key
from a particular region. The SPS reviews will RS, a,,;":m“u“;m”

last two hours, giving each SAC 20-30 minutes
with the Deputy Director and his team.

The SPS will draw from quantitati ve data

captured in Compass as a starting point for e T

discussion and build on that with qualitative A Monthly assessment of FO
questions. The full menu of qualitative Aﬁm&mﬁiﬁs ot TR
questions can be found in the Performance program objectives, national and :gal pricrities

Management “How-To" Guide. TSRS, ) lekaiomey
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The first SPS sessions will occur in late May (o

and include the Wave 1 field offices: rL;

Washington Field Office, Baltimore, Norfolk, e

and Richmond. Wave 2 offices will begin their Quarterly assessment of Individual
SPS reviews with the Deputy Director in July, IA/SA performance

along with the second sessions for Wave 1 offices. The calendar below provides a proposed
review schedule through 2008.

Through 2008, each "Wave” wil | participate every 60 daysf The SPS schedule will be re-set in
January 2009 and focus on nine groups organized generally by regions (as opposed to SET
waves). The chart below provides a sample SPS schedule for 2009. SPS frequency will depend
on field office performance and scheduling avail ability.

SAC SPS with ASACs and Supervisors

SACs will meet on or around the third week of every month to conduct the field office version of
the Deputy Director's SPS. Why the third week? First, because the metrics data are generally
available in the second week of every month, when it is compiled and fed into the Compass
system. By waiting until the third week, the SAC can ensure the latest data. Second, each SAC
will participate in the Deputy Director's S PS at the end of every third month, so by conducting
regular, internal field office reviews one week prior to the SPS, the SAC and his/her management
team will get into a rhythm. .

In conducting his/her SPS, the SAC should use the same menu of qualitative questions that are
used for the Deputy Director's SPS. :
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Supervisor File Reviews with Agents/Analysts

Each supervisor will continue to conduct a file review with agents on a ninety-day cycle. These
performance reviews are not meant to depart significantly from the current file review process in
place, although-some adjustments will be required. The existing file review template will be
supplemented with an additional section that exclusively focuses on intelligence production (e.g.,
lIRs Initiated by agent). Individual ¢ ase review sheets will be modified fo include key questions,
such as:

* Was the investigation initiated as a result of strategic intelligence? (Yes/No)
e Was the investigation enhanced as a result of tactical intell igence? (Yes/No)

These questions mirror page 11 of the new Intelligence Program SAPR.

Supervisors will also conduct file reviews with Intelligence Analysts every ninety days. The Human
Resources Division is currently devel oping a standard Intelligence Analyst file review process,
much in the way Special Agent file reviews are standardized.

Link to Inspections and SAC PARs

Inspections and SAC PARS

In the summer of 2007, the Inspection Division (INSD) developed a Strategy Manage ment System
(SMS) as part of the FBI-wide SMS recently implemented to make sure the Bureau aligns all of its
resources and activities to properly support our p ost-9/11 mission. In the traditional inspection
process, inspections were generally based on a three year inspecti on cycle. All programs in a field
office or headquarters saction were inspected from top to bottom on this cyclical basis. In
November 2007, INSD interrupted the ‘traditional’ inspection cycle in order to begin the Inspection
Reconstruction Project (IRP). The IRP is nearly complete.

Under the new inspection m odel, the primary document utilized by the Inspection Division will be
the newly designed SAPR. The questions contained in each program SAFR have been directly
aligned with the SMS and the SAC PAR. Data analyzed by INSD will include the SAPRs, FBIHQ
SAC program rankings, results of the leadership climate survey and results from the annual
outside contacts survey. INSD will compile and @nalyze this data and prepare the Inspection Risk
Assessment Matrix (IRAM) during the last quarter of each year. The IRAM will be used to
determine the inspection schedule for the following year.

SAC PARs

A number of intelligence metrics that are part of the enhanced performance management rollout
are also included in the SAC PARs for FY 2008, as it relates to O3 ~ Expand Information Access
and Sharing Internally and Externally, including:

=  Measurable Result 1 (MR1): lIR Dissemination over IA Capacily Ratio
» Measurable Result 2 (MR2): lIR Dissemination over Collector Capacity Ratio
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= Measurable Resuit 3 (MR3): lIR Velocity Rate
»  Measurable Result 4 (MR4): lIR Throughout Rate

Of note, SAC PARs for FY 2008 will include a question on what the S AC is doing to create an
intelligence-led field.office and ensure the gverall SET Intelligence Operations recommendations
(FIG, CM, DM, HUMINT, Production & Dissemination, Performance Management) are
implemented in their offices, and how effectively they are working.

in addition, for FY 2009, SAC PARs will include a few additional intelligence-related metrics,
including for example, a metric “liR First-Time Throughout Rate,” whic h will measure the
percentage of lIRs that get through cleanly to dissemination on the first try.

For more information, see the Perform ance Management How-To Guide and Menu of
Qualitative Questions.
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IMPLEMENTATION

The new field intelligence m odel will be implemented in all 56 field offices between March and
December 2008. This will be a phased approach that will be rolled out in “waves” beginning with
the Washington Field Office, Baltimore, Richmond, and Norfolk.

The first step is preparation. This begins prior to the “wave” when the SE T arrives in your office:

s A Prep Checklist and baseline assesém ent will be provided prior to S ET's arrival to each
field office to assist in its implementation Each field office will be expected to have all item s
completed on the Prep Check list prior to SET’s arrival.

s A baseline assessment of each field office will be conducted prior to SET arriving. Based
on this assessment, it will be determined what type of SET model could be successfully
configured to that office. Field offices should also plan to staff core “functions” of the FIG.

» Any initiatives that are inconsistent with the SET initiatives should be discontinued. The
SET plans to role out FBl-wide changes that incorpor ate lessons learned from each
successive wave. As a result, making changes before the SE T arrives at your office would
be counterproductive. If you have a specificissue, contact the SET for guidance.

The second step begins when the SET arrives in your field office.

¢ SET members will'work side-by-side with field office personnel to refine a nd improve the
changes as they are implemented. The rollout will also provide guidancé, training, and
tools for enhancing dom ain awareness, Collection Management, and raw and fi nished
intelligence production and diss emination.

» SET will initially be on the ground in your office for approximately two weeks to provide
baseline training. The exact amount of time will vary depending on the size and com plexity
of your office, and how close your current structure is to the new field office model.

Step three: After the initial rollout, you will be left to act/execute (work on collection pian) for a few
weeks. Some SET members may stay behind to provide on-site assistance. The SET will return
at a later date for another two weeks to deliver more advanced training. SET will also check on
your process and see what lessons leamed can be used to improve the process and/or
implementation in other offices.

The final step will be ongoing follow-up and support. This will be provided by the DI and other
FBIHQ components. To ensure that FBIHQ is aligned to interact smoothly with the new field
structure, the DI and the SET are assessing the alignment between the DI and the field and
between the DI and other F BIHQ elements. Enhancements wiil likely be made to the current
FBIHQ structure.
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On a parallel track, the SET will rollout changes in the area of human capital. Some of these
efforts, including recruitment of analy sts, are already underway. S ET members, recruiters, and IAs
piloted our new recruiting appr oach at four cam puses: George Washington Univ ersity, Columbia
University, the University of Maryland, and the University of California, Los Angeles. Additional .
recruiting.activities are ongoing at other cam puses and potential sources of candidates, including
military bases. Rollout of all human capital initiatives will continue throughout 2008.

The Training Division is heavily involved with the SET efforts. They are developing spec ialized
training courses, including Vi rtual Academy courses, for all aspects of the intelligence operations
rollout. For example, they are preparing to deliver a Chief Reports Officer training course prior to
the rollout in most field offices. They are also producing training materials and job aids.

To support longer term efforts, the New A gent training curriculum has been completely revamped
and will be revised.again in six months to reflect the SET initiatives. Training Division is also very
engaged with developm ent of advanced training options for Special Agent and IA career paths.
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CONCLUSION

Our mission is to provide domestic security for the United States — to understand-threats to this
country well enough to dismantle those threats, whether they are from gangs, organized crime, or
al-Qa’ida. Intelligence allows us to understand. Law enforcem ent authorities allow us to halt and
dismantle those threats.

Many of the threats we face are regionally, natio nally, or intemationally networked. They cannot
be understood by locking at them through the lens of one squad, program, or field division. Until
we look beyond these “stove pipes” to the entirety of the organizations that threaten us, we cannot
ensure that the law enforcement tools we use are optimally employed against the best targets.
We are not fully succeeding in our mission if we simply disrupt organizations that our capabilities
can and should allow us to dismantle. If we miss important threats, we are not succeeding at all.

The new field intelligence structures and processes ontlined in
this document are designed to help us maximize all of the I'BI'’s
investigative capabilities to protect our communsties, our country, and our
various ways of hving. The capabilities we must harness exist within
.« the organigation now, with onr dedication to duty, nnyielding
perseverance, and unwavering fidelity of purpose, we can, will,
and must succeed in this endeavor.
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Strategic ExecutionTean

STRATEGIC EXECUTION TEAM - PROJECT AT A GLANCE

A Strategic Execution Team (SET), made up of Agents, Intelligence Analysts, and other professionals from the
field and Headquarters, completed an exhaustive assessment process to examine the strengths and weakness of our
intelligence efforts. They also looked at what is working well, and used what they learned to create a multi-faceted plan

to enhance the FBI's intelligence our capabilities.

] i “Identified Weaknesses Initiatives Underway
y . and “Pain Pomts”
i Production "' Constrained flow of e Putin every field office a certified Chief Reports Officer
! and information from collector accountable for consistent high-quality production and
. o to rest of FBI dissemination of raw intelligence
i Dissemimation | e Slow dissemination of Intel * @ Deploy the Collections Operations and Requirements Environment
" : . Information Reports . (CORE), a SharePoint-based tool to help us generate raw
! . » Low throughput of IIRs intelligence that is responsive to requirements and track how we are
; leads to wasted time/effort doing in meeting those requirements.
o Limited awareness of i » Delegate authority lower into organization to approve IIRs
; ! customer preferences ! o Enhance feedback process
g Collectlon : ® Collection requirements not ‘ . Establlsh Collecuon Management Coordinator in each field ofﬁce
i Requirements |  Widely understood i  to develop and maintain a comprehensive local Intelligence
! { o Requirements flow not { Collection Strategy and cascading Collection Plan based on field
! i centralized 5 office prioritized requirements and collection capabilities
i ! ; e Embed mtelligence analysts w1th operational squads
: . * Insufficient volume and te Improve processes and incentives to better leverage the capabilitxes
| Human quality of sources " of sources opened for specific cases
: Sources i » Low utilization of sources ¢ Establish in all field offices a HUMINT collection program of
: ! ' Specidl Agents dedicated full-time to acquiring new sources and
i v exploiting existing sources
! : ! o Create standardized mechanisms for validating sources
S Eg : + » Create a HUMINT liaison program to expand and exploit
relationships with external partners for purposes of collecting
: ; intelligence
¢ Collaboration |i e Structure of Field "o Standardize 56 diverse FIG structures along best practrces ‘to
i i Intelligence Groups (FIGs) | increase collaboration between intelligence and operations,
] ! not conducive to . coordination across field and with HQ, and accountability for
] collaboration «  intelligence gathering, analysis, use and production
: o When justified by a validated Domain Assessment, establish cross-
; programmatic local Desks to develop local expertise on priority
H issues, and establish clear issue-oriented communications channels
i 1 . across the nation
i Domain j o Limited domain awareness | » Establish central strategic coordinating component with Domain
Awareness ;  restricts strategic resource Management Coordinator to:
i - allocation — Provide comprehensive view of domain across all programs
: P " — Develop an integrated, comprehensive intelligence collection
: & strategy that leverages all collection capabihtles agamst pnorrtles
¢ Human e Variable quality of analysrs . o Execute targeted recruitment strategy for analysts
! Resources +  of finished intelligence * » Improve analyst selection process to consistently identify candidates
§ ‘ © who will succeed in the role.
! i . o Strengthen career paths and training for analysts and agents
: % Make improvements to performanoe systems
: " o Ideas developed are not o Establish standard processes to ensure mtelligence supports
Management fully exploited effective decision making across the field office
and Ve Inepeetion process ¢ Establish metrics for collection, information dissemination and*
i Accountability misaligned with strategy 1 integration, analysis and action; tie to rewards and appraisals
f e SSAJ/SIA approval process | -e Launch COMPSTAT-like review process; cascade to all levels
; is slow _® Reenggeer Inspectlon process
e e e e e e




