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A New Business I.fne for NSA:

by (342

(W=@8®) One of the new'.buzzwords in the hall-
ways these days is mfg[mmgn._m (IW). 1V is
defined as the preservation of |hc integrity of our infor-
mation systems from exp!oulawn and corruptiod by
potential adversaries while at thg same time cxplomng
and degrading adversary mfonpauon systems. Al the
same time, as adversaries increase their use of thcse.sys-
tems, we also see an increase uf-lhe SIGINT opportuni-
ties for exploitation. In many ebses, the vulnerabilities
that requirc protection in ourown sysiems are =also
exploitable weaknesses in an ad'versary 's system.

Pe=@8 [nformation Wprfare is really an e){pan-
sion of the concepts of (,ornmapd and Control Warfare

(C*W). Under C2W, we attermjpd to deny or degrade an
adversary’s ability 1o charactefize the battleficld and
control his own forces. In the past, military communi-
cations tended to be dedicated systems which were {nde-
pendent of any civilian systenfs, and C*W concentrated
on the ability to identify, oollect. and disrupt these gedi-
cated systems. With the g,'row.lh of the Global Intelli-

With the :m:rcoumcndns among world
telecommunications prpvidas .we have
expanded the conceprs of Dommand and Contrd!
Warfare into Information Warfare.

gence Network and the mtercpnnecuons among world
telecommunications providers,

JWith
this expansion of the possﬂrle target types, we have

expanded the concepts of Command and Control War-
fare into the broader scope of Information Warfare.

@880 SIGINT plays a major role in identify-
ing which adversarial information systems are the most
profitable targets. It not only helps to identify any sys-
tem weaknesses, it also identifies the intelligeace gain or
loss that might result from the exploitation of the tar-
geted system. NSA provides most of this IW suppont
directly to the Services. We work closely with the Ser-
vices to identify those targets which merit ['W concern,
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. being considered for disruption or destnuction, and we,
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we provide intelligence gain/loss assessments for targets

assist with Battle Damage Assessmenis (BDA). h
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EiaS@@mAs with SIGINT" collection and pro-
cessing initiatives, Information Warfare activities are
driven primarily by the evolving telecommunications
technologics of the target countrigs. Several elements of
modem telecommunications systems are of significant
interest to the [W community. Among these are:

:irepons or by having access to selecied databases. As
% Hheir information needs increase, we expect to see a

igrowth in the numbers of database} they will access
sdirectly; we may even see the creation of an IW-specific
idatabase. We may also scc grefiter use of direct
-exchanges between Service and NSA analysts, includ-
-mg PCS assignments to Service IW Centers. In order to
zsupport these changes, NSA analysm will need training
fin the specifics of IW requirements; classes are already
s being planned and we encourage :evelynne lo partici-
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e@@@y Information Warfare promises to pro-
i vide a new way of looking at famjliar problems as well
1 as a new set of tools for the war-fighter. NSA will be
: one of the main players in many future IW develop-
: ments and our support will be critical to its future.

igileS@8Y Each of-these technologies provides a

user with unigue or tailbred communications capabili-
tics; each also has vulnesabilities which can be exploited
for IW purposes. NSA and Service IW research and
development efforts segk to identify both these IW vul-
perabilities and the anti the SIGINT collection opportu-
nities that exist in the telecommunications structures of

target countries. *

L= ] NSA analysts have a key role to play in :
developing the basit target information which supporls :
IW applications. The level of detail needed for success- ¢

ful TW uses is muth different from that required in lhe=i
past.l

|[n addition, much of this information

now goes directly to our IW customers and SCE part-
ners. Currently they are supported cither by hard-copy




