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THINKING OUT LOUD ABOUT CYBERSPACE (V)

by Witkarn B. Black, &
Duoctor’s Special Assistant
for information Warfare

INTRODUCTION (U)

‘) On 3 March 1997, the
Secretary of Defense offi-
cially delegated to the
National Sccurily Agency the
authority 10 develop Com-
puter Network Attack! (CNA)
techniques. This delegation
of authority has added a new,
third dimension to NSA’'s
“one mission” futurc. That is, in the networked world of Cyberspace, CNA technology is the
natural companion of NSA's exploit and protect functions. This delegation of authority is sure
to be a catalyst for major change in NSA's basic processes and its workforce. The end result,
however, should remain information technology-erived products, services, and experts.

(U) The anicles following this introduction were written by the staff of the Director’s Spe-
cial Assistant for Information Warfare. Becausc confusion still surrounds the emergence and
history of Information Warfare (1W), these artic es ate intended to contribute to the common
understanding of why Information Opcrations and its concepts are important to the future of
NSA.

1. DoDD 3500.1, laformatin Opersions, dased 09 Decembes 1996, defines TNA a3 “operativas so deaupl, deny, degrade or destroy
information resident in computers snd computer retwolks, of the comuters ad networks theauelves,”
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A HISTORICAL PERSPECTIVE (V)

(U) Atter Wosld War 11, an understanding of the care competeney underlying the making and breaking
of codes — cryptology -~ resulied in 2 pational decisicn to consolidate both activities in one arganization:
NSA. Bath activities benefited from this consolidation and became stronger.

SREEAUS-EtN-Ped=te) Since the end of the Coid War, in an emerging networked world, an under-
standing of the emergence of a new core competency — “cyberology™ — with its close technological rela-
tionship 1o cryptology has again resulted in a natioral decision 1o consolidate. Cyberology’s central
activilies, i.c., “exploftalion,” “protection,” and “attack,” will be worked together, thus benefiting all of
them.

SETTING THE STAGE (U)

(U) There arc certain assumptions that underpin the thought processes related to preparing for our
Agency's future in cyberspace. These ar¢ premises that are basic to the understanding. the preparations,
and the acceplance of major changes. The following presents the main assumptions.

We're On the Edge of a New Age (U)

(U) First is an accepiance that we are on the cdge of a new age, called the “Information Age.” Also,
that this new age is engulfing almost every aspect of society, including the very nature of our business. The
basic premise is that the information technology advascements of the last 30 years far exceed any evolu-
tion of technology in the Industrial Age. These advances are so traumatic and far-reaching that they
clearly represent something truly “new.” It is important to note that, historically, technological advance-
ments were called “revolutions” when they make progress of a single order of magnitude, (¢.g., the automo-
bile “revolutionized™ transportation because it was 'en times faster than the horse). In the case of
information technology, the conteation is that the last thirty years have seen an advancement of not one but
six orders of magnitude — 1,000,000 times! — in information technology. The end result has been a great
deal of confusion and turmoil as human nature attempt; (o force the “new” of the Information Age into the
“known” of the Industrial Age. This “new,” however, does not fit; we have to change the thought process.

The Public Sees Government as the Bad Guy (U)

(U) Second, the public reaction to this new age has a direct relationship to the National Security
Agency and the way we do business. At the beginniag of the [odustrial Age, the public centered in on
industrialists and/or capilalists as being “the problem” Labor unions were created and child labor laws
were enacted to curb their power. In today’s Age, the public has centered in on government as “the prob-
lem.” Specifically, the focus is on the potential abuse of the Government’s applications of this new infor-
mation technology that will result in an invasion of personal privacy. For us, this is difficult to understand.
We are “the government,” and we have no interest in invading the personal privacy of U.S. oilizens.
Regardless, the public’s concers are real and bave an impact upon us. The Computer Security Act of
1987 is one example of this impact, for it clearly represents a first step in limiting any potential NSA
involvement in the public sector.

=Ryl SeErigiinp feliie
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This Age Brought Its Space With It (U)

(U Third, a majgor aspect of the Information Age i that it is ushering in a totaliy new sphere of opera
Lons, o new eavironment called “cyberspace,” For mamy. cyberspace is an ill-defined, comic-book concept
perhaps something created by a science-fiction wriler or & Hollywood producer. Bul for NSA. in the
Information Age, cyberspace is both real and virtual: while the real portion consists of physical assets
(computers, network terminals, satellites, fiher optic cables. ete.} located on earth and in space, it is the vir-
tual aspect — all interconnected, all networked, all compatible and interoperable — that is the most impor-
tant. Almost every type of interaction that accurs in the physical world will have a corollary in cyberspace.

(V) In cyberspace, complex networks on networks emerge as an organizing concept upon which our
futurc operations must focus. All networks are interconnected, and routing across the various elements of
the network is automatic and not pre-determinable. Descriptors such as Defense Information Infrastruc-
ture {D1I) or National Information Infrastructure (NI} refer 10 portions of uscrs of the Globhal Information
Infrastructure (GII) or betier yet, the users of cyberspuce’s transportation system. The future global use
and dependency on cyberspace should evolve much the way the use of the Internct has evolved today, i.c..
because it should be extremely cost effective. The more important aspect of this inter-connectivity is the
fact that, as we move into this complex networked futurs, computers are in charge, and physical geography
becomes less and less important. While computers initially automated routine and mundane tasks, today
inter-networking has turned computers and systems 1> networks, affording opportunities to work with
greater and greater amounts of information at any distance, In the future, advances in anificial intelli-
gence, and increases in understanding of cognitive processes, in general, will move us rapidly into a situa-
tion where computers and networks work in conjunction with cach other, uader broad guidance from
humans, to actually make decisions and act on our behalf. This is cyberspace’s future.

The Future of Warfare is Warfare in Cyberspace — a.k.a. Information Warfare (U)

(U) When we look to the future of warfare in the Information Age, we ask ourselves the question
"How do you conduct warfare in cyberspace?” The answer is Information Warfare or, in accordance with
DoD's new Directive 3600.1, Information Operations. Information warfare has been the subject of many
speeches, scholarly papers, and populat journals. Information warfate has ever made its debut in Holly-
wood in the film Independence Day. These many, differing views of IW confuse “information in war,”
“information technology enhancements of existing combat capabilitics or weapon systems,” and “warfare
in cyberspace.” In our view, “information in war” has been with us throughout history, i.e., intetligence on
opposing forces was as valuable to Napoleon as it was to MacArthur. “Information technology enhance-
ments” emerged during the Industrial Age with the natral evolution of weapons technology. 1W for us,
however, is “warfare in cyberspace™ and is an exclusive feature of the Information Age. We believe that its
biggest impact is yet to come.

(U) Another aspect of warfare that came with the Information Age is that actual, physical combat can
be viewed in living rooms of America via television. The horrors of war cannot be hidden. As a result, in
the simplest of terms, “body bags” are no longer acceptable. There is considerable societal pressure to find
non-lethal means of accomplishing tasks that once called for conventional military action.

(V) Fot the military, the Information Age presents yet another problem, With the kind of computers,
communications, and nctworking available in the commercial world, bow can the military justify separate
systems? Commcrcial communications networks are t0o inexpensive and too pervasive to ignore. The

e e A it
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good news for the military is that — probably for the finst lime — they will hsve interoperable communica
t1ons 10 joint service activities and even i multinatioeal operations. The had news, however, s that they
will also be interoperable with their adversanes!

spiinilabuaisifiniioiainkiiibidéy I n Information Age terms, IW provides a “digital coercion™ oplion. The pn-
maty target of this option is the information infrastruciure of an adversary.  Such information infrastrue-
tures are expected to be pnmartly computer controlled operated by the commercal-civilian sector (unpro-
tected), and the primary infrastructure upon which miluary forces almosi totally depend. For W purposes,
access 10 these computer-controlted infrastructures can permit the degradation, disruption, or destruction
of the network and/or the functions they serve. As a result, the “computers™ become the intelligence “tar-
gets” of highest priority,

OREImaY@nbishi@il) There are specific lypes of weapons associaled with lnformation Warfare.
These include viruses, worms, logic bombs, trojan horses, spoofing, masquerading, and “back™ or “trap”
doors. They arc referred to as “tools”™ or “echniques” even though they may be pieces of software. They
are publicly available, very powerful, and, if effectively executed, extremely destructive to any society’s
information infrastructure.

(U} As a last thought in sctting the slage, we expect the Information Warvior of the future to be very
different in their thought processes. They will understand the non-physical nature of the future capabili-
ties, will be comfortable with working across the spectrum, and bave extensive knowledge of non-military
targets. Probably most importantly, they will be comfortable with the concept of networks. They will
understand that “information operations™ are more thin “operations” supported by intelligence and com-
munications; rather, they will understand that all theee function together synergistically. Finally, informa-
tion Warriors will understand that in the “tooth-to-tail” accounting of personnel, military personnel will be
the “tooth™ and civilians will be the “tail.” Tail equates to the emerging information infrastructure, a pri-
mary stratcgic target of IW.

THE BEGINNING (U}

EnliiilanhGeGabinpiibbilé) The following articles will look in depth at various aspects of Infor-
mation Operations or Information Warfare as they relate to NSA. “Cyberology™ and our new
CNA mission should provoke much thought and discussion. It is hoped that these articles will
serve as a catalyst and basis for these activities.

@(Rebiey Mr. Black retired from NSA in 1997 after a long carecr. He was the first Director’s
Special Assistamt for Information Warfare, and oversaw the establishment of the Information
Operations Technology Center.



PL 86-36/%0 USC 3605

—1

(U) The implications of the Information Age
arc profound. The fundamental underpinnings
upon which sociclies around the globe have existed
far the past few hundred years are shifting rapidly
and without regard for our personal or organiza-
tional intcrests and equities. T. Michael Ellion,
Executive Director of the IEEE Computer Society,
sums it up rather eloquently:

“.As we enter the next century, the most crit-
ical forces shaping the intersection of com-
puting and culture will be soclal, not
fechnical, as we come fo recognize fhat
“Cyberspace™ is not just @ pop name for a
metanetwork, but a new dimension for human
discourse that is effectively as real as physical
space. The rules that have governed the rela-
tionships among peoples and governments in
physical space cannot ¢ffectively cope with
the interactions made possible by technology.
New rules are necessary.

Historically, technological advancement has
provided solutions to many social problems.
However, the new problems created by our
technology will require social, legal, and
moral solutions, not techrical ones. Current
concerns about commerce, {axation, privacy,
pornography, personal freedom, human
rights, ond nationai security - all
approached from the multiple perspectives of
different couniries — can be expected to mul-
tiply.

Despite the differences in culture, traditions,
ond values, the integrating nature of cyber-
space will force common solutions. Govern-
ments will never again be able to fully isolate
their people from the ideas of the world or
keep their guilty secrets from world scrutiny.
Ultimately countries will be forced to cope
with the reality that rroditfornal national
boundaries are meaningless in cyberspace. Or
will they?™
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10, 10, It’s Off to Work We Go... (U)

(U) Informaticn Warfare (IW) or Information
Operations (10), as it has now heen recast to recog-
nize the concept’s applicability across the entire
spectrum of “oonflict” from competition through
crisis and to war, has been recently defined in a
much-debated Depastment of Defense directive as:

Information Operations (10) : Actions taken
to affect adversary information and inforna-
tion systems while defending one'’s own infor-
mation and information systems.

{U) Despitc the cxistence of this directive,
opinions on the concept differ as the various pub-
lic- and private-sector elements struggle to under-
stand the implications of the information age. In
military circles. Information Operations is being
discussed primanly within a traditional battlefield
context and with a predominantly industrial-age
mind-scl.

(W) To understand the contrast between indus-
trial- and information-age thinking, take an exam-
ple from the business sector. Today, fundamental
thinking regarding economic matters is rooted in
industrial-age concepts. Financial analysts, famil-
iar with industrial-age valuation, based on hard-
and-fast physical plant, equipment, and invento-
ries, find it very difficult to create an accurate bal-
ance sheet for many of the new high-tech start-ups,
whose primary assets exist between their employ-
ces” cars and in digital form in the companies’
computers — information-age intellectual capital.

(U) As societies transition from their indus-

1. T. Elwon, IEEE COMPUTER, lapeazy 1997, "The Next
30 Years of Compoting”, plé.

2. Depanmens of Defease Directive 5-3600.1, SUBJECT:
Informanon Operatioss (10) {U), dated Decemiber 9, 1996
Enclosere 1 page 11

it



CRYPTOLOG
Spring 1997

trial-age mools to the information age. economic
thinking will be transformed’ as wall our concepts
of “warfare™ The discussions surrounding Infor-
mation Operations and Information Warfare are
crucial to our future — especially in light of
increasing global economic compettion founded
upon information-based socicties and enhanced by
ever-increasing glubal connectivity, where infor-
mation is THE capital commodity.

PERSPECTIVES (U)

{U) While there are many reasons for the con-
fusion surrounding this topic, three stand out: the
magnitude of the information age’s impact, the
convergence of organizational roles and missions
surrounding the shifil from industnal 1o information
age constructs, and the fact that we tend to talk past
each other, using different basic concepts of infor-
mation warfare,

(U) First, the cxplosior of information tech-
nology, and the result-

tally changing socictics and shifing the basis of
wealth and power from ownership of land to pos-
session of industrial capacity. That shift from an
agrartan to an industrial socicty, fraught with
apprehension and difficulty for some and excite-
ment and opportunaity for others, involved issues of
enarmous consequence and brought with it broad
and profound change. Individuals® lives were
altered. Government’s role was dramatically trans-
formed. New institutions were formed.

(U) We are now at the leading edge of the
information age. Just as in the last shift, we will be
forced 1o tackle issues of like magnitude. Informa-
tion technology and its age will alter our lives per-
maneatly, force the re-orientation of governments,
break down old institutions, organizations, and
rules, and create whole new ones.

(V) The second major cause of confusion is
convergence. At a fundamental level, we see the
information age blending our personal and profes-
sional lives, blurring the distinction between pni-

ant enbancements in

BAST

global  connectivity,

are much more than a COMMS
revolution in technol-

ogy — it is, to use the

By X/

Toefflers’  termiaol-
ogy. “a wave change.”
To understand  the
impact of a wave
change, it’s best to take
a historical perspec-

PRESENY EUTURE

Converging the Stovepipes

tive. In the fifteenth

century, agriculture was the predominant occupa-
tion and the possession of land to produce agricul-
tural commoditics the main avenue to wealth. As
we moved into the nineteenth century, mechaniza-
tion appeared. The mass production of simple
sewing needles — of ali things! — marked the
beginning of an industrial revolution, fundamen-

3. For some iticresting peripectives on informationsage
cconomi (hinking, see the anicle by Kevin Kelly in
WIEEL, 4.06, Jupe 1996, entitied “The Economics of
ldeas” based oo concepls of noted coonamist Paul Romer
of the Universiry of Califomnia st Berkeley

4. 1 refer ibe reader 1o the “classic” TW referenoe War and
Anti-War by Alvio & Heidi Tocfller for some etereating
think g sbong these Lincs

vate and public, and collapsing functional arcas of
responsibility that, in the industrial age, were sepa-
rate and distinct. This convergence manifests itself
in government bureaucracies as ‘“rice  bowl”™
fights. It is not that we're trying to steal each
other's missions and functions — it is that those
missions and functions are beginning to overlap.

(U) To usc an example from the military, the
13s, or the operators of the military world, are
beginning to understand that information, tradi-
tionally the J2's job, and information technology or
communications support, the J6’s job, are so inte-
gral to their operations that they can no longer do
without them. In the information age, it will no



longer be adequate for the J2 and J6 functions to be
performed 1o a supporting role. LI Gen. Guenther,
the head communicator for the US. Amy,
summed 1 up by saving “we've got to get rid of the
stovepipes.”

(U) Here at NSA. this convesgence is the
premise behind cur “One Team with One Mission”
battle cry. In essence, where in the past we were
perfectly capable of performing our protect and
exploit mission as practically separate and distind
functivns, in the information age, where our cus:
tomers and targets are all on the same network and
using the same equipment with the same vulnera:
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bilities, we have gol 1o converge an a single unitied
objective.

(U Finally, our third reason for confusion lics
m the vocabulary. In the Information Operations)
Information Wartare business, we tend to talk past
vach other, lurgely because we're using the same
words but bave differemt notions of what they
mean. [Us the whole “we've got different Memal
Models™ problem descnbed in Peter Senge’s book
The Fifth Discipline: The Art & Practice of Learn-
ing Organizations.®

% Scnge, Peter M., The Figth Discypline — The At &

Practice of | earming (rgancations, Doubelday, 19940

A Taxonomy for Information Wartare: Three Waves, Three Schools of Thought

WAVE FIRBT

SECOND
(ANDUSTRIAL)

THIRD
(INFORMATION)

(AGRARIAN)
PHYSICAL A Warior Cl:;s.
SECURITY Mercenarics,

PROVIDED BY Militia

Professsonal Citizens

Information Knowledgenhle
Scaders

DOMINANT 8S8OCIAL,
POLITICAL

i Tribe, City, Suate
ECONOMIC FORCE

Nation-State

Global Conplomerates

ECONOMY Trade Money Symbols
DOMINATED BY
am:bﬂ'r%mmn e Cm"ﬂt,-’;“”' Mass Ammies Information Anacks
BY
DESTRUGTIVE Gunpowder w"[’,’:;“r::’:i ::‘“ Critical tnformation Deletion
CAPABILITY
—— ——— q
INFORMATION IN YES YES e
WARFARE
sromogor |, s s
WARPARE
INFORMATION NO NO S
WARFARE
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(U} As depicied in the chart on the preceding
page, there ase three fundamental concepis of
Information Wartare.® Each has its own set of def-
miions, or interpretations of definitions, and ils
own distinct set of priority issues and cencuerns.

(U) First, we have the “information in war-
fare” crowd. These folks onginate predominantly
from the intelligence community and the ranks of
military historians. They view [W as nothing new,
pointing out that

“information technology in

information has

warfare” gurus ... view IW as always  been
important in

a jt'orce multiplier to enha.n.ce warfare. Today,
existing combat capabilities \ere is a 101
— as another annex to an morc informs-
rations Pla tion and we've
Ope " golten better at
maving it

around. This group spends its time arguing

whether sysiems should be “push™ versus “pull,”
and how to get the right information to the right
person at the right time in the right place. These,
of course, are important discussions and valid
issues.

(V) Secondly, we have the “information fech-
nology in warfare™ gurus. This group, which is
composed of much of the military ¢stablishment
around the world, takes its lessons from the Gulf
War. They perceive that the future of warfare lics
in long-range, high-precision munitions. Informa-
tion warfare is viewed as a force multiplier to
enhance cxisling combat capabililies, ie. as
another annex to an Operations Plan. Along the
lines of Michael Hammer's popular book Re-Engi-
neering the Corporation,® they view information
technology as an enabler that will allow them to re-
cngincer their current “business” and increase effi-
ciencies. They continually look for innovative
ways to integrate information and information

$. This chan oniginsied on o whits board a1 the National
Deleene University in one of their earty lenereaediase Infor-
mation-Based Warfare Couner. Dr. Jobkn Alger wsed Tocf-
fier's waves $o doscribe differing peospectives of
Teformation Wastare,

6. Hammaes, M & Chanpy ). Re-Engincering ihe Corpora:
tiom ~—A Manifesto for Businesy Revolution, HasptyBusi-
oexs, 1993,

technology into their industaal-based warfighting
machine, seck out information-bascd targets which
will expedite the hight. and push the inmelligence
citabhishment to provide greater and geeater levels
of det! in 3 more tmely manner.  This group.
however, is still very much rooted in  traditional
force application,

(V) Finally, we have the “information war-
fare” group. Proponents who understand the infor-
mation age and know the fundamental nature of
warfare will be dramatically different in the digital
realm. This group recognizes that Information
Operations will lose its battleficld context in the
next millennium. They believe that, increasingly, a
society’s leadership will desire to limit crisis and
conflict and that those leaders will look to resolve
conflict before it begins, via “digital” coercion if
necessary. This group, to some extent, perceives a
diminution of powers vested in nation-states and
sees the emergence of trans-national “special inter-
est” groups who will desire to further their objec-
tves with inexpensive, efficient, surgical “bil-
tased” capabilities. They see the spread of global
conglomerales, competing on a global economic
tatiefield, and point to today’s increase in ¢co-
romic espionage as an carly indicator of things to
wme.] This group views a future whese Cyber-
space dependency and informatign-based societies
are the norm, where opportunities and vulncrabili-
ties abound. This group describes “Information
Warfare” as warfare in Cyberspace.

MAKING THE LEAP (U)

(U) It is important to understand that lnforma-
ton Operations and the associated cyber-based
capabilitics are very information intensive proposi-
tions. Shaping Cyberspace is a long-term activity
which will require a serious continuity of effort.
Maintaining an ability to operate  in this ever-
changing realm will demand a continuous and
aggressive pursuit of information and options.

7 By the way, (3 inctcase in coonomac apionage, s
competer-based crime in general, bas already domn 3
response from the Department of Justice, vis-a-vis last
year's Eoonomic Espioaage Act of 1996, which redefined

serminology regasding computer and information masuse
and strengthencd peasitics.

FOROFEFIShinboB-ONDY-



(U1 Sccondly, a number of communuties of
mterest, with varying objectives, will need to per-
form Information Operations at vanous levels of
secrecy.  The methods used an the intelligence
worli working sustainable clandestine and
covert operahions, across the entire spectrum., of
ceonontc, pobitical. and military tangets to expluoit
systems and praduce intelligence in support of a
variety of customers — match, very well, the needs
of tomorrow’s Informatton Operations commu-
mty. QOur fulure demands that we devise mecha-
nisms to ooordinate among the  various
communities of interest 10 maximize our opportu-
nitics and minimize the impact of vulncrabilitics
— in essence, halancing the offense and defense
based on a set of common objectives.

(U) Third, while enormous opportunitics exist
in Cyberspace, there is a down side. The character-
istics that make cyber-based operations so appeal-
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ing 1o us from an offensive perspective (e, low
cosl of entry, few tangible observables, & diverse
and expanding target sel. increasing amounts ot
“freely available” informauon 10 support target
developmient, and a flexible base of deployment
where being “in runge™ with large tixed field sites
Nt important) present u particularly difficult
problem for the defense, Detecting andfor assess-
ing adversary Information Operations will continue
to be an incredibly difficult 1ask requiring the abil-
ity to track the evolution of an adversary’s intellec-
tual capital, and to gather and correiate, in real
time, massive amounts of data from a number of
aon-traditional sources like law cnforcement and
the computer emergency response community.”
So, just keep things in perspective; before you get
too excited about this “target-rich environment,”
remember. General Custer was in a larget-rich
environment too!

CONCLLUSIONS ()

(U) We hope you now have 2 scnse of what
Information Warfare/Information Operations s all
about and, more important, that you have a feeling
for the importance of this debatc and are beginning
to recognize amazing similarities between the
cxpertise, capabilitics, and knowledge required to
perform “information operations” and those of the
National Secunly Agency.

(V) Obviously, wec have a stake in all three of
the IW camps discussed eartier. And as “informa-
tion providers” and *“informatfon protectors,” right-
fully so. We have to recognize, however, that the
future is coming faster than we may care 1o realize.
We must begin today to focus on developing the
knowledge, expertise, and partnerships required to
perform and/or support Information Operativns in
the next millennium.

[k.]

9. 1 dircct the seader 1o DIA's interim report an Informstion
Warfare lndications & Weming. Irs an excellcat papes that
encapsulates the encrmaly of this tash and discusses the
curten state of wamicg sgainst (ha canerging thres!
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: The Infowar Revolution(s) (V)

(V) Advances in Information Technology are
having profound ¢ffects on any number of aspects
of societal relations — political, economic. cul-
tural, and military. In some cascs, the changes
have been sufficiently dramatic to justify calling
them revolutionary. In others, the changes in Infor-
mation Technology allow for significant improve-
ment in the performance of exisling systems and
structures, but don’t fundamentally alter them.
Both types of change are importamt, and it is
importan! to be able to distinguish between the two
types in order to better understand and cope with
the rapid pace of change. Improvements o perfor-
mance might generally be accommodated within
existing structures and processes; revolutionary
change typically requires new ones.

The Three Revolutions (V)

(U) This anticle describes a view of the infor-
mation Technology-related changes going on today
and postulates revolutionary change on at least
three levels ncarly simullancously, This construct
hetps to illustrate why the U.S. Govemnment is hav-
in2 such difficuity reaching closure on how to orga-
nize for Information Warfare, progress on which
has been slowed by the complexity of interrelated
changes and the sheer breadth of activities and
inierests that are affected and therefore must be
faken into account. For the most part, however,
this is an argument for rapid and large-scale change
in NSA, DoD, and the Intelligence Community to
respond to the enormous and rapid changes taking
place in the world arcund us.

The Revolution in Polltical Atfairs (V)

(V) Information Technology (IT), by which |
mean both the technology per se and its functional
application, is fundamentally changing the ways in
which the world works. The gradual changes in
intermational commerce (and international crime)
that have been brought about over the last few
decades by improvements in transportation sys-
tems will be dwarfed by the scale and pace of
change that IT will make possible. The sicady ero-
sion of the sovereignty of nation-states by the bor-
der-spanning  activilies of multinational
corporations will be vastly accelerated by the trans-
formation of information into a form of wealth
whose movement is unconstrained by geographic
borders and largely uncontrolled by governments.
Traditional taxation structures and customs con-
trols, uvpon which governments depend for reve-
nues and the advancemenmt or protection of

domestc industries, will not work in the Global
Nzatwork.

(U) One of the key effects of these changes
will be the blurring of the already fuzzy line
between international criminal activity and
nstional security concerns. Effons to deal with the
international dimensions of the illegal drug prob-
lem have already pointed up the difficult domestic
cloices — whether and how o use military forces
to supplement law enforcement efforts to interdict
the flow of illegal drugs — as well as the impact of
domestic law enforcement efforts on the conduct of
fareign sclations. This is hard enough when what
we're dealing with is physical commodities (drugs,
cish) and intecrnational travel arrangements, but
just exactly who is going to protect our computers
and networks from electronic intrusions that origi-
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note outside the U.S. — tocal law enforcement?
federal law enforcement? the military? our Inter-
net Service Providers? It could be that we're on
our own: Connect At Your Own Risk! 1t might be
an clectronic parallel to life on the frontier in the
middle of the 19th Century — government hasn't
yet caught up to you, the Army can't protect you,
and nobody (or everybody) claims legal jurisdic-
tion over you,

(V) Al the same timc, enommous changes are
taking place at the level of the individual. For U.S.
citizens, there was a considerable sense of security
for an individual in the very chscurity of living in a
vas! country with hundreds of millions of people.
But privacy rapidly evaporates as digitized infor-
mation is created, stored, accessed, and manipu-
lated. For the US., in particular, there’s a
significant loss of anonymity that’s implicit in this

state of affawes. The other side of the cvin, s the
increasc In puwer that acerues to the indivadual by
virtue of the access to information, political and
socictal forums, and the tools and mechanisms of
political and cconomic power. I knowledge s
power, then an information-bascd society is home
to an extremely large number of powerful people.

(U) The combination of thesc macro- and
micro-level changes can be expected (o produce
truly revolutionary change in the political affairs of
the nation and the world. This top-level revolution
is already beginning and moving very quickly as
existing technologies and infrastructures are inte-
grated with new ones in ways so complex and
unexpected as 1o defy any altempt 10 forecast its
course. It's in this context that the other "revolu-

tions" occur.

(U) The well-being of socicties and their econ-
omies is increasingly tied to information systems
that provide or control basic scrvices. As a result, a
new category of “vilal interests™ has been created;
thesc inlerests necd 1o be protccted as a function of
national security. Such systems can't be defended
by means of conventional military force, because
there is no means of inlerposing military forces
between the adversary and one's
own systems in a networked

nuclear deterrence that served the U.S. for so many
years is largely irrelevant for warding off cyber
attacks on our information infrastructure, so we
must devise some other means of protecting and
dcfending this vital interest. The first problem is
always to determine whose job it is to provide
these defenses and who will pay for them — a
political as well as a Jogical decision. Some form

of defense will have to be created

to restore &l Jeast some sem-

world. As a fallback, onc might
attempt to deter cyber attack by
threatening to setaliate with mili-
tary forces. But deterrence relies
on being able to identify and

Deterrence relies on being
able 1o identify and punish
the artacker, bui cyberspace’s
anonymily makes detection
and identification difficult

blance of “sanctuary.” Failure to
do so threatens to severely reduce
U.S. freedom of action intcrma-
tionally as our ability and will-
ingness 1o bring military power

punish the attacker, and the ano-

nymity conferred by cyberspace

makes detection and identification difficult. In a
situation wherc they can’t defend and they can't
deter, the usefulness of convenlional military
forces — one of the strengths of the U.S. — is sen-
ously undermined.

(U) One of the cffects is what has been
referred to as “loss of sanctuary”; the inability to
prevent attacks on the homeland. The combination
of geography, conventional military force, and

to bear around the world is called

into question. From the stand-
point of an adversary, it may not be necessary to
devisc ways of countering U.S. conventional forces
if the U.S. can be dissuaded from employing them
in the first place. This is the essence of the “revolu-
tion": the concepts and realities of military power
that have formed the basis for guaraniceing
national security for ccaturies are giving way to
other, non-military means of compelling desired
behavior, and we have to adjust our approach to
pational securnity accardingly.

12



iUy bven after the “revelulion™  actualiy
oceuns, some of the more traditional forms ol
enhancing national secarity will continue to be 1
fuvor. First and foremaest, the above-described situ
ation unfodunately increases the ncentives for
numbers of countries 1o acquire {and maybe use)
weapons of mass destruction as a “cheap hx™ for
otherwise insoluble secunty problems. It is virto-
ally unthinkable for most countries to atiempt 1o
match the U.S. in conventional military capabili
ties; their economies could not support the expen
ditures nccessary to deploy and sustain sizable
forces with cutting-edge technology. But a truly
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madest WMD capability could be used most eftec-
tively to persuade an enemy not 1o launch conven-
tivnal military operations. The wher. related arca
of praliferating military technology is croise and
ballistic missiles,  When combined with the com-
g availability of high-quality and relatively
timely imagery from space, missile technology
offers practically assured destruction of key strate-
gic targets — regardless of whether the payload 1s
WMD or improved conventional munitions. Such
capabilities provide enormous disincentives to ene-
mies 10 launch military operations against other-
wise inferior opponents who can retaliate this way.

The Revolution in Military Atfairs

(U) Over the last few years, a lot has been
written on the subject of the anticipated Revolution
in Military Affairs — the RMA. The problem with
all shis work is that the “revolution™ has already
happened. The Gulf War in 1991 confirmed what a
few prescient souls had begun to suspect — that
the nature of conventional military operations had
changed dramatically.

(U) It's somewhat ironic, but not surprising.
that the Russians understood some 10 ycars agy
where U.S. progress with integrating weapons and
information technologies was going. I's ironic,
because for the mosi part the U.S. was oblivious to
the implications of the various thrusts; it's not sur-
prising, because the Russians’ dedication and com-
mitment to military science and  doctrina)
development has always dwarfed our own, particw
larly at levels above the tactical. (Weapons of
Mass Destruction, Operational Ast, and Revolutioa
in Military Affairs are all terms and concepts that
we “lifted” from Russian military science writ-
ings.)

(U) What the Russians perceived happening in
the mid-1980°s was the creation by the U.S. of a
class of “systems of weapons™ that integrated neas-
real-time targeting and fire-control information
with very accurate and highly lethal ordnance. The
Russians referred to these weapons generically as
“reconnaissance-sirike complexes™ and wer
gravely comcerned that such capabilites would
cancel oul any advantages they possessed in the

realm of conventional (non-nuclear) combal. Their
concern was based on an appreciation for the
changes that the range and speed (mobility and
reaction time) of these systems would have on the
spatial character of the battlefield. Since their doc-
trine called for deeply ccheloned forees to concen-
trate mass at critical places over the course of time,
this entire construct was going to be obviated by
U.S. abilities to locate, and to deliver devastating
fires against, thosc massed forces before they could
be employed — even deep in the theater on Day 1.

(U) The lethality, range, and tempo of this
kind of combat was also seen by the Russians as
dictating a come-as-you-are kind of war. The high
levels of destruction that could be inflicted imme-
diately at the cutset of hostilities meant that one
couldn't match attrition with production and there
would never be more capabilitics available than
were in existence on Day 1. But this was part and
parcel of their basic insight into the nature of the
“sevolution.” The key clements in transforming
warfare were:

*  the numbers of new weapans systems available.
The technology alune is not sufficient; it must be
present in large enough numbers (o make a differ-
ence in the way the war is fought; and,

* the development and instinutionalization of a
doctrine that would govern the effective use of
such capabilities. (In this regard, they may have
read more into Air-Land Battle and Follow-on
Forces Attack than we ever iniended. )

13
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DECISIVE FORCE (U)

(U) The U.S. doctrine that emerged from the
Gulf War (also influenced by the actions in Panama
and Grenada) was one of applying Decisive Farce
to win quickly and minimize our casualties -
attributes that were uscful politically as well as
militarily. The doctrine scems ideally suited to our
posture as an engaged. but not aggressive, lone

superpower.

() This doctrine will only work, however, if
we maintain the numbers of forces, wcapons, and
capabilities necessary for its execution. That we
will do so is not a foregone conclusion. Some con-
tend that we fought DESERT STORM on the resid-
uals from our Cold War investments and sericusly
question whether we will tolerate the expense of
procuring and maintaining such high Jevels of
forces and weapons into the future. High-tech or
not, if we can’t muster Decisive Force, then we
can’t apply it and the doctrine is hollow.

s@pDecisive Force is an offensive doctrine, but
it fails if we can’t protect our forces from missile/
air attack and WMD. Potential adversaries under-
stand that high casualtics might be sufficient to
cause the U.S. to disengage from (or refuse to
cngage in) military actions that were not widely
perceived as directly threatening our vita) interests.
It's precisely this consideration that militates in
favor of such measures as:

v Ami-Tacucal  Ballistte  Misside  (ATRM)
defenwes; crusse mussile defenses; and Cover,
Concealment, & Deception (CC&D). and,

* mnovative approaches to neutrabizing adver-
sary WM and missile weapons.

¥ The speed and spatial scope of the opera-
tions envisioned in employing Decisive Force put a
premium on Command and Control:

s the US. relative advantage in C* allows us fo
Jully capitatize on our relative advantage in fire-
power and nobility;

s atacks on C° are therefore highly relevant to
the probabilities of operational success —i.e., it
is likely to be cost-effective for most adversaries
to attack the U.S.'s C? systems rather than 1o
build a comparable force/weapons
infrastructure,

«  cxploiting (vice attacking) an adversary (2 sys-
tem is a highly effective and cfficient way of
gaining advantage, and the resi of the world is
becoming maore accomplished in the discipline of
SIGINT exploitation for milisaly support.

IN THE FUTURE (U)

(U) Moving 1o the new plateau in conventional
operations — long-range, high-lethality weapons
guided by precise, real-time intelligence — js the
revolution in military affairs, but there will be fol-
low-on actions that consolidate the new way of
fighting:

o structure changes that improve on “jointness™
to achieve better R&D, planning, and execution
integration {we won't be able to afford the luxury
of four air forces and the Decisive Force
doctrine);

v better integration of Operations and Intelli-
gence, with Ops becoming more “target-smart”
and Intel becoming more responsive;

o people will get smarter about this new way of
[ighting and betrer able to make use of the infor-
mation availoble to them.

{U) Note that these major changes haven’t yet
occurred.  The present structure’s organizational
inflexibility becomes a serious source of friction,
reducing the poteatial for realizing the beoefits of
the weapons and information system capabilities; it
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will have to be climinated by majos restructunng
Ops and Intel will have 1o be integrated; under the
present system they don't work the same problems
vxueept when g shootng war forces them 1o

(U) The results of the tnitial application ot the
doctrine in the Gulf War were so dramatic that one
is forced to conclude that it s extremely unlikely
that the U.S. will ever aguin be challenged in ¢
DESERT STORM:-type confrontation, Cold analy:
sis and calculation says there isn’t a military on the
globe that could hope 1o prevail; and the level of
destruction of military equipment and personne!
would be so great that few could even expect ic¢
survive as functioning entities. Of course, not al
such decisivns are made on the basis of pure logic
but such 8 monumental miscalculation has to b
considered a remote possibility for the near futuze.

(U) Unfortunately, the fact that no opponent is
likely to engage us in our preferred form of comba:
doesn't translate into a presumption of no chal-
lenges. In fact, potential opponents will expenc
considerable time, energy, and resources:

* devising aliernative modes of competition,

*  estimating our threshold for engaging military
force and carefully managing their activities to
stay under it, or
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+  develomng capabiies to attack crittcal depen-
dencees in oour basic doctrine of  applang
Decasive Foroe terachieve rapnd victors with min
imal caswafties (for our wide)

el he last of these options 1s what has come
ta be known as “niche warfare.” Among the most
likely and threatening of these challenges are the
following:

* threats to U.S. furces deploying (o or sn theater
— with the moyt likely being WML and ballistic
or cruise missile delivery systems;

*  actions to reduce the US. information advan-
tage, probably by means of counter-C2 activities
supplemented by the development and use of
imagery and sigrals intelligence capebilities to
increase their own force effectivencss,

(U) The problem for the fulure, then, is two-
fold:

*  how duv we deier these kinds of challenges?

* if deterrence fails, how do we fight an this
environment?

IW Today: The State Of Play (U)

) IW today is a totally unfocused concept
The description of IW has been continuously
expanded since its inceplion, gluttonously swal-
lowing up whole disciplines and pre-existing cate-
gories of activity in what has appeared to be 2
competition among departments, agencies, and
consultants to devise the most all-inclusive — the
grandest — definition of the term, thus demonstrat-
ing their superior view of “The Big Picture” and
validating their claim to the ownership of the con-
cepl. Thus the “terminology war” has brought us
from Information Warfare to lnformation Opera-
tions, which also includes Information Assurance
as well as Informatior Warfare and Command and

Control Warfare, which subsumes . . . Well, you
get the idea. The end result of all the hyperbole is
that, if IW is everything, then it is in fact nothing.

@»The nability to ideotify IW as something
unique has led 10 a failure to refine the offensive
and defensive aspects into discrete actions to he
accomplished. This lack of specificity is com-
pounded by the failure to place respoasibility and
the consequent absence of guidance. The key to
making progress is to fix responsibility and allo-
cate resources accordingly; the centralization of
decision-making and resources under burcaucratic
actars that can be held accountable is essential.
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The creation of the Information Operations Tech-
nolagy Center (1I0TC) a1 NSA will begin 10
address these problems precisely because the tune
tions of the Center are enumerated and they are
limited to an identitiable and manageable subset of
the enomous range of activities encompassed in
the reigning definition of Information Operations.
Still, the contnbutions 1o be made by the IOTC will

derive  from an
A smart bomb without precise  impraved  process
largeting information is just  for  structuring

and coordinat-
ing work, from
fixing responsibility for accomplishing tasks, and
from identifying and prioritizing resources o be
allocated. To do these things right, we need a bet-
ter understanding of the IW concept — the objec-
tives and limitations of IW have to he made clear.

=55IW Is not the long-awaited Revolution in
Military Affairs. In the military conlext, it is a
follow-on refinement to the revolution that has
alrcady occurred whose purpose is to preserve the
information advantage that the original RMA
defined and our current doctrine relies on.  The
phase that we're going through now is concerned
with changes to missions, functions, and organiza-
tions that are mandated by the RMA, for example:

+ “Join” isn’t really adequate for the pacc and
scope of operations today. Instead, there are
visions of multi-service actions so highty inte-
grated and closely controlled that some authoss
have referred to them as “coherent.”  Military

! operations on this modcl are dependent on infor-
mation acquisition, distribution, and application;
intclligence and command and control are cssen-
tizl components of the abilily to operate at this
higher level of warfare. Degrade their perfor-
mance, and the effectivencss of the force as a
wholc reverts to pre-revolution levels (e.g.. a
smart bomb without precise targeting information
is just an expensive dumb bomb.) The informa-
tion has become a part of the fighting capability.

* Traditional weapons acquigition paths arc oo
slow and inefficient in today's eavironment of

mpid_technological change. Witkout drastic
rcform that drives costs down and shortens the

cycle. 1l will be impossible to maintain the quan-
titics of wecapons required to support out

strategies. Intelligence work will hav e to cuntrib
ule to the increase ain imeliness and efficiency by
providing the sirategic warning of adversary
intentions and technwal capabaliigs thit can
improv e acquisition chueices by reducing our
level of uncertainty,

One of the hey ways in which we will fight the
Information War is in the production of Waming
Intelligence that will allow us to bring (or
threaten 1o bring) nur malitary forces to bear on a
problem for purposes of deterrence. Hit'sa given
that the U.S. will win any war in which we
cmploy Decisive Force, then the key question for
an adversary is whother of not we are prepared to
do s0. Under these conditions, the credibibity of
out deterrent is o funclion of the plausibility and
timing of the threat to employ Decisive Force.
Both plausibility and timing are to some degree
dependent on advance waming that allows us 10
make political and military preparations; the lack
of warning could be expected to make us suscep-
tible to the weliconccived and exccuted fait
accompli — the achicvement and consolidation
of a military objective prior to the engagement of
U.S. forces. In an cavitanment where it is politi-
cally and economically unfeasible for the U.S. to
maintain o forward presence around the giobe, the
reaction time of our decision processes and the
capacily of our transport systems beoome impor-
tant factors in determining whether U.S. forces
will be engaged. [f they arcengaged, then the
come-as-you-are nature of the war also demands
wamning and advance peeparation of the
battleficld.

45-1W is a key element in the emergiog
Revolution In National Security Affairs. In the
last 3 years the problems of defending the U.S.
infrastructure from IW-type attacks have received
increasing amounts of attention, As one of the pre-
mier vehicles for inspiring and advancing concept
development, wargames have been devoting more
time and effort to the task of describing potential
threats and identifying alternatlive responses. As
the games have progressed, the threat characteriza-
tions have become more imaginative, moving gen-
crally from depictions of rather unsophisticated,
unfocused attacks of undetermined utility to depic-
tions of technically-advanced and well-coordinated
atacks that aim to assist in achieving some strate-
gic objective. Within the last year, some scenarios
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The Role of information Warfare in Strategic War (U)

oy| |

PL 86-36/50 USC 3605

w6 If the greatest contribution that an
advanced Information Warfare (IW) capability can
make 10 the security of a state is the prevention of
conflict, then surely the second greatest contribu-
tion must be to ensure thal the state prevails in
unavoidable conflicts. Possession of an IW capa-
bility confers real advantages in war, including
sirategic war. It is the contention of this article that
consideration of these advantages will yield the
following conclusions:

+ [nformation Warfare is neither a pipe dream
nor an academic fad. Although it is only in its
infancy with respect to technical development, it is
apparent that it can make a significant contribution
in strategic warfare, as measured by the traditional
indices of success, and it needs to be integrated
into nuclear war planning.

* IW is not just a “Smash & Jam" capability.
It is qualitatively different from those measures

executed in previous conflicts under the rubnc of
“Electronic Warfare™ or “Command and Control
Warfare." Information Warfare provides capabili-
ties that are a quantum leap more advanced than
cither.

* The significance of the IW contribution will
continue to grow as the U.S, sirategic force struc-
ture draws down, particularly in a post-START 11]-
world, with an evolving foreign strategic threat pic-
tore.

* To the degree that it contributes 1o mainlain-
iag confidence in the robustness and effectiveness
of U.S. strategic forces, IW cnhances deterrence
and stirategic stability.

* Real IW will not be cheap. It will require
substantial investmenis to ensure properly specific
inteltigence support and conlinuing acoess.

STRATEGIC WAR IN THE POST-COLD WAR ERA? (V)

4 Everyone recognizes the radical transfor-
mation in national security affairs that has taken
place since the waning days of the Cold War. To
what extent is a concern over the prospect of a stra-
tegic war — and the role of information warfare in
it — a realistic one? There are several reasons (o
believe that such concem is not just an exercise in
macabre nostalgia. They include: (1) the evolving
political context; (2) the cbanging threat environ-
ment; and (3) possible drawdowns in U.S. and
allied force structures. Taken together, these devel-

apments warrant continued intellectual engage-
ment with strategic issues, and the involvement of
IW in particular.

@mThe current conventional wisdom confi-
dently asserts that the United States is the sole
remaining superpower, and by mos! measures of
effectiveness, this is certainly true.

:
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| Why were far fewer Soviet

weapons a theeat o our existence duning  the
Khrushchev agd Brezhnev eras?  Clearly  the
answer lies i Jhe changed pohitical context, both
between East and West, and within Russia tsel’.
The interesting question, however, is 10 what
degree s this changed political context personality-
or situation-dependent? The answer is unclear, but
the relatively $trong showing of Gennadiy Zyugs-
nov of the Rissian Communist Party in the Jay
presidcntial election and the fragility of President
Yelisin's health certainly should give pause to
those charged with strategic planning. If these
events do not raise caution flags, perhaps the popu-
larity of Vigdimir Zhirinovskij and Alexander
Lebed will. In shon, no one can confidently pre-
dict what the security policy of Russia, or any other
country, will be five, 1en or fifteen years oul.

m(ilmpouuding the uncertainty posed by
political uphieaval, Russian doctrine appears to be
growing ircreasingly dependent on  nucle:r
options. As the Russian cconomy melted down
after the fall of the USSR, fewer resources wen
available [o!" the defense sector. While key strate-
gic developmental programs and forces were pro-
served (al great cost), the General Purpose Forces
collapsed. To a great extent, this has reduced Rus-
sian confidénce in its capacity to compele on a cor-
ventional Jevel.  Simultancously, Russia bis
suffercd the loss of its geographic buffers (and the
early warnjog sites residing therein) to the emanc-

pation of ' the Baltics, Ukraine, and Caucasts
republics. I

& Similarly, questions need 10 be asked abost
future Chinese security policies, As the Commu-
nist Party sorts out who will rule China in the post-
Deng era, can anyone seriously exclude the possi-
bility of an increasingly assentive Chinese policy.
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often in conflict with US or allied interesis?  As
the PRC continues to develop economiacally, 1t can
hardly escape notive that China has continuously
upgraded the quality god quantity af s strategic
forces, both through indigenous etforts and by
upgrades through toreign purchases and by foreign
expertise. By 2010, China could pose a scrious
secunity challenge to the U S.

@imNor should one discount the danger of the
“Nth-country” threat. While the capabilitics and
threats posed by Russia and China are relatively
casy to sec, they should not cause us 1o overlook
the cmerging strategic threats in such countries as
North Korea, Iran, Iraq, Libya, or an unknown
state. The evidence of hallistic missile and Weap-
ons of Mass Destruction (WMD) programs is quite
clear, and these countries also leamed the folly of
confronting the US. with a cooventional-only
threat. It 15 not unreasonable 10 conclude that one
or more of these states couk! pose a strategic threat
to the U.S. or (more likely) its allies over the next
severa) decades.

53-One last factor 1o consider when evaluat-
ing the chances of strategic warfare in the Post-
Cold War Era is the strategic force posture of the
U. S, and, 10 some degree, its allies. The Sirategic
Ams Reduction Treaty (START 1) reduced the
numbers of strategic warh&ads in the U.S. inven-
tory significantly, but with over 8,000 warheads on
ballistic missiles remaining, we were hardly
unarmed. The follow-on START [l Treaty imposed
a ceiling of 4,250 weapons, (o be reduced to 3,000
10 3,500 by January 2003. Preparations for a possi-
ble START Ili Agreement appear to ceater on
reducing strategic weapons further 10 2,000 to
2.500. Even this reduced figure represents an awe-
some capability. It is the levels of post-START I}
nventories that take on strategic significance for
the period out to the first quarter of the 21st Cen-
tury, under the scenarios we have been examining.
If a post-START Ill agreement managed to limit
U.S. sirategic warheads to somewhere in the range
of 300 to 1,000, the conjunction of rekindled Rus-
sian hostility, enhanced Chinese capabilities, oz
emerging N-th country threat with reduced U.S.
strategic deterrent capabilities could make was
“thinkable” in some quarters, undermining strate-
gic stability.
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The Role of IW in Strategic Wartare () ."

o Al this point, it would be useful to clanfy
what we mean by “Information Warfare™ and how
we see it being employed in strategic warfare. ‘The
term “Information Warfare™ has been used to
describe a variely of activities over the past several
years. Within the U.S. Depantiment of Defense, IW
has come to mean the application of Information
Operations in wartime, and is said to comprise the
so-called “six pillars™ of Psychological Operations,
Operational Securily, Deception, Electronic War-

farc, Physical Destruction, and Computer Intru- ('
sion.l

afis With this definition of IW in mind, how
would it be used in strategic warfare? The brief
answer is that {W weapons would be used to attack
the enemy’s strategic military capabilities and eco-
nomic infrastructure in support of—or in place
of—other strategic weapons. Traditionally, the
Single Integrated Operations Plan (SIOP) has
reflected a certain tension between largeting what
is believed to be necessary 10 deter enemy aggres-
sion, and targeting what is believed to be necessary
to defeat the enemy militarily. Strategic war plan-
ners have engaged a mix of targets comprising the
coemy's stralegic and general purpose forces, his
leadership or political control siructure, and his
cconomic capability (perhaps designated by some
percentage of industrial floorspace.) Over the
years of the Cold War, this mix evolved, depending
on the changing asscssment of what the enemy
leadership most highly prized, and so it was
thought, what would most likely deter him from
acting against us.

@ Informajon Warfare weapons ¢an be used
to attack these same classes of largets. In general,
IW weapons swould be used in two ways in strate-
gic warfare:” (1) to attack the information compo-
nents of fhe enemy’s military systems; and (2)
elemrents of the cnemy's information infrastructure,
as a way of exacting costs on the economic and
socisl {abric of the state. Obviously, the weapons
development would have to have been initiated
dutte far in advance of the conflict and the IW plan

"must be integrated into the SIOP to deconflict its

us¢ with the general weapons laydown,

(U) The question occasionally arises whether
there is anything fundamentally new about IW.
After all, it is argued, the application of Electronic
Warfare dates back 10 1942 and cven C2W dates to
early 1991 in DESERT STORM. To respond to
this question, I'd like to pose two general strategic
problems and compare the solutions from previous
conflicts with that available from IW. The two
general strategic problems involve (1) overcoming
enemy air defenses, and (2) ncutralizing an eco-
nomic-industrial target. in this case a power sta-
ton.

Case I: Overcoming Enemy Air Defenses (U)

(U) Since World War 11, strategic warfare has
entailed delivering ordnance on important encmy
targets in the rear, usually in the enemy homeland.
This has meant facing concentrated, advanced air
defeases during the ingress leg, during the drop,
and during the egress ponion of the mission.
These defenses generally comprise some combina-
tion of ecarly waming radars, reporting oenters,
tracking and guidance radars, ground-based fire
such as AAA and later, Surface-to-Air Missiles
(SAMSs), air defense aviation, and the command
and control necessary to lash it all together. The
heavy losses suffered by the U.S. Eighth Air Force
in the carly years of World War 11 led to the incor-
poraiion of EW into mission planning. Beginning
as carly as 1942, USAAF operations featured the
use of chaff and jamming in the counter-air defense



mussion, along with providing fighter escort and
targeling enemy air defense facthities for physical
destruction with bombs.  This combination of EW
and physical destruction set the pattern for
defeating enemy air defenses for the next fifty
years.

g During the Cold War, Strategic Air Com-
mand plaaners buill an EW plan sight into the
SIOP execution. Penctrating bombers were pro-
vided with increasingly sophisticated EW suites,
with both active and passive capabilitics, and mis-
sions were supported by dedicated EW platforms
like the EB-66 (Destructor) and later, the EF-111
(Raven). A significant portion of SIOP-dedicated
resources were assigned to destroying air defense
facilities, by gravity bombs, and later by 1CBM and
SLBM warheads or air-to-surface  missiles
(ASMs). One of the intncacies of SIOP planning
involved sequencing the strikes so that air defense
facilities were neutral-
ized before the strate-
gic aviation arrived,

(Uy Perhaps the to the present day.
closest approximation
to overcoming the Soviel air defenses (albeit with
conventional weapons) took place in December
1972 during the JCS Operation LINEBACKER 1.
This round-the-clock bombing operation, involving
the then top-of-the-line B-52 and F-111, targeted
facilities in North Vietnam in some of the most
heavily defended areas of the world, The strike
operation was supported by a massive array of sup-
port operations involving tactical aviation estab-
lishing chaff corridors, performing standoff
jamming. as well as active counter-SAM missions
by F-4C Wild Weasels and F-105G Iron Hand mis-
sions, equipped with anti-radiation missiles
(ARM). The combination of soft (ECM) and hard
(ARM, iron-bombs) kills was very ¢ffcctive. Dur-
ing the 11 days of the operation, the North Viet.
namesc launched over 1,000 SA-2 missiles. Out of
724 B-52 sortics, a 1o1al of 15 aircraft were lost, for
a loss rate of 2.1 pereent. Fourteen tactical aircraft
were lost in the same period. Another way of look-
ing at these¢ results is that in 11 days of operations,
North Vietnam, a well-armed but distinctly Third-
World country, had downed 7.4 percent of the par-
ticipating B-S2s, the U.S.'s most capable strategic

This “Smash and Jam” approach
to overcoming air defenses continues
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bombers, putting the hves of 92 SAC crew mem-
bees at risk

(U) Thiy combination of hard and soft kill was
taken ta a new level in DESERT STORM.  Aur
defenses were the first targets engaged when Spe-
aal Operations Forces and Stealth neutralized
carly waming and reporting positions on 17 Janu-
ary 1991, followed quickly by tcleccommunica-
tions, leadership, and command and control
targets. Ultimately, some 630 sonties were flown
against the Freach-built KARI system — the “ner-
vous system” of the air defense forces to destroy
the sector and interceptor operations cenlers as
well as the reporting and listening posts. The EW
dimension was stepped up as well:  coordinated,
preemptive jamming was performed in conjunction
with air-launched decoys and ARM-equipped Wild
Weasel F-4Gs and F/A-18s. As a consequence of
the destruction of the air defense network (as well
as the rest of the
Iraqi command and
control system), the
Coalition lost a total
of only 38 aircrafl
and 48 damaged
over the period 17 January through 28 February,
against an average of 2,140 daily sorties. (Seventy-
onc percent of those losses were atiributable 10
AAA and IR SAMs.)

s his “Smash and Jam™ approach to over-
coming air defenses continues to the present day.
As recently as July 1995, Bosnian Sesbian air
defenscs were defeated during NATO's DELIBER-
ATE FORCE operation through this same combi-
nation of soft and hard kill. The¢ hard kill was
provided by tactical aviation elements of the U.S.
and allied NATO airforces, U.S. Navy and U.S.
Marine strike aviation, both carrier- and shore-
based, and, finally, by Tomahawk cruisc missiles.
Like their predecessors in Vietnam and DESERT
STORM, these strike operations were supported by
an cpormous combat support armada, involving
girbame carly waming, electronic support mea-
sures, combat search and rescue, and Suppression
of Enemy Air Defenses (SEAD) missions.

@) Although physical destruction was the
dominant element of the overall Counter C2 strat-
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egy of DELIBERATE FORCE. jamming was an
mtegral clement of the SEAD strikes and opera
tional sorties. The jamming was assessed to have
been cffective in contributing to the very Jow Jouss
rate of alliance aircraft.

w¥ An Information Warfare altack upon am

enemy's air defenses would follow quite a différent
approach.  This would entail analyzihg the
strengths and weaknesses of the target pouniry s air
defense as a system of inter-related information
processing systems. each with its’own opportuni-
ties and challenges for “very sofi attack”™ i.c.,

out convincing

No pilot will fly over a _SAM site that
has not been attacked physically with-

been disabled by cyber.-huack.
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sponding c..han{ m o epemy  procedures  to
amcliorate-the ¢ect of the advance. The introduc
linn of.ARMs igto combat has led to the practice of
keeping radan.?swnls:hcd off until the last minute
Jbaéfore finng..! Fire-and-forget technologees in
-* ARMs have hu,n met with fire-and-forget guid-
ance for SAMS.  An information warfate approach
tey the xurfa\.c to-air missile problem might target
each leg of.trn. process: [ADS data would be cor-
rupted or .denicd; launch sequencing could be
prrested of impeded by the introduction of code in
the wcnpons system’s fire control computer, by,
say, mduf.:mg a perpetual recycle of the launch pro-
Cess. Finally,
instructions  could
be planted within the
computer’s  instruc-
tions ordering it to
arm and delonate
under  altitude o7

eviderice that it has

umc mndmons specified, thus inducing premature

harrn!m detonation.

' Wy In short, an IW approach would entail
i,ﬁlmducing foreign instructions into the informa-.
tiod processing systems and subsystems of the air
defense 10 cause system failures before friendly
awannn forces cven entered the arca. I is apparent

.- llyal this approach requires ¢xtraordinarily detailed

*information about the target air defense compo-

dents as well as exceedingly refiable access, both
io introduce bugs and to evaluate the efficacy (i.c.,
;'cyber-BDA) of the attack. No pilot will fly over a
* SAM site that has not been attacked physically

. without convincing evidence that it has been dis-
' abled from the cyber attack.

Case li: Destroying Enemy Power Facliities (U)

(U) Traditionally, strategic warfare has
included both militarily and economically signifi-
cant targets. In previous conflicts, if you wished 10
destroy or disable an cconomic/industrial target,
you needed to place ordnance on it. Many of the
B-17 sorties over France and Germany werc
designed to destroy such military-industrial targets,

%8) SAMs represent a constant danger to lives

of air crews. It seems that eacbh advance in elec-
tronic counter-measures has been met by a corre-

including war manufacturing, POL, electricity,
shipyards, and railroad infrastructure. The history
of infrastructure attacks since World War 11 is one
of increasing accuracy and effectiveness, gradually

ORI



reducing the number of sortivs required 10 achieve
required levels of damage.  1W extends this logic
by making puossible infinilely scaluble. ifimiely
avcurate strikes on infrastructuse targets by means
of ¢yber-attacks on the intormation infrastructure
necded to operate it (hn,m.c the term Enformation
Infeastructure Warfare, 1°W)

(U) Recalling the strategic bombing campaign
against North Vietnam in December 1972, Opera-
nhon LINEBACKER I, three separate electrical
power sites were listed among the strategic targets.

EO 1.4. (c}
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cmethads and digital data transmission Tor remote
aperation, mantonng, and supervision,
(V) Admost all modem supervisury contiul
s systems are caomputer-hased, and consist ol a mias-
vter unit and remote terminal units (RTUs). The
.maslct upit 15 3 computer with inputl and ouiput
equ:pmem neoessary for uammmmg control mes-
+ sages 10 the RTUs and receiving information from
‘them. The remote units are located at selected sta-
lions and are themselves increasingly capable
mlm- or microcomputers, programmed to perform

The Thermal Power essential  functions.
facility at Thai Nguyen  FW attacks on a Wtﬂ nation’s power The RTUs  are
was the target of 42 B- cquipped with

52 sonties with a tofal
of 2,185 bombs. The
Haiphong Trans-
former Siation was the
target of 14 B-52 sor-
ties involving 840 bombs. In addition, 6 F-111 sor-
tics with 72 bombs were ordered on the Hanoi
Transformer Station, along with 28 F4 sorlies
(245 bombs) and 32 A-7 sorties (348 bombs).
Thus, to cripple the North Vietnamese power grids,
122 sorties were conducted dropping some 3,690
bombs on three sites.

(Uy DESERT STORM sinke planners
mounted an encrgetic and sophisticated campaign
against the Jragi power system. The grid com-
prised some 25 major power generating stations
and }J40 uncollocated transformer stations. While
planpers had iotended to minimize long-term dam-
age to the cconomic infrastructure (to reduce post-
war recuperation time), the majority of the 25
major power stations were struck. Three hundred
forty-five strikes were delivered on power grid tar-
gets, including 60 TLAM attacks, and including
carbon-filament dispensing attacks which were
used 10 ground out power transmission lines. UNi-
mately, just under 88 percent of Iraq’s generating
capacity was sufficiently damaged or destroyed, or
scparated from the national grid making it unavail-
able,

(U) The IW approach to attacking a target
nation’s power generaling and transmission facili-
tics is made possible by the growing reliance of the
power industry on electronic communications

facilities are made possible by the growing
reliance of the power industry on digital
communications and .data transmission.

modems so that they
can accep! messages
from the master and
signal that the mes-
sage  has  been
‘received and the function carried out. Such func-
‘tions include opening or closing sclected control
.circuits, monitoring load limits and other system
\parameters, and alarming when an emergency state
+is detected.  In addition to performing the neces-
.sary control functions, the SCADA can provide
Ecomplele logs of the operation of the portion of the
'system under its surveillance,

IW Targoets in Strategic Nuclear War (U)

@ As suggested earlier, an Information War-
farc attack would principally involve two general
classes of strategic-warfare targets:  counter-mili-
tary and counter-infrastructure. In cach case, the
technique would entail identification of those criti-
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cal nformation processes and communications
paths (or alternative aceess points) and intracducing
IW weapons 1o degrade. disrupt. o corrupt those
information processes.

wip The counter-military targeting would cen-
ter on the information components of the critical
cvents comprising the Pre-, Trans-, and Post
Attack phases of strutegic war. Necessanly, the IW
planner woukd attack targets from what are conven-
tionally identified as counter-force, counter-C,

and coumcr-!cademhig.'

There are simply 100 many redundancies and tech-

’

.
3
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nology 18’ making more  avalable cvcr)"_ day.
Instead, gﬁc [W stnke planner seeks to take afvan

tage of the accesses and use the ngidities and’hmi-
tationy” of the commamd and control sysfem’s
automation against itself.  In this way, lhe'-_ w
attack would either prevent cntical processes fyom
taking place or retard their execution sufficiently to
pérmit the success of the Blue attack. .

(8 By preventing or delaying Red force gc"p-
cration, strike plan se¢lection and Jaunch executioh,
Information Warfare can elevate the effectivencss
of Blue counterforce targeting and enhance Blue
damage limitation. Indeed, it may well be that, for,
the first time in thiny years, our strategic plan will,

not be allocating RVs to empty holes. IW may tun'
out to be a morc efficacious means of ballistic mis- «

sile defense than any of the BMD programs extant!

IW Targeting in Strategic Warfare (U)
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WHY IW? (u)

g The  counier-infrastiructure  campaign
would target many of the cconomie sectons that are
traditionally represented in the “ladustrial™ section
or other sections of the SIOP. These include:

wdyin each case, the IW targeteer would iden-
tify the critical information-related process of the
sector and disable or disrupt through the SCADA
or other appropriate technique. The application of
IW to infrastructure attack bas at least two argu-
ments in its favor: (1) in the post-START 11l era, ia
which the number of allowable strategic nuclear
weapons is drastically constrained (but the numbe:
of nuclear-armed opponents is not), there is merit
in identifying those tasgets which can only be neu:
tralized by nuclear weapons. These are not likely
to be infrastructure targets, however desitable o
nceessary their disruplion, according to the strate-
gic plan. IW fills in the gap, acting as a strategic
force extender; (2) the use of IW weapons against
infrastructure targets reduces collateral damage
and reduces post-war recuperation time. While ow
sympathies may be limited for any nation that ini-
tiales a strategic war against us, there is both moral
and practical menit in limiting the loss of innocem
life and destruction of non-military infrastructure.

NOTE ON SOURCES

@A g torm of summation, it would be well

Jorenterate the logic of IW to strategic warfare:

* Information Warfare has capabilities that
traditional strategic weapons do not. |W can dis-
able cnemy weapons and facilities, thousands of
miles away, in milliscconds. It can also attack tar-
gets without providing the enemy the identity of
the attacker or sufficient warning to launch a coun-
tersirike. Finally, it can disable or disrupt targets
without physically destroying them.

*» Information Warfare can do what strategic
weapons do. In an ¢ra of constrained nuclear
forces (admittedly not yet bere). IW can be used 10
extend the range of SIOP coverage by neutralizing
targets tradilionally covered by auclear weapons,

* Information Warfare can enhance the
effectiveness of traditional strategic forces. By
voverly degrading enemy defenses, IW augments
the success of the penetration of enemy air space
and saves the lives of the crews. By disrupting or
retarding the enemy launch cxecution, the W
attack elevates the effectivencss of the Blue coun-
terforce attack and enbances Blue damage limita-
tion efforts.

@PIn closing, the advantages of the applica-
tion of IW (o strategic war mean lhat while not
every Information Warfare attack will be in a stra-
tegic nuclear context, every strategic war should
have an IW component, built into the strike plan-
ning. Blue strike planners should also remember
that our probable opponents will also have IW
capabilities and Blue force cxccution planning
should make provisions for this.

(U) In addition to serialized SIGINT reporting, the following sources were consulted during the drafting of this
peece:  details on LINEBACKER Il were provided in Karl ). Eschman, Linchacker: The Untold Story of the Air Raidy
Over North Vietnam. New York: Ivy Books, 1989, Material on the air campaign in DESERT STORM was derived from
Thomas A. Keany and Eliot A. Cohen, Revolution in Warfare? Air Power in the Persian Gulf, Annapolis, Md.: Naval

Institute Press, 1995, as well as from Alan D, Campen, ed., The First Information War. Fairfax, Va.: AFCEA Interna-
tional Press, 1992.  Information about DELIBERATE FORCE came from Lessons gad Implications from the U.5, Air
QOperations in the Former Yugosiavia 1992-1995 3 Volv (SECRET) Institute for Defense Analyses Report Number R-

397 Alexandria, Va.: IDA, 1996.

(]
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Thoughts on,d' Knowiedge Base to Support iInformation
Operations in the Next Millennium (V)

(U) Tackling the information age challenges, focusing the Agency's combined efforts and coordinating
a variety of activities, is no small chore. Key to keeping cverything siraight and aligning our resources is
a central repository with which to collaboratively manage the combined intellectual capital that will fuct
our nation’s Information Operations in the next millennium

A Notional I0 Knowledge Base (U)

Does this mean we need yet another database? Not quite.

(U) Imellcctual capital? Central repository?
Does this mean we need yet another database? Not
quite. Rather, we need a mechanism to coflectively
view relevant information and knowledge which is
currently dispersed, fragmented, overlapped, and
incomplete. 11's best 10 think of this knowledge
base as more of a management construct — a way
to view our collective state of knowledge, under-
stand key relationships, glean insights from link-
ages. and visvalize gaps — dynamically, as a
process that continually evolves. We can then use
these insights to drive a number of communities,
organizations, and even individuals to fill those
gaps with information, intelligence, analysis, toals,
and techniques.

(U) The Information Opecrations knowledge
base is best described as a series of “templates.” A
template is simply a layer of information — infor-
mation that, when combined with other layers,
allows you to enhance your understanding of a sit-
uation, answer tough questions, and make trade-off
decisions. At this poini, we envision about nine
distinct templates that, when combined together,
form a very powerful and cssential tool for the
effective prosecution of any information operation.

(U) Let’s 1ake a look at each of these layers. A
graphic representation (see figure 1) will aid in the
understanding as we go aloog.! As we discuss
eack templaie, keep in mind that the contents of
this knowledge base can be utilized for hoth the
plaming of offensive opcrations (i.c., exploit andf
or antack) as well as 10 assess an adversary 1o sup-
port defensive or counter-information operations
activitics. Therefore, the contents in cach template
represent, in many cases, both “ours™ and “theirs.”
Diffzrent portions of the knowledge basc would be
used at any given time, depending on whether we
are supporting the development of our own opera-
tiom capacity or developing an understanding of
our dversary’s,

1. You o3y matice 2o older versbon of ihis graphic in the
faint Suf™s Fust Drafi of Joint Pub 313, Joam Doctnne
foe Informution Operations (10) on page V-6. The ociginal
toocept wis developod based on work NSA performed in
wpport of 8 cuskomes [W exercize and was basically the
submination of kessons learned while cateparining the
ihecat and vulmerabilitics. The lcmplating approach
immedistely highdighted the offense/defensive synergy and
was Curthes adapecd W0 assist the customer in undsrtanding
the beve) of knowlcdge required to support their cvoiving
1O planning process.

NP RO NINTE-CHANNE RSO
wSEGRER



CRYPTOLOG
Sering 1867

A Notional Information Operations Knowledge Base

Ptan

Dornains of Influence
Informaticn Infrastruciure
Technology
Vuinerabiities
Capabilities

Access

MOEmpact
ROE/Motwation

Figure 1 - Templating 10 Planning & Assessments

DOMAINS OF INFLUENCE (U)

(U) At the top most level, we are trying 1o
understand how the U.S., its allies and its adversar-
ies, to include non-nation elements, operate. Soci-
etics and groups logically disaggregate into
economic, political, social, military, and infrastruc-
ture scgments or sub-systems. Without a funda-
mental understanding of how various segments
function, we have little hope of efficiently exploit-
ing or influencing adversaries through manipula-
tion of their underlying information infrastructures,
Likewisc, if we don't fully understand our own
operations, we'll never be able to assess opera-
tional impact and therefore be incapable of making
informed nsk management decisions, This is by
far the most difficelt layer of the model to concep-
tualize. Because of its scope, capturing the subtle-
ties of how the various systems and sub-systems of
a society operate and interrelate is enormously
complex.

(U) This scope can be hmited, however. From
an offensive perspeclive, the cumrent craze in
“information warfare™ wargaming is cructal. 1t is
theough these sessions, realistic operational scenar-
ias will emerge to feed the development of opera-
tional requirements which will limit the scope of
analytic efforts. On the defeasive side, the Presi-
d:ot’s Commission on Critical Infrastructures’ is
likewise essential. Their study will define a rea-
sonable, critical subset of the National Information
Infrastructure, which can be used to identify and

2 Exccutive Order 13010 establisbed the Presadential
Commusion on Cntecal Infmstruciure Protection on 16
July, 1996 In 1ha1 document 1he Presisent obsencd
~Centazn nationa) infrastrocture are so vilal thal their
incapacity o destruction would have debilaniag impact on
the defense o economic security of the United States ™ He
noted that the hatilespace wil] be ghohad, threats are of both
of 2 physscsl and cyber mature, the Bomeland's sanctuary
cacnct be atsumed and the distinction between maditary
and coonomst targets may disappear

bbbl GOMIMTGI AR S-OA.
SEGREL.
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develop necessary public/prvate sector telation-
ships, and etfectively limit data gathering und ana-
Ivtic eftorts.

(U) The population of this template requires
we use various subject matter experts and those
familiar with local culture, customs, and perspee-
tives. We should take a page from the concept of
operations at the Joint Warfare Analysis Center
(JWAC), in Dahigren, VA, who have evolved a
very effective approach —— hining subject matter
experts from key industries (power, gas, petroleum/
oil/lubricants, tclecommunications) and utilizing
country teams — o per-
form focused weapon/
target trade-off studies,
We need to scale this 2
approach up a noich
above the industrial
age's physical infra-
structures and threats
1o view and document
entire segments of societies (i.e.. economic, politi-
cal. military. and social). HUMINT plays the main
role here as well as insights from Department of
State, academia, and more and more as companies
go global, industry.

eighteen

target-chasing mode

(U) After the scope is defined, the most diffi-
cult obstacle will be developing a mechanism to
capture the intellecteal capital of these subject mat-
ter experts. This will allow rapid revision and veri-
fication, subsequent interrogation, and the
establishment of linkages to the lower levels in the
modcl — specifically to the information infrastruc-
ture template and the measures of effectivencss/
impact template.

INFORMATION INFRASTRUCTURES (U)

(U) Once we understand key “customer” or
“target” opcrations, we need to vnderstand how
those functions are supported by information,

With technology life spans of a mere six
months, the
information environment moves too
quickly for us to keep up our traditional

EO 1.4. (¢}
PL 86-36/50 USC 3605

inlomation systems, and inforrhation based pro
cesses.  In other words, what hdrdware, firmware,
protecols, operating systems, and software are
being used where, to perform \fhat functions, and
for vhom? This template will socumulate as much
information, from as many soutces as possible, to
depict those portions of the Jglobal information
envitonment that are relevant {0 domains of influ-
ence where we have an offensive or defensive
interest. :

(V) The information infristructure tlemplate is
then used to track fielded information technologies,
not to drive the develop-
ment of capabilities. but to
look: for upportunitics 1o
make use of offensive and
defensive capabilities that
we . should already have
developed.

global

(V) Unfortunaicly, today, with technology life
spans of a mere six to eighteen moaths, the global
information environment moves too quickly for us
1o beep up with our traditional target chasing
mode, The INFOSEC community recognized this
a few' years ago noting that chasing customer sys-
tems, or targets, to add security on afier the fact
was a losing proposition. Customer dependence on
commercial techoologies increased the rate at
which ficlded technologies became obsolete.
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Iocreased  security  requirements  demanded  an
understanding of underlying customer upc.rglmn'i.
The INFOSEC community responded with an
intormation Systems Sccunty Eagincenng (IS:‘;H
approach and various process assurance initiatives
to “build secunty in up fromt” and get shead bf
their “targer” '

[}
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(U).1n addition 10 intelligence activities, engi-
necring analysis plays an important role in the pop-
ulation of this section of the knowledge base.
Clearly some of the best falent with which to per-
form the reduisite engincering analysis lie in our
support organizations — where experts gain opera-
tioral insights through the hands-on design, instal-
lation, operation, and maintenance of our own
syvems. These experts must become full partners
in the maintenanck of this knowledge base, not
only to document dur own infrastructure but to
assist an the analysis of our adversaries in order to
fill critical gaps which’cannot be obtained by other
means. To accommodate this “gon-traditional”
source and adeqguately Support decision making
prozesses, the template must document what is
known and what is postulated.

¢ Finally, we must $cek out HUMINT
sowrces who bave intimate design or workiog
kncwledge of key systems and fetworks. System
uscrs and operators are a poteulial{y rich source of
insight into the detailed information infrastructure
data we require — if we can train’'ghe system to
recognize their potential, ask the right questions,
and then capture and catalog those contributions,
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TECHNOLOGY (U)

freldad
somewhore we
care about

onthe shetf &
available

new vemaorq
now product in
development

newtodmolo?w
now peoduct line
in research

Figure 2. The Technology Radar

(Uy In this section, we'll review the technol-
ogy template. This template must catalog existing
and cmerging information technologies showing
what’s on the shelf, what's soun 10 be on the shelf,
and what’s a twinkle in some engineer’s eye. In
order to stay ahead of our targets, we must continu-
ously monitor the information technology market
from both a broad and decp perspective and cstab-
lish a “technology radar™ (see Figure 2) that will
provide insights into new releases, new products,
and new technologies before they hit the commesr-
cial shelf and more importantly before they are
deployed inlo the target environment. Note the
inner ring of the radar would actually be the infor-
mation infrastructure template we discussed in the
previous section.

(U) The various “range rings” on the radar
require very different skill sets to perform the nec-
essary assessments. As we discussed in the previ-
ous section, the inner ring requires the combined
skills of iotelligence amalysts and technicians to
map the target. The second ring, documenting
available technology and assessing high payoff

items, will require the skills of a market researcher
or consumer trends analyst. The third ring, to
project upcoming product relcases and new prod-
uct lines, will require the collaboration of produc-
tion and applied rescarch enginecrs, familiar with
indastrial capabilities, methods, and motives.
Finally, the very outer ring, to identify rescarch,
determine its relevance, and understand its implica-
tions, will require the analytic perspective of core
scientists and advanced rescarchers,

(U) Basically, the goal is to, as accurately as
posiible, place the “blips” on the radar and deter-
mige which are vectoring towards the center at
whal speeds. If we can track the information tech-
nology market in this manner, we will have the
knowledge we require to begin to “chase the tech-
nologics™ instead of “chasing the targets.” We will
be in a position to make a decision, based on
understanding of market trends and customer and
adwersary acquisition habits, whether we need to
send out an “interceplor” to work that technology
target or whether we can watch it and hope the blip
goes dim before it reaches the center of the screen.

AADLEARAGOMINSHANNEEONEY"
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agigg Currently, we have a number of cffons
across the Agency. and others, to identily and doc-
ument wehnology trends and produce technology
forecists. These efforts do not draw o distinction
between the outer two rnes. They are often spot
solutions, focusing on speolic technuiogies, and
specific points i tme. The output is usually a
briefing or hardcopy repont.  Qur technology
assessment efforts need 10 move towards a contin-
ual process, distributed across the wotkforce, with
the objective of continually evolving u workable
taxonomy with which to map technology evolution
relevant 1o our targets of interest.

VULNERABILITIES (U)

{U) Some say vulnerability analysis is an art,
other say it's a science. Regardless, we can agree
that it does require a unique skill set — a skill set
that is the core competency of the information
operations community,  Individuals across the
commuaity with these unique skills are very lim-
ited. By tracking the technology in a technology
template and the global information eovironmem
in the information infrastruc:
ture template, we are in a posi-
tion to make informed
decisions to cfficiently allocate
scarce  skilled vulnerability
analysts. The results of their
efforts, as well a3 the compila-
tion of vulnerability information for others, will
constitute the vulnerability template.

listed

some

(U) Increasingly, organizations are interested
in accumulating vulnerability data to support thetr
objectives. There arc a number of computer
response activities, industry collaboration groups,
and clements of the intclligence coromunity and
military services working both offensive and
defensive angles. Wilbout exception, all recognize
the need (o track vulnerabilities in some ceatral
place and are striving to exchange data. However,
there are practical problems.

@Very few centers exist for the actual deri-
vation of vulnerabilitics. Most arc identified,

One unofficlal survey within NSA
eighteen
organiwations who were collecting
vulnerability information in one
Jorm or another!
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iveluntariby, by end users, and gathered by com-
pulsr emergency response achivities who serve as
copduits between their constituencies and  the
informatton technology providers. o order o
ma niain the support of the lechnology providers,
vulacrabihties are treated by the company as pro-
prictary information, with himited distrtbution,
until they arc resolved. Some are identified by
industry expens themselves and shared. under
strizt rules of disclosure in forums like the National
Sccurnity information Exchunge (NSIE).  Sull oth-
ers are derived within the intelligence community,
anc compartmented 1o be used in the production of
foreign intclligence,

(U) As you can scc. the practical problem is
classification. Companies wish to maintain con-
sumer confidence and their compelitive advan-
tag:.  Computer response activities want to
cortinue dialogs with industry in order to help their
constituencies.  Professional assessors want [o
maintain cliemt confidentiality to bolster refer-
ences. Intelligence operatives wish to protect
sources and methods.

{U) To date, the answer to this problem has
beun to create a number of “central places™ for vul-
nerability data. Just as an
example, one unofficial
survey within NSA listed
some eighteen separate
organizations who were
collecting  vulnerability
information in one form or
another! Without a macro view of the situation, it
is difficult to formulate a workable solution. No
one really knows how much unique knowledge
cxists in cach sector.

separate

(U) A large-scale national Information Opera-
tioas capability obviously requires a macro view of
the vuinerability situation. The only hope is that
classification issues can be overcome by separatiog
the technology from the operations and working
vu'nerabilities with a technology focus at some
rather bigh system level. Only with this macro
view could the community focus its limited
resources, adequately assess threat and operational
risk, and balance the offensive and defensive issues
in an equitable fashion,

el BB BSOS N BN
SEEREF-
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CAPABILITIES (U)

{U) Capabilitics will leverage vulnerabibities
singularly or, more likely, in combinations (o
exploit, deny, or manipolate target information sys-
tems.  This template will catalog the various
“tools” available 10 perform cyber operations. Two
major issues impede our efforts in this ares,  First,
from an offensive perspective, a single community
wide “toolbox” will carry with it a significant com-
partmentation issue. Secondly, from a defensive
perspective, the identification of adversary capabil-
ities is very difficult,

=5 Today, the tools arc developed by a num-
ber of different organizations for a varicty of pur-
poses. The majority of these efforts are very
tightly controlled and the details of their work
highly classified. Very litile cooperation and coor-
dination exists. The future will require that we
ahstract operational use from capability and work
cooperatively to devise tools which will suppon, ia
many cascs multiple purposes. I, as 8 community,
we can recognize that the techniques are common
and respect cach other’s operational responsibili-
ties, we should be able to develop and maintain
tools in a collaborative environment. This is the
basic premise behind the community Information
Operation Technology Center (IOTC) to be hosted
at Fort Meade.

(U) Tackling the defensive issue is a bit more
difficult. Today. our approach 1o assessing adver-
sary capability is rooted in an indusirial age mind-
sel. We atternpt to identify adversary “IW"
capabilities in the same manner in which we have
tracked the proliferation of traditional industrial
age weapons of mass destruction (i.e., Nuclear,
Biological, Chemical weapons). The problem is
thai the development of an information age weapon
of mass corruption bas very few observables, espe-
cially in the buildup phase.

@Wr We have to shift our mindset from the

EQ 1.4. (c)
PL B6-36/50 USC 3605

ACCESS ()

(W) Si:tnply possessing a capability to exploit a
particular; computer system docs pot necessarily
mean thaf the capacity can be used in any produc-
live manner.  Access, proximal or remote, is
requircd:'m “deploy™ a capability to its desired tar-
ge.. The logical analogy from the past would be
possessjng nuclear warheads but no missile or
bombct' 1o deliver the warhead to a target.

'{C’;Some might sce access as simply another
dimension of the capability. It was purposely sep-
arated into its own template in order 10 draw atten-
tion /to its importance. From an offensive
perspective, access is the most difficult ingredient
in the recipe for cyber operations. Many of the
postulated capabilities used in today’s exercises
anj} wargames simply assume access will be avail-
able, usually provided by the Intelligence Commu-
nify. That perception must be countered. As we
work to devise realistic scenarios with which to
d_t"wc operational requirements, we must force the
gperational community to think about the need for
bath capability and access.  Likewisc, our technol-
bgisl“s effonts must be constrained by the need for
,ac:c&i as well.  Much of what we do in this arena
' loday is characterized as “technology push™ — we
+ develop a capability because we can. Requiring

; aticntion to the access dimension will keep us from

industrial age (o the information age and get our .| expending energy developing weapons for the

hands around the tracking of intellectual capital @

and information assets vice industrial capital and «

physical assets. |

cyber ops arsenal which could never be deployed.

@uG@@ilrom a defensive perspective, assess
ing threat involves determing capability, intent, and
acoess. Interestingly enough, access is the dimen-
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ston of the threat equation that provides us the most

olservables. |

IMPACT/MEASURES OF
EFFECTIVENESS (MOE) (U)

(U) Okay, we now have an understanding of
the circumstances when certain capabilities would
likely be used 10 fake advantage of vulnerabilities
in the base technologies deployed in the target
environment.  We still do not have the answer to
the “so what?" question.  In essence, the term
“measures of effectiveness™ has been devised by

THREAT
(Threat =
Capability
Aoccess
Intent)
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the sllensive community 1o perform some quantita-
tiveanalysis or assessmeat of the effects of deploy-
ing a specilic capability. The defensive workd s
call:d this “impact assessment.”  Clear)y, these
assesaments have to be based on a detailed techni
cal understanding of the interrelationships i the
infcrmation intrastructure, However, they musi be
expessed in terms of the sel effect to the doman
which the operation intended to influence. This i
a jod requiring significant modeling and simulation
captbilitics. In fact, this template is envisioned Y0
conain the medels and simulators required to pes-
fomn these offensive and defensive assessment.
The actual information to feed these tools would
come from the Jayers above.

(U} On the defensive side, risk is traditionally
depicted as the intersection of vulnerability, threat,
and impact (sec Figure #3). Many use the words
vuleerability, threat, and risk interchangeably and
tend to overlook or inadequately estimate impact,
With limited resources in terms of both manpower
and dodlar to attack residual risk, an ability to esti-
mae or model optional impact will greatly
enhance our ability to focus our countermeasure
effcris on those areas where they are most needed.

A: vulnerabilities threat can exploit bt have no operational impact
B: if vulnerability exists, threat couldhave impact
C: vulncrabilities with impact that thrat cannot exploit

Figure 3. Risk
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{U) As we attempt o touk at entire infrastruc-
tures and large svstems of systems which suppon
entire domains of influence. the level of sophistica-
tion in our models rapidly exceeds anything we've
attempted before.  Cascading effects in bath the
information infrastractures and the domains of
influence will be the norm as interdependencies
continue to increase.  In addition, the amoum of
detailed information and computational power
required (o support simulations of those modcls is
immense,

RULES OF ENGAGEMENTY/
MOTIVATION & INTENT (U)

w@lSimply knowing an adversary has a capa-
bility, the pecessary acoess, and the intelligence
support required to utilize the capability is not
£00d envugh. In order to paint an accurate picture
of the threat, we must ascertain under what circum-
stances the adversary would utilize the capability.
Assessing adversary intent has been and will con-
tinue 10 be the most difficult dimension of the
threat equation. HUMINT will probably be the
principal source in this realm for the foresceable
future as many of our adversarics will conduct
these programs in the utmost secrecy.

(U) On our side, once moral and ethical issues
are resolved, rules of engagement for cyber opera-
tions hecome a policy and coordination chalicage
more than anything else. The major challenge,
from a coordination perspective, lies in the conver-
gence of the sizategic, operational, and tactical lev-
els these type operations nccessilate. In
information-age, cyber-operation scenarios envi-
sioned for the next millennium, it is very difficult
to discern the strategic from the operational from
the tactical in either a targeting, tactics, or decision
making sense. The concepts for utilization of the
“Bit Bomb,” the “weapon of mass corruption™ for
the information age, might best be considered as
similar to those devised for the Atomic Bomb, the
weapon of mass destruction from the industrial
age. Very stningent policies, highly coordinated
practices, and central-release authority may be
requited. 1o facl, experiences from today’s infor-

mation warfare games and exercises seem to indi-
e that informanon warfare might hest be played
solely at the sirategic level, separately and dis-
tinctly from traditiona) milnary operations.

(U} Regardless, we need to ensure that we
caplure the insights we glean from intelligence
reparding adversary intent, as well as our vwn
cvolving “rules of engagement” 10 ensure we can
adequately model and simulate information opera-
tions and support our operational planning and risk
management processes.

(U) The represemiation of this information
takes on an almost Anificial Intelligence-hike,
rules-bascd, expert-system form in order 1o repre-
serd complicated, compound, conditional asser-
tioas, like:

“If leader X perceives an information-
based attack on its financial
infrastructure, and the state of relations
between country X and the U.S. is best
characterized as highly competifive but
moving rapidly towards crisis, and
depending upon the outcome of
diplomatic negotiations over issue I, then
leader X will most probably retaliate with
the deployment of capability C, via access
mechanism A, against U.S. infrastructure
target T with the expected outcome of 0.”

(U) As you can see, the articulation of intent is
very difficull — conditional on a number of facts,
hyoothesis, and dependencies. To date, the best
method for developing these assessments has been
viz prose documentation of probable sceparios
based on a limited understanding of adversary
capability and intent. On our side of the game, the
Rules of Engagement are ¢ven more difficull to
articulale! The state of the art must be improved in
order respond to requests for information and
assessments and to maintain the incredibly high
opzrations tempo envisioned as we move towards
an active defense.
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(Uy We hinally come o the bottom line.  If
we've done nur homework against a specific adver-
sary, we should come up with a hst of those capa-
bilities that we can deploy that will take advantage
of vulnerabilitics that exist in the adversary 's infor-
mation infrastructuce 1o accomplish some level of
influence over the target domain — int other words,
a viable plan.

{U) Likewise, if 1 look at the oppusite sides of
the templates 1 should see a picture of the most
probable scenarios that an adversary would run
against a given segment of our society — in other
words, a reasonable approximation of their plan,
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CONCLUSION ()

(U) Clearly, the National Sccunty Ageney
heuses a major portion of the intellectual capatal
discussed 10 the previous sections.  However, the
NSA cannet be the sole contributor 1o this knowl-
edge base. As a community, we must develop the
knowledge and expertise required to populale and
waintain this knowledge base with which to man-
age and support a sustainable and superior national
irformation operations capability, It is anly
itrough the collective management of our com-
bined intellectual capital that we cap maintain our
nation’s security in the cyberspace environment.
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=€r The end of the Cold War has brought
many siew focuses and challenges 1o the Intelhi-
gence Community. The worldwide proliferation of
sophisticated computer technology, the modermiza-
tion of communications in traditionally less-devel-
oped nations, and the resultant increased global
conneclivity combine to present a whole new intel-
ligence concern:  the capability of nearly any for-

eign entity to exploit or attack the information
systems of the United States or its allies.

=&} Executive Order 13010, which established
the Presidential Commission for the Protectton of
Critical Infrastructure, couplcd with Presideatial
Decision Directive 35 revisions, which elevated
Information Warfare to a Tier | issuc for many
countries, exemplify the growing senior-level con-
cem of the foreign Information Warfare threat to
the United States.

=& In response, the SIGINT Requirements,
Validation, and Evaluation Subcommittee
(SIRVES) validated six new National SIGINT
Requirements (NSRs) to support the growing
needs of the customers for data to support Informa-
tion Operations. These NSRs put demands on ana-
lysts to produce unique iatelligence repons in a
new area. To meet these demands, analysts must
first understand just what Information Operations
is and how intelligence can support it.

4= In response to DDO 1asking, the Informa-
tion Warfare Support Center led the effort to
develop National Cryptologic School (NCS)
courses 1S-231 and [S-232. With support from the
DO, DS, and DI organizations, the courses, while
designed with SIGINT intelligence analysts and
reporters in mind, have a broad enough perspective
to be useful to those in other disciplines and orga-
nizations. In fact, 15-232 has been in high demand
both inside and outside the SIGINT community.

-
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«+83-15-232 Information Opcrations Awareness
is @ three-hour seminar intended jo provide a basic
understanding of Information Operations and how
intelligence can suppont 1. The course covers the
following: :

3
]

Defining 10
10 Conceptual Framcw;;rk

* Potential Indicators of I.O pctivity
10 Enabling chhnolo,'gics

© 10 Techniques  ©

Foreign lnimmauon,"Watfam

IO Reporting

~FOUOYSo, in 4 nuighell: What is il? How 10
identify it? and Whait to! do with once il has been
identified? ;

I_fw;‘mﬂl&_llﬁ-ﬂz bas been presented to
throughout the Agency and
the services. It is currently being offered on an as
nceded basis to groups of 15 or more.  Addition-
ally, the modular design of 15-232 allows portions

of it 10 be included in other curricula and in confer-
ences, bricfings, and working groups.

=5-5-231, Information Operations Reporting.
a four-day class, was piloted in February 1997 with
ten students from analylic, computer science and
colle:tion backgrounds. This course expaads on
the concepts presented in 15-232 and includes a
number of practical exercises. After some revi-
sions, the NCS plans to offer 1S-231 on a quarterly
basis.
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