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MORE THOUCATS ON ‘QUESTIONADLE S16INT

1 have been following with intevast the
series of articles by Vera Filby's
“How Do We Xoow 1t's True? (CRYPTOLGG, Febru-
ary 1976), since this topic was of prise con-
cern during the time I spent in B3l and F47
working the North Vietnamess Alr probiem. We
encountered & foir smount of commmications
deception, or “spoofing,” on the part of KVAF
fighter controllers. Most of these occurrences
were poorly domo and would not stand up to any
jntengive analytic scrutiny. Unfortunately,
in Dy cases they effectively acconplished
their purpose ¢f disropting U.5. sir strikes.
During LINEBACKER 11, we were cozrlng NVAF
fightor (end missile) commmications and pass-
ing the inforsstion t0 an Alr Force GCT con-
troller for use in protecting tho U.8. srrike
alreraft. The timeliness required did not per-
ait any second=gusssing, snd it was only duo
to the compstence of the USA-523 cperators that
many of theso ed decoptions wozo Tocog-
nized s they occurred. 1If there was any quos-
tion or poxsibility that e MIG was actually
reacting to the U.5. strikos, howover, the in-
formtion had to be used, creating mot amly
security problems, but also causing some of our
customers to begin to doubt the credibility of
SIGINT. This led at ono timo to the deputy
wing commander at ldorn (informelly) demanding
thot TEABALL (our Wospons Comtrol Centor) be
removed from the air bocauso of its elleged
uayelisbilley.

This potentixl for causing tho customer to
lose faith in SIGINT because of our reporting
of false information allo veiscd serdoys quas-
tions in terms of cur non-Timdly summiry veports
ing. The problem really aterted during an
esrlior phase of the air war, vhen thers was
SIGINT cvidance that U.5. rationsl commnds
had appayently overstepped imposed limitations.
In aomé cases, ted onemy &ir surveillance
teacking, which woe knew €0 bo valid, was used
to show that U.8, aircraft had overflomm re-
stricted areas. Unfortunately, & feeling of
snimisity towards NSA grew in cortain corminds,
and any sdnission ehat SIGINT could be "spoofed,”
evan if we showed thet we were eble to soparate
tha valid from the invalid fujrly quickly,
could have boen used to discrodit our reporting
of all questionable incidents. I'a happy to
say that tho decision wns sade to publish the
facts of the deception incidents, and E think
our overall credibility wes onhanced by our &d-
wission that wo could be deceived for a short
period, since it showed we woro avare of the
problen and not retresting behind a claie of
infollibility just bocause we wero using SIGINT.

Another very interesting form of deception
was encoumterod which I feol should be in-

Fred Gerkens, F43

cludod in any discussion of the credibility of
SICINT. That is deception nimsd not at & po-
tential enemy intercept operation, but that
intended for the target's own chein of comnend.
When MiG-10s were first introduced into the
NVAF, a period of upgrade or conversion training
was bogun for a selectod group of KVAF pilots.
from varicus other sources we had & good idea
of vhat the training program would consist of,
and were gratified when SIGINT showed i pro-
ceeding according to our prodictions. At this
tioe wo onjoyed en cxcéss of vadundant collec-
tion an KVAF flight activity (overlappi ng‘ first-
party "strategic” snd tactics) with thind-party
Uackup) and werc cenfident that we were afssing
tittle 1f any activity.

Then, ome day we intercepted a report from
probably the wnit's training officer to his
hesdquarters glving & recap of the lest month's
training. The number of days end dates coin-
cided with what we had logged from our deily
collection (feir-weather training only at this
point), but his figures for sctivity on those
days were unrealistically high. Were we misy-
ing appreximatoly 40% or more of flight sctiviey
by pilots in training, who were always under
close surveillsnce and control from their ine
strustoms, with deubly or tviply redunjant
colloction coverago? This soemed unreasmahbla,
and after poing ever the whole situstien sany
times, 1 camd to the conclusion, srnd 1ished,
that the training instructor was g hiils
figures.

Porheps T should bave coordinsted the report
a little more widely before putting it out.

Reaction from our customers was ninimal, but
repercussions internally wore swife and strong,
mostly along the line thet T was “destyeying
the crodibility of SICINT.” 1 could havemorely
published the date and 1ét the customers draw
their own comclusion, but I fele the comsent
w2s necessary. We at NSA, because of our con-
stant exposure to it, should be the best judges
of which BIGINT i3 volid, and which should be
treatod with resorve, dnd [ personally believe
itis the duty of a professionsl reporter to pro-
vida this type of evaluaticm to our customers.

1 sgréo thst the vhole range of “quostlon-
able!t SIGIKT could use further study and dia-
cussion at NSA, not only perhaps to further do-
fine it and e our capabilities to detect
it, but aleo to bring out into the open what is
ofton considered oné of the “unmentlonables" in
our profession. Porhaps it will be less fear-
some if more pecplo umderstend iv.

e e s e
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Fhe quotation cn the nest page vas taken from a
publ vork ¢f an BA-er, fThe first lezters of

By A. 4. 6. the WORDS spell out the author's name and the title
of ths vark.
DEPHTTIONS MORDS
= ¢ ¥ 9l 13 TN
8. Cot rid of —_— S
"3 7% 66 153 2
€. Jepaneso stetescan (1841-1909); the s
outstanding €{gure in the woderni- A3 159 147
eation of Japan
9. Gevoan postimpremwionist paintar of e e ot s
londecgpes and aniwmole (1880-1916) 81 108 5 152
8. m ARG S G DD SUEERLE  SRENERIS
7X B9 96 162 128 @88
F. British scuiptor (1880-1558), born New

6.

8.

i.

3.

K.

L.

P

-

Q.

8.

York City of Russisn parents; alse, ono ~7§ T1% 83 165 ¢ 130 140
of Fotter's Hweat Hogs (no kin)

Faoni's daughtér—{n-law s
19 100 72 12
Proto-talayan people of Philippines N ———— a
317110 #1121
Cem charsctarized by play of e T
changing colors it displays 58 100 139 168
Lyric, ususlly of emorous charactar e e e e e e
and odapted to musical setting 16 "33 90 160 22 122 28 169
that the private investigator waid A C
when he locateéd the mild-mangered 800 [ & 201 31 5L 73 99 115 130 130 134 167
of the first prasident of the Rapublic
of Eorea, working st & shoe factory e G e —— — i gE—
(eon hed' lefe his job as a p,mm?mnr 13737 "7 143 11 61 B0 94 X0 135 158 131
for the Luce publighing sepirs)
words, suggosted by seng citle) 176 57 134 113 ©8Z 118 84 150 1€3 77 137
Secret group of sdvisors to Charles II
of Englend T2 HINI
Stringed zusical instrument pm 23
¢ 1b% "76 155
Inferior dovil
~38 138 157
then told he should mehe one of these _ . .
88 & penasce, the pilfering night T 9B 127 172 56 153
vacchapn st the building-supplies ware-
houss said, YIf you can get the plans,
Pacher, 1 know where I can got the
luzbael™
A lot of people maka a wisteks pro- o
oouneing this word (loock it upk} 23 B3 106
U. 8. govercment agency ;
1 0 L )Y
Chinese family numn —
184 50
Group of relnted Tndian tribes, — S NN 0
Pactfle Northwest coastal area 17 62 96 T31 97 164 &5
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T. Santence endiog used dy Yul Brynnerv

in "The King aad I" (abbre, abbrv, "% B/ 119142156 & 18 €3 53
abbrv)
g. British tern of ¢odearasne (alad e e
used when addressing soseonc whose F T )
name you've forgotton)
V. Richeat man in Rovaoieni -~ “the S g
—— of luyury” 47 157 15 7
W, Books printed in the 15th century P — A —
T36 52 97 148 165 66 109 161 59 126
K. Teko ¢agerl
sk BHRIG T W W

Y. Produce a design by lines corrvoded =
by sort chemical ageat 5 3 3 132

Z. Point of 2 pen (pre-ballpoint)

]
Z;. Ieportant compopent in gemputer-
t graphics syston {sbbrv) 7 T8 108
R

23. Dilute porfume, lotroduced c, 1709
in Cermany {3 wda)
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ahis brisf paper is intendcd to prosent some ]
general cosments covering my exporience with
the CAMIND Matural-lLanguage Machine Files and
other computerized natural-]language working
gids. 1t has seemed to me that these remarks
night bo of sowe value or intorest to others
concexned with mochanited Tanguage aids, whether
65 users or as designers.

In considering the design of a natural.
fenguage dietionary (as in any data management
systes, however sophlsticated or rudinentary),
there are thras cbvious kinds of things that
need to bov done:

a) boilding the filc fronexternal sources;

3) maintsining the file by addi r.ionn. dele~
tions, ond correctlons; and

o) querying, displaying, or oxtracting data
fron the file for day-to.day épera-
tienal wso,

The attention of most computer specialisca has
centered on the tasks under g o: the vays
of looking up, resrranging, manipulating, and
displaying data from on éxlsting file. This
is, adeittedly, the most interesting arca con-
ceptually, and provides the most scope for in-
ventivoness in gofewarodasign and programaing
techniques.

Unfortunately, however. st least in my ex-
perionco, tho real problems involved in the de-
sign of natuysl-l working alds rovalve
sround areas a and b, and espocially sres a:
the indtial buliding of the glossary flle. The
querying or displaying of dots from » complevad
file has rarely prosented sny problems in the
CAMING files or amy other mechinized working
sfds I have worked with. Even when an on-line
querying facility was availoble for the CAHINOD
RYE/TIPS files, it was used priwarily {in fact,
aloost solely) by the file exscutives thea-
selves for file maintenance. Tt was so lirtle

used thet two of the three files involved wero

Fovia, - I

mff 3’.’"0 NEW |

betear, 4,

eventuslly removed from the RYE/TIPS system for
that redsen. Most file usors havo been quite
happy to get o copy of tha printout, 80 long as
it vas of & convenlmt sizo and shape for store
ago and use (i.e. Bx11v document
rother than a culbarm nzchina listing on
size 12 paper).

I wes, myself, surprised snd dissppointed
when I first discoversd that our RYR file users
{as distinet from the exccutivés maintsining the
files) had been so reluctant to uso the oaten-
sive and woll-dasigned on-line query capabili-
ties provided through TILE. Our CANINDG Qoamit-
tes neetings wers regularly attended dy a TIPS
reprosentative, who warned us a year or mome in
sdvance that we were not using the capability
sufficiently to retain it. With this in mind,
we nide o concerted effort t.o set up speclaliy-
planned courses in TILE simplified and adapted
for the CAMIND user, and 0O encoUrage users to
use the RYE torminals. In the last analysls,
it was evident thut it was siply much easier
and more convenient for each llnxulst to use o
printout. The printout was right on his desk;
1o one olse cocpoted with hin for mccess to it;
it was always ready to be oponed ond used. He
alrcady know how to consult e printed dictio-
mery, snd had no new “lanjusges," procedures,
or Tules to learn and get used to. ‘The RYE
termingl, in contrast, was "down the hall" or in
enother voon, It was slso llkely, during the
paried Lefore TIDE uzpllut!uns were given thelr
own system, to be either wal imetioning or very
glow in its responsa. In mum, I can hardly
bleme tho linguists for using the handy print-
out; for them it was an intelligent, cost-¢ffec-
tivo cholce for that time and that purpese.

Let's rake 2 closer look at what the analyst
who wishes 2o build a mochanized lsnguage glos-
ssry has to do. He nust seiecet, from & wide
varioty of potentisl sources, just which terna,
from what kinds of documents (vraffic, tren-
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scripts, collatersl, inchouse publications, xS
card files, published dictionaries, handwritten
notes, ete,) howill inelude in the machine €ile.
Ho must collate the selected data kn such a way
as to resolve discrepancics in represeatation,
foroat, grammaticel information, erc., and to
provide a clear, consistent, and wuseful docu-
sont or display for operational purposes. In
choosing the data snd designing the form of the
old, he sust think of the whole range of poten-
tial users of hils file: new troinecs as well as
senior analysts; ceyptolinguists and reporters
8s well ws translatqrs and transcribors. He
sust get the dats ingo machinable Fore in some
way, snd, os the file grows, ho must oxsmine
successive sorted printouts, check (or errors
snd discropancles, and get them corrected.

In maintaining the filo one¢ it has been
eacablished and hos conpleted ity initial rapid
growth, the file sponsor pugt se¢ to it vhat
the file contimucs to bo responsive to ail his
usors and thelr needs, in spite of frequent
reorgani zations of Agency porsonncl, changes in
eissions, and new devolopments in the extornal
wvorld of intornations] events. He must make o
continuing effort to collect contributions of
now torms, and solicit constant fecdback frum
a1l file usexs, vhile searching for now sources
of data that should bo added to tho File.

MNow let's shift our atrention to the
question of how the teske outlined shove can
best be accompllshed st present and in the
néar future and why. Tomost corputcr-oriented
ganugers, it soues vbvives o the peing of
teiviality that each sponsor vho neods s mechs-
nizod language ald should do all the work hin-
self, preferably at "s terminai” (unspecificd].
1f he cannot do all the work hioself, for
whatever reason, he should get “sopsbody ¢lse”
(also unspoeifiod) in his oun organizetion to
do i for him. The hypothetical manager wo
pre quoting sees no difficulty in any of this,
ond congiders the problem solved by his advice.

In certain specific contexts, whero on-line
terninals have alrendy {for & varisty of his-
toricsl or practical ressons) becone the primary
or only way of mccessing and manipulating all
data for a problea, it nakes oxcellent sense to
put language aids on line too. In these cases
{¢.g., the G TENNIS facllity), tho needs of one
specific set of users are being anply met by o
complete system design that includes all the
working aids they require. Thore sre still,
however, many scatteved users who are, and oay
rewdin for sone time, cutside of these advanced
projects. For them a generalized or stendard-
ized conventional file-maintenance pracedure,
involving periedic updating and rejussue of
printouts, hes been en offoctive and economicnl
way of getting the job done. This situstion 1s
snalogous to that of beokbreakers who do mot
roquire customized processing systems end who
aoke use of the Standard Bookbreaker's Pachage.
CAMINO 33 such B system: a “'standard langusge-

aid packege,' as it wero, now applicd to -more
than 20 lengusges.

For the many yscrs not now served by a
custonized on-line Data Managesent Systen like
TENNIS, the minagorial advies quoted o fou
paragraphs back doesn't help much. The senior
1inguist who iz the one competent to dévelop
and saintain adictionary £s usunlly calied upon
to do many other, sore operatlionally pressing
things in every minute of his day. He must
translate, listen to topos, snd woport on
traffic; teach courses; dovelop training mace-
risls and tvests; answer froquont questions amd
requests for troyble-ghooting from co-worksrs,
and supervise the work of jumlor collesgues (to
nase enly o fou of the demands on his resources).
The problem is expecially ocute for meitl-
lingulsts who must portion thelir time over
soverai different langueges.

faced with all theso immediste pressures,
the senfor 1inguise has 1ittle or no time,
energy, or peace of mind left over to work on
the dictionary at all, let alone do the axtra
initiel work required to mechanize it. Ho
certainty is not usually able to spend hours of
his time sitting ot @ terminal (which he is
not routinely using for any other purpese),
keying in his oun dats or aaking linp-by-line
changes. Finding sonaone elso to do these things
within his own orgunizetion is also apt to be
very difficult in practice. Everyone else who
is qualificd is just as busy, and Just as un.
able to take time to sit at a console for hours
on ond, concentrating on tho dictionary. Holp-
érs vho are rot quallfied olmost invariably
cause far more problems then they solve.

Our hypothotical mansger, whom we have heen
quoting a3 a Devii's sdvocate, hss an lmmedi-
ate roply, by which he again secsks to defino
away the awkvard resource-aliocation problem:
“If the spohior érfanizetion doesn't noed the
dictionary badly enpugh to assign the necessary
resources to It, ohvicusly it isn’t reslly
necded at all, so wo can forget kt.” Agaln, 1
cannot accept this representation of the situ-
ation, howaver uséful it eay be in simplifying
matters for the mandger.

It somstines seens to oo that we have &
strange “'schizuphrenic® attituds in dur Agency
about “resuarch,” or indsed any long-tere
activity thet providss a cunuiative background
of knowledge and perspective on day-to-day
problems. Wo know that we need this background
ond ¢ontinuity when the chips ayo dowm, but we
naver feel abla to mssign to it the long-term
commitment of resources which its development
and spintenance réquires. This soblvelcace
applies not onty to dictioneries, but to continuity
on cryptosystess and targets oot eurrently active
but 1ikely to surface again at any moment.  Ono of
the useful functions that Fl has performed ovor the
years has heen ¢o £111 this gap whérever posgiblo,
and to madntain o cumsiative and historical
aerspective on operationsl problems.
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In oy work with mochanized matural-lsnguage ¢
files, I icamed scan of the things discussed
above the hard way. 1 be early, snd have
continued +- without notable success -- to
gropple with the probice of devising a simple,
cconomicol, and offective technical solution
for tho difficulties of building and maintain-
ing language Files. I experimented with tesch=
ing filo oxecutives to use terminal systems
(e.g., thoe LODESTAR and Burroughs Word Process-
ing Systems) to maintain thelr own files, and
soon discovered that few of them had the timo
to spare for keying in thelr own dats. Thero
were other uncxpected flies in the ointment
83 well. Disasters behind the acenes in the
processing system caused loss and destruction
of stored files., The canatant, arbitrary
changes of software snd “rules” (to which all
modern cemputer systems sc¢eo to bo subject)
created a real problem for the occasional user
such as the CANING file executive; he wes apt
to discover, on trying to bring up his file
or run & progran aftor a lapso of s fow weeks,
that nothing worked snymore and nobody know why.

In closing, I would like to list o fow sum-

mary comeents regsnding the philosophy undor-
lying the present IEM-370 off-1ine CANINO files.

e I beliove that computers are not an ond in
thenselves; as o conputer specialist pri-
narily interested in 1ications, T s
here to serve & user who wants to perfors
an operational task: in this ¢mse, to per-
forn speoific Mnguistic end cryptolinguis-
tic work in support of NEA wisslons.

o 1 am convinced that linguists ard others
working on NSA languoge problcas need the
ba#st working aids thoy can get; they need
not only the general, opem-goyrco desk
dictionary, but 2lso a brosd spectrnum of
specialized working aids and glosssrics
which ave relarad to & specific Agemcy taw-
got and mission, and ¢an be developed only
within the context of that cask.

» T beliove strongly that sachine processing
con be of real sorvico to language analysts
in developing end malntaining good working
adds. The initisl extrs expenditures of
effort and time are amply repaid by later
advantages (9.g., the avallability of ane,
up=to-date odition of the file to all po-
tentlal users, and the relotive ease of
maintenance).

e Linguists and fllo sponsors frequently do
not, themselves, have the tipe and anergy
{nor are they usually permittad the time
by their managers) to create such a mecha-
nized ald slons.

e [ have felt that tho best way ! could help
to fill these real needs, in the absence
of any technical solution for the problems,
wvas to do for the file sponsor mll the
machine-oriented things that did not re-
quire his linguistic expertise or his knowd

o

ledge of the problea. Since 1 had a baek-
ground in linguistics and a passing ac-
quaintance with a mmber of natural
languagas, 1 could also help by doing soms
collaring and editing of @ volatively
mechanical sore, and in plasning the file
g0 thar it accomplished whit the so¥
needed. With a generalized system 1ike
CAMIRD, I could perfowm these asrvices
atross-the-boand and in an interdisciplivary
way for many users, and thus freo theo for the
skilled linguistic and analytic work they,
sod only they, are qualified to perform,

For al] theso reasons, CAMINO was designed ag
a convantionsl file-rointenance system using
o stendoxdized header-trai lor format. The
format was 30 planned 45 to accoimodate the
widost possible scope of user needs. I have
alsomade it o practice to holp tho #ile axecu-
tives in any way 1 could as they were bullding
their flles, removing from thes ns much as pos-
sible of that Initial burden.

I hope that the systens of the future will solve
sone of the problems nentioned in this paper. A good
solutlan wil] becoma & mors and acyre acute nocessity
in the next fow years, as the Agency's growth is
constrained end the volume of cur lems oxpands.
languago onslysts will have even 1¢ss tine -~ to nl-
locate to many aore actiViivies -« thun they now have.
In particulor, I hope that each snsiyst will
soon havo ¢ torninal ut or on hig ovn desk, for hls
awn use, and that the computer systenwill provide
to sach individopl in the entire range of its
usars an inrarfare that truly sakes pogsible n
"personnl computing facllity.”

A central fssue is this matter of the “user
interface”: the langusge snd set of conventions
the user has to learn in oxder to bulld, main.
tain, and query a natursl=lsngusge flle (or,
indeed, to do saything at all) om & tereinal.
inless thia interface s so desigmed s to be
as siople and natural as posaible, snd, in fact,
to be mininal or vanishing as an obstacle to
the linguist, it will be an unfair ismposition
upon him to force him to use the system. The
langusge should be so R ay o be in-
visible, and the usor should have to Tearn omly
ona sunh lawmmege to do everything that he
nesds to do (ROt mamy, 88 at present: N-20d,
TILA, B3, ete., plus s plethora of operoting
gystems, file descriptions, editors, control
langnages, etc.). The terminal &nd tho system
rust be truly user-oriented, in & way that can
cons only from o carveful, apen-uinded study of
what users replly do und what they really need,
on thelr own terms, and not a study made by
computer specislistz who have no interest in or
knowiedge of anything but hardware and software,
as if they wore ends-in themselves, [fwe donot
hove such usex-oriented systems, I would still
considor it cost-effective for the usmer; even
in 1985, to turn his back on the shiny new mechine
and stick with his printout ond his pemcil.

i ™ ™ ey T e g ™
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@achm liszings (slsocalled, at NSA,

rd dictionaries” or "rhvning diction-
u-tes" . and, in ths academic world, "a=tergo
dictlmlrlos") are "dackward” in that, unlike
ordinary dictionaries (which 1ist entries that
ore alphsbotized on the flrst, then the second,,
then the thind, eto. lettey), they list entried
alphabotized on the last, then naat-to-last,,’
then third-from-last, etc. letter. Such list-
ings, therefore, havo the following appearanced: A

OUH ,-
CROUCH .
T0UCH .
uaH .
BOUGH q
Coun 2
wuey .
EROUGH .
ROUGH k
MEDIUN-ROUGH
THROUGH o
SOUGH .
TOUGH i
EXTRA=TOUGH ¥
It is easy to seo fraw the’ abovo exaxplos
that the most coumoniy used . term "backward dic
tionary"” is, strictly speaking, a misnomer bo-
cause dictionaries fncluds edcher definitions
(in the some longunge) ar transiations (into
another language) - that is, no truc “diction-
sry" Is s simple listing of words cither in
norsal or reverse nbp!znbatic order. Tho tora
“rhyning dictionsry!’ iy a doubie misnomer,
sinco words ending’im the sene letters do not
naceasarily rhm

The exsuples denonstrate that backward die-
ticnorlss (to use tho compon term) while differs

lgn pro-;RS}\ days an irreverent cryptolin-
guist app)led the term "B.A. dictionsry* to ap
exd ic (hand-sortodi} backward listing of
#ﬁvrds. When the tern galned currency
and he was asked at a formsl ceoting to expand
the abbrevintion, he was quick on his feet and
cpme up with en scecptable substitute, “back.
werd siphabetic.” But thet expmnsion asver had

~g_aln;gg”l»lzoouceo AIDS FOR THE yypggg;l s
"«v. : ._:. ; Y A T ::-«.-jl'.‘ .-‘!KQ; ‘}':%:‘.'_.é ?ﬁﬂ?ﬁﬁ%%ﬁ

the appaal of the original one.

EO 3.3b({3)
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ing from oﬁunary dacmmlu iw dniuinz g
dofinifions or translaticns, arc. skmilar to
ordinéry,‘ones in that they ususify dist just |
ons, l’on ol’ mh wo:ﬂ te.g. 4n Engllsh.ithn .

‘ dictionaf.
mm uhan dulln; with inflec M forms (such

* a3 occur In English For oussple, .
a porson looking in @ icﬂomry for
English words snding &n -CIES mupt not confine .
hiz search to apecifically that dechticn (where !
he will find just a few wchnlco:! or srcluic
pluralz such as LEIOTRICHIS and GRAMOGIES), but
must bknow Frglish o Tefar to the words
ending in -CH and 2130 those ending in ~fE,
and gust then be able to ‘ascertain which of
those words can have inflectod gorn in -ES.
He will, In other words, Jook in th}l backward

2or, rather, thoy ehduld hsve tuh appear- |
ance. When one is discussing mtnvd distings,
one gust nake absolutoly cortein that the lis-.
tener has o clear mentgl pictups of what the
speaker has in mind. The speaker may have to .
use his hands lavishly, to explain, s whon de-;
fining u circular an.'lmr Swanl y:ars u;o-

nimdmtmdlng ot *ht "Imhnrd"'mnt. The
place names, instesd of heing Alphncti'-od and
printed from right to lefr, vere alphabetized

corvectly but printed from lefy to right. The
placo namds privted in

wers as useless to ﬂx‘:m cryptolinguise
as listings such as mnd NODNOL WEN
would have been to a person desiring s backward
listing of U.5. placo names. No, it was pointed
out to the originating eleoent, there was abzo-
lutsly no wny thot the inforrectly printed lisc.
i.ng could ge undh -= not mu:th edrrors, pot with

zofnph ng the pages reverging the image,
not with nothingt The words In a haghmd Ji:t-
ing haoa to be printed from right to loft.
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dictionary in vain for tho forms CROWCHES,
TOGCHES, HEADACHES, but will have te create
then for himself.

I P I e i e e v s

L]
]
'l
'l
'l
‘l
‘l
'l
f
1
i,

+ ] .

As sinple qs'.t'hl.: wethod is £dr: finding uord:t:

-

Another limitation i that, like an opdinary. :
dictionary, a backward dictionary does not  .° end pattgrns,' it ﬁt'iil ia time-consuring when
list al} personpl snd plece ngmes. Therefare one consideys, that,’ for.excmple
a persen lpoking fer cil! the English words
ending, for exapple, in -INS, must not enly look
in the backuard dictlonary (under -INS snd under
-IN), but ust also vefer to backwatd listings | even more tipe-consuning when ome fs tooking
of Emglish personal names (if he +iants to find [ for pyttbems vithin the words, Fatiier than just
VERKINS) and place n i wants to find } at theend. for exanple, the sejroh for the
PLAINS®), just as the cryptolinguist -} pattern .o+ +AABCC.., . goos rolativdly slowly
zust rofor to o backward 1isting of porsonal - | until ony fifds such sn occurrente 98 the

1€ o gxamine all the following: E

. TEOVOT,

ot word ‘patidms in bachmrd didtionsrios is

Ong sdvantageé that a backward dictiomary hus.f . . . . :
over an gndinpry forward-listed dictionsry is ./
that its format enables the user to rvn his |
finger dmm the columms easily to look for werd:
patiama without the gptical distraction of in-
tervening definitions or transistions, There~

fore, & person looking, for example iy
sighte=to=lglL pailora .., .ABBA iy a
1 I

backward dictionary can relatively
such words as:

]
(]
(]
(]
(]
1
.
]
[
.
]
"
"
]
.
]
.
.
(]
(]
s
]
]
]
1
»
]
]
.
1
]
(]
[}
[
[
]
]
[}
[l
1
]

. ! Tho tedious job of sliding the template doufa:
Such word patterns can bo located easily by -| each colusa of the backuward dictions

the ase of a simplo tecplate [(a cavrd with'a . ary, snd thon off lotter positidn.
cutout, or, preforably, with thedesired pattern | ond rupeating the process, etc. in s search for!
writtan on the odgo) that s run doun the columes word pitterns could, of course, be perforred by | -
of words, as showm below: . . o single nachine process that uses the magnetic,
topes. alrepdy in cxistence for the bsclhhard |
dictjonaries inseveral lenguages. It is, there-.
fore, strango that word-patzern listings have not

yer .been produced from the NSA backward |
listings

Virtue OF sny word-pattern .
stings so prodiced would bo their considera- |
pien of a oxh more exiensive vocabulary then -
ihe carefully preselected vocabularies that ;
xypify the existing wordspattera stydies. That '
svirtue, of course, would have to be weighed .

, againg® the msjor virtus of "the existing word.

Yhen 1 wroto this article back in 1968, 1 1

i | oY any word patierms
ysed THE PLAINS, thinking of Ohlo. erive a bac dictioniry would neces-
I serily reflect the peculisricies of the words
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betic ordor in the” "mt. ﬂa;a." with as
preceding and folloydhig’ context as will fit iato
tho, loft and right' Pcontext.fields.” The sazhle
Holow wey construated fyon tontexts taken fron
the now dafuncy, #askingten ‘Dally save (ON) and
froa the Wachington Fost (WF). Tho secomd cojumn

in their dictiotlgq_[gm_pi_thﬂ 4hwa i
their variously

Baohuard I1fetings amilabls at #54: The
bockward Jistings

l —
availoble ot NSA are oostly KSA-p od, but

—

N ™

slso include o few pudlications produced by
mrchl puhllshm or thu scademic comith

Languages Lor whlch m— ———
S Are lnmed ln the tutm lnclud_e

various type P

 golumn).

4

Hndoy Indszan

The term “window index" is applicd toa typo
of 1inguistic veforence ajd that iy
called, in scademic life, =
in informtion-retrieval circles, a
ward in context] index." The typical formst of
cach line of a window indox Includes message
identification tnforustion (systen, dote, BoS3BRE
neober, ote.), plus tho indexad word in alpha-

uspally
2 "concordance" ¥ and,
a “XNIC (Xey-

Fl

in the ‘sanple indicates tho dare (year-nonth-day)
apd “the third column indicates the location of
the cpatoxt (Ist position -~ newspaper section;
2ed ‘and Sxd positions - +- Page; 4th position -- |

The bisic t'eawrcs' ond uses of & window index
are spparent from the above sample.
the features first, it iy opparcnt, that, whem:
one finds a word inf which he is interested (soy,
ALABAMA) and wished o hove the emtive context!
or contoxts In which it occurs, he can olther go
to tho original source (say, DN GBOS21 -091), o,
If that source 36 not immedistely aveilable, he
con rocover the ‘entire context by teking the |
first and last torpletd word in the window-index
1ino, looking thes up separately olsewhgre in .
the sort field eo get additions] text, and re¢- |
peating the nrocoss until tho first and last °

To dlscush

words of the text are i

rveached. To obviate this!
DN 690521 =015 Y PROCEEDINGS. AN  ABA SPOXESMAN 1IN WASHINGTON laborious process, window
DN 600521 -503 OING ON. 1IN ADDIS ABABA I LOOKED UP MARIO BUSC | indoxes are usually aecoa;
PN 690521 =503  NAS GOING ON. IN ADDIS ABABA ! LOOXED UP MARI { ponied by ''message prines” «-
DN 690521 -206 100 FEET INTO THE AIR, FROM SPREADING TO NEARE | corploto toxts of the mos-
DN 690521 <091 TING. THIS COVERS ALABAMA, GEORGIA, LOUISIANA | sages, sorted insoneorder
DY 690521 =211 VB MAIL GEGULARLY. ALTHO HANOI SIGNED THE CONVE | (date-time, messago-nunbas,
DN 690521 =012 ., TODAY ASKED THE  AMERICAN BAR ASSOCIATION TO | eo2¢.) for {nstunt referencd.
% mszi :gg sisaisnicktiuia ﬁtmm STA A second JEmedisvely ap-
DN 690521 -466 AT EVEN BEFORE THE APOLLO LINNAR QRBIT TN DECEMD gﬂ':‘?hfuiwe h:t th: nin-:
BN 690521 -231  ANARE TUAT CERTAIN  ARBAS IN THIS CITY HAD BEEN : ex f’ t ti s Mi; i
WP 690521 ADL1  WAS RESCUED BY AN ARMY HELICOPTER. W. BRUCE W | °7° },o:' © ch“t;: ;dP" |,
ON 690521 -052  QUIPPED, CAJOLED, ASKED QUESTIONS AND TRIED TO | Ut €8 . '-‘; "; ho
DN 690521 =012 AMS, R-DEL., TODAY ASKED THE AMERICAN BAR ASSOC ?:?mtﬁ'b: :n::;f °t :
0N 690521 -012 D THE AMERICAN BAR  ASSOCIATION TO DETERMING wiE | 00000, m":';rir' :
PN 690521 -031 APOLLO _ASTRONAUTS THIMAS STAFORD, J g tmhext T |

dexed. Thérefore, to cut °
down _the nunber of lines printed in the window .
index, a proselected 1ist of nonsignificant but |
high-frequeecy words {in the above axample; suth.
words as AT, AND, TN, BY, THE, ON, INTO, WAS) |
usually is programmed to bo excluded !‘m the
indoxed alphlbet.ic colum {but aefll retained in.
tha left and might contezt fields®). .

Saversl yesrs ago. [

5%An alphabetical verbal index showing the
places in the toxt of a book or in the works of
an sothor where cach principal word eay be
found often with i¢s jmmediate comcn" (Web-
ster's Third Edition).

ttle intelligente Content that
suppressod.” When the linguist re-
ﬂmhesh ;.o h:; desk and maue:ll 30 cheerfulness
t th the gramer promised to suppress
tho words, the mmut rechocked and was abashed
to loarn that the prograsmer was planning to sup-
press thase litthke buggers into oblivion whenever
and wherover they occurrcd.
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A third feature of window Indoxos is that
thay contain the words aes they actually sppear
-- note, for example, the typical Daily Asws

spelling ALTHO. Therefore, the variously in-
ar ia- -}

flected forma of the seme word will appe
difforent pleces in the window indexes- (the
otcurrences of the for exam- |
ple, msy b separatéd by many pages from the .-~
same place name in the inflected form
Morcover, any nonstandard spellings, mi
ings, or typogesphical orrars will be indexbd -
as though they were valid words. A oscburically~"
produced window indox of the Daily Mews, foresi-

;"_.

anple, would contain aany onteids sugh/as . . . .

IT ¥AS REPROTED THAT. ,-: SinijaHly, o .

pechanically-produced (that is, imedited) body
of *ﬁmld‘mmin 3 vezy- large
percentage of nonvelid wprds elling

orrors, run-togothorords, word scgoents, etc.].
A indow indox of unedited
ght thereforo contain
1 uch as the following:

: orranged in oy

The uzes that
' are iisted obove
are certalnly not

order of ascending

po
involved in the collection, forward

or descending dim-
riance, since It is felt that all utlnho ‘sl:ep:
cryptlon, translationm, inmnrcuuon.'m
intetligonce veporting of traffic can justifi-
tbly bo cailed “the critical step.®

Window indoxes availadle av HSA: Since window
indexos have such n wide range of eryptolinguis-
tic and intelligenco use, they have always been
gmong the first machine alds requestcd by crype-
analysts déaling with & spocific languege.
Thorofore NSA and 1ts predecessor snd cooperat-
ing agencies have produced, over the yocars, s
large mmber of window indexes in most of the
languages of viztal intelilgence iaterest. In
addition to differing according to language,
theso window indoxes differ groatly according to’

'
.
.
]
.
]
]
[
]
.
.
.
.
(]
]
]
]
]
]
v
&
]
.
+
[
.
.
]
1
.
[
3
]
il
.
'l
]
[
"
v
.
.
]
"
(]
4
]
[
r
.
il
.
Il
.
(]
i
(]
[l
]
[
[
.
]
]
[l
]
.
0
]
1
]
Il
v
]
]
[
]
[l
.
r
]
]
.

Y
mainly pre-

thes p
1] the older,

edited indaxes sre in the form of printouts
thot, while still rather bulky, can be veforred
to 1ike an Ordinary thick book, but sany of the
sore ratent, unedited indezes contuining such a
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large nusber of nonsignificont andfor garbled
entries In tho sort flold vhar any printout
would be physically and psychologically unwieldy,
are printed on mlcrofilm reels, which can beo
read on a viewoer and partially reproduced as
desited, or rotalned in the computer and cplled
up by CRT or other programs.

Comelugien

while the types of language aid descrited in
thls article canbe produced for probabiyall the
languages of KSA Interest, they have not yet [1H76)
beon produced to the same oxtent for all such-

languopes. For exanple, the Agency has produced -
the foilmdnﬂ I
2 For =

nusber of administrative-technicel (rather then
linguistic) regsons, linguists “specimlizing in
languages other than do not have such @
coxplate pssortucnt o rd 1istings or other
eaching linguage aids aveileble to thén. The

sityation is analogoua to the situation with ro¢
onLTas
sharply with the smll, individunl hond files
(and aven mentol files] in other lenguoge areas.
Is [t because soue languages ure nore fcportant
to the Agency than othora? Or that sond are mdre
difficult to degarble or decipher? Or that thersy
are only o few thousand, rather than o fow hundred
thousand, place nawes invelved in eno typeof craf
fiet Or that zo6m¢ lasguage areas have & largar
nuzber of pecple available eo edit materials for,
coopllation inte machine-produced alds o hencf
thenseives and any linpuigts who aight come afuer
them?! Certsinly ary window index in longuage .k
is bettor than o window index in that langupge.
And a window index ¢f diplomatic text in languag

x and @& backward listing of in
that langunge apé ovon bot:orlﬁmtﬂ.lspt-

text in that language

=

EO 3.3b(3)
PL 86-36/50 USC 3605

2450

254,

ing to translate a garbled o;,péi-}hl ly recovered

‘-
.

The argument that bm:bh,tj Aivtings snd
window indexes (aad, for.that' wattor, longuage
Files) arc extrevagances thse capnot be pro-
duced right nbw because olir fow dinguists are
too busy progucing trangimtions ds In tho same
categary” a3’ the argunent, that nopé of the cur-
rently producisg, (but L{nguistically under-
tyained] porsomnel in'a particulpr language
drea‘can be spared for 'training e¢hat would ap-
prdciably improve the wverall quality of the
output, or for recacdimg new, anblguous, unknown,
or otherwise recofduble linguistic date thot
havo ocgarred in’trdffic and might conceivably
reoccup (perhapyof ¢ doy when the ane person who
=ight Temonber tqn,e Epecific messogs {nwhich a pair-
ticplarly obscimre #ord occurred six mooths ago is
new on two-wéoks' annual ledvo). .

; 8ut how <doas’ the file-bullding, aid-producing
Ant convinge the blitholy transloting Grass-
hopper thit.one of thess doys hg's godng to wish
he had gizflar £ilez and lnngusge alds? Gs-
pecially wheh the Grasshopper t€lls the Ant,
*it's qasy for you to bulld your files and
mako youf Uackward dictionaries, becsuse youtve
get A higkly orgonized soclety with hupdreds of
speeinlized helpers cromking out vranscripts,

and trenslations, but 'I'm the only one
£ nttomlyon--ldutbet #
transcripticon, translatiom, repoTLing,

w;va also supposed to act nonchalant. (t's
an old problem ond many of the Grassheppers do
reaiize that it is a big one, So let's not be
o0 critical of thoir cutwardly nbnéhalant air
and lat's hope that thoy cam squoeze out a
oinvte or two each day to g’mduco the liaguistic
nids that wo know they will oeed whoen the cold
wind of winter starts to blow.
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