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WHAT’S WRONG WITH AG-ZZIJNA.?

in the Basch isepe of CRYPTOLOGC we reprintdd the
article “'Noaimgs About the AG=02/TATS, " by Cocll Phillips,
€4y, which had originelly sppoared in C-1INERS ¢ C Group
Raching Processing infcrmation Bulletia), Vol. 3, Neo. 7,
Audost/Soptomber/Ocrobar 1975, Ny, Phillips’ aptizly prompe:
L od ihe folfewing ceply by Deniel R. Connell, whick opposred
in the Winter 1978 {Vol.3, Ko 8) lasuo of C-LINERS and in
teing reprinted Mo with rhe perasinnion of ite Editor,
David J. Willlamy. il

What's wrong with AG-22/IATS? Plenty, if
oné acecepts the thesis sdvanted by Mr. Phillips
thot the output of AG-22/IATS intercept is in-
ferlor to that previcusly dérived frop manually
propared réporty tronsmitied to NSA.

1 do not. Two of My. Phillips' recommimda-
tiona for improving the produs: of ADP applica-
tions are good onesa, but not becnuse the quality
of AG-22/1ATS data is inferior. I maintain that
tho overall quaslity of AG-22/IATS dats ls dotter
than aver, ond that other forms of improvement
not oontioned by Mr. Philllps ave far sore I
ecritical to greatar ucility of HF Morse.

¥hen one speaks of carefully prepared roports
being more veliable than existing data, one
should not ignore the fact that manual prepara-
tion is one thing end rodio transmission is
anothor. One could take the actual message
filed wicth tho targer coxmmications conter ond,
given hits during transmission, recelve
corrupted text ot the receiving emd. The sender
nikes nistakes, also,

¥hen speaking of pre-AG-22/TATS history,
the Teality wos p TECSUM prepared from hard
copy dopicting what the intercept operator
heord. Then the data was put on S-igvel
paper tope and tromspitied dleetrically to
NSA via either OPSCOMN or CRITIOOM channsls.
Both forms of commumications are subject to
atmiapheric corruption, not to mention the
fact that, for efther proparation or trans-
mission reasony, the use of veperforated tape
cén eéasily bocome Lip own private nightaars.
This, in foct, happened, and the word “garbled®
sppiied to transmitted msterial as easily as
it did to that intowcepted by tho operator.

Danie onnell, €7

The advont of AG-=22 copy and S'mmﬂx'r for-
warding saw some joprovenent, nlthouﬁh the
quality of the finsl output at NSA changed
1ittle. Reporforstod tope errors, although
caused by different equipnent, sere now con-
pounded by those resulting fron faulry or
dirty STRAMHAT er tope readers. When the
Jattér occurred, howsver, things were usually
so bad that ¢ntive transaizsions were dono
over. The quality of traffic recelved at KSA,
in my opinion, probably remained tho samo. in:
fortunately, this §s still true for those ma-
terials copled on AG-22 positions and forward-
qd vie STRAVNAT. The field stations operating
in this archaic mpde gt the present tims, how-
over, ors fow in numbsy. ALl the lerger
%i::i copy and forward via tho Inproved AG-22
crmingl System -- IATS,

TATS brought considerable change. The ma-
torisl copied by the cperater is pow implanted
on magnetic tupe. handled via field computer,
and tronsmitted o NSA in an error-detection
podo. Unless each transsitted bit is preperly
rocolved, NSA will not accept.

It is ny contentian that, contrary to cer-
tain opinjons exprossod during plamming ses-
sions with A, B, G, and W, tho guality of HF
Horse interceptod on IATS positions and erans-
niteed vie that system is botter thas ever
before. Holding that opinion, I therefora dis-
nkss all thoughts that copy procedurss, as we
knou then today, aro the cause of “‘poor quality
toxe."

1 sugpeet thot such chargos emanate from

| various cotners of classic cryptanalysis, wheré

perfect copy from nt Jeast two sources is ro-
quired by Utopisn law. These mamo cornors
plso exude o “messsge” philosophy whereby the
emphpsis of intercept is plnced on preanbles
ond toxt; callupd and intervoning chatter be
hanged.

Even Lf poor quality wers trus, [ wouid
not subscribe to Mr. Phillips’ suggestion
that tho oporatars provide more tags on their
intercept. Moreover; asking thenm o formt
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messages more than they do woday is no way to
sieplify copy procedures.

It is not full copy that bothers an inter-
cept eperotor, He or she ls trainod to copy
exacely what is hesrd as it is heard, often
under trying elrcumstances: bad otmospherics,
tadio intorforonce, m weak transmitter, crrat-
ic keying, or just trying to keep up with one
of the fasteat hands ta che west.

what conplicates 1ife for an operator --
and whet couses tho msjority of copy errors
-- |5 anything that interrupts the almost
subconscious flow of intercept, any requirenant
for sdditional thought or function while Inter-
cept is underway. What Nr. Phillips suggests
a5 @ reucdy to poor quolity would, in my opin-
icn, result in for Jess quelivy. 1 ax con-
pelled to mention that this viev was parasount
during the first two Genoralized AG-22 Proces-
ving System (GAPS) conferemces hetd in 1073 and
1974. Froo the field point of view, tagping
procedures were sbout as populsr as a full-
dress review on Sunday worning., Mot anly 4o
they cogplicate pn oparator's style, they ad-
versely affect 1ins management’s flexivilicy in
moving operators from ons target cntity to
anathey, where procedural tags required by NSA
can vary widely.

Thero 15 & danger, slso, in heving oparators
pist” callsigns undor live intercept condi-
tions., Somctimes oven slight variations in

cailups and callaigns signify tho unususl, and
an opcrater roschovled té gisting eould sasily
beccne complacent or miss 8 unigue 4-glecent
collsign wherv the difference froo 30 previous
callups is but @ single dit or dah. o sune
appiios to asking the cperater te diserioinate
during the listening process and ccpy down oniy
unususl chatter. .

The changes in copy procedurss recommended
by Mr. Phitlips are well suited for intercept
opcerations where instent loy i3 a fact of

-

] =Tis cnough to do. MWhat 19
surprising is the fact that, given all that is
requived, the oporstor does a good job.

I 4o agree that software should check for
obvious errors and, whore possible, correst
dats when subsequent errors ere detected, Extra
oditing steps in the ADP cycle also weuld prove
boneficisl.

MHr. Phillipa' call for greater operetlor
avaronass of torget signals snd their velvo ls
an excollent one. Ome noed not have been an
operator to understand this. A sypist is a
petter typist when interested in tho job at
hand ond givon informed lnvolvement. Tho onus
for bettor operator motivotion falls on two
sots of shouldars: those of tho fleld managers
and, as it pertalns to the signals being copled
tho NSA olements rosponsiblie for those targoets.

EC 3.3b (3}
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My experience argues strongly Sor grester
NSA offorts to Eavolve statien prmel fn
the why and wherefors of intercept, assignment.
1 spoak directly of operntors,’nol: staticn

| analysts or thosa levels of field magagement

fanjlisr with snd-product .. show-and.-
tell briefings. and axtensive exgjosure to
visiting ThYers. Such invelvearat, mareover,
should not be isolated but’ contiduous.. Field
wanggers and analysts should th:g sEplify
operstor interest and insure that (perators
arce kopt informed. . P \

Beforo leaving the ,s'uhject off o:mratr'fr
involveoent, | quickly point ouf that the
mite interce 4 19 ] . <

L]

er cxce ; or poti-
vation. If the snalytic areas do Hot pake
greater attonpts fo keep local operators avere
of the irportonce of their azsigned mission,

we will have drepped the ball too many times in
| our own backfiold. ‘The ideal,; of course, is to
stimuinte opeghtor interest regardless of whore
the intercept’ §s performed. | .

Returning’ to AG=22/IATS as.0 source of mo-
terial with' which many of us york, .and uccept-
ing that teday's copy is of appropriste quali-
ty, 1s there anything associoked with this
intercept that should be ixproved <- better
softwary and editing capabilities asido?

Thoge same plonning sessions clged by Mr.
Fhil1lips indicezed that the primary criticisn
of AQ-22/1ATE was insvfficient tioglincss. The
resultant AG-22/TATS Processing Sty Group
fingdings show that, betanss AG-22/IATS is not
tizely enough, ooy man and meching 1¢-
sources are wasted by duplidarive preparation
ahd forwarding of tho sape intercept.- At the
Jleast, resources are used which need not be
- usod if AG-22/1ATS were ovaijadle to sers within
a fow minutes of intercepr.. ’

The Study Group is still in the hrocess of
subnitting o finel recommendation to Chief, C,
for improving the tinelimecps of thls intorcept.
boing o will not be easy, but it cun be done

and ought to be dong. If L Group is to properly
:upﬁrt the tivities, it must
o done. .

what's wrong with AG-2Z/IATS? 1} is not

| and nover will be perfect, u roplice of what the

target comumicator sends. The interwcept us-
socinted with 1ATS, however, is tho bost wo
have over had. We con always wse better ADP
applications. ¥e need a fostor meshs of getting
pertinent materlal to interested users.

fr 15 those needs that will continus to do-
.mand sotisTaction as d other
foros of first-echel velop. It

is thesec needs, not o quest for porfoct copy,
that can be realised.
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CONVERSATION WITH A
BOOKBREAKER
(SINCE RETIRED)

In ¢loesdng out his dosh, ®he “slace 1etired™’ boshihrosher found
following veuts 15 bove tha dase Joue 13, 1969 end the ricle
“Suypetted Tople far ¢ Belofing (Abowt 30 Misvresk Boshbrsoking
he Seote of ha Arn'® ¥ wilf sko losn B 3D minuten o rend the
epavarsetion,'” but 1t will be rime well apems by any boobbusohee.

B4

Q:

A:

-

A

-

Qr

Q:

A

Can ihe E::putm be pw'gmzd Lo aecorstanct

: 14 the coapuler 48 nol gadng {0 aeplace the

code boo,

In bookbresking, the coxputer oaly points to
the answer -- it cunnot bo relled on to giwe
it. On the other hand, ths services per-
formed by the computor are of inestimsblo
velue to the analyst because of tho repldity
with which pertinent information can bo
breught to his attentlon. Intelligence is
highly perisheble -- the computor ofton
serves 10 make information exploitablo while
it is seil) timely.

bookbreahex, ahal spesdifis sexvices ean Lt
perfors fon hin?

Ono of the grostest services Is in the aren
of lnventory. Anything once known about the
codes and cryptographic practices of e targot
country should never be forgotten. One of
the most wasteful of gll exercisecs is “'ro-
discovering the vheel,” Other than this,
the computer is marvelously sdaptable. With
proper knowledge and imagination, it can be
adjusted ta fit tho ncods of just sbout any
problen. The greatest danger is the growing
tendeney ta try to roshaps individunl prebleas
to accormadate the eoeputers

Ta Lt Libely that the "art” of code Aecon-
atruction diseppesa. {n the near futuref
I ahould hope not. [ an now working on a
cods that has all the basic elements of the
first code probvlem I ever éncountered -- al-
mdat 25 yeors age. [ should hate to think
that the nexz generation of bookbreakers
would have to learn the trude by trisl and
error,

What kind of Leadning dhould the nexl genera:
Lion of booghw:hw havef What hiwd of
people should they be?

Qualities of character and tosporament aro
fully ieportant as formal imstruetion in
fangunges. ares studles, or cryptography.
Code reconstruction tekes enorncus patience,
persevorance, and personal integrity. The
bookbreaker most bo honost with himsolf,

or he will weave a wholo wob of deceit. Ho
must have brood intarests and an insatisble
curiosiey. Bookbreakers succeed through
knowledge, not ignoTance.

Biiente ]
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Although it goes without saying, 1'1l1 say
it snyway: defore you cep perform any kind of
analysis on o signai, you have to tolloct the
slgnet First. Before you collect the signal,
you have to Ffind 1t. And beforo you find tho
signal, you have to be in the right placo
along tho radio-frequancy spectrum. This is
truo of all signuls and mo less true of signals
sssociatod with modorn weapons systems.

Wa have often krown thar a parelculsr func.-
tion pust bo associated with & given weapons
systen becauso of an associated antenna. Yot
the signal associsted with thar function may
go unintarcepted for sevecal years. MWhem a
fiew weapons systes is first identifled, thern
are a nusbher of techniques to be used for pre-
dicting what signnls will bop aggpciated with
the system and what their frequencies wmiil be.
Ono nothed of prediceing the frequency f2 to
deternine the associated antenna aperturs siza
from pkotography, estiaste tho needéd signal
bearmeidth for the varlous signal functioms,
and thon taleulate the opeutinmoqum;y.
This beamwidth estimation somest provides
poor results. Another way. which iz wove ex-
pcting, 1= to ¢wploy wavepuide snalysis. This

article shows how wavégutdo snalysis ean yveduce
the seurch renge to o minimm and thus shorten
the tine necdod to intorcept the signal.

The common wavegulde has a cross ssctlon
that 1z rectanguler in shape. The longer
inside dimension ls arbitrory called MA", and
tho shorter "B.“

YYBICAL WAVEGUIDE

The "A" and "8Y values ave nornally deter-
mined by coxpering ourside dimensions derived
{rom tographic intevprotations with U.5.
uw;ﬂ'i"m in oxder to establish the inaide
dimengions. The VA" dimension dotermines the
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cuteff frequancy.
will propagate down the guide; frequencies at

Froquancies ghove cutoff

or bolow the cutoff will nat. The cutoff fro-
queacy <an be determined fron the expression
v g

vhere C  is the speed of Might,
Fo I8 tho cutoff frequency, and
A s the longer dimension of the
wavegulde cross section.

This expression is important beeause it pe-
veals thar the antenna sssoclated with this wave-
guide cannot trensmit on frequencies lower than
tho result. Thus, the first usable frequency
range has been established: F, to infimity.

This renge can be reduced to F. to 2F,, since
it is known that frequencies sbove 2F cause the
signel pot to bo coupled to the load properly.®
The improper coupling causes standing weve pat-
werng to be sot up in the wavegulde, thus de-
grading the signul ond couding logses. For this
reason, Soviet, as well as U.5., designers choose
operating ranges betweon F, and 2F.. Agoin, the
scarch range has been significantly rediuced.

it is now known thst the sntenna sssociated
with s particular wvavegulda camnot transmit on 9
frequency balow F, ond no known o8 oxiat
in which frequoncies above 2F. have bewn used.

Although the pearch range hes boen narrowed
significantly, thore ave still more factors which
can help reduce the froquency senrch range for
» particuler emitter. From waveguide analysis,
it is known chat even though a signel can propa-
gate through the guide ar just above Fer it is
attenustod to o varked degreo. As the Fréquency
is increased toward 2F;, the attenustion s de-
creased exponentially. This usable frequency
rango varies from waveguide to waveguide and can
be docorained fron 4 chare; hewever, moreslly
the first 25 percont of the frequoncics batween
Fe and 2P, sre not used because of marked atten-
ustion. glmllr. the highest ten percent of the
frequencles axe not used becouse, st sbout this
point, the losses from the aismacching begin
to becore significane,

Once the frequency search tange hus been ro-
duced to this renge, othor technigues, such as
elirinating high-densicy bands, say complémsnt
this system and reduce tho frequeiicy range
even further.

*This articie is based on a T 4-mode of
aperation.
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TYPICAL WAVEGRUIDE ANALYGIS

Although froquency prediction through waves
guide analysis is not a foolproaf mathod, it is
another tool that can bo used 1o farrow the
frequency search renge of 8 signal sssoeiated
with a particular antenna whose waveguido dizen-
sions ore known, Thus, it is an ieportent tool
for speeding up tho analyszis of signaiz essoci-
ated with weapons systema.
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