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TEPSTONE
ND A g
NON-RUSSIAN.
VOICE. PROBLEM:
Square Peg,

Round: Hole?
- » ‘.
) e 323
P the Appi] 1076 issue of CRYPTOLOG, ! their specific intelligence-p ion_problems.
of A633 introduced and |,In our case, we took to heart remarks

explained the STEPSTONE I computer sub-
system designed to aid the voice transcriber in | efforts and we began to look for the most prof-
preparing transcripts. As she pointed out, the

: itable way of using STEPSTONE.

use of computers can help to free transcribers :

from many clerical and unnecessary nonlinguistic Naturally, the;e were several logical and

tasks. But, to us, one of her most significant reasonable rgstra1nts that set bounds for any
i 5

statements was, " [STEPSTONE] can be adapted for “fine t““;“g ?hat we might do to STEPSTONE or

‘use on other [i.e., non-Russian] transcription [3tS procedures:

problems with minimal effort." While one might

about adapting STEPSTONE to other transcription

: @ Our changes could not interfere with the
wonder about the amount of that effort, we = . normal operation of the overall STEPSTONE
in A323 found that the adaptation of the system:

STEPSTONE I concept to our specific require- ¥

ments was an absolute necessity. ® The results of our "tuning" could not in

. ’ any way conflict with other existing A3,

When STEPSTONE I was first introduced to A Group, or Agency computer programs, oOr

our 'non-Russian" problem, we were somewhat unnecessarily duplicate existing data

surprised to see haw easy it was to use entry or retrieval programs;

STEPSTONE data entry and retrieval procedures. |

We had been awaiting a flexible, on-line tran- ® Any changes would have to be necessary,

scription capabability, and, after several easily understood, gnd consistent with

disappointments and failures with forerunners the design and format of STEPSTONE: and

of machine-assis?ed transcription, we were ' @It could not cost the Agency anything

ready for something that would work well. Sl beyond the normal, planned cost (in time

To begin with, we noted that some people who \ wmd anney) ke BIRRS TONE jopsrstions.

were using computer programs and software were
missing vast opportunities to improve their
operaticns because they never really explored
how computer technology could be applied to

What Is STEPSTONE? What Did We Ezpect?

As designed, STEPSTONE I is an on-line
terminal subsystem to aid voice transcribers
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in pr'eparing transer;ptas',. with its main thrust [ | This pr " 5
being, the entry of "the franscripts. STEPSTONE |tranmscription," . .
also provides the fransc:;tbe.r with temporary . elimi- .
storage and retrieyal Capab111t1es The tran- nates the processing of superflu items .
scribbr enters the-data, ar*a teyminal near his and frees the STAR to perform hli or her =
or he;- transcription pns:tzqn amd the data is analyst/reporter duties. . :
relaygd to a large' data banke-- the 1BM 370. . _
This data then beqpmes phrt of the -PROD Data Considering the operational processmg con- :
Base YPDB), where .prncedu;es, ,‘. g. " SELLERS cept practiced, there are threp transcription and
and SPECOL. exist «for ext:acting Brtine bTHEli reporting factors which have afd;rect bearing on
scripts or key items within tramScriptd, In our approach to STEPSTONE I: - N
the future, transcribers and analysts wikl gain r
accesé to the Modgl2204 refrieval system Answer - %
Files* by using theu- STBPSTﬁNE teminals. . .'.
The above featbres made STEPSTONE »sound vesy .
attractive, and wg Impatiently awaited its ol =t
arrivel; but, when {t was measured ag‘amst our { @ Because of the naturs of our targets (i.e.,
needs’, we were quickly disappeinted. "We were " 8 random mix of subjects], it is not feasible
glad };hat we would be able to*create owr, + for one STAR to be tasked with transcribin
transgripts on 1lfne "-- no more’ typewnter- . solelz one :atagnrz. of subj ectsl
produced paper ttangcnpts. Bup STEPSTONE!s a
temporary storage and limited retrieval caph- ~ I"Everyone

bility presented.a major stumbling block. processes any subfect, regardless of his or
After numerous qoestions, we camt to realu‘e . her individual n;portmg responsibilities;

that what we wanted ! and had expegted, was not‘

within the 5cope of 'STEPSTONE'S current purpuse. - bt everyone may process anything, it
STEPSTONE I is merely a portion of the larger?, is more mportgn.t to readily identify the
more Flexible REDSTAR system that,”some day, ' subject matter, of the transcript than to
will gwe us the des-u'ed computer sppport. 1, Adenticy” the .t:. Anscribiec.

* . . : sad of revrieval
Qﬂ_ﬁzgﬂi_”s_"’?ﬂ . " Y transcriber, as provide
- . . ¥ ) «OMT oOperational needs are:

We realized _that our requirements°and expec- & %
tations could not be met by the procedures and -
formits as presented in STEPSTONE. What v
exac{ly are these requirements? a : 2

-

Our branch has two teams, each compatatively! .
smalk. One de; = .
gets mvolvmg - .
subjgcts; the other -tenm handies similar -tar- . )
gets fnature. .‘_ @ . »

Becsuse of the lihited number of person} .
assigned to our transcnptmn effort (approxi-’
mately 30}, our branch relies upon the progressive o
procesﬂng concept, whereby each person in ﬂle b .
voice effort must be®a scanner, transcriber,” g . »
analyst, and reportel -- a STAR. In addition, to i
these basic tasks, egch STAR is assigned repowt-
ing responsibilitias

eve | i |
by transcriber have any

4 The STAR system not only al-
lows us to approach maximum utility of assigned
persomnel, but alsec Erovides us wit? t:'he EE- I. Teal value for us.
| Because the scanner/transcriber |9, s..- -
15 a;so an analyst/reporter, he or she decides siodvficavion of the STEFOTONY Pormat
whether or not a particular ite Because STEPSTONE I was designed for an or-

ganization involved solely in the transcription
process and made no specific provisions for

February 78 * CRYPTOLOG * Page 2
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retrieval of transcripts by subject matter, we
were initially confronted with three options:

A) we could tailor our operations to conform
with the given STEPSTONE format;

B} we could enter transcripts using the
STEPSTONE format as presented, and
retrieve them by subject matter using
SELLERS, SPECOL, and the Model-204

system; or

C) we could try to adapt the STEPSTONE format]

to meet our specific retrieval needs.

Option A wasdlsmzssedasumollyunacceptable.
Option B was rejected because, at the time STEP-
STONE was introduced to our operations, SELLERS,
SPECOL, and Model-204 were relatively 1naccessx-
ble to the STARs. Left with option C, we.Set
out to identify those portions of the STEPSTONE
format templates which lend themselves.fo modi-

fication. .
We should stress, however, that we fully re-
alized that any modifications to the STEPSTONE
format or the use of STEPSTONE for purposes
other than those priginally intended was solely
an interim adjustment until the arrival of
fully accessible, convenient,data retrieval

programs. i

One of the basic requirements in our tran-
scription process is the‘checking of transcr1pts
for accuracy. In STEPSTONE, the checker veri- ,
fies that a particulad t ,
examined for accuracy

v

*
-

Our first atfempts to perform quality con-
trol of the transcripts brought home the need *
to differentjzte between transcripts produced y

by the two €eams. Since both categories of
informatioch are [ I

nd because of the large volume of
transcripts produced by both teams, we found

0; "y

o & -

* & .

¢ & .

o. w =

n |

~ aty E

. s i

» L& 4
. at

. v, 9
* -
® i
s L
. L
» .e

- an

that, in order to quality-control (QC) one
team's transcripts, that team had to wade
through numerous transcripts prepared by the

other team.

Systematic Adaptation of STEPSTONE Format
Realizing that the STEPSTONE format could be
"modified" (there was no modification of soft-

ware], we began to look for ways to retrieve
transcripts by subject matterand location of

activity.
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:n < The STEPSTONE system provides three tran-
P . . script files: the Current File [CU File), the
1: : . Backlog File (BK File), and the History File
:, s (HI File). As described the
b £ % arrangement in her article,
| . -
:. - -
;, u . “Briefly, all data entered into the
2 . . system goes into the Current File. When
LT, ¥ v the transcript has been reviewed linguisti-
While our "mod1f1e¢{‘_' F’?mvi\_‘lmﬂ us cally and analytically {that is, subjected
with mu?h greater flexibility In rgt;;aviqg to QC], it is sent to the PROD Data Base
transcripts, we were dtill not satisfied that . and to the on-line History File, It remains
all possibilities had:been exploited.. Upoa

in the on-line History File 15 days for

closer examination of the local access and is then purged.™

e ) 1]
Manual, we noted that

In other words, as the system is designed, &
transcript should remain on-line for the one to
two days required for its transcription and QC,
plus the 15 days it spends in the on-line

| History File -- a total of 16 or 17 days. The
ability to maintain transcripts on-line for 16

| or 17 days is apparently more than adequate for
a shop dealing solely with transcription. How-
ever, for our operation, dealing with both tran-
scription and analysis, & longer on-line capa-

| bility is needed, | =

Our problem, therefore, was how to deal

| with the built-in on-line liwmitations of the

system. Our first objective was to prevent se-

X T lected transcripts from being automatically
When the modified| Jate |purged after 16-17 days in the system. Our ap-

used together, analysts can easily and guickly |proach to solving the on-iine problem was con-

determine the basic content and subject matter of

| strained by the fact that we are obligated to
each transcript. Some hypothetical examples: {QC all transcripts on a timely basis to allow

February 78 * CRYPTOLOG * Page 4
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their entry into the PDB. As stated above, e R : »
once a transcript has been QC-ed, it is auto- et ‘? . A
matically transferred to the History File, where .* . % . .
it has a 15-day on-line life sxpectancy. We o R, . .
realized, therefore, that we would have to 2 o 3:% . ?
systematically remove selected transcripts from . o Vo® i i
the History File prevent their 1o v | * ¢ RN 5 _
smoY iNg 3 " . ..-... § &
] a transcript . et - ey [

ical- =4t the enq oF. each work day, checkers carry

: As

~ already in the History File will be automat
ly transferred back to the Curre ile

z __Ja transcript will remain in the CU
File for 30 days and then be transferred auto-
matically to the BK File, where it may stay
for an indefinite period of time (depending
upon the disk space available). Thus, the first
two steps we devised for the process of main-
taining selected transcripts on-line for as long

as necessary were to:

® QC transcripts on a daily basis, allowing
their entry into the PDB and their
transfer to the History File; and .

@ after transcripts have been in the History
File approximately 13 days (since they *
"disappear” after 15 days), call-up thoge
transcripts that are to be kept on-line

-
[

We dubbed this second step the "Zero- Seuss,"
e Es———— 111
wines when an unchec. transcript will dr

t File into the BK File

-

This step ensures CRAT 8 2€TO-

out both the Qf *and the Zero-QC processes.
| of this writimng, selected transcripts have been

maintainéd ‘om-line for dver 14 months. Aperiodi-

|projects/products for which there was 40 longer

|«

J.COII

cally, we.review the Backlog File and delete
those transeripts that are no longer necessary.
Twice'dyting ‘this 14-month period, ourComputer
Support, Brinch notified us that our page count
in the-Bagklog File was nearing file cgpacity
and wé were® asked to reduce the number.of tran-
scripts.” We complied by deleting those tran-
scripts ‘related to completed or nearlycompleted®

a.ﬁeed-fgr on-line maintenance.
Ifi symmary, we Tecognize STEPSTONE and its
¢epss as invaluable transcription tools.

For many, it serves well as is. The original
STEPSTONE concept of machine-formattted, tran-

sgription has been left virtually intact by gurr
ly

odification,
0Se 1tems not needed by our peculiar system of
[ opgrations, the STAR system, have been modified.

. With the recent developments in other computer
programs, the expsrience gained from our exposure
to STEPSTONE, and the assistance of our Computer
.Support Branch, we, as transcribers and analysts,

e

an additional 30 dmys before it is transferred
the B i

transcript will remsin in the CU File for

L are more confident that computer technology
offers much to the voice effort.

For us, the immediate advantages of the

modified STEPSTONE I were:

@ a transcription retrieval capability with better
than 6 months of selected material on-line;

® a systematization and standardization of both
the transcription process and the analysis/
reporting effort;

® quick, convenient, and reliable retrieval by
subject at the STAR's immediate disposal; and

® a significant reduction in the amount of
time required to perform quality control.

Perhaps more importantly, by being able to
group together transcripts related to a specific
subject over a given period of time, through
the modified use of STEPSTONE, we are now more
confident that we are producing SIGINT product
based upon all available voice material. In
this way, we feel we are in a better position to
comply with the ultimate objectives regarding
"finished SIGINT," as outlined in V-129-175,
"Intelligence Conclusions in SIGINT Preduct."!
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t is often said that the traffic

analyst work1ng in a collection-

operations drea-isn't doing traffic
. analysis. Ih1s'1s becduse very
little in-depth analysil is being performed.
Better termed, the wark ‘could be called
"cqllection-support Bnalysis." It is a
spacial -type of traffic enalysis for which
not all traffic analysts are well-suited.
fact, it is so different’ _that some might
suggest it be considered.as a unique

cageer specialty. .

In

Recruitment of individmals with an aptltude
for collect;on-suppont anﬂlys:s, in ey opinion,
should be better defined,  Too often, there
seéms to have been a vill:ngness to accept any
trgffic analyst w;llrhg to- work rotating shifts
or.perhaps willing to, take-a field-station tour
of «duty, Unfortunately, the skills needed
to*be &8 good traffic analyqt do not necessarily
trdnsfer into making a good collectionrsupport
anqust {CSA}. A certain mental persuasion is
negded in order to be"® .a competent CSA/TA in a
coblection-support analy51s environment. This
person plays a vital sole i the collection
cydle. He should be the oil and grease in the
ingut, output, and feedback process of the
collection cycle. Th1s article will identify
the role of the colleqxlon-shpport analyst
and attempt to identify what_his mental persua-
516n should be toward his Joh.

*The CSA is the traffic ang’lyst who works
with the collectors of A at an opera-
tigns area such as in

The CSA necessarily relie
nformation as documented from the in-depth
analysis performed by traffic analysts in
the task1ng Crganization. One of his main
functions is to serve as a liaison between the
collectors and the tasking organization and

February 78 * CRYPTOLOG * Page 7

| lector might ask whether]

COLLECTION-SUPPORT
TA IS NOT
FOR EVERYONE

perhaps different professional disciplines
within the operations organization.

The tasking of mission to an intercept sta-
tion is always changing. This causes the CSA
to familiarize himself constantly with new
targets, with no assurances that those targets
will remain on mission for long. Often, the
mission assigned to the station will be bits and
pieces of several entities. That means that
the CSA will also need to familiarize himself
with many related but non-mission entities that
may happen to be intercepted. Thus, the CSA
must have a good information and recall system
(i.e., working aids, Technical SIGINT Reports,
and/or a good memory). This is one reason why
the CSA may frequently complain about the quali-
ty and timeliness of TEXTA, TSRs, and other
working aids. The experienced CSA soon learns
that the informstion seemingly critical to him
is not readily forthcoming. Often, it requires
him to establish his own variety of working
aids which he invariably feels the parent or-
ganization should have produced. Actually,
the problem is simply a case of a difference
in perspective znd each has his own view of ghe
priorities.

The CSA's perspective is closer to that of
the collector, whereas the perspective of the
anelyst in the parent organization is closer
to that of the output or reporting phase of
the collection c¢ycle. The CSA is caught in
between the two conflicting partles. As amaiing
as always, the tasking organization never
seems to give necessary gcquisition data useful
to the collector in quickly identifying and
copying a new target., For example, the col-

I ATthough 1t would .
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seem fundamental to “think collsctor" when
assigning a target by giving the collector the
best acquisition information possible, this

is often not done. The CSA is then left to
grope around, trying to fill the voids in the
acquisition data,

The irreducible aspect of "thinking collec-
tor" is concerning ourselves with the needs of
others and keeping in mind that collection
is the starting point of the collection
cycle. Viewing it otherwise can only cause
friction in this cycle. This means that
the technical in-depth analysis feedback
must be given as high a priority as other
aspects of a job. Then, intimes of crisis, when
collection is most essential, objectives will
more likely be satisfiad. As in farming,
raising a good product requires a good amount
of cultivation., It seems today that NSA is
too often content with the present yield of a
product with little or no cultivation.

The collection-support analyst attempts to
fill the vacuum created by the inward reflec-
tion of the tasking organization. The CSA
organizes the technical information in order to:

e Dinimize the acquisition time;

o maximize intercept and the meeting of
collection objectives;

# Teduce the learning time needed by the
collector to ensure that he will quickly
familiarize himself with the target;

e document his efforts, since people are
constantly rotating or transferring; and

e gBive feedback through field-station TA.

In turn, he must communicate to the tasking
organization just what the acquisition and
copy problems are. The CSA must concern him-
self with "next time" so that collection may
roceed routinely whenever 8 crisis presents
tself. Secondly, collectors often do not.
copy the same target on consecutive days. Thus,
the CSA may need to serve as the focal point of
an in-house dialog. It is he who should ensure
the follow-up on significant intercept.

The CSA most often concerns himself with the
present and the future, and this requires a lot
of intuitive esnd innovative action. The results
of these actions will necessarily reflect his
ability to understand his collection environ-
ment. In addition to understanding the collec-
tor's job, he must be ahle to relate to the
person who is working as a collector. This in-
volves an understanding of such things as collec-
tion techniques, signals analysis, computer ap-
plications, language, and reporting. The better
the CSA understands these related disciplines,
the greater the service he can provide to the
operations organization.

Often, the dialog between the collector and
the CSA sounds more like confrontation than co-
operation. And, when placed in CSA jobs, many

traffic analysts feel uncomfortable and some-

what frightened at being cajoled. In a way, it
is a sort of game. The collector tests the
CSA's credentials so that he can evaluate the
CSA's use to him. Conversely, the CS5A must test
the collecter so as to ascertain the collector's
proficiency and attitudes. Obviously, people
vary in their inclination to doing various jobs.
Whereas one collector may love to copy new mis-
sion, another may be more content with copying a
target with which he is familiar. But the fact
is, the CSA and the collector must work as a
team and must communicate with one another.

If they do not build a close working relation-
ship, the entire mission is likely to suffer.

If nothing else, the CSA must be able to
display sincere empathy with the collector's
problems and seek ways to alleviate many of the
technical ones. The CSA must show restraint and
diplomacy toward the collector's work. Who in
his career has not seen the instance when a
collector has laboriously copied a target for

2 hours and then sn undiplomatic CSA glances at
the traffic and tosses it immediately in the
burn bag? When that happens, is it any wonder
that, the next time that intercept is needed,
the copy may not be forthcoming?

The C5A must not be afraid of taking charge
of a situation. Often, he must make a decision
on whether to continue copying a2 new target or
to have it dropped. In the midst of a crisis
he may need to weigh the factors of maintaining
mission discipline as given in the tasking, or
ignoring some mission in order to copy a "hot"
item. It is in times of crisis that new targets
appear and the decision of whether or not to
copy a target may be critical to the gathering
‘of nesded intelligence information. Conversely,
the improper use of resources by ignoring mis-
sion tasking may also cause problems. It will
probably be the CS5A who can best determine if
one target should be sacrificed to copy
another -- and then to determine which one to
drop. In these days of optimum tasking, some
target will have to fall off the tasking ladder
if an unassigned target is copied. Therefore,
the CSA must know where mission discipline must
be maintained gnd where it can be sacrificed.
The CSA should be able to recommend the direc-
tion and help steer coverage.

Collection-support analysis is where traffic
analysis begins and it can often be exciting.
The person must enjoy working with the unknown
and be willing to deal with the frustrations of
a constantly changing mission environment. It
is not a place for people who do not like change
or the unexpected. The CSA is an important part
of the collection cycle, but he is only as good
as the support he receives or can muster. Since
remote operation is becoming an increasing en-
deavor in the NSA effort, it would be beneficial
for those who can do CSA work to gain such ex-
perience so that they can gain a better perspec-
tive of the collection environment. In turn,
they will increase their wvalue to NSA.

e e e e ]
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