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art of the problem in SIGINT Exploita-
tion for the 1980s and 1990s is the simul-
taneous increase in collection capacity
because of improved technological so-
phistication, and the decrease in analytic and

reporting capability betcause of fiscal restraints. |

To put it simply, we are collecting more and
exploiting less. Thexe is 8 crying need to
master the technology «{which constantly threat-
ens to drive our collection) and apply it
smartly to assist our Bnalysis and exploitation.
If we cannot manipulate the massive amounts of
data we are now able to collect, we are reduced
to the primary function of selecting the con-
stipation point in the SIGINT system. Do we
inundate our collectidn facilities and arbitrar-
ily cut off the incoming data in order to al-
leviate the load at the processing point? De
we allow free flow of «wvoluminous collection to
deluge the processors"and confine our process-
ing to artificially sfringent limits, gambling
that what is missed will not be missed? Or, do
we overwhelm our cust in-
digestible amounts of
gambling that what is sign
wnarized?

What alternatives are there to preselecting
the Liockesge area? We must master our machines
for use in mnalysis, processing, and reporting
as well as in collection, so that the monster
that gathers also sifts. While we cannot elim-
inzte the human element in exploitation, we
must provide help to that human element -- the
individual hers and hims -- inmassaging the huge
pile of material we are funneling into the
SIGINT system. We must also gear the mechani-
cal wizards we are building and buying to aid
our reporters in preparing and presenting the
information gleaned for specific customers who
need it, in a timely and lucid manner. We
must also design the machines to be used so
that the humen drivers can operate quickly,
comfortably, and efficiently. This concept is
more complex than it appears since it encom-
passes both human-engineering aspects like,
"Can the terminal be operated with existing
lighting by someone wearing bifocals?", and
mechanical aspects like, "Can the operator get
& report out in minutes to the Tight customers
in 2 crisis when the computer system is satu-
rated, the terminal has been operating for 72
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hours continuously, and the current report must®
take precedence aver 48 others in the queye?! °

In addition to our own exploitation problems -

at NSA, we must also improve our men-machine
interfaces so that software can be written
quickly to assist analysts in solving technical,

analytic|

[ problems so that fisld stations
end remoted sites can be directed more intelli-
gently toward collection of desired targets of
known value, as opposed to available targets of
unknown value. Our collection technelogy has
far outstripped the old-fashioned collection
manager who continually asked for all the
activity an operator could find. The dialogue
between collection manager and collector must
improve to include stesrage and.guidance based
on and driven by mechanical applications and
techniques which force the machine to disgorge
more than regurgitated machine formats of exactly
what was forwarded by individual collectors.

In summary, we must learn the techniques of
controlling our machines bsyond just turning
them on and watching them run and spit at us.
We must direct them to help us do a better job
of collecting desired targets, manipulating
collection data, processing significant infor-
.mation, preparing reports quickly, disseminat-
ing needed information to selected customers
rapidly, and feeding back to collection sites
to refine the process regularly. This is not
a simple task. But if we are going to exploit
SIGINT sensibly in what is left of the twenti-
eth century, the architecture for SIGINT Exploi-
tation must address this part of the problem.
In reality, it is not a new task., Stating re-
quirements, establishing collection priorities,
directing coliection, analyzing and processing
collection results, preparing and disseminating
intelligence to identified customers, evaluat-
ing results and feeding back to field elements
have been the basics of SIGINT Exploitation
since before the waylaying of Greek messengers.
The critical task before us is to master the
modern and sophisticated tools of the trade to
improve our efficiency in handling the con-
stantly increasing flow of SIGINT, while avoid-
ing and eliminating blockages that could lead
rapidly to internal ruptures of the SIGINT
Exploitation mechanism.
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!ue were introduced]
g o the concept o rarchical cluster analysis

by the R51 CADRE team, whose program, PEP-1,
purported to be a far more refined method of

homogeneity testing than the traditional RYE
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program, XIBAR.
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Note by | z |
CRYPTOLOG Cryptanalyeig Editor:

XIBAR, a program written by Marjorie
Mountjoy, has been-resident on RYE for many
years and has been"the standard clustering

program for NSA cryptanalysts, The preceding
article by by

comparing the Tesults from XIBAR and PEP-1
served as .a reminder that CRYPTOLOG needed

to have a.look et R51's recent work on clus-
ter analysis. [ agked for an arti-
cle on PEP-1, an esponded to

my plea with his article “A Little PEP Talk,"
which foilows thi,s- note,

The main d:.ffe:;enco betwesn XIBAR and PEP-1
lies in she mannex "in°which thresholds are set.
XIBAR uses a singdé threshold level which can

either bk program?Gomputed or_arbitraril Te- *
scribed Jy the analyst. As thal Fr-
ticle indicates, g-change in resho .by *

the analyst can caus® @ change'in the XIBAR gluse~
tering.” On the otfie? hand, since the REP-I"
threshold levels #fe all computer-genstafed, *
they will produce the sané clustering for, b1l
users. , The sequenge of thresholds derjived by
PEP-1 enables the amalyst to obplin the entire.
subcluster structud¢ of' the inwt data in a

single’ computer nm, . e o'a

]:.lsers can find operating instruc-
tions for PEP-1 in file GDOC. The references
below contain descriptions of the different

measures available in PEP-1, some examples of

applications to Agency problems, and sample
output.

Referencea:

"Cluster Analysis: Introduction to Models
and Methods," NSA Techni-
cal Jou.mzzl,. Vol. XXII, No. 2, Spring 1977
(#66€9 .

"How to Cope with a Cluster Analysis Prob-
lem: Thé R51 Cluster Analysis Softwars
Package, | | #51/PROC-NOTE/
2/?.7 17. March 1977 (#86).

“'l'he H;.erarchical Clustering of Cryptana-
. lyts.c Data and Comparison with Multi-

dimensional Scalin .", |
. and| 54 Technical Jour-

I rla.l Vol. XXI, !{o‘ 4, Fall 1976 (&&&).

"An Applicatimf af Multidimensional Scaling
and Cluster Analysis to a T1Z Problenm:

Analyzmg Similarity Matrices Produced bv
Hudan Perception and .Iudgment,"li’
'Eﬁ R51/TECH/04/77, 2] September

7 (U).
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‘e sre intercepting 8 telephone link
between Brownsville and Carroll Valley
and have noticed that several subscrib-
,ers are using covernames to disguise
their identity. There are apparently five pairs
of subscribers, three of whom are believed to be
naval because of their speech patterns, and the
other two are believed to be air-related. The
covernames are apparently changing daily and,
during the first 5 days, we have only been able
to maintain continuity on one pair of subscrib-
ers. From the 6th on, we cannot distinguish
the services, because the traffic has not yet been

transcribed. Evidently the same covername can
be used by two different people on the same day.
Brouns- Carroll Identif-
Date ville Vallay gation
1 MESA with OVAL Navy, link 1
-APEMAN " CATBIRD Navy
BETA " TRANSOM Navy
PESO " SOLID ASD
SLUGGER " PULLET A/D
2 VICTIM with ALBUM Nevy, link 1
LOUVER " RIGGER Navy
MISFIT i GOSSIP Navy
SEEDLING "  VALUE A/D
UNIT " SPHEROID A/D
3 MYSTIQUE with LEATHER Navy, link 1
BULLY " SLUGGER Navy
TYPHOON " FIGHTER Navy
BETA " VICTIM A/D
TONIC " BLINKER A/D
4 EQUAL  with TRANSOM Navy, link 1
HATBOX " SCHOOLBOY Navy
REGENT v DISPLAY Navy
APEMAN " DISPLAY A/D
DICTION "  BRACELET A/D

5 SWIVEL

INTENT
SPHEROID
COUNTRY

HATBOX

6 ADAGE
HYSS0P
MESA
AARDVARK
GADGET

7 CATBIRD
JUNGLE
LINDEN
LACEWING
PROJECT

8 PILGRIM
RIGGER
SOLID
THRESHOLD
TONIC

9  FIGHTER
GADGET
GERUND
SEQUEL,
VALUE

10 BLINKER
SCHOOLBOY
SHILLING
SINEW
TRANSOM

with GOSSIP
" QUENCHER
" COUNTRY
" HEXANE
" DOWNHILL

with IMPULSE

" PLODDER
" HORMONE
" SLUGGER
" MISFIT

with BARRETTE
" DISPLAY
" PULLET
" CHASER
= MORAY

with SPHEROID
" MESA
" QUENCHER
" QUENCHER
" ROWBOAT

with VICTIM
" IMPULSE
" COMPRESS
" VICTIM
" STACKER

with BULLY

"
"
"
t

MYSTIQUE
CHASER
PESO
BRACELET

Ravy, link 1
Navy

Havy

A/D

A/D

-

Recover the continuities, system, and

generation.

{Solution will appear next month.)
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