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This is Dragon Seeds.

There is fantasy, irony, and the bite of reality in the
name. It speaks of the East. And, like the East, it suggests
much, says little.

Dragon Seeds is both Mother China and her neighbors.
Dragon Seeds is monumental and minuscule. It is the past and
future. It begs for elabecration but gives none. 1In it are
echoed softly slurred Mandarin, brittle Vietnamese, determined
Korean. In it is the spectre looming over the Thai, Lac, and
Khmer. It is friohtening and friendly. It is uncertain.

Above all, Dragon Seeds is promise. It is fertile with
ideas unbounded, to be cultivated with creativity and
imagination. It is challenge. It is alive. It will be
more than it is.

Dragon Seeds is yours. May it grow with you.

The Editors
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"INDEED THE WISE MAN'S OFFICE
IS TO WORK BY BEING STILLS

5 HE TEACHES NOT BY SPEECH
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NEGLECTING NONE3

THEIR LIFE HE GIVES TO ALL.
POSSESSING NONEs

AND WHAT HE BRINGS TO PASS
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DONALD A. REED
! Chief, BY

In 1948, Ain Force Captain Donald A. Reed was one of the
§inst three Ain Force officens to be assigned to Arlington Hall
from the Ruséian Language school at Monterey. Throughout the
remainder of* his military careen (retined 1 February 1967 in
inade of Colonel), he held a variety of key positions in the
ir Force Seeunity Seavice and NSA. These included Operations
0£6£c¢4 of the 15t RSM at the time the Koaean War broke out;
hieé og Analysis Div (0AD) at Hq USAFSS; Chlef of the Russian

problem t242H) fnrom 1952-54; Commanden of the 124h RSM at
indsburg and Bingen, Geamany; Chief of Openations at the 690151
in Iwedibrucken; Dinrecton og Operations at Hq USAFSS; Depuity
Commander AFSCC at Hq USAFSS; Deputy Commanden 6922 Scty Wing
af Ohinawa; Commander 6925 Scty Gp at CLark AB; and Chied, B2,
Upon retirement gfrom the Air Force, Ma. Reed became Chiefd of
B0d4. For the past year, he has been Chief, BI.
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. Chief, B2

Michie F, Tilley has been with NSA for 19 years. Following
Wonrld War 1T service as a Navy radioman, Mr. Tiliey worked 4in
private industry and continued his interest in communications
as a resenve intencept operator with NSG. He was recalled 2o
active duty duaing the Konean War, and joined NSA as a communi-
cations clerak’in 1953. He moved on through Section and Branch
Chief fobs in.the Indochinese problems o successively monre
intenes ting assignments, including Chief, NSAPAC Representative
Philippines, dnd Poticz Ofdicen, Hg NSAPAC. 1In the formexr
capacit ( the finst NSA representation in South
Vietnam and in the Latter was intimately involved
in PACO INCPAC staff Level.

More recently, Mr. Tilley served as Chief, Pacific Branch,
Foreign Relations Division (1966/1967), Senion U.S. liaison
Officen, Melbourne (1967-1970), and Deputy Chief, B2 (1971/1972).
He has been Chief, B2 since July 1972.




JOHN E. KENNEDY, COL, USAF

________EIZEZTLFT_J____.

The Least {LRustrious of the Boston Kennedys [he claims his
nelationship to the presidential famify i8 not close enough 2o
do them any harm on him any good), Cof Kennedy ffew a tounr of
combat with the 8th Ain Force in Eunrope duning World War IT.
Nozewonthy in that stage of his military careen is the fact
that he was shot down over the Battle of the Bufge and, through
wompendating navigational ernons, he acceidentally evaded captune
by the Geamans. At the end of Wordd Wan 11, he resumed civilian
Life and founded an only sLightly successful business din
Massachusetts of which he was a corporate officen.

At the outbreak of the Korean Wan he was involuntarily
necalled 2o active Air Force duty and fLew anothea combat tounr
in Korea in a night interdiction fighten-bomber role. Notewoathy
in thai phase of his military careen is the fact that he flew
56 combat missions when only 55 were nequined. He was nesponsible
fon his own necoad heeping, Lost count, and fLew the extra
mission which almost cost him his Life. He was then assigned 2o
Ain Force Training Command in Texas, where he taught both ain
and ground school counses.

Among counses which he wrote and taught were "Memony
Improvement" and "Theory of Navigation." Duning that peniod of
2ime he ecompleted his foamal education at the University of
Houston. He then was selected for foreign Language training
and graduated in 1956, with no honors, from Yale University
Institute of Far Eastean Languages. e

His enyplologic caneen began .in 1957 with assignment Lo
the National Secunity Agency. Col Kennedy has §illed a numben
o£ B3-related positions, both ovenseas and at Ft Meade since
Lhat time. He 4is generally considened as the pioneer of the
concept of chyplfologic suppoat to military commands, having
edtablished the SSG 7th Ain Fonce, Saigon, and having estab-
Lished and dinected the SSG PADAF.

Oven the past several yeanrs, he has been involved in a

number of tactical SIGINT suppont enterprises, some of which
have had a modicum of succesds. Noteworthy among such efforts
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was the unsuccessjul military operation designed to extract 4.S

prisonens of war from the Son Tay prisonen camp in Noath Viet-
nam. Fon his effonts in that operation he was descaibed by

WASHINGTON POST columnist Jack Anderson, in a column publ&&had
in 1971, as a "dubious hero."

His majon accomplishments and hobby are his wige,

Terny, .
and his daughter, Mary.

He s soon 2o be 4nuo£untan4£y retined
by the Adir Fonce.
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ROBERT A. HIGHBARGER .
Chief, B4 E

Mr. Highbangen joined NSA (AFSA) in Jume of 1951 aften
completing his MS in Mathematics at the State lnivensity of .
Towa. C

His cryptologic careen has been nearly equally divided .
azon P1, ASA, A5, and B Group.
who

He L8 a dentified cuyptanangi
as Apent time on the hand and machine ciphenrs of East

Geamany, Poland, Russia, North Vietnam, knd China.

Since Decembenr 1969, Mr. Highbanrg a has been Chief of B4,
which provides technical senvices to abl of B Group.
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STEPHEN J.-b'TOOLE
Ch&e&;

Duning Woatd Wan 11, Ma. O Tbole denved as a Japanese
Linguist at Arlington Hall.

DPuning the Korean Wan, he woxrked
aé a Korean Linguist at Anlingion Hall and Hq ASAPAC Tokyo.

Between the wans and up untif the move to Font Meade, he was
involved in the Soviet probfem initiatly as a Ringuisi and
Laten in supenvisony and managerial capacities. When ACOM

was foamed, he became Chief of the Reponting Staff. Following
a year al the Axmy Wan Col ¢ge, he became Chief of the CHICOM
Exploitation Division. This was followed by assignments as Chie

£ the Operations Staff of the newlfy formed B Group and Deputy
Chief of the Production Operations and Rep
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DON €. JACKSON

Chie§, BE &

Dr. Jackson began his ecnyptologic careen {n.1953 gs an
Ensign in the U.S. Navy, wonking on the Soviet| °*
problem at Anlington Hall. He seaved in variodl .
field positions in a militany capacity untif 195%, including
a tour as Officen-in-Change of the Naval Security Group Detach-
ment assigned to the Taiwan Defense Command and Lhe U.S. 7th

Fleet. .

From 1957 to June 1961, he held various Agency assignments
inctuding Branch Chief positions fon the Chineaeﬁ
M{litary problems. 1In July 1961, he became Chief o e Produc-

tion Organization's nesounce programming szaff, during which
time the CCP was boan. 1In 1964, Dn. Jackson was awarded an
NSA Fefllowship to attend George Washington Univensity, where he
completed nequinements fon the Doctorate degree.

Subsequent assignments in the O0ffice of Southeast Asia
Communists have Led him progressively from Chief of Southeast
Asia Non-Communist Nations Division 2o his present position as
Chief, Bé6 (0ffice of Southeast Asia Communists). As Chief of
Bé, Dr. Jackson has been nresponsible fon guiding the SIGINT
activities which support U.S. tactical commanders in South
Vietnam, at welf as theater and national Levef decision-makenrs.
In necognition of his achievements in this anea, On. Jackson
was recently awarded the Exceptional Civilian Seavice Awand.

L 2.2 ]

"A good supervisor is one who can step on
your toes without messing up your shine."
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THINGS THAT GO CLANK IN THE NIGHT . St . »
by Mike Hricik, BGl et

In late Jhnuary 1972, the COMBAT APPLE, Laoﬁ'm;asion
qgtaging from [ ] began intercept-

ing a high HF radio emission emanating from either North' Vietnam
or adjacent Laos. Subsegquent analysis of this signal ind;cated
to us that Lt was in the fraquency range of the Sovi .

til6 1nformation suggested
source of these transmissions was North Vietnamese tanks, a long
sought target of the cryptologic community. At first, it was
thought that these communications were part of night tank maneu-
vers in southern North Vietnam. However, as more information
became available, it became apparent that they were actually
Berving large numbers of NVA tanks and armor associated vehicles
traversing the southern Laotian Panhandle, enroute tc an unknown
area of South Vietnam. The following is the methodology used
to exploit these communications to the utmost degree and to
provide accurate intelligence to the consumer and tactical field
commanders in Vietnam. .

An in-depth analytic attack on the tank-to-tank communica-
tions revealed the probable route of movement through the
southern Laotian road system. The first group of NVA armor
elements, isclated in SIGINT, apparently traversed Route 96
intec the Chavane area, proceeded east along Route 966 to the
South Vietnamese border, crossed the border in the vicinity of
Dak Pek ARVN Ranger Camp, and possibly moved south along National
Route 14 into the area of Dak To/Ben Het ARVN Ranger Camp. The
methodology used to ascertain the route of movement for these
tanks was rather unorthodox because this was the first observa-
tion of actual tank-to-tank communications in Scutheast Asia;
there were no guidelines available, and a normal traffic
analytic approach could not be used. Kilometer markers,
mentioned in text, were the beginnings of the jigsaw puzzle.
Available information suggested that kilometer markers 69 to 104
were located along one of Bix roadways in the Laotian Panhandle
and adjacent South Vietnam. The roadways were Routes 1032,

548, 128/911, 96/110, 966, and 22/99. The aircraft position at
the time of intercept and other anomalies inherent to these
communications eliminated Routes 1032, 128/911 and 22/99.

7

“POR-SECRETEMBRA

W1 el N M W ¢

(B L3l ]



MEDIUM TANK T-54A

- CHARACTERISTICS -
Weight 40 tons
Length (w/o gun) 21.2 feet
Width 10.75 feet
Height (w/o AA MG) 7.9 feet
Speed 30 mph
Fuel Capacity (w/aux) 141 gal (215 gal)
Cruising Range (w/aux) 216 miles (310 miles)
Main Armament 100om Tank Gun




Movement directions mentioned in crewmember conversations
yielded another key, since it was reported that when the
vehicles reached kilometer marker 102, they were to turn right
and head south. Collateral revealed that kilometer markers

102 on both Routes 548 and 96/110 are located on straight
segments of road, thereby eliminating these routes as candidates.
Collateral also showed the location for kilometer marker 102 on
Route 966 at YC 763031, where the rocad takes a sharp right turn
to the south and enters South Vietnam. This information,
combined with references to fording streams, crossing bridges,
etc., suggested that Route 966 was the most likely avenue of
deployment for these tanks.

The initial ARDF fix on an R-113 terminal was obtained on
18 February, positioning it in the extreme southeastern portion
of the Laotian Panhandle. Later groups of NVA armor elements
appeared to use Route 96 into Chavane, then continue southeast-
wardly along Route 96/110 into the international tri-horder area.
ARDF support traced this movement and subsequent groups of NVA
armor were located in the Binh Tram (BT) 37, BT 35, and BT 44
areas, Chavane, Saravane, and immediately west of the tri-border
area. One group of NVA armor elements was located by SIGINT in
the Ton Le Kong River basin near the Cambodian border, approxi-
mately 100 kilometers west of the Laotian/South Vietnamese
border. The position suggested that this group was not
destined for the NVA B3 Front area of responsibility in the
central highlands of South Vietnam but, in fact, continued to
move southward into Cambodia, transiting the COSVN-controlled
areas, possibly with the ultimate objective heing the An Loc area
of South Vietnam. Collateral reports indicate that NVA T-54
tanks played a vital role in the siege of An Loc that began in
early April. There was only one SIGINT location of an NVA
tank within the boundaries of South Vietnam, and that was in
the area just northwest of the Ben Het ARVN Ranger Camp. This
fix was later confirmed by photo-intelligence on the same day.

During the period 3 April to 24 April, no NVA tank-to-tank
communications were observed emanating from southern Laos and
adjacent Kontum Province, South Vietnam. Two possible explana-
tions for this hiatus are that these tanks and armor associated
vehicles had completed their deployment to their destination and
were preparing for tactical activity in the area of Kontum City
or that these communications were of such low intensity that
they could not be intercepted.

9
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AMPHIBIOUS TANK

PT-76 (MODEL 2)

- CHARACTERISTICS -

Weight

Length (w/o gun)
Width

Height

Speed (land/water)
Fuel Capacity

Cruising Range {land/water)

Main Armament

10

15 tons

22.6 feet

10.4 feet

7.2 feet
27/6.2 wph

145 gal
160/62.5 miles
76mn Tank Gun




© On 27 April, in north-central Quang Tri Province, R-113
communications revealed combat preparations for an attack on
Trung Chi, a village approximately 8 kilometers west of Quang
Tri City. Subsequent collateral indicated that, on 28 April,
this village was overrun by an NVA infantry attack spearheaded
by a number of tanks.

In late June, NVA tank-to-tank communications, possibly in
an area east of the A Shau Valley in Thua Thien Province,
revealed offensive activity against an unspecified ARVN outpost.
These communications disclosed movement of tanks into the combat
area, tactical positioning of infantry support, the initial
assault, regrouping and maneuvering for the final assault,
which apparently was successful.

During late July and early August, SIGINT traced the move-
ment of at least 20 NVA tanks from North Vietnam into South
Vietnam. These tanks were initially observed in central Ha
Tinh Province on 22 July and, by 1 August, they were located
approximately 30 kilometers north of the eastern Demilitarized
Zone. At this point, this armor group was instructed to move
directly into South Vietnam as quickly as possible. SIGINT
followed this group for 11 days as they moved approximately 200
kilometers. As bits of information flowed in and were pieced

together, it was almost possible to plot the daily progress of
the group.

Collateral and captured documents identified the NVA armor
units operating in South Vietnam as the NVA 202nd Armor Regi-
ment tactically committed against Quang Tri and Thua Thien
Provinces and the NVA 203rd Armor Regiment supporting NVA
offensive activity in the central highlands. Additional collat~
eral indicates that approximately 300 NVA tanks have been
destroyed by the Allies in North Vietnam, South Vietnam, lLaos,
and Cambodia. SIGINT played a vital part in locating these
tanks, assessing their strength, and suggesting the final
destinations of these armor groups as they were deploying.

11
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SIGINT AND AUTOMATIC DATA PROCESSING
by staff writers

The SIGINT industry, as any other business, has an ever-
present need for improvement and progress. We want better
quality in our information files, and we want information
quicker, with more accuracy in detail, and with greater ability
to fuse information from various sources. We want to increase
the quality and guantity of product from the material we now
collect. We also want to collect more, not only of the tradi-
tional material, but of new types of signals and radiations
as well. In order to handle these increased inputs, we need
greater processing capability and capacity. Further, we have
to find a way of increasing our output within constraints on
manpower and money. Automatic Data Processing (ADP) is the
essential resource which significantly expands the capabilities
of relatively fixed numbers of personnel within the SIGINT
industry. ADP by its very nature promotes systematic treat-
ment of input and output and, therefore, is consistent with
the scientific or exhaustive approach to problem solution.

Present day SIGINT would be impossible without computers,
for they enable us to get on with the task of analyzing more
material, arranged and ordered for the analyst to use. Rarely
are we able to reduce numbers of people--instead, a difficult
task that could not be done otherwise is done, and consumers'
requirements for timely SIGINT can be met that would not be
possible by hand processing. We anticipate even more use of
"data bases" (our accumulated communications information} in
the future that will be ever-expanding in size as well as
diversity of content. These will enable preparation of more
comprehensive SIGINT reports, both technical and intelligence,
than would otherwise be feasible without drastically increased
numbers of people.

Without machine assistance, analysts are inundated with a
variety of apparently unrelated pieces of information which, due
to the large volume, may never be pulled together to exploit
the relationships which almost assuredly exist among them. A
great deal of available intelligence would never properly be
recovered in time to be useful.

To be more specific, here are two important examples of
results due to computer capabilities.

12




a. One is to handle large volumes of material. The
important fact is that this is not material neatly classified in
obvious categories; in many cases it is data which appear
completely random in character. Computers alone can deduce
non-randomness quickly to help solve a callsign or encipherment
system.

b. The other important result is the capability to
deal with numerous diverse elements of information, compare them--
with each other or as they change form--by a very large number
of repetitive trials, and establish relationships previcusly
completely obscure. The establishment and maintenance of traffic
analytic continuities is an example of this type of capability.

Two examples of a somewhat different character illustrate
the advantage the computer provides in rapid information
retrieval. The TEXTA file allows immediate retrieval of basic
data for intercept assignment and traffic identification. The
new programs dealing with intercept evaluation provide near
real~time management of intercept resources in a most effective
way.

In cryptology, computers are "expanding our intellect,”
just as machines earlier gave men capabilities that they could
not have with their own muscles. Computers are enabling us to
do things that people can't do easily or at all--working with
large volumes of material, and comparing many elements of data
rapidly enough to give information for further intelligence
evaluation in time to be useful in areas of overall importance,
national decision-making both diplomatic and military.

wkhk

"The neason some people don't recognize
opportunity {4 because usually it comes
disguised as hand wornk."
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SEADEV~--MECHANIZATION FOR T/A DEVELOPMENT
Allen L. Gilbert, B63

The direct support of U.S. tactical units in Socutheast Asia
created a requirement for the rapid development and identifica-
tion of unidentified vietnamese Communist communications. The
existence of a combination of guerrilla and main force type units
produces a broad variety of signal plan usage, and therefore a
high rate of unidentified material. 1In a tactical situation where
many enemy units change signal data to avoid detection prior to
movements toward new operational areas, the responsiveness of
identification and ye-identification can be evaluated in terms of
human lives.

In order to develop the needed responsiveness, B6 created the
Southeast Asia Development Program (SEADEV), providing mechanized
processing for large amounts of unidentified intercept on a daily
basis. The intercept is reported daily by field intercept units
in the Southeast Asia Technical Summary (SEATS), a formatted
reporting vehicle forwarded electrically to NSA.

The incoming SEATS is automatically placed in the machine
system at NSA and unidentified records are matched against the
data bank for all identified communications. Activities for which
both the transmitter and receiver callsigns match those of
identified. case notations are supplied with that notation and
tagged for the appropriate analytic element. The remaining
unidentified material is run against the callsign bank containing
the recovered books and pages of the Vietnamese Communist callsign
gystem, and placements (book and page, row, column) are added to
the records.

Vietnamese Communist signal plans are of great variety and
degrees of sophistication ranging from daily changing, basic-
generated callsigns, through a multitude of date repeat patterns,
to fixed callsigns. Since a large number of these plans involve
either daily changing or pattern extracted callsigns from specific
boocks of the callsign system, the unidentified SEATS records are
sorted daily by the book placement of the transmitter callsign.
Developmental analysts are assigned responsibility for exploitation
of specific books and receive daily listings for their areas of
regponsibility.

14




As data repeats within a 90-day depth of SEATS, the records
build and the analyst compares it with known users of particular
books, with message types, and with Airborne Radio Direction
Finding results to determine if it is part of an already
identified activity. If the data is identifiable, it is turned
over to the appropriate case analyst for development with his
other identified communications. Material which cannot be
identified, but which meets criteria for case notation, is
appropriately notated, and the pertinent data is incorporated
into intercept and traffic identification aids which may produce
identifications on other uncased SEATS entries®subsequently
received. The case is then turned over to area development
analysts supporting field collection management authorities.
Here it is placed on wideband recovery assignment and on develop-
mental positions in the field to expedite the identification
through greater intercept coverage. As the coverage builds the
case material, many of the developmental activities can be
associated with known entities and assigned as part of an entity
which is in the regqular intelligence reporting cycle.

SEADEV has not only supported the ddentification of new
communications, but has been invaluable for recovery of communi-
cations changes. The resolved data also becomes part of other
machine programs supporting the effort against the Vietnamese
Communist target.

"And furthermore, I read it in Dragon Seeds!"
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CRYPTO-SCRAMBLE

Richard Atkinson

Unscrambie each of the five numbered crypto-scrambles, placing ona letter in esch space,
to form five words or names, sach of which fits the definition to its right.

1. LEGFRONDS

- - -

2. TRUEPEAR
218%0

- ——

3. SHIPROOM
Q

4. POETWORDACT
S o N o P |

S. DRYOMENS

—— —— —

Now arrange the circled letters
to form the cryptoenswer
suggested by the cartoon at
the right.

Print CRYPTOANSWER here

Classical polysiphabetic stystem using the
first 10 rows of a Vigenere square.

Grille window.
A ssquence which has the same pattern as
another seguence.

Requires both an enciphering and deciphering
daevice.

RYE program which tests for monoms-
dinome substitution.

Device 1o measure the sound of prain in Kansat?

Answers on page 29

16




// We seek to be companions along the way.
The Lantean which we carrny 44 not ours.
The spinit which we share is contagious thought;
The knowledge which we gain, an ifluminating torch
And alf who seek may percedive and Leaan.

-The Concept of Dragon Seeds

PROJECT KAY--OR ANOTHER KIND OF RYE
by Louise Swanson, C5

Recognizing that the RYE-AUTOLINE system would not be able
to support all potential automatic decryption processing, C Group
provided for development of Project KAY as a complementary
system. Messages suitable for Project KAY are those in crypto-
systems whose decryption would require excessive RYE resources
and those whose priorities normally permit the accumulation of
messages for several hours before decryption. With the expecta-
tion that G Group would be the largest initial user, the
development of this processing system was assigned to C53, the
division responsible for servicing G Group. Project KAY has
been operational for more than two years in various forms on
increasing traffic volumes of G Group targets. Both electrically-
forwarded traffic and messages on special-source magnetic tapes
are being decrypted automatically daily.

Electrically-forwarded traffic being processed includes
diplomatic messages in both ILC and national net traffic, the
latter being STRUM-formatted in accordance with TECHINS 1022,
This traffic is automatically routed from the comm center to
the Field Data Processing area in C7. Here it is put through a
communications handling system that provides batches of input
data to Project KAY several times daily. Electrical data that
arrive during afternoon and night hours (between 1100 and 0600)
is processed at 0200 and 0600, and decrypts are available by
0730 and 0930. Electrical data that arrive before 1100 daily
are usually decrypted and available by 1400. Diplomatic

17

“EOR-SECREF-UMBRA—

-

L



TOR-SECRET-BMBRA [

PL 86-36/50 USC 3605

messages from various special sources are received on magnetlc
tapes at NSA; these messages are normally procesged and'.
identified in C6 before distribution of the hard copy iz made
to OPI analysts. The messages are also retained in maeﬂlnable
form and are available for automatic decryptidn within’'a few
hours after arrival. Since most of this spgicial souroe traffic
arrives after 1500 daily, it can be procesgsed at night with the
electrlcally-forwarded traffic and the decrypt1ons made avail-
able each morning, often before the hard-copy version  Has been
completely distributed through normal gchannels. A sﬁall volume
of AG-22 traffic is being handled by the system, but 1t current-
ly requires some human 1ntervent10n. .

Project KAY processing d1v1des into several steps. Input
is a data stream consisting of all messages available from a
particular source(s} on many takget nationalities. . In the
first step, the program isolages individual messages in the
data stream, determines the natlonallty of each message, and
identifies the message externals. The second step is selection
of messages for further prdcessing according to natlénallty
(target designator). Onty those messages on targets-where at
least one cryptosystem can be read automatically are‘processed
further. Messages are’identified by cryptosyste@ in the third
step, and the text oﬁ'those that can be read is completely
edited and formatted for input to the last step--th¢ appropriate
decryptlon program.’ Format flexibility has been 1ncorporated
in the editing pxrocedure sc that existing decryption programs
can be used w:.th':.n the KAY system. : .

Automat;ﬁ decryption through Project KAY can be made avail-
able for non-G Group targets upon request; reqiirefments should
be forwardea to appropriate C5 support divisions. .

One* such "non- been tested by C55 in
supports of the _ During July
gust 197 KAY successiu 1dentified several

messages and edited them for subsequent on-line decryption
via the Project RAPIDS program TWIST. Project RAPIDS is a set of
general crypt diagnostic programs on the IBM 360/85. Combining
KAY and RAPIDS processing against the messages demonstrated
the usefulness of Project KAY to Bl2, since it made automatic
decryption possible with a minimum of custom programming.

18

|
-



e = 1

EC 3.3b{(3)
PL 86-36/50 USC 3605

oy
‘l

.
.
-
a % *
.+
»
R’
L L]
s "

.
'y
aPa¥ eyt

A SOFTWARE APPROACH TO SCRIPT PRQCESSING: THE.WHY
by Robert F. Kre1nhedér, Bl2 ]

ages of Bl2
employ what a: o e ermed ex
rs which are blzarre to Western pyes

are written in varlous combinations aaﬂ juxtdpositions to £brm
gyllables, of which tone indicators are a part. Unlike the.
Roman or Cyrillic alphabets, whose letters,(jare written in

consecutive order, characters of tHese lan'quages {:I-It
are written in Irregular.

patterns with some characters wxltten above or below othens.
Since the number of characters-:involved.'is also larger, urrique
Morse equivalents must be used in some ‘languages when communi-
cating. Barred letters are, used by collection personnel to"
represent the unigque Morse'charactere' Some languages have .no
standardized method for spelling plain text in communlcat;pns,
but employ cipher eéulvalents Anstead.

[ ]
T

There Nas long beeyt an interest in develo
: ity for machine scripting of Bl12 E:Efiﬁ:]
In some cQuntries, various entities (e.g.,
military, guerrilla) now use different equivalents:
for the same®language, making the common |
script representation very desirable. With
the jncreasing reliance on machine- °®
supported analysis and machine :
... decryption of cipher messages,-
. there has been an increasing néed
. for standard scripted output., .
Presently, the JUNGLE BOOK project
.is being launched to develop CAMINO-{ype
machlne dictionary files for Bl2 languages.
This project should ba’ a great help in alleviating the paucxty
of dictionaries and glossaries and should substantially assist
efforts to exploit message texts. It is essential that .
published versions ¢f these JUNGLE BOOK files employ native °
scripts. The use of script is also desirable for working aids
and training materials so as to eliminate the confusion and -
difficulty that artific;al representation entails. :

Jjes involved-
have different, 1I sometimes related, character
sets. rint chains for these languages have not been available

at NSA and, indeed, their acquisition could be somewhat

1)

. 13 ‘ ]
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impractical because of the limited volume involved, the number
of different languages, the large size of the character sets,
and the irreqularity of character placement patterns and
printing moticn. At this time, a set of practical programs,
asing available machines, is being developed to accomplish
scripting by machine. The linguist's contribution to this
nrocess has been to draw and plot the characters using readily
understood procedures; provide the programmer with necessary
data on alphabetic order and syllable construction; and provide
frequency statistics to control internal access priorities.

Bl2 has been fortunate to have had among its personnel a
skilled programmer with interest and enthusiasm to pursue the
scripting problem successfully. 1In the following article he
explains his approach to programming toward this goal.

N2 943 2 3
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A SOFTWARE APPROACH TO SCRIPT PROCESSING: THE HOW
by Ferdinand J. Reinke, Jr., Bl2

The concept of producing non~standard script on a computer
can take two approaches: hardware or software. The hardware
approach is to modify a printer in some semi-permanent fashion.
The software approach uses the computer to automatically control
a device to form characters. The purpose of script representa-
tion is to achieve several of the following goals: 1) give
usable machine output to a linguist; 2) achieve standardization
in languages where there is a non-standard Morse equivalent;

3) give the linguist a standard reference for languages with
non-standard transliterations; 4) provide a method whereby
novice linguists may become immediately productive; and 5) pro-
vide non-Roman linguists the same services available to Roman
linguists.

The hardware approach has two kinds of problems: first-time
setup problems and each-time recurrent problems. The initial
problems are designing a font, setting up a metal die, producing
the print train, verifying and correcting errors, and establish-
ing a Universal Character Set (UCS8). The each-time recurrent
problems are removal of the "standard" print train, alignment
of the printer timing disk, installation (drop-in) of the print
train, loading of the UCS buffer which prints the characters,
and verification of the printed copy. Yet, for high-volume
needs such as Russian Cyrillic, this approach is perhaps the
most efficient. Another hardware approach is the electro-
static ink jet printer. This method uses an electric field to
control an ink flow on the paper. The drawbacks are the
prohibitive cost, the fact that the state of the art is not
advanced encugh to support it, and it does not produce subscripts
or superscripts.

The software approach assumes 1) the system should be
language independent, with the program written in a high level
symbolic language to make it compatible across systems; 2) the
program's machine and system must be independent; 3) the cutput
microfilm will save space and have several other uses; 4) the
program will be usable to a non-programmer; 5) the size of the
image should be controlled by the user; and 6} the program
should be modifiable as to directional flow, i.e., left to right
or reverse and top to bottom or reverse.
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The pioneering work done in the Chinese and Japanese
languages is slightly different from what is needed. In
Chinese and Japanese, one character represents one idea or unit.
However, in any alphabetic language, spacing immediately comes
to the front. To further add to the complication in Southeast
Asian languages, script is not restricted to one line of
sequentially progressing letters. So here lies the problem,

a low volume user with a non-English alphabet, complicated by
tones and other special marks, who needs to see his language
in script form.

The full system is designed to run on the IBM/370-165;
but since the programs are written in Fortran, the system
should be moveable. The user has to design his input equiv-
alents using circles, arcs, and straight lines. This table of
equivalents is all that relates the programs to a particular
language. Being language independent means any user can
design and implement his target language script without any
prograrming,

The script is produced on the Stromberg DATAGRAPHIX 4060,
which is a COM (computer output microfilm) device via the
Integrated Graphic Subroutines Library on the 370. Microfilm
is then available for printing or can be used directly as a
viewing medium.

The 4060 is the logical choice for the device to be used
for the following reasons: It is 1) capable of doing what is
needed; 2) in-house; 3} underused; 4) flexible and adaptable
to different uses; and 5) programmable using what is immediately
available.

The actual "how-to-do-it"™ mechanism is as follows: design
a character set inside a rectangle on graph paper. Next break
the character into a series of circles and straight lines. Then
verify the machine's ocutput and modify as necessary. That is
the setup before processing material.

It is our goal to provide the facilities to create diction-

aries, traffic, working aides, decrypts, reference manuals, and
training materials.
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MACHINE-AIDED TRANSLATION
Nerman Wild, B03

In this, the second of three articles on
thansfation and the machine, Mr. Wild
sets fonth some necessary considerations
fon the decisdion Lo use on not to use the
computer a4 an adjunct to transfation.

AUTOMATIC LOOK-UFP

A more modest coal than full machine translation is automatic
look-up in which the machine identifies words (or units of look-
up} in the text, locates the target-language meaning on a
dictionary tape, and prints the meaning. At its best, automatic
look-up saves the translator a lot of time in thumbing the
dicticnary and prevents errors that might be made by a translator
who was oversure of his knowledge or unwilling to bother to
consult a dictionary.

There may be fringe benefits. The printout of the dictionary
tape can serve as a desk aid; the looked-up words can be flagged
for subject matter interest and could further provide English
equivalents if desired; word freguencies can be tallied; defini-
tions can be evaluated in context; no-matches will show what words
are missing from the dictionary:; and so on:

Without going the whole way, there is semi-automatic look-up
to be considered. In this procedure, the translator enters the
word into a computer, perhaps by way of a keyboard, and the
definition is printed out or appears on a scope. The advantage of
semi-automatic look-up over thumbing a dictionary is that the tape
is easier to update and the program can find distorted or
incomplete words. The advantage over full-text look-up is that
the experienced translator, who should know when he needs help,
is not getting a lot of information which he does not need and
which costs money to provide.

There are some disadvantages to using automatic look-up in
addition to the obvious costs of preparation and operation. The
look-up may encourage the translator to rely on the English
printout rather than to study the language or at least to go to
other dictionaries which would be more informative. It may even




encourage attempts by people who do not know the language at all
to piece a meaning together from the stream of definitions.

That could be disastrousl

When, then, should we use automatic look-up? It is feasible
and desirable under certain conditions, and a table of indications

and contraindications may be set up.

{Note that automatic look-up

shares many of the difficulties of machine translation.)

PRO

. Dictionany in machinable {foam
48 already available, or prepanring
one {48 desinable fon othenr
neasons--usually to print out a
desh dictionary when no available
one 4s satisfactonry.

2. Input Language is alneady in
machinabfe form ox has to be put
Lin this form fon othen purposes.
It may be that the input is avail-
able as a by-product of othen
operations.

3. Spetling of Linput Language i
consistent and compatible with the
spelling on the dictionary Zzape.

4. Units of Look-up are eady 2o
g§ind in the stream of text.
Word-spacerns are sent; a code
group stands fon a well defined
wonrd on phrase; ete.

25

CON

1. Machinable-form dictionary
is not available and would net
senve any additional punpese.

2. Language woufd have to be
punched on typed fon this scle
purpose.

3. Spetlling 44 dinconsdstent
and caused ambiguities and
di‘gicuttz in equating tc the
foam on the dictionanry Zzape.
The inconsdistency could anise
faom ignorance, cryptographic
constraints onr options, Lack
0f hand nules in the tanget
Language, Lack of standand
Romanization on Meonse, ete.

4, Text is a stream o? sytla-
bfes on smallen units (down fto

Lettens) without wond divisions,

and wonds have to be found 4in
Lhe stream by unwieldy tesits
which are not always neliable.

I e serimr— e Al 5



PRO

5. Base 5am;_zQ not changed
much or at alf by inflection,

6. Thanslatons are compara-
tivedy untrained and inexpehr-
{enced and are 4Lowed down
considenably by Rack of
vocabulanry.

7. Much vocabulany consists of
technical teams with neat Englash
cquivalents.

&. Thene 44 much need fon "extna-
Linguistic" infonmation such as
Latitude/Longitude of placenames,
bried descniptions of pensonal-
ities, anbitrary s tandand trans-
Lations, expansdions of
abbreviations, ete.

9. Llarge vocabulany is used
because of subject matter {e.g.,
indus trial, scientific).

10. Volume of Lext is gread
encugh to make the basic
expenditure wonthwhile.

11. Transfations axre not nrequined
{mmediately; we can tolerate the
defays in preparing matenial fon
machine and waiting for printouts.

cok

5. Base form is changed
drastically by inflection.

6. Thranslators anre familian
with ecommon vocabulary and
have difficulty only with ad-
vanced translation problems
which an automatic Look-up
would not help.

7. Tnanslation problem does
not Lie in the basic meanding
of the word but in the best

rendering 4in varying context.

8. Vocabulary should be famil-
iax to a Linguist with a good
"traditional” hnowledge of the
input Language.

9. Vocabulary {8 not Langen
than a Ztransfaton can be
expected Lo Leann.

10. Volumes are small and
inteamittent; time spent in
preparing the sysiem could not
be repaid.

11. Translations are nrequined
in a huany; matenial cannoi
wait for batching or technical
and administrative delays.

In considering automatic look-up, we need to keep in mind

that it is a translation aid only.

There must be no presumption

that the program finds all words or always defines them correctly

or that it solves all grammatical or semantic problems.

It is

never a substitute for language study, hard work, or common
sense.
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~=-a=Congratulations are in order.
Since the last issue, the follow-
ing B personnel have been singled
out for honors.

Exceptional Civilian Service Award
Dr. Don C. Jackson, Ch B

Meritorious Civilian Service Award
Oscar Steele, B63

Joint Service Commendation Medal

. CAPT Hareld E. Joslin, Ch B
TSgt Charles H. LaFosse, B3
TSgt Garland E. Freeze, B32
Gy Sgt Raymond 8. Cuddy, Bé6l

1

-=-=-=A ugers' guide for the Lewis
System of Diagnostice (LSD)
written by Danny Boyter, B03, and
Al Verbits, Pl, is hot off the
press. The guide consists of
seven computer programs designed
to search for known phenomena in
hand systems. It includes data
manipulation programs which
generate Delta streams, width
tests, and various counts. There
are also programs which search
for indicators and fibonacci key
generation. Copies may be ob-
tained by contacting the

authors on 52108 or 5296s.

[ 2 1 2]
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----The National Cryptologic Schocl
is offering the pilot presentation
of a computer-managed course in
FORTRAN IV from 0800-1630 hours
daily in Room A1B33, FANX II.
There is no registration, sched-
uled classes, or credit given

for the course. Students proceed
at their own pace, but must finish
the course within five weeks.
Those completing the course will
be permitted to take the final
exam for MP-227 (FORTRAN Program-
ming) and should they pass, will
be registered and credited for
completion of that course.
Interested personnel should
contact Mr. Gibbs or Mrs. Garlick
on extension 8555.

Rwkk

-==~The personality parade which
introduced top B cfficials to

our readers will no longer appear
as a feature in Pragorn Seeds after
this issue. It will be replaced
by Buddha Speaks, a ¢olumn which
will spotlight those people among
the NSA work force whose reputa-
tion is so exalted it has earned
them the title, "Enlightened One."

RhRd

--==Mathematical Support to
Traffic Analysis, a Pl-sponsored
symposium held in the Senior
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Cryptologic Course Center {(FANX
I!) during May accomplished its
main objective, to get Traffic
Analysts and Mathematicians talk-
ing to each other. B participa-
tion was extensive. Ken Cohen
B45, spoke about “CHICOM;
Callsigns;" Foster E. Slade, B3,
delved into "Desk Analyst's
Math;" and Robert S. Benjamin,
B03, not only chaired the panel
discussion on the final day of
the symposium, he also gave an
"Overview of Math Support to
Traffic Analysis."

LA R 2

-~--The RJE Users Group previous-
ly sponsored by C7 until its
demise in mid-August is being
revived under C503 auspices.
Willard Davenport, 3655s, can
provide additional information.

LA L 3 4

----Several new exhibits are on
display in the Center for the
Asian Arts at Towson State Col-
lege.

EC 3.3b(3)
PL 86-36/50 USC

3605

Another display contains an
exhibit* of Eighteenth Century
Japandse netsuke--a device used
by.the Japanese to fasten their

.purses to their belts. The Tow-

* son display contains several

examples of the netsuke, carved
out of both wood and ivory, and
a brief explanation of how it
was used.

Aboriginal wood carvings and
weavings are on display in the
Center lobby.

The Asian Arts Center, on
the fifth floor of the Albert S.
Cook Library on the Towson State
campus, is open to the public
from 10 a.m. to noon and 2 p.m.
to 5 p.m. Saturday.

LA S 3

~---WIN is Women In NSA.
WIN s a fledgling organization
inviting B Group women to parti-
cipate in special interest groups
like Consciocusness Raising, Up-
ward Mobility, and Self
Education.
WIN is reaching out to you.
Contact Olive Bennett, P1,

One display case is devoted to or Dee Zellers, M3, and WIN!

incense. Featured in the exhibit
are incense burners and pipes
believed to have been first used
for burning incense.

A brief history of incense is
also included, tracing its usage
as it traveled through India,
China, and Japan with the
Buddhist religion.

*k k&

-—--Don't forget the Learned
Organizations! September begins
a new membership year for them.
They are offering expanded pro-
grams, new activities. They are
seeking fresh outlocks, broader
participation, intriguing innova-
tions. They need your support!

hkkk
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~=--~The Traffic Analysis Career
Panel has released several of the
cld exams, with answers, for
disgsemination to individuals pre-
paring for future T/A PQEs. Mel
Johnson of B02, extension 5978s,
can £ill you in on the details.

ook &

-«==Did you know that the Crypto-
linguistic Association is making
plans for its second annual
"Coffee and Conversation" and is
seeking donations of pastries,
finger foods, and ethnic dishes?
Florence Wagner, Bl2, is the
person to contact if you've a
keen desire to flaunt your
culinary expertise. Extension
71288 or 6497 black.

LA & 2

----Appearing next in the current
monthly lecture series of the
Crypto-Mathematics Institute

held in the NSA auditorium at
0930 hours are:

Ralph E. Walker, R5 - 5 Oct 72
Uses of the Fournier
Transform in Digital
Signal Analysis

Dr. Lowell K. Frazer, S1 -
7 bec 72
Cryptographic Decay
{(TOP SECRET/CODEWORD)
All persons with the necessary
security clearance are invited
to attend.

ek dw

---=-0n schedule for the CLA

1972-1973 lecture series are:
A Human Factors View of
Translation:

James Mathias - October
Machine Bookbreaking: Afin-
ity between Statistics and
Linguistics

George Wood - November
Information Transfer: Korean
to English

Henry Sullivan - December
Translation as a Profession

Lawrence Murphy - January

kAR

|

(SECRET/CODEWORD)
Charles W. Bostick, G4 -

2 Nov 72

Probe Vectors (SECRET)

=‘|

ANSWERS TO CRYPTO-SCRAMBLE:

1. QGronsfeld

2. Aperture

3. Isomorph

4§, Two-part code
5. Syndrome

CRYPTOANSWER: WHEATSTONE




ASK
THE
DRAGON
LADY

Dear Dragon Lady:

I am responding to two letters which appeared
in the March Daagon Seeds, but which I only recently
saw, one from Mr. De Gregorio, Bl2, and the other
from Nang Ha.Nyan, who claims to be in B03. Mr.

De Gregorio's first:

Bath El, Language Training, and P16, Linguistic
Support, can be of some help in tracking down persons
who can give training in the less common languages,
P16, in particular, is in a position to tap resources
of a wide area usually without a great deal of delay.
I suggest that you spell out your needs for training
and for working aids as precisely as possible and
pass them along to me in a memo.

'And Nang Ha.Nyan's:

As far as I know, nothing is being done abbut
expanding the number of languages which are being
taught overseas in their native eavironment from
its present, modest one (Chinese). Such training is
expensive, but as you said it's also very effective,
and perhaps a case can be made for it in other
languages, too. Again, my suggestion is to make your
needs known. If you write a memo, somebody has to
answer it. '

+

JOHN S. LAWRENCE
Chief, P16
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The Dragon Lady humbly suggests that when trying
to locate experts in the minor tongues of mainland

Southeast Asia, P16 not overlook the talents of the

Justin Morse family, one of the most durable missionary
families in the China=-Burma Hump who after 51 years of

administering to tribes in the "Shangri-La" valleys at
the "top-of-the-world" are back in the United States
renewing ties with the Christian Church £following
ouster from their adopted homeland by the Revolutionary
Government of the Union of Burma. Through educational
and medical as well as religious programs, Dr. Morse

and family earned the loyalty of Kachin, Naga, and
Khamti Shan tribesmen so much so that until 1965,

these same hill peoples frustrated the central

government's efforts to serve expulsion orders initiated
in 1961.

Dear Dragon Lady:

I welcomed Kay Swift's comments to the Dragon Lady
in Dragon Seeds, Vol. 1, Nr. 3 dated June 1972,
regarding my article Cryptanalysis Through Functional
Linguistics appearing in the first issue of this
pﬁEEIcatIon. §

EOQ 3.3b(3)
PL 86-36/50 USC 3605

DONALD P. LENAHAN, B2
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CONTRIBUTORS

AL GILBERT, B63, came to NSA in 1966 aften netining grom the Army
Secunity Agency as a CW3. While in ASA, he senved in Europe,
the Fan East, Southeast Asia, and at NSA, working at various
times as reponten, traffic analyst, Russian Linguist, and
eryplanalyst. Ma. Gilbert, who is professionalized as a
Special Research Analyst, wonrked the Vietnamese Commundisit
military problem until July 1972, when he foined forces with
Bl technicians probing the vagaries of Korean cayptography.

MIKE HRICIK, B6/BZ, initially entened the hallowed portals of
NSA as a Lowly SP/5 in mid-1968 aften a nather Lengthy
sofourn in the Central Highlands of South Vietnam, where he
became an andent Montagnand aspinant. At NSA, Mike delved
into the mysteries of traffic analysis, intelligence analysis,
and reponting while eanning the nreputation of being a veay
compelent Vietnamese Lingudist. His assignment to Saigon 4in
1970 and 1971 was under Agency auspices to co-sponson an NSA
people-to-people program. He neturned in time to be tasked
with the duties of the "Senion Dinty OLd Man of Bé," duties
he has not nelinquished yet.

ROBERT F. KREINHEDER, B1203, came o NSA in 1957. He was Chief
of the Buamese section from 1961 to 1967 and, since then, has
been wonking as a cayptolinguist on Southeast Asia problems.
Mr. Kreinheden hofds the B.A. degnee from Connell Univenrsity
and NSA certification as a professional Linguist. He has
senved as Chairman of the Buamese PQE Committee and 44
beginning work as f(ife executive for the Buamese, Karen, and
Kachin machine dictionary {ifes.

SGT FERDINAND J. REINKE, JR., of Bl12 and the 6948 Scity Sq, USAF,
has seven years experience in the field of data preocessing.
He {8 at present on mifitary Leave of absence from American
Telephone § Telegnaph Company, whene he was a member of zhe
Programming Staff assigned to the Computer Operations/Systems
Group., While with that Group, he worhed extensively with
I1BM/ 360 operating systems at various fLevefs. Sgt Reinke
holds a BEE degree from Manhattan Coflege and {4 a memben of
the Institute of Efectrical and Electronic Engineers and of
the Association of Computing Machinenry.
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LOUTSE SWANSON o4 C53 annived at NSA in Pebruary 1965, shontly
aften being awarded the B.S. in Mathematics gy Pundue Univern-
8ity. She is a grnaduate of the Pl Cayptologic Mgithematician
Pno%nam and holds professional centification as a Data Systems
Analyst and Mathematieian. During her NSA carelnr, Mas,

Swanson has worked as a cryptanalyst on the Vietnamese

Communist high- { Stem in BS, as a
programmenr on and on various
profects in C5. 1In her present adsignmeni in C53, she pro-

vides suppoat fon G Group cryplanalytic problems, Mas,
Swanson is a membenr of the Computer Infoamation Science
Institute and of the GEBA Boaad of Dinectohrs,

NORMAN WILD, B03, is one of the Agency's foremost multifinguisits.
He has been with NSA and predecessor agencies since Sepiemben
1944, working mainly with Far Eastern Languages. [It is
neliably neponted that he reads STC Like plain Language.] Ma,
Witd's academic background incfudes the B.A, [1939? and the

M.A. in Chinese and Japanese [1941) from Columbia lniversity.
He is the author of numenrous Linguistic neference and training
aids within NSA, and has Long been concerned with the interplay
of computenrs and Language.
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